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Résumé 

 
La théorie déterministe du chaos intrigue beaucoup, particulièrement en raison de ses 

interactions mystérieuses avec la théorie ergodique des nombres. Bien que nous utili- 

sions fréquemment des générateurs pseudo-aléatoires certifiés NIST, nous négligeons 

souvent de comprendre les raisons mathématiques de leur efficacité. Notre thèse se 

penche en partie sur ce sujet, à ceci près que nous nous concentrons sur les fractions 

égyptiennes d’irrationnels, au lieu de développements traditionnels tel le développe- 

ment décimal ou celui en fractions continues, plus couramment utilisés en cryptogra- 

phie. En adoptant la définition du chaos selon R. Devaney, nous démontrons mathé- 

matiquement la chaoticité d’un tel processus, créant ainsi un nouveau cryptosystème 

venant enrichir l’arsenal de systèmes à base de chaos déjà à notre disposition. Nous 

explorons ensuite des familles de fonctions injectives et lossy trapdoor (LTF), pratique- 

ment indiscernables sur le plan calculatoire, mais dont l’utilité dans la construction 

de primitives cryptographiques est avérée.   Plus précisément, nous mettons en place 

une construction efficace d’une variante des fractions égyptiennes pour extraire notre 

LTF souhaitée. Nous visons ainsi à améliorer l’efficacité du schéma de chiffrement 

résistant à l’attaque à texte chiffré choisi (IND-CCA), et ce en faisant appel aux notions 

de tenseurs et de catégories, tout en démontrant l’ergodicité de ce processus. L’aspect 

pseudo-aléatoire des processus inspirés des fractions égyptiennes contribuera à ren- 

forcer la sécurité non seulement dans le schéma IND-CCA, mais aussi dans divers défis 

liés à l’hypothèse décisionnelle ou calculatoire de Diffie-Hellman (DDH, CDH), ce qui 

les rend très précieux pour la communication entre plusieurs agents. 

Mots clés: Théorie du chaos; Théorie ergodique des nombres; Fractions égyptiennes; 

Cryptographie; LTF. 
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Abstract 

 
Deterministic chaos theory is very intriguing, particularly because of its mysterious 

interactions with ergodic number theory. Although we frequently use NIST-certified 

pseudorandom generators, we often neglect to understand the mathematical reasons 

for their effectiveness. Our thesis partly addresses this issue, except that we focus on 

Egyptian fractions of irrationals, rather than traditional developments such as decimal 

or continued fractions, which are more commonly used in cryptography. Adopting 

the definition of chaos according to R. Devaney’s definition of chaos, we demonstrate 

mathematically the chaotic nature of such a process, thus creating a new cryptosystem 

to add to the arsenal of chaos-based systems already available to us. We then explore 

families of injective and lossy trapdoor functions (LTFs), which are practically indistin- 

guishable computationally, but which have been shown to be useful in the construction 

of cryptographic primitives. More precisely, we set up an efficient construction of a 

variant of Egyptian fractions to extract our desired LTF. Our goal is to improve the 

efficiency of the chosen ciphertext attack-resistant encryption (IND-CCA) scheme by 

using the notions of tensors and categories, while demonstrating the ergodicity of this 

process. The pseudorandom aspect of the processes inspired by Egyptian fractions will 

contribute to enhancing security not only in the IND-CCA scheme, but also in various 

challenges related to the Decisional Diffie-Hellman or computational hypothesis (DDH, 

CDH), making them very valuable for communication between several agents. 

Keywords: Chaos theory; Ergodic theory of numbers; Egyptian fractions; Cryptogra- 

phy; LTF. 
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Chapter 1 

 
Introduction 

 

 
 

The world and science have their 

own data, which touch and do not 

penetrate each other. One shows us 

what goal we should aim for, the 

other, the target being given, offers us 

the means to wait for it. 

 

Science and Hypothesis 

Henri Poincaré 
 
 

1.1 Overview1 

 
In the midst of a maelstrom of ontological arguments in the Renaissance, Spinoza2, a 

pure advocat of rational and cartesian thought, layed some bedrocks for deterministic 

philosophy. Although sometime far too complex to entangle, his manoeuvres, skeptical 

as they seem, used freedom or free-will and determinism interchangeably. Heretofore, 

Hegel3 possessed his own doctrine, but still acknowledged determinism, which was 

even known to affect Leibnitz monadology4 after his visit to Spinoza’s recluse, nay 

1Antique references are marked as footnotes, while the others are listed in the bibliography. 
2Baruch Spinoza The Collected Works of Spinoza, Vol. I and II, ed. and trans. by E. Curley. Princeton 

University Press, 1985. 
3Georg W. F. Hegel Lectures on the Philosophy of World History: Introduction. Translated by Nisbet, 

H. B. Cambridge University Press, 1975 
4Nicholas Rescher Leibniz’s Monadology, University of Pittsburgh Press, 1991 
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altered it once and for all. 

Determinism gives the illusion of coincidence when the information at stake is incom- 

plete, like Voltaire5 once said and here quoted: chance is a word of void sense; nothing 

can exist without cause. Chance may also after a similar event give the appearance of a 

deterministic process. As a matter of fact, unpredictability does not necessarily involve 

the intervention of this elusive coincidence. Nonetheless, perfectly deterministic pro- 

cedures can sometimes have an unexpected outcome, only attainable by carrying out 

the experiment itself; it is then unpredictable, although no randomness intervenes in 

the construction. 

 

Throughout history, deterministic perspectives would soon become more and more 

shaken by later discoveries. To emphasis this stance transitions, a quick dive into as- 

tronomy’s timeline is to be mentioned: 

In ancient Greece and Rome, Ptolemy6 and Hipparchus7 focused on finding regular 

motion of wandering stars (planets) to predict their movement among the fixed stars, 

coming up with uniform circular motions and epicycles. Until the early seventeenth 

century, Kepler [1] announced his planetary laws improving the Copernicus model [2], 

stating that orbits of planets around the sun were elliptical trajectories. Since then, 

Newton [3] recovered those fixed ellipses in his laws for the orbit of a single planet 

around the sun; however, he found that adding a second planet like in figure 1.1 to the 

count would disturb the orbit of the first one, thus revealing the important question 

of the stability of the solar system. This question will be soon answered at the end 

of the eighteenth century with Lagrange [4], laying down the differential equations 

responsible for the elliptic motion variations under the influence of the planetary per- 

turbations. This allowed Laplace [5] to calculate long term variations and periodic 

terms, convincing him of the solar system’s stability and predictability over infinite 

time, a major keystone of Laplace’s determinism. 

5François-Marie Arouet (known as Voltaire) Le Philosophe ignorant 1766 
6Alexander Jones The ancient Ptolemy. ln Ptolemy’s Science of the Stars in the Middle Ages. Ptole- 

maeus Arabus et Latinus Studies 1, 13-34, 2020. 
7Otto E. Neugebauer A History of Ancient Mathematical Astronomy. Pt. 13. Berlin, Heidelberg, New 

York: Springer Verlag, 1975. 
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Figure 1.1: The three-body problem in the solar system 

 

 
Towards the end of the nineteenth century, Poincaré [7] addressed the stability of the 

solar system on a simplified model situation, constituting the first contribution in qual- 

itative theory of dynamical systems. He proves that the existence of homoclinic inter- 

sections implied sensitive dependence on initial conditions and to predict the gravita- 

tional motion of celestial objects, he studies two bodies orbiting one another around 

their common gravity center, while a smaller body orbits them both (known as the 

three-body problem). During this computation, he discovered small uncertainties in 

initial conditions that made his result numbers grow out of range, no matter how hard 

he tried to shrink those imprecisions, and deducing that the solar system was unpre- 

dictable due to the presence of a multitude of variables nearly impossible to specify 

precisely, giving room for "chaos". Indeed, exactly a century after Poincaré, and thanks 

the high performance of numerical simulations, the latest works by Laskar [8] has led to 

different probabilistic scenarios, all confirming Poincaré’s prophecy about the unstable 

nature of the solar system. 

A quite simple, yet convincing example of chaoticity can be shown through a game of 

pool: assume we are in the middle of a conservative game of billiards with no pocket 

holes, for dynamical reasons, and given a very short distance between two adjacent 

balls at the start, we can witness an exponential divergence of trajectories with nearby 

initial conditions (sensitive dependence of initial conditions), shown on figure 1.2. Each 
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ball collides to another and to the boundary of the billiard table, keeping in mind that 

the angle of incidence equals the angle of reflection. In 1927, Birkhoff [17] announced 

that the elliptic shape table billiards were integrable, the collision space for this map- 

ping being foliated by 1-dimensional invariant manifolds. At this point, he conjectured, 

that strictly convex integrable billiards were elliptic billiards, and as a corollary of the 

Poincaré-Birkhoff fixed point theorem, it is deduced that on a strictly convex billiard 

table, there is infinitely many distinct periodic orbits. Thus, it is the shape of the ta- 

ble boundary that renders the behaviour of such Hamiltonian systems, integrable or 

chaotic. 

Astronomy or billiard are not the only illustrations of this dynamical phenomena, as 

 

Figure 1.2: Three possible trajectories of a ball colliding to others on a table 

 

 
one can find it hidden behind shape deforming: In 1967, shearing the image of a cat 

with the aim of stretching it, Arnold [9] used a linear transformation via the Fibonacci 

matrix [10], while adding a modulation to make it a map from a torus to itself, which 

was found later on to be chaotic; he upped each point with one unit and shifted it two 

units to the right, as shown on figure 1.3. Now, given a mod 1 constraint, the opposite 

boundaries made the same entity, hence could be connected to get a cylindrical set, and 

redoing the same process for the other boundary to get a torus. Therefore, regardless 

of the times this mapping was used, it yielded the same shape inside the square unit.  

Eventually, since this map was periodic, once it reaches a defined number of iterations, 

the image is restored back to its original form. This is the beauty in chaos: you do not 

loose information, it is sitting out there waiting to be retrieved ! 
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In that same year of 1967, Smale [16] suggested a chaotic homeomorphism from the 

 

Figure 1.3: Arnold’s cat map 

 

 
plane to itself. Focusing on the operation inside the unit square, which can be ex- 

tended to the rest of the plane, the same square is squeezed horizontally, stretched 

vertically, then bent around in a clockwise direction. Now, if the process is repeated, 

but in a counter clockwise manner, the transformation would still be symmetrical and 

invertible, as displayed on figure 1.4. Since clearly one equilibrium does exist, being 

the origin (saddle point) with one stable and another unstable manifold (eigenspaces 

matching the x and y axis), then the invariant set of the map is non-empty and lies 

inside the unit square, where some points remain within for all time. 

 
Mathematically thinking, a chaotic system is usually endowed with sensitivity to initial 

conditions, which could be referred to as the butterfly effect, meaning that if the start 

of a path is point A, then starting near point A could lead to a completely different 

direction, as questioned by Lorenz [14] about the butterfly wings, a question which 

seemed at the time unnatural for scientists. This gave rise to the new paradigm of 

strange attractor [15]. 

 
Not far from shape transformations and chaos, shortly after the Lorenz attractor dis- 

covery, a biochemist named Rössler [131] became fascinated with chaos and began 
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Figure 1.4: Horseshoe map pre-images of the square region 

 

 
thinking of a way much simpler to find an equivalent to that attractor in chemistry. 

Visiting a carnival, Rössler saw the mechanism of the taffy puller, and wondered if he 

can write an ordinary differential equation doing the same and containing only one 

nonlinearity. In this attempt, the biochemist noticed that the Lorenz attractor occurred 

in a bounded region, yet different points are growing apart further and further from 

each other, an endless expansion that can be mathematically expressed in terms of the 

Lyapunov exponents [6]. The Rössler attractor is born (figure 1.5). 

 

Interestingly, still within the spirit of chaotic advection, and just like pastry kneading, 

Baker’s map [53] goes from the unit square to itself, by result of flattening and stretch- 

ing then cutting and stacking (figure 1.6), identically as performed on dough. This map 

exhibits sensitive dependence to initial conditions, having uncountably many chaotic 

orbits. When considering the unit square and while the case parameter for the trans- 

1
formation is less than , we notice that successive images of the square are all nested   

2 

inside each other, which insinuates that Baker’s map has an attractor, being the limiting 

set, that pulls in all orbits. Following the map’s iterations, any initial condition inside 

the original square moves around but will be found in the limiting set. This fact is what 

makes this attractor fractal, with a non-integer Hausdorff dimension. For the same case 
1
where the parameter is less than     ,  the area of a Baker’s map iteration for any given 

2 
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Figure 1.5: Rössler attractor 

 

region inside the square is less than the area of the higher iteration, meaning we have 

a shrinking phase space volume, a dissipative system. When the above-mentioned 

1
parameter is equal to ,  the map is area-preserving and there is no gap between the    

2 

stripes, making the square map back to itself. In this case, there is chaos but there is no 

strange attractor, as for the solar system. 

 

Long after the first spark of chaos, electronic circuits did not escape this scientific 

breakthrough: in 1983, while collaborating with Matsumoto in Japan, Chua [130] im- 

plemented an experiment using a linear resistor, a coil, two capacitors and a nonlinear 

resistor in the form of operational amplifiers and batteries, allowing later on to get a 

system of three state variables and five parameters representing the circuit equations. 

While setting up the circuit, the oscilloscope showed at first wavy signals, but after 

adjusting the potentiometers and plotting the signals against each other, a double scroll 

appeared like on figure 1.7, as one of the first Chua attractors indicating chaos. 

Chaos is not only encountered in physics, chemistry or economy but also in medical 

studies: in 1980, medical practitioners had linked the heartbeat of humans to chaotic 

behavior, which quickly became a study that could help patients with heart problems: 
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Figure 1.6: Successive iterates of the Baker’s map on a set 
 
 

Figure 1.7: Chua’s attractor 

 

 
Cohen and Kaplan [18] wrote about heart electrical activity becoming chaotic. Lom- 

bardi [12] had also published that the fluctuations of palpitations during the normal 

sinusoidal rhythm of the heartbeat are partially attributed to deterministic chaos, while 

a decrease in this type of nonlinear variations could be observed in various cardiovas- 

cular decays and before ventricular fibrillation. 
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Finally, and perhaps the most important for our thesis, undoubtable links can be es- 

tablished between chaos and (ergodic) number theory. As mentioned in the abstract, 

the conjecture of normality (or at least universality) of some fundamental constants like 

π amounts to proving the density in the unit interval of the orbit of π via the iterates 

of the map 10x mod 1, a keystone property in the definition of chaos according to 

Devaney (see for instance proposition 2.5). In this context, we invite the reader to take 

profitably this fact to reformulate in dynamical terms some conjectures from number 

theory. As the main part of this problems is formulated within the decimal or continued 

fractions expansion, other paths could be explored within Egyptian fractions expansion 

and its variants, as will be attempted in this thesis. 

 
1.2 Thesis Plan and Purpose 

 
In this thesis, it is dealt with some aspects of the interconnection between chaos the- 

ory and ergodicity of numbers, as well as their application to cryptography, with the 

following plan: 

• The first chapter was a short overview of how chaos theory became such an in- 

teresting field of mathematics. 

• The second chapter covers discrete dynamical systems from a topological point 

of view to reach the definition of chaos according to Devaney [24]. It also defines 

fundamentals of encryption and chaos-based cryptography. 

• The third chapter is about announcing Egyptian fractions and their properties, 

while reminding the reader of some prerequisites needed for secure multi-party 

computation and lossy trapdoor functions [74]. 

• In The fourth chapter, and after having suggested an encryption algorithm on the 

basis of Egyptian fractions [22], we move on to proving that it is chaos-based, 

which will be carried out according to definition of Devaney. 
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• In the fifth chapter, a Lossy Trapdoor Function is then built [23] from a variant of 

the Engel expansion, using its ergodicity to help improve the security of a Diffie- 

Hellman mutli-challenge setting. 

• The sixth and final chapter is meant to be a conclusion summarising the work 

done throughout this thesis and proposing new possible routes as perspectives to 

be followed in future contributions. 
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Chapter 2 

 
Chaos theory 

and cryptography fundamentals 

 
Of all the possible pathways of 

disorder, nature favors just a few. 

Chaos: Making a New Science 

James Gleick 

 
Generally, throughout this chapter, the focus will mainly revolve around discrete dy- 

namical systems as the papers of which consists the thesis were done in the discrete 

case. The following section restates certain topological definitions needed in defining 

chaotic systems. It also introduces the reader to the fundamentals of cryptography. 

 
 
 

2.1 Topological prerequisites 

 
This part allows us to go over certain topological definitions needed for the definition 

of chaos. We first recall some types of spaces and functions that will be of interest for 

what follows: 

• The pair (E, τ) is a topological space, where E is a set and τ is a collection of 

subsets of E, called open sets and satisfying: 
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1) ∅, E ∈  τ (the empty set and E belong to τ ); 

2) The union of members of τ belong to τ, i.e. the union of open sets are an 

open set; 

3) A finite intersection of members of τ are in τ, i.e. a finite intersection of open 

sets are an open set. 

 

 
• A subset X ∈  E is closed in (E, τ) if its complement E \ X is an open set. 

• Let X be a subset of the topological space (E, τ). The smallest closed set contain- 

ing X always exists, it is the intersection of all closed sets that contain X. This set 

is referred to as X and called closure. 

 
A given set can be provided with a variety of topologies, which leads us to the follow- 

ing concept of order: 

• A  topology  τ over  the  set  X  is  a  finer (stronger  or  larger)  topology  than  τ ′ ,  if 

τ
′ ⊂  τ, the inclusion being understood between sets.  The topology τ ′ is said to 

be coarser (weaker or smaller) than τ. 

A topology is then finer if it has more open sets. This is a partial order relation. 

 
• Let (E, τ) be a topological space. A neighbourhood of x ∈  E is every subset of E 

having an open set that contains x. 

 
Given below two main examples of topologies over a set X: 

• The discrete topology over a set X is the topology τ = P(X) of all subsets of X, 

which is the largest that contains all subsets as open sets; it is the strongest of all 

topologies over X, where all subsets of X are simultaneously open and closed. 

 
• The indiscrete topology is the smallest over X; it contains only two open sets: 

τ = {∅, X}. 

A convenient method to define topologies is to use metrics: 
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• A distance on a set E, called a metric, is a map d : E ×  E → R+ with the following 

properties: 

a) Symmetry:   ∀ x, y ∈  E, d(x, y) = d(y, x); 

b) Indentity of indiscernibles:   ∀ x, y ∈  E, d(x, y) = 0   ⇐⇒  x = y; 

c) Triangle inequality:   ∀ x, y, z ∈  E, d(x, z) ≤ d(x, y) + d(y, z). 

• The pair (E, d) is a metric space where E is a set and d a distance on E. 

 
The metric spaces that are topological spaces have particular neighbourhoods, denoted 

balls: 

 
• Let (E, d) be a metric space. The closed ball centered in the point P, of real radius 

r, is the set B(P, r) of points to which the distance to P is less than or equal to r: 

 
B(P, r) = {M ∈  E / d(M, P) ≤ r} 

 
The open ball is the set 

 

B(P, r) = {M ∈  E / d(M, P) < r} 

 
Certain topological spaces, the so-called compact spaces, play a major role in what 

follows later on. One should first introduce separated spaces and the cover concept, in 

order to define compactness: 

• A separated space is a topological space where two distinct points have always 

two disjoint neighbourhoods (Metric spaces are for instance separated). 

• A cover of a set X is a set P of non-empty subsets of X such that the union of 

these subsets are equal to X. The open cover is a cover in which the subsets are 

open. 

 
• A separated space in topology is compact whenever it is covered by open sets, it 

is covered by a finite number of those open sets. 
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Proposition 2.1 (Sequential characterisation of compact spaces). A metric space (X, d) is 

compact if every sequence of X has a convergent subsequence in X (convergence can be defined 

as usual (X, d)). 

 
Let us now introduce the concept of complete spaces, that are metric spaces in which 

certain sequences converge, as explained below: 

• A sequence (xn )n∈ N of a metric space (E, d) is a Cauchy sequence if for every 

real number ϵ > 0, a natural number N exists such that for all natural numbers 

p, q > N, the distance d(xp, xq ) is less than ϵ: 

 
∀ ϵ > 0, ∃ N  ∈  N, ∀ p, q > N,  d(xp, xq) < ϵ 

 
. 

 
• A metric space (E, d) is complete if every Cauchy sequence in (E, d) has a limit in 

(E, d). 

 
The continuity notion is generally defined on topological spaces: 

 
• Let f be a map between two topological spaces. It is continuous in x if for every 

neighbourhood V of f (x), there exists a neighbourhood of x which image via f is 

in V. 

 

Continuity can be expressed clearly when considering applications between metric 

spaces: 

• Let  (E, d) and  (E ′ , d ′) two  metric  spaces,  a  ∈  E  and  f   :  E  → E′ .   The  map  f  is 

continuous in a if : 

 
∀ ϵ > 0, ∃ η > 0, ∀ x ∈  E, d(x, a) ≤ η  =⇒  d ′

( f (x), f (a)) ≤ ϵ 

 
Proposition 2.2.  Let  f   :  (E, d) → (E ′ , d ′) be  a  map  between  two  metric  spaces.   f  is  con- 

tinuous in a ∈  E if and only if for any sequence (xn ) that converges to a, the sequence f (xn ) 

converges to f (a). 



x0  ∈  X, 
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As mentioned, the aim of what preceded was to help us recall notions needed to tackle 

discrete dynamical systems, which are in the midst of our core contribution. So let us 

get into the discrete case ! 

 
2.2 Discrete dynamical systems 

 
Let f : X → X be a map from a topological or metric space X to itself. The sequence of 

iterates considered is defined through the recurrence relation: 

 

 

xn+1  = f (xn ),  n ∈  N 

(2.1) 

 

The behaviour of these iterates relies on the function f and the space where the itera- 

tions occur. 

A discrete dynamical system is a pair (X, f ) consisting of 

 

• a non-empty topological space (X, τ), called phase space; 

• A function f : X → X, called transition function. 

The function f can in some cases be reversed, allowing to return back in time, making 

it a question of reversibility. So a discrete dynamical system (X, f ) is reversible if f is 

a bijection. 

As will be seen, generally when we have to show the chaoticity of a dynamical system, 

it is usually a matter of studying a simpler system, which is equivalent in a sense to be 

specified. This is the notion of topological equivalence. 

Two dynamical systems (X, f ) and (Y, g) are topologically equivalent if there exists a 

homeomorphism h : X −→ Y, i.e. a bicontinuous bijection, such that g ◦ h = h ◦ f . In other 

terms, the following diagram commutes: 

 

X 
f 

X
 

h h 

Y 

g 
Y 



¢ ) 
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Topological equivalence is really an equivalence relation on the set of discrete dynami- 

cal systems, preserving topological properties. The two systems have the same dynam- 

ics, in the sense that dynamical objects, such as orbits, fixed points, or periodic ones 

will be preserved up to homeomorphism. So let us address the way a point x evolves 

during time. It is a matter of orbit: 

• Given a x ∈  X, the set 
, 

f (n)(x), n ∈  N
, 

is called the orbit of x, and marked as 
γx 

 

Chaos theory seeks to discover if the behaviour of discrete dynamical systems can be 

predicted, i.e. if we can pinpoint the orbit γx of a given point x. In this spirit, the points 

whose behaviour is the simplest to apprehend are periodic and fixed points: 

• A point p ∈  X is said to be periodic of period k or k-periodic if k is a positive 

integer such that f (k)(p) = p, and ∀ h ∈  0, k −  1 , f (h (p) /= p. The orbit γp is said k-

periodic or k-cycle. Obviously a k-periodic point of f  is a fixed point of f k. 

We refer to the set of k-periodic points of f by Perk( f ), and the set of periodic points of 

any period is denoted by Per( f ). 

Periodicity can take place after a transition phase more or less long, and the simplest 

orbits are present in the fixed points, which brings us to the following: 

• A point is ultimately periodic if there exist two integers n and p such that 

f (n+p)(x) = f (p)(x). Let n0 be the smallest n satisfying this. The set 

{x, f (x), ..., f (n0 )} is called transient of x, and n0 the length of the transient. 

• Periodic points of period 1 are called fixed points of f , and ultimately periodic 

points of period 1 are also called ultimately fixed points. 

It is essential for the course of chaos discussion that we are about to undertake to 

mention the Sharkovsky order and theorem, dealing with constraints on the presence 

of periodic points. It is also worth mentioning that this theorem does only require 

continuity, which is not always the case in the majority of the problems. 

Theorem 2.3 (Sharkovsky [27]). Let f : R −→ R be continuous and consider the following 

order for natural numbers: 

. 
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1 > 2 > 22  > 23  > · · · > 2n  > · · · > 7 · 2n  > 5 · 2n  > 3 · 2n  > · · · > 7 · 2 > 

5 · 2 > 3 · 2 > · · · > 9 > 7 > 5 > 3. 

 
If f has periodic points of period l and l < k, then f has also a periodic point of period k. 

 
Following this theorem, it was nearly a decade after, that a special case arose for con- 

tinuous functions, here below announced as a corollary, and being the first to use the 

term chaos in a mathematical sense: 

Corollary 2.4 (Li & Yorke theorem [28]). Let f be continuous on [a, b], its range contained 

in [a, b]. If f has a 3-periodic point then f has n-periodic points for all positive integers n. 

In fact, if f has a periodic point of order 3, it would have periodic points of any given 

period according to Sharkovsky theorem. It implies a certain type of chaos if we take 

in consideration the multiplicity of periods as a standard. 

 

To bring an element of regularity to chaos, and some first-hand order, we make use 

of the density concept in topology. 

• Let X be a topological space and A a subset of X. A is said to be dense in X if for 

every element x of X, every neighbourhood of x contains at least a point of A. 

In a sense, a subset A of a topological space X is dense reflects how for any point x from 

X , a point of A can be found as close to x as possible. 

 
2.3 Devaney Chaos 

 
The definition of Devaney for chaos remains one of the most popular among the sci- 

entific community. Before to state it, a collection of topological notions have to be first 

introduced. We begin by the notion regularity in dynamical systems: 

• A discrete dynamical system (X, f ) is said regular if the set of periodic points of 

f is dense in X. 
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In other terms, in a metric space (X, d), the dynamical system (X, f ) is regular if: 

 

∀ x ∈  X, ∀ ϵ > 0, ∃ p ∈  Per f ( f ), d(x, p) < ϵ 

 

 
As will be seens through this definition a certain orbit emerges from chaos. 

 

 
A major topic to study in dynamical systems is characterizing their asymptotic be- 

haviour. Thus, subsets of the phases space that stay stable under the action of the 

system, are essential in this case study. 

 
 

• Let (X, f ) be a discrete dynamical system. A susbet A of X is said positively in- 

variant if f (A) ⊂  A, and stricly positively invariant if equal. Obviously, f n (A) ⊂  

A, ∀ n ∈  N. 

A positively invariant set is then a trap set, once in, it cannot leave. 

A pair (A, f ) is then considered a sub-dynamical system of (X, f ). In other words, the 

study can be operated on positively invariant parts of X, since it is smaller, and maybe 

easier to manipulate. Some systems are simple to study, since it can be decomposed 

into positively invariant sub-systems, which is not the case for transitive systems. De- 

composable systems are systems that have some specific covers, predictable under the 

action of f , as stated below: 

• A discrete dynamical system (X, f ) is decomposable if there exists a finite open 

cover of X containing at least two elements such that every open set of the cover 

be a positively invariant set of f . 

 
The independent sub-dynamical systems then act on each element of the cover, and 

each part of the cover can be studied separately, deducing the complete behaviour of 

(X , f ) and making the study of the system much simpler. 
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The opposite notion of decomposability is what we call transitivity, a main component 

in Devaney chaos. 

 
2.3.1 Topological transitivity 

 

• A discrete dynamical system (X, f ) is transitive if if any two non-empty open 

sets A, B ⊂  X can be joined , i.e. ∃ k ∈  N such that 

f (k)(A) ∩  B /= ∅ 

 

Equivalently, we have 

S
n∈ N  f 

(n)(A) = X 

 

In the case where X is compact, we have the following characterisation: 

 
Proposition 2.5 (Transitivity in compact spaces ). In compact spaces, transitivity is equiv- 

alent to having a dense orbit. 

In a sense, since the space is relatively small (compact), transitivity can be seen as a 

point visiting almost all the space. In addition, in compact spaces, f is imperatively an 

onto mapping: f (X) = X. 

 
Another component of Devaney chaos is sensitivity to initial conditions, a notion strongly 

related to the concept of stability of orbits introduced here below: Let us start by defin- 

ing what a stable point means: 

• A point x ∈  X is said to be stable if 

 
∀ ϵ > 0, ∃ δ > 0, ∀ y ∈  X, d(x, y) < δ =⇒  ∀ n ∈  N, d( f n(x), f n(y)) < ϵ 

 
In other words, if y is close to x, then the orbit of y will be close to the orbit of x. In the 

neighbourhood of a stable point x, every point progresses in the same way, and if an 

error is produced in the initial condition, it would be guaranteed to have just a minimal  

error between the observed simulation and the theoretical progression. In the normal 
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course of this discussion, it is natural to define the opposite notion of stability: 

x is unstable if 

 

∃ ϵx  > 0,  ∀ δ > 0,  ∃ y ∈  X,  ∃ n ∈  N,  d(x, y) < δ and  d( f n(x), f n(y)) ≥ ϵx 

 
A system with nothing but stable points must be predictable and is said stable, other- 

wise, it is unstable. 

The notion of sensitive dependence on initial conditions is stronger than instability. 

Hereafter, ϵ does not depend on the considered point x: 

 
2.3.2 Sensitivity to initial conditions 

 

• A discrete dynamical system (X, f ) is sensitive to initial conditions if ∃ ϵ > 

0 such that: 

 
∀ x ∈  X, ∀ δ > 0, ∃ y ∈  X, ∃ n ∈  N, d(x, y) < δ and d( f n(x), f n(y)) ≥ ϵ 

 
we call ϵ the sensitivity constant. 

 
A system is then sensitive if for each x, there exists points arbitrarily close to x, with 

their orbits respectively separated by at least ϵ, during the system’s progression. This ϵ 

is fixed once and for all, it is the same for every point x. 

Remark 2.6. All points neighbouring x are not necessarily distant by ϵ during the system 

evolution: it is enough if it exists at least one in each open ball centered in x. 

The definition which is about to be announced in this part, is the most famous one 

amongst mathematical chaos definitions available. It is exactly going to be adopted in 

our work in the following chapters, to judge whether a discrete dynamical system is 

chaotic or not. 

Definition 2.7 ([24]). A dynamical system (X, f ), or shortly f , is chaotic (on X) according 

to Devaney if it is sensitive to initial conditions, regular and transitive. 
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Remark 2.8. Originally, Devaney stated that in order for the system to be chaotic, sen- 

sitivity to initial conditions is necessary, but later it was proved [26] this conditions is 

redundant: 

Proposition 2.9. If a dynamical system is transitive and regular, then it is sensitive to initial 

conditions, and consequently, is chaotic. 

According to Devaney, the unpredictability of a chaotic system is given through its 

sensitive dependence to initial conditions, on the other hand, transitivity does not allow 

to break down the system into two disjoint entities (subsystems), and finally one has 

an element of order being the regularity: it is indeed order within chaos ! Surprisingly, 

when f is a continuous function on an interval of R, only transitivity is needed to show 

chaos: 

 
Proposition 2.10 ([29] ). Let I be not necessarily a finite interval and f a continuous and 

transitive map on I. The periodic points of f are dense in I and then f is chaotic. 

Practically, it is very rare to attempt proving these properties directly without resorting 

to a much simpler dynamical system, via topological equivalence: 

Proposition 2.11. If two dynamical systems (X, f ) and (Y, g) are topologically equivalent and 

one is chaotic, then the other one is chaotic as well. 

 
In fact, such a result can be weakened as the transformation h ensuring topological 

equivalence doesn’t need to be invertible, and in this case we speak about topological 

semi-equivalence. Such a fact will be exploited when showing the chaoticity of the logis- 

tic function. 

 
A pedagogical example is the well-known logistic map, which can be shown chaotic on 

[0, 1] after bringing it to the well-known tent map via topological equivalence. Indeed, 

Baptista method (see end of chapter) took profitably this fact to conceive the first ever 

chaos-based cryptosystem, a method that cannot be improved in any way without a 

deep understanding of the logistic function. 
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Before tackling the logistic function, we first add some notions that will be needed 

during this analysis, namely attraction and stability in the sense of Lyapunov: 

• Let (X, d) be a metric space and (X, f ) a dynamical system. A fixed point x0 

is attractive if it admits a neighbourhood U such that ∀ x ∈  U, the sequence 

( f n (x))n∈ N converges to x0 when n → +∞. 

The stable set Ws(x0) := {x ∈  X, f n(x) → x0} is also called the basin of attrac- 

tion of x0. 

 
When the function f is differentiable, the following result, due to Ostrowski [88] and 

extended to the periodic case, will be of great help for us when studying fixed and 

periodic points of the logistic map: 

Theorem 2.12. If f is a differentiable in a neighbourhood of a fixed (resp. k- periodic) point 

x  with  | f ′(x)| <  1  (resp.   |( f k )
′
(x)| <  1),  then  there  exists  a  neighbourhood  U  of  x  with 

U  ⊂  Ws (x),  and  in  the  this  case,  x  is  an  attractive  (periodic)  point.   If  | f ′(x)| >  1  (resp. 

|( f k) ′
(x)| > 1), there exists a neighbourhood V  of  x  such that for every y  ∈  V \ {x}, there 

exists  n  ∈  N∗ such that  f n (y) ∈/  V  (resp.   f nk (y) ∈/  V),  and in this case,  x  is said to be a 

repulsive (periodic) point. 

When | f ′(x)| /= 1 (resp.  |( f k )
′
(x)| /= 1), the fixed (resp.  k-periodic) point is said to be 

hyperbolic. It is relatively less sensitive to small changes in the function f , oppositely 

to non-hyperbolic points, which need additional informations to conclude about their 

nature. 

 

Analysis of the logistic map 

 
• The logistic map on figure 2.1, introduced by Verhulst [89], is defined on the 

interval [0, 1] by: 

f (x) = rx(1 −  x) 



4 
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where r is a positive real parameter. 

The corresponding discrete dynamical system reads as: 

x0  ∈  [0, 1] , 

xn+1  = rxn(1 − xn),  n ∈  N 

 

 

 

 

 
(2.2) 

 

This a discrete-time analog of the logistic equation for population growth, where 

xn is the dimensionless measure of the population in the n-th generation and r is 

the intrinsic growth rate. 

 

 

Figure 2.1: The logistic map for r = 0.4 
 
 

• For 0 ≤ r ≤ 4, the map is a parabola with maximum value of
 r

 at x = 
1 

, as 
2 

shown on figure 2.2 of the cobweb plot. 

 

 
In the cobweb diagram, we plot a diagonal line y = x and quadratic curve y = rx(1 − 

x), and we connect each xn on diagonal and xn+1 on the quadratic curve by a vertical 

line and each xn in the quadratic curve to a diagonal line by a horizontal line. In this 

way, each y-value of points on the quadratic curve y = rx(1 −  x) indicates the value of 

the next iteration of xn+1. 



r 
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Figure 2.2: The cobweb diagram of the logistic function for r = 3.8 and x0 = 0.5 
 

 

Fixed points of  f are solutions of the equation rx(1 −  x) = x, so we have 

x = 0 or x = pr = 1 −  
1

 

f 
′
(0) = r and  f 

′
 (pr) = 2 − r 

Thus 0 is a fixed point for all r, and pr is a fixed point only if r ≥ 1. 

1. For 0 < r < 1, 0 is attractive and pr repulsive. 

 

2. For r = 1, a qualitative change in the dynamics of f occurs, and we speak about 

bifurcation, 0 is non-hyperbolic, Ws = [0, 1] and Ws(∞) = ]−∞, 0[ ∪  ]1, +∞[. Gen- 

erally, for r ≥ 1, ]−∞, 0[ ∪  ]1, +∞[ ⊂  Ws(∞). 

3. For 1 < r < 3: 0 is repulsive, pr is attractive, Ws(0) = {0, 1} and Ws(pr) = ]0, 1[. 

4. For r = 3, a period-doubling bifurcation occurs and pr is (weakly) attractive 

(| f 
′
(pr) = 1|), 0 is always repulsive and Ws(pr) = ]0, 1[. 

5. For 3 < r < 1 + 
√

6, 0 and pr are repulsive with Ws(0) = {0, 1} and Ws(pr) being 

infinite this time. Meanwhile, a 2-periodic orbit occurs and "almost" all points 

x ∈  ]0, 1[ are asymptotic to one of the points p of this orbit (limn→+∞ f 2n(x) = p). 



1 

2x 0 ≤ x ≤ 
1
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6. For r = 1 + 
√

6, an another period-doubling bifurcation occurs and an attractive 2-

periodic orbit is divided into an attractive 4-periodic orbit and a repulsive 2- 

periodic orbit. 

7. For 1 + 
√

6 < r < 4, changes occur quickly. We deduce the apparition of a 3- 

periodic orbit when r > 1 + 
√

8, and then using Sharkovsky theorem there is 

periodic points of every order. 

 

Chaos in the logistic map 

 

• For r = 4, a classical proof of the chaoticity of f is given below: 

First, let us consider the tent map T defined over [0, 1] by : 

 

T(x) = 
2 

2(1 − x) 
2  
≤ x ≤ 1 

(2.3) 

 

The cobweb plot of the tent map with the iterations starting from the seed x0 = 4 −  π 

is shown on figure 2.3. 

To begin with, we prove that f is semi-equivalent to the tent map T, with the continu- 
 

Figure 2.3: Cobweb plot of the tent map 



2 

2 

2 
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ous surjection h: 
 
 

 
 

• For 0 ≤ x ≤
 1 

: 

h : [0, 1] −→ [0, 1] 

x −→ sin2(
 π 

x 

 

1 
) = 

2 
( 

 
1 −  cos(πx)) 

 

h(T(x)) = 
1 

(1 −  cos(2πx)) 

= sin2(πx) 

= 1 −  cos2(πx) 

= 4

  
1 

(1 −  cos(πx 

 
 

1 
1 + cos(πx))

 

 

2 

= 4h(x)(1 −  h(x)) 

= f (h(x)) 

)) 
2 

( 

 

 

2 

 
h( 

 

 

 

 

 

 

 

 

= f (h(x)) 

 

so h and T are semi-conjugated, and the following diagram commutes. 

 

[0, 1] 
f
 [0, 1] 

h 

[0, 1] T 

h 

[0, 1] 

• For
 1 

≤ x ≤ 1: 

 
T(x)) = 

1
 

 

 2 (1 −  cos(2π(1 −  x))) 

 1  

 = 
2

 

1 

(1 −  cos(2π −  2πx)) 

 = 
2

 

1 

(1 −  cos(− 2πx)) 

 = 
2

 

= ... 

(1 −  cos(2πx)) 

same as the case before 

 



∩  / 

2 2 
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It is now sufficient to show that the tent map T is chaotic according to Devaney on 

I = [0, 1]. 

Since we are working on an interval I and T is a continuous map already, using propo- 

sition 2.10 we only have to prove that T is transitive. 

In fact, let us prove that f k (U) V = ∅ for k > 0. 

Let: U =

 

0, 
1 

  

and V = 

  
1 

, 1

 

 
4 2 

 
f  

     

0, 
1 

      

=

 

0, 
1 

  

, f 2 

  

0, 
1

   

= [0, 1] 
4 2 2 

 
so 

f 2 

   

0, 
1 

   

∩

 
1 

, 1

  

/= ∅ 

 

• For r > 4, we show that the set of points which are not in Ws (∞) is negligible with 

regard to the Lebesgue measure. In fact, this is a Cantor set, that is a compact and 

totally disconnected set, admitting each of its points as an accumulation point. 

In what follows, further details are displayed with figures: 

 
• For 1 ≤ r ≤ 3: xn grows as n increases, reaching a non-zero state, as seen on 

figure 2.4. 

 

 

Figure 2.4: Iterations of the logistic map for r = 2.8 

 
 

• For larger r (e.g. r = 3.3) xn eventually oscilates as on figure 2.5 (2-cycle). 
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Figure 2.5: Iterations of the logistic map for r = 3.3 

 
 

• At r still larger (e.g. r = 3.5 on figure 2.6), xn approaches a cycle which repeats 

every 4 generations (4-cycle). 

 

 

Figure 2.6: Iterations of the logistic map for r = 3.5 
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Further period doublings for period 8, 16, 32... occur as r increases. Numerical experi- 

ments show that 

 

r1 = 3 period 2 is born 

r2 = 3.449... period 4 is born 

r3 = 3.54409... period 8 is born 

r4 = 3.5644... period 16 is born 

... 

r∞ = 3.569946 period ∞ is born 

 

• rn converges to a limiting value r∞. 

 
• For large n, the distance between successive transitions shrinks by a constant fac- 

tor, called the Feigenbaum constant [97] 

 

δ = lim 
rn −  rn− 1 

= 4.669... 

n→∞ rn+1 −  rn 

 

Now for r > r∞, what happens is complicated, so for many values of r, the sequence 

(xn) never settles down to a fixed point or a periodic orbit (the long term behaviour 

is aperiodic, like shown on figure 2.7). The corresponding cobweb diagram is compli- 

cated as well as it can be displayed on figure 2.8, and the orbit diagram on figure 2.9 

shows the long-term behaviour for all values of r at once.. [96] 

 
 

• At r = 3.4 the attractor is a 2-cycle. 

 
• As r increases, both branches split, giving a 4-cycle, i.e. a period-doubling bifur- 

cation has occurred. 

• A cascade of further period-doublings occurs as r increases, until at r = r∞ ≈ 

3.57, the map becomes chaotic and the attractor changes from a finite to an infinite 

set of points. 
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Figure 2.7: Iterations of the logistic map for r = 3.9 
 
 

Figure 2.8: Cobweb diagram of the logistic map for r = 3.9 

 
 

• For r > r∞, the orbit reveals a mixture of order and chaos, with chaotic clouds of 

dots. 

 

• The large window near r ≈ 3.83 contains a stable 3-cycle. A blow-up of part of 

this window shows that a copy of the orbit diagram reappears in miniature. 

For r just below the period-3 window, one finds this intermittency route to chaos dia- 

gram shown on figure 2.10, where black dots indicate part of the orbit which looks like 

an attractive 3-cycle. 
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Figure 2.9: The orbit diagram of the logistic map for r = 3.85 
 

 

 

Figure 2.10: Intermittency diagram for the logistic map for r = 3.8282 

 

 
This analysis of the logistic map is crucial for the understanding of one of the first chaos-

based encryption methods, namely the Baptista method developed in a later section. But 

let us first introduce some fundamentals of cryptography. 
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2.4.1 Cryptography prerequisites 
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In the following part, we are strictly focusing on introducing the reader into the main 

fundamentals of (chaos-based) cryptography [31], which will be put to use in the next 

chapters. 

A gentle description of certain primitives, block ciphers, stream ciphers along with 

other notions, is introduced to ease the reader into this discipline. 

 
The objective of cryptography is enabling two individuals or entities (say Alice and 

Bob) to communicate over insecure channels, to augment and save their privacy against 

potential adversaries (Oscar or Eve). Initially, Alice detains a plaintext (in any data 

format agreed upon). When she encrypts the plaintext via a key (generally public), it be- 

comes the ciphertext transmitted to Bob over the above mentioned channel. Bob decrypts 

the message using his own secret key. This is the general framework for asymmetric or 

public-key cryptography, while symmetric cryptography uses the same key to encrypt 

and decrypt, and which can be exchanged using a public-key protocol. This notions 

can be formally written using this mathematical expressions: 

 
 

Cryptosystem components A cryptographic system (or shortly a cryptosystem) is a 

quintuplet (P, C, K, E, D) satisfying: 

1) A finite set P of possible plaintexts. 

 
2) A finite set C of possible ciphertexts. 

 
3) The keyspace K, a finite set of possible keys. 

 
4) For each k ∈  K, there is an encryption rule ek ∈  E and a corresponding decryption 

rule dk ∈  D. Each ek : P → C and dk : C → P are functions such that dk(ek(x)) = 

dk(y) = x, for every plaintext x ∈  P. 
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Obviously, the encryption function ek has to be injective. Schematically, this can be 

shown on figure 2.11. 

In cryptography, each encryption algorithm falls within two categories [32]: first there 

 

Figure 2.11: The communication channel 

 

 
is block ciphers, where the text is divided into blocks of fixed size, each (de)encrypted 

once at a time, while in the second category stream ciphers use the key to form a keystream, 

having the same length as the text to be encrypted. Usually, the plaintext and the 

keystream are expressed in binary format and merged together via the eXclusive OR 

(XOR) function. 

More precisely, for block ciphers, successive plaintext elements are encrypted with the 

same key k, starting from the block decomposition of the plaintext x = x1x2..xn, we 

have the ciphertext y = y1y2..yn = ek(x1)ek(x2)..ek(xn), which is called a block cipher 

cryptosystem. 

For stream ciphers, a keystream is generated k = k1k2..kn to encrypt a plaintext string 

x1x2..xn using y = y1y2..yn = ek1 
(x1)ek2 

(x2)..ekn (xn), which is is called a stream cipher 

cryptosystem. 

 

As for public-key encryption, it consists of a key pair (k1, k2), one public and the other 

private such that : ek1 
(x) = y and dk2 

(y) = x. The private-key encryption is the case 

where both keys as identical and kept private, such that : ek(x) = y and dk(y) = x. 

 
The justification of the public-key cryptography goes back to the founding work of 
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Diffie and Hellmann [35], from which emerged RSA [34] [33] and ElGamal cryptosys- 

tems [113] as more concrete realisations: 

 
2.4.2 The Diffie-Hellman problem 

 
As a matter of fact, in the 1970s, Merkle [36] suggested a key distribution system show- 

ing it was possible to select a key over open communications channels, in such a fash- 

ion that communications security can be maintained, but this proposal is less efficient 

in transmission cost than what Diffie and Hellman later on suggested. This problem 

would be useful in understanding RSA [34] which is used for key exchange in the next 

chapter covering our paper. It is also very useful to go over CDH (Computational 

Diffie-Hellmann) and DDH (Decisional Diffie-Hellmann), to get a sense of these couple 

of variations essential to comprehending the contribution in chapter 5. 

Diffie and Hellman [35] devised a cryptosystem with two distinct keys, a public one 

used to encrypt the message and a private one to decrypt it, the Discrete Logarithm 

Problem (DLP) [33] being the core of this idea. Thus, they developed systems in which 

two parties communicate solely over a public channel, using only publicly known 

techniques to create a secure connection. This was made possible due to the apparent 

difficulty of computing logarithms over a finite field with a prime number of elements. 

 
Let us consider defining a general version of the DLP in a subgroup < α > of a 

group(G, .).    Let (G, .) be a multiplicative group, α ∈  G an element of order n and 

β ∈ < α >. There exists a unique a ∈  ¢0, n −  1) such that 

αa = β 

 
with a = logα (β) called the discrete logarithm of β. 

 

The Diffie-Hellman problem is expressed for an abelian group, for instance the mul- 

tiplicative group of non-zero integers modulo a large prime p, but it may become a 

harder problem when expressed over other groups. 
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Diffie-Hellman key exchange protocol The public parameters are the group (G, .) 

and α ∈  G of order n. Here is how the key agreement is performed: 

1) Alice chooses randomly a ∈  ¢0, n −  1), and computes : 

b = αa 

 

then sends b to Bob 

 
2) Bob chooses randomly γ ∈  ¢0, n −  1), and computes 

δ = αγ 

 

then send γ to Alice. 

 

3) Alice computes  
k = δa 

 

and Bob 

k = bγ 

 

ending up with the same keys. 

 
There are some serious limitations of this method, amongst which, the lack of authen- 

tication. The Diffie-Hellman scheme by itself is vulnerable to the Man in the Middle 

attack (MITM), where a malicious attacker is positioned between two communicat- 

ing parties, hence, it should be used in conjunction with a recognized authentication 

method, for example digital signatures, to verify the identities of the users over the 

public communications. 

 
Among variations of Diffie-Hellmann that exist, we list CDH and DDH [37]: 

 

Computational Diffie-Hellman (CDH) Let (G, .) be a multiplicative group, α ∈  G an 

element of order n and β, γ ∈ < α >. 
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logα δ ≡  logα (β) logα (γ) [n] 

 

i.e. given αb and αc, αbc exists. 

The problem here is finding δ, αbc. 

To solve this problem for either exponent, the discrete logarithm problem is impractical 

for some groups. 

 

Decisional Diffie-Hellman (DDH) Let (G, .) be  a multiplicative group, α ∈  G an 

element of order n and β, γ, δ ∈ < α >. 

Do we have the following assumption below ? 

 
 

logα δ ≡  logα (β) logα (γ) [n] 

 
i.e. given αb and αc and αd, find out if the assumption below is correct: 

 

d ≡  bc [n] 

 
DDH version is weaker than CDH, since solving CDH allows you to solve the DDH 

question . DDH remains hard over some groups, such as certain elliptic curves, but not 

over other groups like multiplicative groups modp. 

 

Another pillar of asymmetric encryption, and maybe the most famous one based on 

the same mathematical problem (DLP) of Diffie-Hellman, is RSA (by Ronald Rivest, 

Adi Shamir and Leonard Adleman) [34] to be covered next: 

 

2.4.3 RSA cryptosystem 

 
RSA is an encryption algorithm having two different keys (public and private), using 

separate keys for encryption and decryption. 

Let n = pq, where p, q ∈  P, the set of prime numbers. Let P = C = Zn, with ϕ(n) = 



2.4. Cryptography fundamentals 37 

 

(p −  1)(q −  1) being the Euler function of n, and let us define the key space 

 
K = {(n, p, q, a, b) : ab ≡  1 [ϕ(n)]} 

 
For K = (n, p, q, a, b), the encryption is 

 
y = eK(x) ≡  xb [n] 

 

and decryption 

 
 
 

x, y ∈  Zn. 

 
dK(y) = ya [n] = xab [n] = x [n] 

(n, b) form the public-key and the secret key is (p, q, a). 

The drawbacks of RSA is only being able to encrypt data to a maximum amount equal 

to your key size, minus any padding and header data, so RSA is not often capable 

of directly encrypting files; one has to use another key size or symmetric encryption.. 

Actually, this type of algorithms encrypts a random key with RSA, then encrypts the 

data with a symmetric encryption algorithm, which is not limited in size. In addition, 

RSA needs much computer power, and is slow in terms of key generation. 

 
In 1985, based on the same Diffie-Hellmann key exchange defined before, and with a 

slight twist different than RSA, ElGamal suggested a public-key encryption algorithm 

shown below: 

 
2.4.4 ElGamal cryptosystem 

 
This cryptosystem is based on the difficulty of finding discrete logarithm in a cyclic 

group (group that can be generated by a single element) that is, even if we know ga and 

gk, it is very difficult to compute gak. 

When Alice wants to communicate a message m to Bob: 

 
1. Bob generates public and private keys: 
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• Bob chooses a very large number q and a cyclic group Fq, 

 
• from the cyclic group Fq, he chooses any element g and an element a such 

that gcd(a, q) = 1, 

• then he computes h = ga, 

• Bob publishes Fq, h = ga, q, and g as his public key and retains a as private 

key. 

 
2. Alice encrypts data using Bob’s public key : 

 
• Alice selects an element k from cyclic group Fq such that gcd(k, q) = 1, 

• then she computes p = gk and s = hk = gak, 

• she multiples s with m, 
 

• then she sends (p, ms) = (gk, ms). 

 
3. Bob decrypts the message : 

 
• Bob calculates r = pa = gak, 

• he divides ms by r to obtain m as s = r. 
 

In top of being slow than other encryption algorithms that provide fast processing 

speed, ElGamal requires larger key sizes to achieve the same level of security as other 

algorithms. Anyway, for us, algorithms such as RSA or ElGamal will be only used as 

protocols to exchange the secret key in chaos-based cryptography. As will be seen, the 

role of such a key can be played by the seed of a chaotic recurrent sequence, like the 

logistic one. 

 
2.5 Chaos-based cryptography 

 
After being well acquainted with modern cryptography, and surely after knowing 

some of its limitations, it is time to be introduced to chaos-based cryptography [75] 

perhaps one of the less influential fields in industrial cryptography, but still the one 

with the utmost importance in terms of meaningful mathematical surplus. The aim 
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throughout the next two chapters is to concretise it into our proposed algorithms, but 

first let us take a dive into this world before moving into other details. 

 
2.5.1 Chaos-based encryption techniques 

 
Unlike standard encryption mechanisms, many approaches are applied in this field to 

encrypt data using a chaotic process to initiate the cryptosystem, among these tech- 

niques we mention: 

a) Analogue chaos-based cryptosystems [76] the plaintext is masked with a chaotic 

signal at a physical level of the communication channel. The optical commu- 

nication devices is controlled to produce a chaotic waveform that modulates the 

message in a secure way for transmission. Bob receives the signal and demodulates 

it using a chaotic synchronization techniques. 

 

 

b) Digital chaos-based cryptosystems [77] the iterative computations of chaotic func- 

tions generate digital signals, then substitution and mixing are applied to mask 

the plaintext, thus using the algorithms initial conditions as control parameters 

(secret keys). 

 
 

c) Digital stream ciphers implemented with chaotic Pseudo-Random Bit Genera- 

tion (PRBG) [78]: building a chaotic PRBG requires a N-dimensional determin- 

istic discrete-time dynamical system as an iterative map f : RN → RN shown 

below: 

xk+1 = f (xk, Γ) 

where k = 0, 1, ..., n is the discrete time, Γ the vector of parameters, x0 initial con- 

dition and x1, ..., xn states of the systems during time. To transforms the states of 

the system into binary, different numerical algorithm designs are used in chaotic 

PRBGs, from which we cite the following: 
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• From each state, bits are extracted along the chaotic orbits. 

 
• The phase space is divided into r sub-spaces, finally the output is a binary 

i = 0, 1, ..., r, that is if the chaotic orbit falls whitin the i-th subspace. 

 

 
• The combination of at least two chaotic systems to generate the pseudo- 

random numbers as an output. 

The keystream is formed of the sequence of generated binaries. The encryption 

is performed through adding the keystream to the output gotten before via the 

XOR operation. The initial conditions and the vector of parameters are used as 

the secret key. 

Different perspectives were presented tying cryptography to chaos and how it could be 

represented or interpreted, among these, Shannon who pointed out this link between 

the two disciplines [117]. 

Shannon’s perspective: In 1948, Shannon stated in his paper [116]: A more detailed 

analysis shows that if we assume the constraints imposed by the language are of a rather chaotic 

and random nature, large crossword puzzles are just possible when the redundancy is 50% . If 

one considers a round inside a cryptosystem, it offers us the output diffusion (butterfly 

effect) when applying a slight change in the parameters of the input, and complies with 

confusion (transitivity) since no matter how much the input changes the output has the 

same distribution. The diffusion property also enables a deviation in a local region to 

affect the whole phase space. The parameters of the chaotic map may represent the 

key of the encryption algorithm. However, chaos theory and cryptography differ in a 

detail: encryption algorithms operate on finite sets, while chaos theory does it with the 

set of real numbers. 
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One of the public-key cryptosystems that possess chaotic properties is based on Cheby- 

shev polynomials, which makes it suitable for use in both encryption and digital signa- 

ture: 

 
2.5.2 The Chebyshev polynomials 

 
Chebyshev polynomials [109] (of the first kind) 

 
 

Tn : R −→ R 

 
of degree n are defined as follows: 

Tn+1(x) = 2xTn(x) −  Tn−1(x), n ∈  N∗, 

with T0 = 1 and T1 = x. 

It is well established that Chebyshev polynomials possess the semi-group property 

 
 

Tr(Ts(x)) = Trs(x) 

 
for any integers r and s. 

Hence, these polynomials commute under composition 

 
 

Ts(Tr) = Tr(Ts) 

 
The interval [− 1, 1] is invariant under the action of the map Tn : Tn([− 1, 1]) = [− 1, 1]. 

Therefore, the Chebychev polynomial restricted to the interval [−1, 1] is the chaotic 

map for all n > 1 having the unique absolutely continuous invariant measure 

 

dx 
µ(x)dx = 

π
√

1 −  x2
 

with positive Lyapunov exponent λ = ln n (The Lyapunov exponent is a logarithmic 

measure for the mean expansion rate per iteration, i.e. per unit time, of the distance 
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between two infinitesimally close trajectories; when positive, it refers to a chaotic sys- 

tem in the sense of Lyapunov). In the case of n = 2, the Chebyshev map becomes the 

logistic map studied before. 

The public-key encryption based on Chebyshev polynomials is nothing but a general 

perspective of the ElGamal cryptosystem: 

The Chebyshev polynomials-based cryptosystem algorithm: This cryptosystem con- 

sists of three phases [75], the first one being the key generation, where Alice follows the 

steps below as mentioned in the algorithm 1. 

Algorithm 1: Key Generation 
 

1 Generate a large integer n. 

2 Choose a random number x ∈  [− 1, 1]. 

3 Compute Tn(x). 

4 Set the public key to (x, Tn(x)). 

5 Set the private key to n. 

The encryption mechanism has six components presented in the algorithm 2, where 

Bob follows those steps to encrypt his message. 

Algorithm 2: Encryption 
 

1 Get the public-key (x, Tn(x)), set by Alice. 

2 The message is formatted as a number M ∈  [− 1, 1] 

3 Generate a large integer m. 

4 Compute Tm(x). 

5 Compute Tm.n(x) = Tm(Tn(x)). Compute X = M.Tm.n(x). 

Send Alice the ciphertext C = (Tm(x), X) 
 

The decryption is resumed in two steps, that Alice follows in algorithm 3 to retrieve the 

plaintext from the ciphertext. 

Algorithm 3: Decryption 
 

1 Compute Tm.n = Tn(Tm(x)), using the private key n. 
X 

2 Compute M = 
Tm.n (x)

, thus getting the message M 
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The Chebyshev polynomials-based cryptosystem is correct because of the semi-group 

property, so the encryption allows 

 

X = M.Tm(Tn(x)) 

 
and, since those polynomials commute under composition, 

 
 

X = M.Tn(Tm(x)) 

 

thus, 

M =
 X 

. 
Tm.n(x) 

 

Chebychev polynomials-based cryptosystems as presented here are shown not to be 

secure, since an adversary can efficiently recover the plaintext from a given ciphertext. 

An alternative of this is what is called modified Chebyshev polynomials, which are both 

secure and practical, and for which RSA and ELGamal are just particular cases. Fore 

more details, see [75], chapter 2. 

 
Another independent category chaos-based cryptography is summarised in the follow- 

ing: 

 
2.5.3 PRNG-based cryptosystems 

 
The idea consists of generating in a pseudo-random manner a sequence of bits using 

any chaotic process, then proceeding to a XOR with the plaintext, which is supposed 

to be already reduced to a binary format. An interesting example of a PRNG-based 

encryption using a strange attractor is described in the following: 



dt 

dt 

dt 
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Lorenz-based PRNG The well-known Lorenz system [14] is given by the system of 

continuous differential equations 

dx1 
= αx1 + αx2, 

dx2 
= − x1x3 + βx1 −  x2, 

dx3 
= x1x2 −  ρx3, 

where α, β and ρ are positive control parameters. The Lorenz system is shown to be 

chaotic for the set of parameters α = 10, β = 28, and ρ = 
8 

. 
3 

This system can provide an additional layer during the substitution phase in encryption 

algorithms [110] or PRNGs, where once considering a scrambled image, the current 

pixel of that image is multiplexed along the last encrypted pixel (multiplexers add 

nonlinearity, delay is present as well to improve the statistical test of encryption, since 

pixels are affected by the previous ones), then it is XORed with the attractor’s output. It 

is recommended to choose 8 bits from the least significant part of each output to ensure 

the chaocity, after that the output of the Lorenz attractor is mapped to the range from 0 

to 255, as shown below: 

x = mod [E(|xl | × s), 256] 

y = mod [E(|yl | × s), 256] 

z = mod [E(|zl | × s), 256] 

with xl, yl, zl the output of the Lorenz attractor, s the scaling factor (here chosen as 1012
 

for the selected bits to be highly chaotic), E(.) being the integer part of the number, and 

mod is the remainder . 

 

 
The third major axis in chaos-based cryptography can be couched in symbolic dynam- 

ics, within a generalised version of Baptista’s method. In fact, In the last three decades, 

many different chaotic encryption schemes have been proposed, but in 1998, Baptista 

[118] proposed the most used symmetric cryptosystem (with regards to chaos) based 

on ergodic property of the chaotic logistic map, which has attracted much attention 

from many scholars: 
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2.5.4 (Generalised) Baptista’s cryptosystem 

 
Let us consider a chaotic map F on a compact K, a bijection h between the partitioned 

space K and a finite set of symbols S, associating to each symbol si an element Pi of the 

partition. Symbolically: 

 
F :K → K chaotic, 

h :S → K bijective 

si → h(si) = Pi, 

K = ∪ 1≤i≤n Pi 

To encrypt a plaintext si1 
si2 

...sim , which is a finite sequence of unnecessary different 

symbols, we choose randomly an initial value (the secret key) k ∈  K and compute the 

number of iterations N1 of F necessary to reach the subset h(si1 
), then starting from 

FN1 (k) as the new value, we compute the number of iterations N2 to reach h(si2 
), and 

so on. The ciphertext is the string N1, N2...Nm. To decrypt, we have just to iterate F 

according to the integers Ni and to determine the corresponding h− 1(Pi). 

 

A classical example as presented originally by Baptista uses the logistic function for 

F, with r ∈  [3.57, 4], the interval [0, 1] for K, and the set of ASCII characters for S: 

• Let there be s characters to encrypt, the given interval I = ]0, 1[ is being divided 

into s subintervals of length: ϵ =
 xmax −  xmin such that each interval is associated 

s 

to a character. 

 
• As for the choice of the interval [xmax, xmin], it is being dicted by the probability 

density which implies where the initial value x0 belongs, hence the need for the 

following plot on figure 2.12. 
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Figure 2.12: Probability density 

 

• As can be seen, there is high probability between values 0.2 and 0.8. Encryption 

scheme [118] can be described in the following steps: 

0) Choose a character to encrypt. 
 

1) Create s intervals corresponding to s characters. 
 

2) Pick Iϵ the interval corresponding to the chosen character. 

3) Choose a secret key (x0, r). 

4) Apply the logistic map to x0. 
 

5) Count the number of iterations N. 
 

6) Stop when value of xN ∈  Iϵ. 

7) The integer N is the cipher character. 

 

As an example of text encryption, we choose: 

 

• Initial value: x0 = 0.43203125 

 

• r = 3.88 

 

• s = 256 
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• ϵ =
 0.8 −  0.2 

256 

Let us consider the following plaintext, which is going to be encrypted: 

 
 

"this is the text to be encrypted by the baptista method" 

 
After transforming the obtained integers into characters, these results are represented 

in base64 (group of binary-to-text encoding schemes that represent binary data, more 

specifically, a sequence of 8-bit bytes, in sequences of 24 bits that can be represented by 

four 6-bit Base64 digits.) or unicode (format processed and stored as binary data using 

one of several encodings) format, and the final output of the ciphertext is: 

"MTE3MywgNDAzLCA0OTAsIDExMjUsIDMz 

MC wgNjM1LCAxNDk sIDExMywgNDk5LCA 

yMSwgMzA3LCA4MDksIDE1NDMsIDE0ODc 

sIDk1MiwgMTU3NiwgNzIzlCAxNTksIDcxMi 

wgMzU1LCAyMjM0LCAxMzAyLCAzODUsID 

EwOSwgMjE1LCAxN" 

The values change when initial conditions are changed as displayed on table 2.1 show- 

ing sensitivity to initial conditions: 
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Table 2.1: Sensitivity to initial conditions with (b, x0) being the parameters (r, x0) 
in the logistic function 

 
 

Let us consider the clear image on figure 2.13, which is going to be encrypted. The 

cryptosystem is based on the same chaotic properties provided by the previous text  

encryption method, only this time an image is constructed of pixels and each pixel is 

formed by three components: R (Red), G (Green) and B (Blue), which will be encrypted 

using the Baptista algorithm. The clear image of Lena is being defined as a matrix of 

512 rows and 512 columns. 
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Figure 2.13: Lena’s clear image 

 

The encrypted image is shown on figure 2.14. 
 
 
 

 

Figure 2.14: Lena’s encrypted image 

 

For transparency, Alvarez et. al. [119] examined encryption schemes of Baptista, and 

underlined its deficiencies proposing different ways to enhance its security. They found 

three types of cryptanalysis attacks, one-time pad attacks (chosen plain text), entropy at- 

tack and key recovery attacks. Also, a major draw-back of this method is the exponential 

decay of the repartition of the ciphertext values. 
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2.6 Conclusion 
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In this chapter, we explored the fascinating world of discrete dynamical systems, chaos 

theory, and their applications in cryptography. We began by introducing the concept of 

discrete dynamical systems, which are mathematical models that evolve over discrete 

time steps. We discussed the key elements of such systems, including the state space, 

the time evolution function, and the importance of initial conditions. 

 
Next, we delved into chaos theory, which studies the behaviour of dynamical sys- 

tems that exhibit sensitivity to initial conditions, among others. Chaos theory has 

revolutionised our understanding of complex systems, revealing their inherent unpre- 

dictability and sensitivity to even tiny perturbations. We examined the fundamental 

characteristics of chaotic systems, such as the butterfly effect, transitivity, and sensitive 

dependence on initial conditions. Understanding these properties is crucial for the 

development of chaos-based cryptographic algorithms. 

 
The emerging field of chaos-based cryptography provides an alternative approach based 

on the unpredictability of chaotic dynamics. One of the key advantages of chaos-based 

cryptography is its resistance to certain types of attacks, including brute-force attacks 

and differential attacks. The inherent complexity and sensitivity to initial conditions 

in chaotic systems make them suitable for generating secure cryptographic keys and 

ensuring the confidentiality and integrity of data transmission. 

 
Nevertheless, chaos-based cryptography is vulnerable to behaviour analysis attacks 

and guess of the initial condition [120]. Hence, in these chaotic cryptosystems all the 

following four types of cryptanalysis attacks are possible: cipher text only attack, cho- 

sen cipher text attack, chosen plain text and known plain text..   This motivates us to 

push forward trying to improve these methods, by suggesting other novel schemes. 



51 
 
 
 
 
 
 
 

 

Chapter 3 

 
Egyptian fractions and Secure 

Multi-Party Computation 

 
Lots of people working in 

cryptography have no deep concern 

with real application issues. They are 

trying to discover things clever 

enough to write papers about. 

 

Whitfield Diffie 

 
In this chapter, we provide necessary fundamentals in Egyptian fractions and their 

properties, on one hand, which will be needed in understanding the first paper. On 

the other hand, we initiate the reader into trapdoor functions and indistinguishability, 

inside a context of multiple challenges. Another preliminary, discussing ergodic theory, 

tensors and categories will be added in order to facilitate a better grasp of the second 

paper. 

 
3.1 Egyptian fractions 

 
In this section, the entire focus will be shifted towards defining Egyptian fractions and 

the mathematical background necessary to move onto the following chapter, where 

these fractions would be incorporated into an encryption algorithm. 



x0 

21 21 

21 + 3 
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3.1.1 Introduction 

 
The history of continued fractions is certainly one of the longest among those of mathe- 

matical concepts, since it begins with Euclid’s algorithm from the seventh book of his 

Elements (circa 300 B.C.E.), computing the greatest common divisor of two integers. 

This algorithm can be modified to produce a simple continued fraction for a rational 

number. For instance, we can use Euclid’s algorithm to compute gcd(21, 51) as follows: 

51 = 2 · 21 + 9 51 = 2 + 9  

21 = 2 · 9 + 3 51 = 2 +   9     = 2 + 1 3 
 

 

 

21 2·9+3 + 9 

9 = 3 · 3 51 = 2 + 
2 

1 
1 

 

Let us define a continued fraction below: 

 
• A generalised continued fraction [81] is an expression of the form: 

 
x = a0 +

 b0 
 

a1 +
 b1  

a2 + 
b2

 

. . .
 

Numbers a1, ..., b1...  are  complex  or  real, and  many  for  simplification  may  take 

bi = 1 for any i. 

 

 
• The continued fraction expansion of a number is finite if and only if the number 

is rational. 

 

• For what follows x0 ∈  R, x0 ∈  ]0, 1]. The regular continued fractions expansion 

[42, 43] of x0 is given by: 

u0  = 

  
 1  

 

 
 

(3.1) 
 1 

x1 = 
x0

 —  u0 

2 

 



xn 

+ xn
 

  

1 1 1 
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using recurrence it becomes : 

un  = 

  
 1  

 

 

 

 

 

 

(3.2) 

xn 1 =
 1 

−  un, n ∈  N 

 

For over 2000 B.C., around the time of the construction of the larger Egyptian pyramids, 

people around the Nile river conceived their system for division and to calculate any 

rational numbers using only unit fractions (reciprocals), and they have been represent- 

ing fractions this way 
1 

, 
1 

, 
2 3 

1 
... 

4 
, since almost 3000 B.C. 

This discovery allowed them to represent any fraction as a sum of different reciprocals, 

for instance: 
3 1 1 

4 
= 

2 
+ 

4 

Far later, in 1913, Friedrich Engel, dissected this in detail to find an expansion for ratio- 

nals called the Egyptian fraction, such a representation will be further referred to as an 

Egyptian product or Engel expansion. 

Though from 1202 C.E. the Engel expansion is not precisely described in the works of 

Fibonacci [51]; in the Liber Abaci (The Book of Calculations) we find an equation re- 

ferring to Fibonacci’s compound fraction notation, in which a sequence of numerators 

and denominators sharing the same fraction bar represents an ascending continued 

fraction:  
 

 
abcd 

 
 

 
d c   

 
 

 
  b a  

b + 
a

 
c + e 

d + 
f
 g 

e f gh 
:= 

h 
+ 

gh 
+ 

f gh 
+ 

e f gh 
= 

h 
.
 

 
 

 
where a, b, c, d, e, f , g and h are integers. 

For example, Fibonacci uses the symbol 
111 

as an abbreviation for: 
345 

 

1+ 1 
 + 4 

3 
= 

3  
+ 

3 · 4 
+ 

3 · 4 · 5 

5 1 
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If this compound fraction has all numerators 0, 1 , then its is an Engel expansion. 

Let us now define an Engel expansion: 

Definition 3.1.  For  x  ∈  R+
∗ , the unique non-decreasing sequence of positive integers 

{a1, a2, a3...} such that: 

x =
 1    1 1  

+ + + ... 
a1 

is called Engel expansion of x. 

a1 a2 a1 a2 a3 

 

And to illustrate more clearly the shape of this expansion we give a few examples: 

 
Example 1. Given below a sequence ai of the Engel expansion for certain numbers: 
√

2 := {1, 3, 5, 5, 16, 18, 78, 102, 120, ...} 

e := {1, 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11, 12, 13, ...} 

π := {1, 1, 1, 8, 8, 17, 19, 300, 1991, 2492, ...} 

ln(2) := {2, 3, 7, 9, 104, 510, 1413, 2386, ...} 

• Engel expansions can be written as an ascending variant of a continued fraction[40]: 

 

1 + 
1 + · · · 

1 +
 a3  

x =
 a2 . 

a1 

 

with x a positive real number and (a1, a2, a3, ...) positive integers. 

 
• Rational numbers have a finite Engel expansion, while irrational numbers have 

an infinite Engel expansion. 

• The Pierce expansion [39], or alternated Egyptian product, of a real number 

0 < x < 1 is the unique increasing sequence {a1, a2, ...} of positive integers ai such 

that : 

x =
 1    1 1  

−  + −  ... 
a1 a1 a2 a1 a2 a3 

 

• A number 0 < x < 1 has a finite Pierce expansion if an only if x is rational. 

 
To determine the Engel expansion, we consider an algorithm that also helps compute 

certain decimal logarithmic values [41]: 



x0 

xn 
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• The Briggs algorithm [43] is as follows: 

u0  = 

  
 1  

  

+ 1 

x1  = u0x0 − 1 

 
 
 
 
 

(3.3) 

 

and using recurrence again: 

un  = 

  
 1  

  

+ 1 

xn+1  = un xn − 1 

 
 
 
 

(3.4) 

 

Below are some properties of the Briggs algorithm [42] 

 
a) ∀ n ∈  N, xn > 0 

b) (xn) is a decreasing sequence. 

c) (un) is an increasing sequence. 

d) ∀ n ∈  N, un ≥ 2 

• Let x0 ∈  ]0, 1] and (un) be the sequence of the Briggs algorithm, then the serie of 

general term in the form
 1 

converges, and: 
u0u1...un 

 
x0 =

 1 
+

   1    
+ ... +

 1 
+ ... 

u0 u0u1 u0u1...un 
 
 

• If x0 ∈  ]0, 1] is written as the expression below: 

 

x0 =
 1    1      1  

+ + ... + + ... 
v0 v0v1 v0v1...vn 

 

where (vn) is an increasing sequence of strictly positive integers, then (un) = 

(vn), sequence given by the Briggs algorithm. 

• Let x0 ∈  ]0, 1] then x0 is rational if and only if the sequence (un) of its Engel 

expansion is constant starting from a certain rank. 



i=1 

   

0
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Remark 3.2. Every rational number also has a unique infinite Engel expansion and using 

the identity: 
1 +∞ 1 

n 
= ∑ 

(n + 1)i 

the final digit n in a finite Engel expansion can be replaced by an infinite sequence of 

(n + 1) without having to change the value. 
 

Engel series can help facilitate many mathematical problems, amongst which we list a 

major benefit of these expansion, being the approximation of logarithms: 

 
3.1.2 Rational approximation of logarithms using Engel series 

For simplicity reasons the case study will consist of decimal logarithms [41]. 

Let us compute log a > 1, a being a positive integer with 2 ≤ a ≤ 9. 

Let k0 be the smallest positive integer such that 

 

ak0 > 10 
 
 

Then 

k0 log a > 1 
 

and 

 
 
 

so 

 
(k0 −  1) log a ≤ 1 

1 1 

 

 
thus 

log a 
+ 1 ≥ k0 > 

log a 

 
k   = 

1    
+ 1 

log a 
 

k0 is then the first term of the Engel expansion of log a. 

Let 

x1 = k0 log a −  1 = 
log 

ak0

 

10 



    

    

0 
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The same process is done again with 
ak0 

instead of a. This is done to look for the 
10 

smallest k1 positive integer, such that 

 
ak0 

k1 

 
 

10 

 
 
 

> 10 

 

⇐ ⇒  ak0 k1 > 10k1 +1
 

k1 is the second term of the Engel expansion of log a, so on.. 

The computation of log a is basically determining the number of decimal digits, of pow- 

ers of a. 

 

The study of rings of quadratic integers (generalization of the usual integers to quadratic 

fields, that is an algebraic number field of degree two over the rational numbers) is 

basic for many questions of algebraic number theory, since they occur in the solutions 

of many Diophantine equations (typically a polynomial equation in two or more un- 

knowns with integer coefficients, where the only solutions of interest are the integer 

ones). Therefore, to further expand our knowledge of Engel expansions, we explore 

another case where they are used on quadratic numbers [44]: 

 
3.1.3 Engel expansion of quadratic numbers 

 
The continued fractions expansion of a real number allows the explicit fraction expan- 

sion of a quadratic number x0, i.e. solving the equation : 

 

ax2 + bx + c = 0 

 
for a, b, c ∈  Z, a /= 0. 

As for the Engel expansion, it is not the case entirely, but for numbers in the form 

 

x0  = m0 − 
q

m2  − 1 



n 

n 

q q 

n 

0 

∑ 2m  2m  ...2mn0

 1 

n 

n+1 n n 
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it is possible to obtain such an expansion when m0 ∈  N \ {0, 1}. 

Let us consider the sequence (mn) defined by its first term m0 and the recurrence: 

 

mn+1 = 2m2 −  1 
 
 

Then  
m2 = 4m4 −  4m2 + 1 

 

so 

2 

n+1 — 1 = 2mn

q
m2  − 1 

 

thereafter    
mn − m2 −  1 = mn −

 1 
m2 −  1 

n 2mn 

2m2  − 
q

m2
 

n+1 

—  1 
n 

= 
2mn 

n+1 

= 
   1    

+ 
   1    

 

mn   1 − 
q

m2 − 1

 

 
 

Let xn = mn −  
√

m2 −  1, then 

2mn 2mn n+1 

 

xn =
   1   

+
 1   

xn   1
 

2mn 2mn 

 

or 

xn+1 = 2mnxn −  1 

 

We already know the Briggs algorithm for un = 2mn. Hence : 

Theorem 3.3.  Let m0  ∈  N \ {0, 1} and x0  = m0 − 
q

m2  − 1.  The Engel expansion of x0 is 

given by 

x 
+∞

 1  

0 = 
n=0 

the sequence (mn) satisfying the recurrence 

 

mn+1 = 2m2 −  1 

 
Real numbers are deployed in our papers when talking about the Engel expansion. 

+ 

q
m

 

+ 



+ xn+1 

1 

uN−   + 1 
uN− 1

1
 

2 

n ∈  N,

  
 1 

  

= 1 −
 un 

 

0 

1 
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Hence, for better manipulation skills of such expansions, we go into detail about their 

relation with continued fractions and some of their properties when dealing with a 

rational or irrational number. Euler mentioned before [45] how to alter a serie of the 

form 
1 1 1 1 

a 
−  

ab 
+ 

abc 
−  

abcd 
+ ...

 

into continued fractions. The next part will go precisely over this for the case of Engel 

series. 

 
3.1.4 Engel expansion of real numbers 

 
An essential relation between continued fractions and Engel expansions is shown through 

the following: 

Proposition 3.4. 1. With the same sequence conditions as before we have: 
 
 

∀  
xn

 

un   1 +

  
   1    

  

 
 

2. Let a rational x0 ∈  ]0, 1] and (un) a sequence of its Engel expansion (constant from a 

rank N). Then 

 

x0 = 
1 

u 
u0 −  

u + 1 −  
u1

 
 

u2 + 1 −  . . . 

. . . −
 uN− 2 

 

uN 
 

meaning the Engel algorithm provides an expansion of x0 in limited continued fractions. 

 
3. Let x0 ∈  ]0, 1] be irrational and (un) a sequence of its Engel expansion. Then the unlim- 

ited continued fraction 

 

1 

u0 −  
u0 

u 

u1 + 1 − 
u + 1 −  

u2
 

u3 + 1 −  . . . 



−  
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converges to x0. 

 
The Engel algorithm allows the decomposition of x0 ∈  R into a continued fraction that 

has in common with regular continued fractions the property of being limited when x0 

is rational, and unlimited when it is irrational. 

 

In our pursuit of pseudo-randomness and while attempting to generate random-like 

sequences, the stochastic properties of the Engel series come in handy to explore prob- 

able occurrences of certain digits: 

 

3.1.5 Stochasticity in Engel series 

 

Let us pick randomly a real number x0 ∈  ]0, 1], the unit interval ]0, 1] being a probability 

space endowed with the Lebesgue measure [47, 48]. 

 
• The term un of the Engel expansion of x0 is then a random variable, with values 

in {2, 3, 4, ...}. 

• We have un = k, (k = 2, 3, ...) if and only if x0 belongs to an interval of the form: 

 
1 1 1 1 1 1 

u0 
+ 

u0u1 
+ . . . + 

u0u1 . . . un 1k 
≤ x < 

u0 
+ 

u0u1 
+ . . . + 

u0u1 . . . un   1(k −  1) 
−  

 

with 2 ≤ u0 ≤ u1 ≤ . . . ≤ un− 1 ≤ k. 

• Notice all the intervals are disjoint, therefore 

 

P (un = k) =
 1  

∑ 
  1 

 
k(k −  1) 

2≤u0≤u1≤...≤un− 1≤k 
u0u1 . . . un− 1 

 
Before understanding the theorem provided next, it is important to know the definition 

of a Markov chain [46], and more precisely, a time-homogeneous Markov chain: 

• A discrete-time Markov chain is a sequence of random variables X1, X2, X3, ... 

with the Markov property, namely that the probability of moving to the next state 



(k− 1) 
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depends only on the present state and not on the previous states: 

 
 

Pr(Xn+1  = x|X1  = x1, X2  = x2, , Xn  = xn) = Pr(Xn+1  = x|Xn  = xn) 

 
if both conditional probabilities are well defined, that is if 

 
 

Pr(X1 = x1, , Xn = xn) > 0 

 
 

The possible values of Xi form a countable set S called the state space of the chain. 

Markov chains, are called time-homogeneous when: 

 
Pr(Xn+1  = x|Xn  = y) = Pr(Xn  = x|Xn− 1  = y) ∀ n ∈  N 

 
The probability of the transition is independent of n. 

 
Theorem 3.5. • The sequence of random variables un is a homogeneous Markov chain 

[46], of which the transition probability is given by [125]: 

 

P (un = k/un−1 = j) = k 
j− 1     

si 2 ≤ j ≤ k 

P (un = k/un−1 = j) = 0 si j > k 

 

and it is subsequently clear that 

 
P(u0 = k) =

 1 
 

k(k − 1) 

 

• Let ϵk be the random variable refering to the number of appearences of k inside the Engel 

expansion. The random variables ϵk, k = 2, 3, ... are mutually independent. 

Lemma 3.6 ([49]). Let (An) be a sequence of mutually independent events and let B be the 

event: only a finite number of Ai happen simultaneously. Then 

 

P(B) = 1 ⇐ ⇒  

+∞ 

∑ P(An) is a convergent serie 
n=1 



j=1 k 

α 

( 

diam E 

δ 

δ→ 
δ
0 

) 

α 

62 Chapter 3. Egyptian fractions and Secure Multi-Party Computation 

Theorem 3.7 ([48]). Let 2 ≤ k1 < k2 < ... < kn < ... be a strictly increasing sequence of 

positive integers. Then, the sequence (un) of the Engel expansion of x0 has for almost every x0 

an infinity of terms of the sequence (kn) if the serie ∑+∞
 1

 
j 

is divergent, and has only a finite 

number if the serie ∑+∞
 1

 
j=1 kj

 
is convergent. 

 

As a consequence, it is known for a fact that ∑+∞
 1

 
i=1 pi

 

 

is a divergent serie [50], where 

(pn) is the sequence of prime numbers. Thus, choosing a random number x0 ∈  ]0, 1], 

it is quasi-certain its Engel expansion would contain an infinite number of prime terms 

un. 

 
 

Metric properties of such an expansion are vital, therefore, the following part studies 

the Hausdorff dimension [85] of sets related to the growth rate of digits in the Engel 

expansion: 

 

3.1.6 Hausdorff dimension and Engel expansion 
 

Let (X, d) be a metric space. In what follows, we adopt the most prominent construc- 

tion of Hausdorff measures, which is the Caratheodory approach [86]: 

 

• We define the diameter of a set A ⊂  X as follows: 

 
diam(A) := sup {d(x, y)|x, y ∈  A} 

 
if this quantity exists. 

 
• For any E ⊂  X, ∀ δ ∈ ]0, ∞] and ∀ α ∈  [0, ∞[, we consider the outer measure 

 

Hδ (E) := inf 

∞ 

∑ ( i)α 
i=1 

: E 
⊂  

Ei and diam (Ei) < δ . 
i 

 

• The map δ ›→ Hα (E) is monotone nonincreasing and thus we can define the 

Hausdorff α-dimensional measure [85] of E as 
 
 

H (E) := lim Hα (E) 

[ 



n 

→+∞ 
n 

   

∈  
n

 

= α n 
n 
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• For 0 ≤ s < t < ∞ and A ⊂  X, we have: 

–  Hs (A) < ∞ ⇒  Ht (A) = 0 

–  Ht (A) > 0 ⇒  Hs (A) = ∞ 

• The Hausdorff dimension dimH(A) of a subset A ⊂  X is then defined as 

 
dimH(A) := sup {s : Hs (A) > 0} = sup {s : Hs (A) = ∞} 

= inf 
 
t : Ht (A) = 0

} 
= inf 

  
t : Ht (A) < ∞

}
 

• Let x = [a1, a2, .. ] denote the Engel expansion of x. 

The coefficients ai of the Engel expansion typically exhibit exponential growth. 

More precisely, for almost all numbers in ]0, 1]: 

 

lim 
n→+∞ 

1 
 

 

a n = e 

 

However, the subset of the interval for which this is not the case is still large 

enough that 

 
 

and for any α ≥ 1, 

dimH{x ∈  ]0, 1] : 
n 

lim 
1 

a n /= e} = 1 

 

 
dimH 

 
x ]0, 1] : lim 

→+∞ 

1 

= 1 

 

 
This Hausdorff dimension may help in the estimation of upper and lower bounds of 

the Engel series length if needed. 

 

Nowadays there is much interest and need for practical schemes provably achieving 

security against chosen-ciphertext attack (CCA), where an attacker can choose ciphertexts 

and their decryptions. Attacks presented in the early days of public-key cryptography 

had highlighted the presence of security threats in this multi-user setting [100] (many 

users, each with a public key, sending each other encrypted data) that were not present 

in the single-user setting (considering a single recipient of encrypted data), arising from 

a 
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the possibility that a sender might encrypt, under different public keys, plaintexts 

which although unknown to the attacker, satisfy some known relation to each other. 

The scheme we adopt on our paper (chapter 5) is based on a novel trapdoor function 

(TDF: a function easy to compute but difficult to find its inverse) that achieves indis- 

tinguishability under CCA and better proven-security to cost tradeoffs in the multi-user 

setting, assuming the DDH problem is hard. This is exactly what secure Multi-Party 

Computation is revolves around, as stated next: 

 
3.2 Secure Multi-Party Computation 

 
Since chapter 5 goes into the construction of a CCA-secure [101] lossy trapdoor function 

(LTF: an ’injective’ keyed function having two modes, one invertible and another where 

some information is lost) [102] in the multi-challenge context (mutli-user), then before 

going on to more details, one needs to be acquainted with some prerequisites that we 

define next. 

Amongst the major notions that will be encountered later, there is the entropy and Haar 

measure, but to define them, it is necessary to recall the definitions of Borel σ-algebra, 

Hausdorff space, topological group, set translation and left/right invariants: 

 

3.2.1 Topological prerequisites 
 

Let X be some set and let P(X) represent its power set. Then a subset Σ ⊆  P(X) is 

called a σ-algebra if it satisfies the following three properties: 

1) X is in Σ and X is considered to be the universal set (containing all objects, in- 

cluding itself). 

2) Σ is closed under complementation: If A is in Σ, then so is its complement X \ A. 

3) Σ is closed under countable unions:  If  A1, A2, A3, ... are in Σ, then so is  A  = 

A1 ∪  A2 ∪  A3 ∪  .... 

Let M denote the phase space of a dynamical system, equipped with σ-algebra M and 

a probability measure µ defined on M.  Consider a finite partition ξ  = {C1, C2,    , Cr} 
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of M, generating a stationary random process with values 1, 2, ..., r where 

 
 

wk(x) = j if x ∈  T
− kCj, −∞ < k < ∞ 

 
The Shannon-MacMillan theorem [108, 114] states there exists 

 

h(T, ξ) =  lim 
1 

Σi ,...,i µ(T
− 1Ci ∩  ...T

−nCi  ) ln µ(T
−1Ci ∩  ...T

−nCi  ) 

n→+∞ n 1 n 1 n 1 n 

 

The entropy h(T) = sup h(T, ξ) of the dynamical system, with sup over every finite 
ξ 

partition ξ. 

 
Remark 3.8. The Kolmogorov entropy [81] mentioned in chapter 5 describes quanti- 

tatively PRNGs, with larger entropies being better. PRNGs with equal entropies may 

present different stochastic properties showing a need for additional metrical invariant. 

• Points x and y in a topological space X can be separated by neighbourhoods if 

there exists a neighbourhood U of x and a neighbourhood V of y such that U and 

V are disjoint U ∩  V = ∅. X is a Hausdorff space if all distinct points in X are 

pairwise neighbourhood-separable. 

 
• Let G be a group with a Hausdorff topology, with the group operation g · h, in- 

verse function g− 1 and identity e. G is a topological group if the functions 

 
m : G ×  G → G 

m(g, h) = gh 

 

and 

 
 
 

are continuous functions. 

 
i : G → G 

i(g) = g−1 

 

• The Borel σ-Algebra [103] of a topological space X with topology T is the σ- 

algebra B(X) := σ(T ). A Borel measure on a space X is a measure on the Borel σ- 

algebra of X, µ : B(X) → R ∪  {∞} such that if S ⊂  X is compact, then µ(S) < 

∞. 
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• For any g ∈  G and U ⊂  G, we define the set translation of U as 

 
g · U := {g · u|u ∈  U} 

 
• Let G be a topological group, for any f ∈  C(G) we define the left and right trans- 

lation denoted g f and fg respectively, as 

 
g f (x) = f (g · x) and fg(x) = f (x · g) 

 
• Let G be a compact topological group. A Borel measure µ : B(G) → [0, ∞[ is left 

invariant (resp.  right  invariant)  if  gµ(A) = µ(A) (resp.   µg(A) = µ(A))  for  all 

g ∈  G and A ∈  B(G), where gµ(A) = µ(g · A) (resp. µg(A) = µ(A · g) ) is the left 

translation (resp. right translation) of the measure µ. 

• Let G be a compact topological group. Then there is a unique left-invariant prob- 

ability measure µ on the Borel σ-Algebra, B(G) and µ is also right invariant. This 

implies that µ is the unique left and right invariant probability measure. 

µ is called the Haar Measure [104] of G. 

 
Since without the proper decryption key, the original data cannot be accessed, data 

processing can be sometimes outsourced by some companies to a third party, without 

trusting the third party to properly secure the data. Homomorphic encryption [105] 

allows this third party to perform calculations on encrypted data, without having to 

resort to share the secret key. 

In the fifth chapter, we discuss the DDH construction over LTF in which this homo- 

morphic encryption concept will be needed to acquire the full intention of our paper, 

without loosing sense of indistinguishability: 

 

3.2.2 Homomorphic encryption and indistinguishability under attack 
 

• An algebraic homomorphism is a map ϕ between two groups (G, •) and (H, ∗) 

such that: 
 

ϕ(x • y) = ϕ(x) ∗ ϕ(y) 



|ϵ | | |0 
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for x, y ∈  G and ϕ(x), ϕ(y) ∈  H. 

G, H can be replaced by rings or a similar algebraic structure. 

An encryption scheme is homomorphic with respect to an operation • on G if 

 
ϕ

−1(ϕ(x) ∗ ϕ(y)) = ϕ
−1(ϕ(x • y)) = x • y 

 
for an operation ∗ on H. 

• IND-CPA [106] is defined between an adversary and a challenger, where the 

adversary is modeled by a probabilistic polynomial time Turing machine, i.e. it 

should finish and give back the output within a polynomial number of time steps. 

In this definition E(pk, m) represents the encryption of a message m under the key 

pk: 

 

1) The challenger generates a key pair (pk, sk) with the key size k and publishes 

pk to the adversary. The challenger keeps sk. 
 

2) The adversary submits two distinct chosen plaintexts m0, m1 to the chal- 

lenger. 

3) The challenger selects a bit b ∈  {0, 1} uniformly at random, and sends the 

challenge ciphertext C = E(pk, mb) back to the adversary. 

4) The adversary outputs a guess for the value of b. 

A cryptosystem is considered indistinguishable under chosen plaintext attack if 

every probabilistic polynomial time adversary possesses only a negligible advan- 

tage over random guessing, i.e. if the adversary wins the game with probability 
1 

2 
+ ϵ(k), where ϵ(k) is a negligible function in parameter k, meaning for every 

nonzero polynomial function poly() there exists k  such that (k)  <
 1 

 
poly(k) 

for all k > k0. 

The adversary possesses m0, m1 as knowledge and pk, the encryption of mb will 

be a well grounded ciphertext. Due to the probabilistic feature of E , thus m0, m1 

are encrypted and the ciphertexts obtained are compared with the challenge ci- 

phertext which does not admit a non-negligible advantage to the adversary. 
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• In IND-CCA/IND-CCA2, additionally to being given the public key, the adver- 

sary has a decryption oracle returning the plaintext [101]. In the non-adaptive 

case, the adversary can ask this oracle until he gets the challenge ciphertext, while 

in the adaptive situation the adversary proceeds with the decryption oracle de- 

spite getting the challenge ciphertext, to prevent it from not passing the challenge 

ciphertext for decryption. 

1) Challenger generates a key pair (pk, sk) relying on the number of bits of the 

key size k and publishes pk to the adversary, then keeps sk. 

2) The adversary sends two distinct chosen plaintexts m0, m1 to the challenger. 
 

3) Challenger chooses a bit b ∈  {0, 1} uniformly at random, and sends the 

challenge ciphertext C = E(pk, mb) back to the adversary. 

4) The adversary gets the output as a guess for the value of b. 

 
In public key cryptography, trapdoors are a fundamental tool to build digital signatures 

or encryption schemes. A trapdoor is a secret piece of information that provides its 

holder with some special power or advantage, it is fairly easy to stumble upon a door 

and fall into a trap, however climbing back is hard unless you have the key. Thus a 

trapdoor as will be seen, is a function computationally easy to calculate and hard to 

invert, but that becomes invertibility easy with the help of the trapdoor. Now, many 

if not every such function that we know, is based either on modular arithmetic or lat- 

tices in general, therefore, we aim to construct another type in chapter 5 based upon 

a different process inspired from discrete dynamical systems, namely a lossy trapdoor 

function. However, leakage of trapdoors has traditionally been considered damaging 

for practical applications, but our paper emphasises its positive consequences, used 

to our advantage as it provides a trapdoor to multiple users in order to implement a 

defensive mechanism, but before going into details in chapter 5, let us first introduce 

needed concepts to the reader such as one-way functions, trapdoors, and lossiness: 



≤ 
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3.2.3 Trapdoor functions and lossiness 

 
One-way functions and trapdoor functions are often misinterpreted as the same func- 

tion, one uses the notion of negligibility: 

• A function r : N → N is negligible if: 

∀ p : N → N polynomial, ∃  k0 integer such that: 

 
r(k) 

1 
 

p(k) 

 

for k ≥ k0. 

• A function f is a one-way function if: 

 

1) Given x, it is easy to compute f (x). 

2) Given y in the range of f , it is hard to find an x such that f (x) = y. 

 
In other words, the function f is called a one-way function if: 

 
1) f is polynomial time computable. 

 

2) Any probabilstic algorithm for inverting f (x) given a random y = f (x) (x at 

random) has negligible chance of finding a preimage of y. 

 

• A function h mapping a message m to a digest is a one-way hash function if 

 
1) h is a one-way function. 

2) Given m and h(m), it is hard to find m
′ 
/= m such that h(m

′ 
) = h(m). 

• A function f is a trapdoor function if there exists some secret k such that it is easy 

to compute f (x) = y, but it is a NP-Hard problem to retrieve x = f − 1(y) without 

the secret key k. 

• A function f : {0, 1}l(n) ×  {0, 1}n → {0, 1}m(n) is a trapdoor one-way function 

(TDOWF) if 

 
1) f is a one-way function. 



70 Chapter 3. Egyptian fractions and Secure Multi-Party Computation 

 

2) A public key y ∈  {0, 1}l(n), and f (x, y) a function fy(x) of x mapping n bits 

to m(n) bits. Then there exists an algorithm for < y, fy(x), z > giving x
′ 
such 

that  fy(x
′ 
) = fy(x), for some trapdoor key z in {0, 1}k(n). 

3) Given M and  f (M), it is hard to find M
′ 
/= M such that  f (M

′ 
) = f (M). 

• A function f : {0, 1}l(n){0, 1}n → {0, 1}m(n) is a trapdoor one-way hash function 

if f is a trapdoor one-way function and is also a one-way hash function, i.e. if 

additionally given  M and  f (M), it is hard to find a message  M
′  
/= M such that 

f (M
′ 
) = f (M). 

When one switches to lossy mode, he no longer has to deal with polynomial time ma- 

chines as the proofs become statistical arguments. Thus, a cipher made by an injective 

key is decrypted, while the one made by a lossy key is statistically independent of the 

original message, making the both keys indistinguishable from each other. 

• A lossy function means the size of their image is smaller than the one of their 

domain. 

Let us assume having an input message x of n bits and r exists such that 

 
 

|ImF| < 2r 

 
in lossy mode, with the image consisting of the residual leakage (leaks bits from 

the input), then if given less than n −  r bits of x, f cannot be inverted. 

Intuitively, the family of LTFs has two modes, or branches, injective mode, which has 

a trapdoor, and lossy mode [74] which is guaranteed to have a small image size. This 

implies that with high probability the preimage of an element in the image will be a 

large set. Formally we have: 

• Let X = {Xλ}λ∈ N and Y = {Yλ}λ∈ N denote two ensembles of random variables 

indexed by λ. 

Given an algorithm A, we define its advantage in distinguishing between X and 

Y as 
 

|Pr(A(Xλ) = 1) − Pr(A(Yλ) = 1)| 



≈ 
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with the probability being over random values Xλ, Yλ and randomness of A. 

• X and Y are computationally indistinguishable, denoted X  
s

 Y, if the advan- 

tage of  any probabilistic  polynomial-time (PPT) algorithm A is negl(λ) (negl(λ) 

standing for negligible in λ). 

• A tuple (T, f , f − 1) of PPT algorithms is called a family of (n, k)-lossy trapdoor 

functions if: 

1) T(1λ, 1) outputs t, r with t a function index, and r its trapdoor (1λ a security 

parameter). The function f (t, .) is injective deterministic on {0, 1}n, and 

f −1(r, f (t, x)) = x 

 

for all x. 

2) T(1λ, 0) outputs (t, ⊥ ) where t is a function index (⊥  is a distinguished sym- 

bol indicating decryption failure) and f (t, .) is a function on {0, 1}n, where 

the image of f (t, .) has size at most 2n− k. 

3) The first outputs of T(1λ, 1) and T(1λ, 0) are computationally indistinguish- 

able. 

When studying chaos, ergodic theory comes in handy in dynamical systems, especially 

knowing ergodicity can be a strong existence proof of topological transitivity. This The- 

ory combines techniques and examples from probability theory, statistical mechanics, 

vector fields on manifolds, group actions of homogeneous spaces.. Ergodic theory has 

surprising applications in fields as diverse as number theory, which is the part that 

interests us in our work. The transformation built in chapter 5 is shown to be ergodic 

relatively to the Lebesgue measure, hence, it is only fair to dedicate this fragment to 

present an elementary introduction for ergodic theory: 

 

3.2.4 Some notions in ergodic theory 

 
Ergodic theory studies the asymptotic average behaviour of systems evolving in time. 
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• The collection of all states of the system form a space X, and the evolution is 

represented by either 

1) The tranformation T : X → X, with Tx representing the state of the system at 

time t = 1, where at time t = 0 the system is initially in state x. 

2) When an evolution is continuous (or possesses a spacial structure), the evo- 

lution is then described by inspecting a group of transformations G (e.g: Z2, 

R, R2) acting on X, meaning every g ∈  G is identified with a transformation 

Tg  : X → X and Tgg ′ = Tg ◦ Tg ′ 

Example 2. The orbit of a point x ∈  X under a transformation T : X → X is 

{Tn (x) | n ∈  N}. The structure of the orbit can explain a lot concerning the original 

point x. 

• Let us express T for the quotient group R/Z = {x + Z | x ∈  R} identifiable 

with a circle, being a topological space it can result as a quotient space of [0, 1] by 

identifying 0 to 1. A bijection between T and [0, 1[ results by forwarding the coset 

x + Z to Frac(x) the fractional part of x. 

Let us define T : T → T by T(x) ≡  10x [1]. 

Thus, x ∈  T is rational if and only if the orbit of x under T is finite. 

First, consider x = 
p 

is rational: the orbit of x 
q 

is some subset of 
1 

0, 
q 

, ..., 
q −  1  

.
 

q 

Contrariwise, when the orbit is finite then there are integers m, n where 1 ≤ n < m 

for which Tm (x) = Tn (x). 

Therefore, 10mx = 10nx + k for some k ∈  N, then x is rational. 

• A measure-preserving system (X, B, µ, T) is a finite measure space (X, B, µ) equipped 

with a measureable T : X → X that is measure-preserving (equivalenty, T- 

invariant) 

 
 

for all A ∈  B. 

µ 
 

T− 1 A
    

= µ(A) 



q 
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• A system is called ergodic if the following property is verified: 

For any A ∈  B such that A = T
−1 A, µ(A) ∈  {0, 1}. 

Then, if we denote by Lp the vector space of functions which their p exponent is 

Lebesgue integrable, then ergodicity is equivalent to: 

f ∈  L2, f ◦ T = f ⇒  f is constant almost everywhere. 

Example 3. Consider Tµ : [0, 1[ → [0, 1[, Tµx = x + µ mod 1. Tµ preserves Lebesgue and 

Haar measures. 

 

• If µ = p/q is rational, the system is not ergodic, knowing if A ⊆  ]0, 1/q[ then 

 
∪ i=1(A + i/q) is Tµ-invariant. 

 
 

If µ is irrational, then Tµ is ergodic since if 

 

f (x) = ∑ ane2πinx 
n 

 

is Tµ invariant, then 
 
 

f (x) = f (x + µ) = ∑ ane2πiµe2πinx 
n 

 

and 

 
 
 

for all n /= 0. 

an 
 

e2πiµ −  1
  

= 0 

Then an = 0 for all n /= 0 because µ is irrational. 

Theorem 3.9 (Birkhoff Pointwise Ergodic Theorem [84]). Let (X, B, µ, T) be a measure- 

preserving system. For any integrable f : X → C, the time average 

 

f ∗ x  lim 
1 N− 1 

f
 

Tnx 
( ) = 

N→∞ N ∑ ( ) 
n=0 



∫ ∫ 

i=0 

α 

n ∑ 

X 
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exists for almost every x ∈  X. 

The time average f ∗ is T-invariant, f ∗  ∈  L1 and f dµ = f ∗ dµ. 

If T is ergodic with respect to µ, then the time average is constant and equal to the space average 
 
 f 

∗
 x  lim 

1 N− 1 

f
 

 Tnx    1   
∫ 

f d
 

 

 
for almost every x ∈  X. 

( ) = N→∞ N ∑ ( n=0 

) = µ µ( ) X 

 

Proposition 3.10.  Let U  :  L1(X) → L1(X) be positive ( f  ≥ 0  ⇒  U f  ≥ 0) with ǁU ǁ ≤ 1 

and let f ∈  L1 be real valued. 

If f0 = 0, fn = ∑n−1 Ui f for n ≥ 1 and FN(x) = max { fn(x) : 0 ≤ n ≤ N} (pointwise 

maximum), then 

 
 
 

for all N. 

∫

{FN 

 
>0} 

f dµ ≥ 0 

 

Corollary 3.11. Let (X, B, µ, T) be a measure preserving system and g ∈  L1 real-valued. 

If A ∈  B is T-invariant, then 

 

∫

B ∩ A 
gdµ ≥ αµ (Bα ∩  A) 

 

where  

Bα = 

(

x : sup 

( 
1 n− 1 

g 
  

T ix
 
 > α

)) 

, 
 

α ∈  R. 

 

3.3 Conclusion 

n≥1 i=0 

 

Cryptography has evolved to include more sophisticated methods ensuring the highest 

level of security, including chaos theory and ergodic theory of numbers, as a fasci- 

nating field of study exploring unpredictability and complexity of nonlinear systems. 

Hence, after noticing some chaotic properties in Engel expansions or what might be 

called Egyptian product, it was noticed they provide a unique and efficient way of 

representing real numbers as an infinite series of fractions, allowing the use of these 

expansions for high-end encryption and decryption speed, with a robust resistance to 
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attacks, generating unique keys for each transmission and showing promising results. 

It also, rendered the ability to improve the security of trapdoor functions easier, which 

depend on the complexity of the function and the secrecy of the secret key. Those results 

are crucial for secure multi-party computation in a world heading towards a more and 

more complex distributed environment computation wise, as it becomes more inter- 

connected to multiple collaborating parties working on sensitive data that is supposed 

to be private and cannot be revealed. 
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Chapter 4 

 
On the Use of Egyptian Fractions for 

Stream Ciphers1 

 
Chaos is a science of process rather 

than state, of becoming rather than 

being. 

Chaos: Making a New Science 

James Gleick 

 
Within the scope of the mutual interference between modern number theory and chaos- 

based cryptography, and as it is well-known and already explored for the decimal or the 

continued fraction expansion of irrational numbers, interesting random-like behaviors 

seem to be hidden in Egyptian fraction expansions, thus suggesting new chaos-based 

encryption systems. In fact, at a practical level, and as will be shown through the 

present study, concatenation of involved denominators and binary expansion generally 

lead to pseudo-random streams which satisfactorily pass the NIST statistical test suite 

for randomness. Then, to a certain extent, and for cryptographic purposes, this can be 

considered as a new tool to complete the conventional class of already-in-use pseudo- 

random number generators. Some mathematical issues, however, have to be clarified, 

1The text, as well as for the next chapter, is included in thesis exactly as it is published in the corre- 
sponding journal. 
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as for example the chaoticity of the process obtained after converting these denomina- 

tors to fractional parts of a wandering sequence of real numbers in the unit interval. To 

the best of our knowledge, and from a cryptographic point of view, previous works on 

the subject are limited to statistical tests (and subsequent cryptographic analysis) of the 

resulting one-time pads or stream ciphers, but no rigorous study has been conducted 

to justify these methods within chaos theory. Considering Egyptian expansions as a 

working example and using the term chaotic in the sense of Devaney, this is what our 

proposal is aimed at in the present work. 

 
4.1 Introduction 

 
A wide panoply of cryptosystems have been displayed throughout time and a large 

entity were based on number theoretic or algebraic concepts, especially notions from 

modular arithmetics. Chaos is another promising paradigm for cryptography offering 

a subtle behavior with special characteristics such as ergodicity or extreme sensitivity 

to initial conditions, thus meeting [108] fundamental criteria of confusion and diffu- 

sion. Since the discovery of chaotic synchronization by [115], and within the scope of 

dynamical systems, continuous or discrete, and their applications in real systems, man- 

made or natural, chaos-based cryptography has emerged as a powerful mathematical 

tool to secure information, from original methods [118] to the latest modern-number- 

theory-based cryptosystems. For a large collection of papers on the subject, see for 

instance [75]. 

In the present work, and being strongly linked to cryptographic methods based on 

the decimal or the continued fraction expansion of irrational numbers (see for instance 

[121] and references therein, [122] for encryption with decimal expansion, [123] for cre- 

ating a pseudo-random number generator via an Engel expansion, and more recently, 

in a larger context, [124] for an interesting use of logic functions to raise the level of 

complexity and security of the proposed stream cipher), we explore the random-like 

behavior of a variant of the Egyptian expansion, studied as early as [51] and known 

today under a general form as Engel expansion.   This is the unique non-decreasing 
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sequence of positive integers (ai)i∈ N∗ such that, for a positive real number x, we have 

x =
 1    1 1  

+ + + ... 
a1 a1 a2 a1 a2 a3 

Every positive (ir)rational number has a unique (in)finite Engel expansion, coefficients 

ai typically exhibiting exponential growth. For instance, it’s easy to see that the Engel 

expansion of Neper’s constant e asks for all positive integers, thus describing the whole 
 

interval  [0.1, 1[ if  we  consider  the  sequence  (ai10
− ai )i∈ N∗ ,  ai  denoting  the  number  of 

digits of ai, as it will be always the case for the rest of the present paper. Indeed, in 

order to obtain a continuum as a phase space, which is a necessary condition to deal 

with chaos theory, this is a way among others one can adopt to convey notions from the 

set of integers to the unit interval. As set in the abstract, for a well-defined function or, 

abusively, for a random-like (yet deterministic) process, the term chaotic will be used 

in the sense of [24], whose the definition deals with the notions of sensitive dependence 

on initial conditions, density of the set of periodic points and topological transitivity, in 

a sense to be clearly specified below. 

The paper is globally structured as follows: we first begin with a brief presentation of 

the Engel expansion algorithm and a recall of some related properties. Subsequently, 

the corresponding cryptosystem is algorithmically presented and statistically analyzed. 

As can be seen, and additionally to the fact that it passes the NIST test, our cryptosys- 

tem is robust due to the difficulty of extracting the irrational number from a part of its 

Engel expansion. The underlying recurrence function is then highlighted to be studied 

from a chaotic point of view. According to Devaney’s definition, it will be easily shown 

that such a function cannot be chaotic while, as expected, it will be the case for the 

associated random-like sequence described above. Finally, the investigation of another 

point of view to construct Engel-expansion-based random-like sequences, then efficient 

pseudo-random number generators, is suggested as a new idea to be developed in 

future work. 



   

2

 

   

3

 

   

1 1
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4.2 The Engel expansion algorithm and some properties 

 
The Engel expansion [125] of a positive real number x is the unique non-decreasing 

sequence of positive integers a1, a2, a3, a4, ... such that 

 

x =
 1    1 1  

+ + + ... 
a1 a1 a2 a1 a2 a3 

 

The algorithm allowing to retrieve the expansion of x is as follows: 

let u1 := x and for k > 1, the brackets denoting integer part, 

ak :=

 
 1 

 

+ 1 and uk 1 := u a −  1. 
+ k k 

If uk = 0, the algorithm stops. 

 
 

Example: Here are the steps to get the expansion of 1.175: 

u = 1.175, a = 
1    

+ 1 = 1; 
1.175 

u2 = u1a1 −  1 = 1.175 · 1 −  1 = 0.175, 

a   = 
1    

+ 1 = 6; 
0.175 

u3 = u2a2 −  1 = 0.175 · 6 −  1 = 0.05, 

a   = 
1    

+ 1 = 20; 
0.05 

u4 = u3a3 − 1 = 0.05 · 20 −  1 = 0; 

The algorithm stops. Therefore 

1.175 = 
1 

+
 1   

+
 1 

 
1 1 · 6 1 · 6 · 20 

and the Engel expansion of 1.175 = [1, 6, 20]. This is the notation we will use for the 

Engel expansion in the rest of the paper. 

Here are some remarkable properties of the Engel expansion for x ∈  ]0, 1]: 

• [125] The sequence of the random variables an is a homogenous Markov chain, 

 
and its transition probability is given by 

P(an = k/an = j) =
  j −  1 

 
− 1 

k(k −  1) 
i f 2 ≤ j ≤ k 

P(an = k/an− 1  = j) = 0 i f j > k 

uk 



j=1 k 
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• [48] Let 2 ≤ k1 < k2 < ... < kn < ...... be a strictly increasing sequence of non- 

negative integers. The sequence (an) of the Engel expansion contains for almost 

every x an infinity of terms of the sequence (kn) if ∑+∞
 1

 
j 

is divergent, and con- 

tains a finite number if ∑+∞
 1

 
j=1 kj

 
is convergent. 

As a result, since ∑+∞
 1

 
i=1 pi

 is divergent [50], (pn) being the sequence of prime num- 

bers, we are sure the Engel expansion has an infinity of prime terms for almost 

every real number of the unit interval. 

 
In the same references, the reader may find more properties of the Engel expansion. 

 
 

4.3 Method 

 
4.3.1 Encryption scheme 

 
First of all, Diffie-Hellman protocol will be used to exchange the seed, so as a public 

key encryption we will use the classic RSA scheme, which the reader is supposed to be 

acquainted with. 

Alice chooses randomly an irrational number in the unit interval. We adopt the fol- 

lowing point of view, which is not a common imposed standard [121], but is rather a 

suggestion of the irrational we can choose to expand: 

For r ∈  [3, +∞[ and an algebraic number A ∈  ]1, +∞[: 
√

r    log(A) is transcendental. 

Now the encryption operation steps are described as follows with the message denoted 

m and key as k: 

 
1. When Alice has the intention to send Bob a message she chooses s ∈  N, calculates 

r ≡  se [n], then sends r to Bob. Bob gets s via his private key d because s ≡  rd [n]. 

2. Bob and Alice calculate 
√

e    log(s). 

 

3. Both sides calculate the Engel expansion of the irrational number 
√

e
 

4. Both entities choose the ai coefficients of the expansion. 

log(s). 
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5. Those ai coefficients are concatenated then converted to bits, as a part of the 

keystream. 

6. When plaintext bits exceed the keystream, the previous steps are repeated; other- 

wise, move on to next step. 

7. Alice calculates m1 := m ⊕  k and sends it to Bob who gets m because m := m1 ⊕  k 

. 

 

4.3.2 Statistical tests 

In order to check how valid is the random aspect of the algorithm, the NIST test suite 

was performed on our algorithm. Being applied on over a million bits, this NIST suite 

has fifteen divided specific statistic tests checking the binary sequence, by searching 

for visual patterns of ones or zeroes [52]. Here is a part of the result for the first one 

thousand of them: To sum up the empirical outcome of statistical tests, there’s the 

frequency of P-values C1 to C10, then the P-value is obtained through the Chi-square 

test, and last but not least the proportion of binary sequences having passed the test is 

described at the very right column, showing that it passes the majority of tests but fails 

others as in figure 4.1. It should be stressed, however, that the overall result depends 

also on the sample sequence and block size.   The test draws the plot of P-values to 

check  if  it  falls  in  the  range  of  acceptance  (p̂ ± 3

r 
p̂(1 −  p̂)  

with  p̂   =  1 − α and  α 

being the significance level) or verify its uniformity distribution via a histogram (if 

Pvalue ≥ 0.0001). 

 
4.3.3 Encryption analysis 

 
For the sake of simplicity, and to save place, we choose to only focus on image encryp- 

tion. Let’s first take a look at what we have accomplished having this input on figure 

4.2. It should be remembered that for the cipher technique, various methods could 

be considered in order to provide an encrypted image input via pixel adjustments or 

scrambling according to the key, while dealing with another format before conversion 

may be of help. Using our encryption scheme described in subsection 3.1 we obtain the 
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Figure 4.1: NIST statistical test 
 

Figure 4.2: Clear image 

 
image cipher as illustrated on figure 4.3. 

The three RGB components of our encrypted image have uniform histograms, as being 

displayed on figure 4.4. 

Based upon the histogram analysis, we are now sure statistical attacks aren’t effective, 

pixel values being altered using our encryption scheme. 
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Figure 4.3: Image cipher 
 
 

 

Figure 4.4: Histogram of each RGB component of the encrypted image 

 
 
 

The following histograms on figures 4.5 and 4.6 show colors by tone on the abscissas 

and the number of pixels corresponding to it on the ordonates. The image being pro- 

cessed in grayscale, in the left we have dark colors, gray ones in the middle and light 

at the right. 

Notice that, at least with the naked eye, the original image has gray colors dominance, 

while the encrypted one has darker colors. 

The scatter diagrams for RGB distribution of the pixels in both the clear image and 

image cipher on figure 4.7 and figure 4.8 show the decorrelation coefficients between 

the pixels. 
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Figure 4.5: Grayscale histogram of the clear image 

 

 
Figure 4.6: Grayscale histogram of the image cipher 

 
4.4 An attempt to justify the cryptosystem within chaos theory 

 
Here are some prerequisites which will be used to prove the chaotic behaviour of the 

process. 

Definition. Let f be a function. x is a fixed point of f if f (x) = x. It is called a periodic 

point of f with period n ≥ 2 if f n (x) = x and f k (x) /= x whenever 0 < k < n. In other 

words, a periodic point has period n if it returns to its starting place for the first time 

after exactly n iterations of f . A periodic point of f with period n is obviously a fixed 

point of f n. 
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Figure 4.7: Scatter diagram for the clear image 
 

 

Figure 4.8: Scatter diagram for the image cipher 

 
The set of all iterates of a point x is called the orbit of x, and if x is a periodic point, then 

it alongside its iterates are called a periodic orbit or a cycle. 

Definition. Let D be a subset of a metric space with metric d. The function f : D −→ D 

is topologically transitive on D if for any open sets U and V that intersect D, there is z 

in U ∩  D and a natural number n such that f n (z) is in V. Equivalently, f is topologically 

transitive on D if for any two points x and y in D and any ϵ > 0, there is z in D such 



x 

n 
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that d(z, x) < ϵ and d( f n (z), y) < ϵ for some n. 

 
Proposition 1. Let D be a subset of a metric space and f : D −→ D. If the periodic points 

of f are dense in D and there is a point whose orbit under iteration of f is dense in D, 

then f is topologically transitive on D. 

Definition. Let D be a subset of a metric space with metric d. The function f : D −→ D 

exhibits sensitive dependence on initial conditions if there exists a δ > 0 such that for 

any x in D and any ϵ > 0, there is a y in D and a natural number n such that d(x, y) < ϵ 

and d( f n (x), f n (y)) > δ. 

 
Definition ([24]). Let D be a subset of a metric space. 

The function f : D −→ D is chaotic if 

a) the periodic points of f are dense in D (order in chaos), 

 
b) f is topologically transitive (ergodicity), and 

 
c) f exhibits sensitive dependence on initial conditions (butterfly effect). 

 

4.4.1 First analysis 

 
First of all, it will be easily seen that the underlying recurrence function of the Engel  

expansion, given by 

 
f : ]0, 1] −→ ]0, 1] 

x ›−→ (1 +

 
1

 

)x −  1 

is far from being chaotic. In fact, the sequence (un) being monotonic, the set of periodic 

points of f is empty on one hand, and on the other, f cannot be topologically transitive. 

Consequently, the property of sensitive dependence on initial conditions will not be of 

any importance for this study. Besides, it’s worth mentioning that the set of fixed points 

of f (see figure 4.9) is given by F =

 
1 

/n ∈  N∗

 

, and couched in the language of 

dynamical systems, we have the following formula involving stable sets: 



[ 

88 Chapter 4. On the Use of Egyptian Fractions for Stream Ciphers 

 
 
 

 

Ws(0) = ]0, 1] ∩  (R\Q) 

Ws(x) = ]0, 1] ∩  Q 
x∈ F 

 

R and Q being the field of real and rational numbers, respectively. 

 

 

Figure 4.9: Graph of f 

 

 
4.4.2 Second analysis 

 
For reasons that will become clear afterwards, our phase space will be from now on 

the interval I = [0.1, 1[. For a rational with Engel expansion [a1, a2, ..., an], we define its 

orbit as being the cycle obtained by repeating the sequence (x, 0.a1, 0.a2, ..., 0.an) and for 

x irrational, we associate the sequence (x, 0.a1, 0.a2, ...). 

It’s then easy to see that, by construction, any orbit is included in I and the set of 

periodic points is dense in I. According to the proposition, we also have the topological 

transivity since the orbit of e −  2 is dense in I. 

As for sensitive dependence on initial conditions, let x be irrational and ϵ > 0. We have 

the Engel expansion x = [a1, a2, ..., an, ...]. Since (an)n≥0 is a non-decreasing sequence, 
  1  ϵ 

there’s N ∈  N such that <   . 
a1a2...aN 2 
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Let y = [a1, a2, ..., aN− 1, bN, aN+1, aN+2, ...], with bN  := aN + 10aN   if the first digit of aN 

belongs to   2, 9 , and b := a + 20aN if that digit is 1. 
¢ ) N N 

We have |x − y| < ϵ and |0.aN −  0.bN | > δ = 0.1. 

The same reasoning holds for rationals, although their Engel expansion is finite. Thus, 

we obtain the sensitive dependence on initial conditions, and conclude that this process 

is chaotic. 

 
4.4.3 Engel expansion distribution 

 
The histogram of what distributions of 0.ai throughout the intervals resembles is shown 

on figure (4.10), upon which we can notice an almost invariant distribution of the iter- 

ates on the interval [0.1, 1[. 

 
 
 
 
 
 
 
 
 
 
 

Figure 4.10: Distribution of iterates 

 
Now, showing the dependence on initial conditions, let’s take on figure 4.11 the plot of 

the orbits starting from two initial conditions x0 and x1 with a slight difference and see 

how their curves part ways. 

 
4.5 Conclusion 

 
In the present work, an Egyptian-expansion-based cryptosystem was proposed and 

analyzed from a statistical point of view and a chaotic one. From the first experiments, 

we deduce that secure encryption schemes can emerge from an advanced study of 

Egyptian fractions. 
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Figure 4.11: Sensitive dependence of the process on initial conditions 

 
For future work, we suggest another approach consisting on considering the concate- 

nation of the coefficients as fractional parts and shifting alongside the sequence. From 

a first diagnosis, it seems that such a process leads to normal numbers for almost every 

initial condition, as for instance it is still conjectured for some irrationals. 
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Chapter 5 

 
Diffie-Hellman Multi-Challenge 

using a New Lossy Trapdoor 

Function Construction based on 

chaos 

Every secret creates a potential failure 

point. 

Bruce Schneier 

 
Trapdoor functions contributed since their announcement in the evolvement cryptog- 

raphy as we know it, especially the lossy mode, by helping reduce the residual leak- 

age for an optimal rate, but to make it more resilient cryptographically: generic con- 

structions were made based on graph isomorphism, or other NP-hard problems de- 

fended by the zero-knowledge proof, such were used in Indistinguishability under 

Chosen-Plaintext Attack (IND-CPA), Computationnal Diffie-Hellman (CDH), or De- 

cisional Diffie-Hellman (DDH). 

Once schemes like Indistinguishability under Chosen-Ciphertext Attack (IND-CCA) 

were adopted it became clear it cannot simulate a decryption using Lossy Trapdoor 
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Functions (LTF); the problem with existing trapdoor functions in general is partial in- 

formation leakage, lack of randomness and multiple messages insecurity. 

In the light of the following issues came the idea to present through this paper a simple 

but important fix, in the note of randomness a new Variate of the Engel expansion (VEE) 

is chosen, providing a pseudo-random bit sequence as an output, the reason being to 

recover the seed of the algorithm for an attacker, it is considered a hard number theory 

problem, and surely after the new construction in this paper, another NP-complete 

problem emerging from tensors the scheme is more secure. As for the strenghtening 

evidence of how it can be trusted, it seems more robust to supply a proof of its er- 

godicity as being done in this article, instead of semantic security analysis, to prove 

the efficiency of the new construction resolving the issues surrounding multi-challenge 

using a lossy trapdoor function. 

 
5.1 Introduction 

 
First and foremost, it is essential to tackle the definition of the Engel expansion [125]. 

Let x be a positive real number such that: 

 

x =
 1    1 1  

+ + + ... 
a1 a1 a2 a1 a2 a3 

 

The unique non-decreasing sequence of positive integers a1, a2, a3, a4, ... is called the 

Engel expansion. 

The Engel expansion of x can be obtained through executing the fllowing algorithm: 
 
 

 

• let u1 = x , 

• ak =

 
 1 

 

+ 1 and uk 

 
+1 = ukak −  1 

 

• If uk = 0 the algorithm stops. 
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Let ai be the number of digits of ai and TE the Variate Engel Expansion (VEE) defined 

by the following expression: 

x =
 1 

+
 1 

+
 1 

+ ... 
a1 a110− a1 a1 a2 a210− a2 a1 a2 a3 a310− a3 

 

with the same initial conditions and starting domain required for the Engel expansion. 

 

5.1.1 Brief introduction to chaos-based cryptogrtaphy 

 
Chaos-based cryptography is interesting due to the broadband power spectrum of 

chaotic signals, high rates of information transmission, and efficiency at sufficiently 

low signal-to-noise ratio, chaos is a behaviour of a nonlinear system, looking random, 

with no stochastic reason [75]. To encrypt using this method keys are generated with 

chaotic maps or in this case the ergodic nature of the chaotic trajectory, emerging from 

a seed intializing the system at first. 

 

5.1.2 Random number generators 

 
The main one used primarly is the pseudo-random number generator (PRNG) which is 

periodic and deterministic and the other is the true random number generator (TRNG). 

When dealing with cryptography, a PRNG is called cryptographically strong if an in- 

truder intercepts information generated by the PRNG, but still doesn’t have the possi- 

bility to reconstruct the remaining data of the output. 

 

5.1.3 Ergodic theory 

Ergodic theory is the study of the asymptotic average behavior of systems evolving 

in time. The collection of all states of the system form a space X, and the evolution is 

represented by a transformation T : X → X, where Tx is the state of the system at time 

t = 1, when the system (at time t = 0) was initially in state x. 
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5.1.4 One way function 

 

5.1.4.1 Negligible function 

 

A function r : N → N is negligible if ∀ p : N → N polynomial, ∃ k0 integer such that: 

r(k) 
1  

for k k . 
p(k) 

 

5.1.4.2 One way function definition 

 
A function f is called a one-way function if: 

 
1) f is polynomial time computable. 

 
2) Any probabilstic algorithm for inverting f (x) given a random y = f (x) (x at 

random) has negligible chance of finding a preimage of y. 

 
5.1.5 Trapdoor function 

 
A trapdoor function is given an input m is easy to compute the result, but the reversible 

process is a NP-Hard problem except if we know a special piece of information being 

the secret. 

 

5.1.6 Lossiness 

 
When you switch to lossy mode, you no longer have to deal with polynomial time ma- 

chines as the proofs become statistical arguments. Thus, a cipher made by an injective 

key is decrypted, while the one made by a lossy key is statistically independent of the 

original message, making the both keys indistinguishable from each other. 

A lossy function means the size of their image is smaller than the one of their domain. 

Let us assume having an input message x of n bits and r exists such that |ImF| < 2r 

in lossy mode, with the image consisting of the residual leakage (leaks bits from the 

input), if given less than n −  r bits of x, then f cannot be inverted. 

 
5.1.7 Plan 

 
This paper is divided into several sections as follows: 
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• Related works: where the aim is to mention previous works in similar domains 

which gather the essence of our contribution. 

• LTF construction: where the construction of the trapdoor function starts its build- 

ing blocks towards the one-way function as a first step. 

• Preliminary: which is a section englobing multiple prerequesites necessary to un- 

derstand how the issue at hand is approached. 

• Effectiveness proof: is a section in which we use the prerequisites we already 

mentioned before, to prove some properties such as ergodicity. 

• Using the VEE as LTF for the DDH: This is the final attained objective where the 

Diffie-Hellman assumption and trapdoor function are gathered via the first one- 

way function to solve the problem of Multi-Challenges in IND-CCA. 

• Conclusion: It is the final section summing up the focus of our contribution in 

this paper and possible perspectives. 

 
5.2 Related work 

 
One-way trapdoor functions are one of the most fundamental cryptographic primi- 

tives, especially lossy trapdoor functions LTFs attracting a lot of attention since the 

contribution of the pioneers [74], unleashed a wave of similar works on LTFs. [126] 

thought of a new technique to shrink the public key of matrix construction of [74]. 

[127] and [128] showed LTFs imply correlated-product TDFs and adaptive TDFs. 

After being introduced by [74], Lossy trapdoor functions have become more popular in 

the recent years, due to the multiple varieties they can offer and how it can benefit other 

concepts like extending it to the identity-based setting, and trying other constructions 

more efficient hence the design suggested in this paper. 

A previous paper [107] did investiga a novel computational problem "the Composite 

Residuosity Class Problem, and its applications to public-key cryptography" in which 

he suggested a new trapdoor mechanism, he also came up in the same work with a 
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trapdoor permutation and two homomorphic probabilistic encryptions. 

Another paper can be mentionned here as well [129] showing techniques used for 

generic constructions of fully-secure IBE ( Identity-Based Encryption) and selectively- 

secure HIBE (Hierarchical IBE). 

Another technical novelty was back when the paper [126] proposed a compact encod- 

ing technique for generating compressed representations for some sequences of group 

elements using public parameters, which also focuses on shkrinking the discrete-log 

lossy trapdoor functions key size. 

 
5.3 LTF construction 

 
Random proceses cause electronic noise, varrying a signal from its digital position in 

time, this "jitter" would later serve us in generating random numbers. 

The idea is to assemble with a XOR operation multiple outputs coming from inverter 

ring oscillators. Instead of Brownian noise, so ϕi is the i-th term of the VEE (Variate 

Engel Expansion). 

 

Figure 5.1: Circuit diagram ring design of the LTF 

 

The events ϕ1, ϕ2, ...ϕr fill the oscillation period of the signal ϕ which is subdivided into r 

equal time intervals "urns" less than the jitter boundaries of one ring output, providing 

a random bit when sampling it as the time lapse is shortened between events as in 
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figure 5.1. 

Now in each of those rings the output value is made following the process we choose 

to detail afterwards. Once we choose the seed x and number N of iterations, we may 

follow both strategies below: 

 
 

1) Divide [0, 1[ using the Variate Engel Expansion (VEE) to get an ideal true random 

number generator allowing the harvest of random integers. 

 

2) Divide [0, 1[ using a partition Pn of 2n intervals, to get a non-ideal true random 

number generator with 2n random integers. 

 
Given X an irrational number on which we count on applying the expansion, the pro- 

cedure is like the following described algorithm: 

During the initialisation, the counter C and key K are set to null giving a clear assump- 

tion that the generator is not seeded at first as shown in algorithm 4. 

Then the internal entity of the PRNG generates at random a number of blocks. 
 

Algorithm 4: Initialisation 
 

Input: Initialise 
1 Allocate a real number value to x and 
2 an integer one to N /* N being the N-th term of the VEE of x 

*/ 
Output: Generator state 

3 (K, C) ← (0, 0) 

4 (X, N) ← (x, n) /* x ∈  R and n ∈  N */ 

 

GenerateRandom function check first if C is not null, as the generator is not seeded in 

algorithm 5, then the loop starts with ϵ in r and appends blocks that are computed into 

r building the output value by the VEE. 

Now we know if we take a rational x0 ∈  ]0, 1], and un is a serie of its Engel expansion 

starting from rank N, then Engel’s algorithm offers an expansion of x0 as a limited 

continued fraction [45]. 



← 
/ 

uN 

∫ 

= 
(1 + x) ln 2 

= 
6 ln 2 
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Algorithm 5: GenerateRandom 
 

Input: GenerateRandom 
/* The VEE(j) of the iteration j is loaded and given the couple 

(x, n) */ 
1 G: Generator state has the VEE 
2 k: block number 

Output: Pseudorandom string 

3 while C = 0 do 
4 r ϵ /* empty string */ 
5 Append block 
6 for i=1,...,k do 
7 r ← VEE(i) 

8 C ← C + 1 

9 return r 
 

 
 
 

x0 = 
1 

u 
 

 u0 −  
u

 0 1 u1    
 

 

1 +  −  u2 +1− ...   · · ·− 
uN−2 

uN− 1 +1−  
uN−1 

 

While a mapping of continued fractions is given by: 

 
x = T(x  ) = 

 1 1 
 

n+1 n 
xn 

−  [ 
xn 

| 

 

Gauss found this probability distribution: 

 
p(x) =

 1 
 

(1 + x) ln 2 

 
The amplification sensitivity measured by the Kolmogorov entropy [81] is as follows: 

 

h = 
1 

ln 
0 

dT 
| 

dx 
| p(x)dx 

 

Which results in the following for the mapping T: 
 

h 
∫ 1   − 2 ln(x) 

dx 
π2 

 
 

Knowing h is non-zero the mapping is considered chaotic so we can deduce Engel Con- 

tinued Fractions (ECF) is therefore at least sensitive dependent on initial conditions. 

0 



q 
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The algorithm we chose following the function F is similar to the r-adic Rényi transfor- 

mation in shifting [80]: S(x) = rx(mod1) which is already chaotic for 0 ≤ x ≤ 1 and r 

> 1. 

 
 

Due to the relation between regular continued fractions and ECF we can deduce that 

the VEE of x has the approximation [79] : 

x˜ : x −→ 
p

 
 
 

with p, q ∈  Q. 

For n ≥ 1 and 1 ≤ k ≤ an+1 −  1 the mediants are defined by: 

 
f˜ : 

p 
−→ 

kpn(x) + pn−1(x) 
10an

 

q kqn(x) + qn−1(x) 
 

which is the finite-precision approximating function, with 
pn(x) 

the convergents of x 

qn(x) 
in regular continued fractions (RCF). 

Let | f (x) − f̃ (x)| = ϵ(x), then if for all x: ϵ(x) << 1 we can conclude that  f̃  shadows f 

[75] for the pseudo-chaotic approximation f˜ox˜. 

Hence, the use of the ergodic property for this map, to create a nonlinear PRNG which 

is the main concern and core of our intended LTF, aiming towards a low-complexity 

implementation and strong statistical test results. 

 
 
 

5.4 Preliminary 

 
5.4.1 Prerequisites 

 

Definition. Let (Ω1, F1, P1) and (Ω2, F2, P2) be probability spaces and T a transforma- 

tion: 

 

1. T is measurable if ∀ E ∈  F2 ⇒  T− 1 E ∈  F1 



n   1 

− 1 k — ∈n 

k 
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2. A measurable transformation T is non-singular if ∀ E ∈  F2 : P2(E) = 0 ⇒  

P1(T− 1 E) = 0 

 

3. A measurable non-singular transformation T is ergodic if T− 1 E = E for E ∈  F ⇒  

P(E) = 0 or P(E) = 1 

 

Theorem 5.1 (Theorem:[83]). Let E a Lebesgue measurable subset of [0, 1] with P(E) > 0 

and Lebesgue measure is λ(Bn) = ∏n 
1 

∀ n ∈  N∗
, J a collection of subintervals of [0, 1]: 

j=1  ′ j 

1. Every open subinterval of [0, 1] is almost a denumerable union of disjoint elements of J 

(P almost surely) 

 

2. ∀ B ∈  J, P(EB) ≥ c P(E) with constant c > 0 ⇒  P(E) = 1 

Theorem 5.2. Let us define Bn with the expression below: 

 

Bn  = Bn(k1, k2, ...) = {x ∈  (0, 1]/a1(x) = k, a2(x) = k2, ...an(x) = kn} ∀ k1, ...kn  ∈  N∗ 

 
for ai, i = 1, ..., n being the coefficients of the Variate Engel Expansion sequence. 

The set of Bn is bounded and its bounds are: 

 
   

M 
10k1 

 
 

10k2 
 

 

10kn
 

 
 

n = sup Bn(k1, k2, ..., kn) = 
k1   

+ 
(k1 + 1)k2  

+ ... + 
(k1 + 1)(k2 + 1)...(kn + 1)k

′
 

 

and 

 
 m 

 
 

 
10k1 

 
 

 
 

 
10k2 

 
 

 
 

 
10kn

 

n = in f Bn(k1, k2, ..., kn) = 
k1    

+ 
(k1 + 1)k2 

+ ... + 
(k1 + 1)(k2 + 1)...(kn 

 

10kn− 1 
+ 

(k1 + 1)(k2 + 1)...k
′
 

−  

−1 + 1)kn 

Proof.  If an(x) = kn then rn (x) = 
 1

 
n 

   1    
r (x), n N∗

 
kn+1 

where 

rn(x) =
 1 

+
 1 1 

+ .. 

an+1(x) an+1(x) + 1 an+2(x) 

n 



an+1(x) (an+1(x) + 1)an+2(x) 

−  
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with an+1 ∈  N∗
 ∀ m ≥ 1 and x ∈  Bk1 k2..kn 

Therefore if x ∈  Bk1 k2..kn then: 

x 
10k1 10k2 

 
 

 
kn

 1  

= 
k1    

+ 
(k1 + 1)k2 

+ .. + 10 (k1 + 1)(k2 + 1)..(kn−1 + 1)kn 
 
 

+ 10kn+1
 1 

+ 10kn+2
 1 

 

(k1 + 1)(k2 + 1)..(kn + 1)an+1(x) (k1 + 1)..(kn + 1)(an+1(x) + 1)an+2(x) 

 

 

+ .. 
 
 
 

    

10k1 10k2 10kn
 10kn+2 

= 
k1   

+ 
(k1 + 1)k2 

+ .. + 
(k1 + 1)(k2 + 1)..(kn   1 + 1)kn 

+ 
(k1 

. 
+ 1)(k2 + 1)..(kn + 1) 

 

  
  1 

+
 1 

+ ..

 
 

 

 
 

   

10k1 10k2 10kn
 

= 
k1 

+ 
(k1 + 1)k2 

+ .. + 
(k1 + 1)(k2 + 1)..(kn   1 + 1)k 

—  n 

 

 
10kn

 

+ 
(k1 + 1)(k2 + 1)..(kn + 1) 

rn (x)
 

 
Now we are facing two situations: 

 
 

1) First scenario n = 2k + 1, k = 0, 1, 2, .. 

If rn(x) = 0, then: 

 
mn = in f Bn(k1, k2, ..., kn) 

 

 
   

10k1 10k2 10kn
 

= 
k1 

+ 
(k1 + 1)k2 

+ .. 
(k1 + 1)(k2 + 1)..(kn   1 + 1)k 

—  n 



−  

−  
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and if rn(x) = 1, then 

 
Mn = sup Bn(k1, k2, ..., kn) 

Construction based on chaos 

 
 
 

    

10k1 10k2 10kn
 10kn

 

= 
k1    

+ 
(k1 + 1)k2 

+ .. 
(k1 + 1)(k2 + 1)..(kn   1 + 1)kn 

+ 
(k1 + 1)..(kn + 1) 

 

 

 

2) Second scenario n = 2k, k = 0, 1, 2, .. 

If rn(x) = 0, then: 

 
mn = in f Bn(k1, k2, ..., kn) 

 

 
    

10k1 10k2 10kn
 10kn− 1 

= 
k1   

+ 
(k1 + 1)k2 

+ .. 
(k1 + 1)..(kn   1 + 1)kn 

+ 
(k1 + 1)..(k n− 1 + 1) 

 

while if rn(x) = 1, then: 

 
Mn = sup Bn(k1, k2, ..., kn) 

 

 
   

10k1 10k2 10kn
 

= 
k1 

+ 
(k1 + 1)k2 

+ .. + 
(k1 + 1)..(kn   1 + 1)k 

—  n 

 

 

 

5.5 Effectiveness Proof 

 
Ergodicity is the chaotic property equivalent to the cryptographic confusion of Shannon 

in information theory, where the output has the same distribution for all inputs, making 

the keystream sequence unpredictable, and kept secret with absence of redundancy. 

In order to ensure the chaotic behaviour of the PRNG, ergodicity is a must, knowing 

with this property at hand trajectories have an invariant distribution unattached to the 



j=1 

E 

E 

j=1 
j− 1 

E 

ψn(v) = ∑j=1 + 10 n .v.λ(Bn) = ∑j=1 k k ..k
 + 10 n .v. ∏j=1 

k
 

−  
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initial state, and visiting all intervals of all sizes. Thus, what follows in the paper is the 

ergodicity establishment of the function TE defined in the beginning. 

Theorem 5.3. The built up transformation based on the Variate Engel expansion TE is ergodic 

relatively to the Lebesgue measure λ. 

Proof. Let us define a function ψn = ψn(k1, k2, ..., kn), ψ n [0, 1] → Bn,   

n 10kj λ(Bj− 1) k
 

 

n 10kj
 10kj− 1 

! 

k
 n 1 

j 

if x ∈  Bn then: 
1   2 j− 1 j j 

 
 
 
 

 

x 
∞ 10kj

 
 

= ∑ a1a2..aj 1aj 

n 

= ∑ 
j=1 

 
 

10kj λ(Bj−1) 

kj 

 

+ λ(Bn). 

∞ 

∑ 
j=n+1 

 
an+1 

 
 

10kj
 

a2..a 

 
j− 1 aj 

= ψn(Tn(x)) 

 
then ψn = Tn : Bn → I 

and Mn = ψn(1), mn = ψn(0), ∀ n = 2, 4.. 
with 10k1 

 
 

10k2 

 
 

10kn
 

 

ψn(0) = 
k1   

+
 k1k2 

+ .. + 
k1..kn 

and ψn(1) = ∑n 
10kj λ(B ) 

k
 

kj 
+ 10 λ(Bn) 

(If n is odd we invert) 

So for any interval ]a, b[ ⊆  I we have: 

 
 

λ(Tn]a, b ]∩ Bn ) = λ(ψn[a, b ]∩ Bn ) 
 

= |ψn(b) − ψn(a)| 

= (b −  a)λ(Bn) 

= λ]a, b ].λ(Bn) 

k 
1 + 

k 

n 



∫

⟩
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thus 
 
 

λ(TE
− n E ∩ Bn) = λ(E)λ(Bn) (*) 

 
No matter the set inside the boolean ring R of all finite disjoint unions of intervals 

]a, b] ⊂  I the equation is still valid for all borel set E in 

I. Let now E be a Borel set in I such that: 

TE
− 1 E = E then:  T− n E = E, ∀ n ≥ 1 

and (*) ⇒  λ(E ∩  Bn) = 

λ(E)λ(Bn) 

or λ(E ∩  Bn) = Kλ(Bn) with K = λ(E) > 0 

If C is the collection of all cylinders Bn, n > 1, and aj+1 > aj, aj > 1 ∀ j ≥ 1, then 

any open subinterval of (0, 1 ] would be denumerable at most as a disjoint union of 

elements of C, therefore: 

λ(E ∩  B) = Kλ(B), ∀ B = Bn a set of a countable disjoint union. Hence: 

From the first property of theorem 5.1 we have λ(E) = 1 and by the third assertion of 

definition 5.4.1. 

⇒  TE
− 1 E = E ⇒  P(E) = 1 ⇒  TE is ergodic. 

 

5.5.1 Product’s sequence correlation 

 
Using the wavelet scalogram as in the figure 5.2 it is shown there is no consistent corre- 

lation in the product resulting from the expansion of the specific sequence being chosen, 

where the horizontal axis represents the time, the vertical axis represents the scale, with 

which normally correlation is found by measuring energy, where the wavelet transform 

is defined like the following: 

 

W f (u, s) := ⟩ f , 

 
ψu,s = 

+∞ 

f (t) 
−∞ 

ψu
∗
,s (t)dt 

 

where  
  1   

ψu,s := √
s
ψ( 

 
t − u 

) 
s 



2 
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u ∈  R, s > 0. 

Hence the scalogram of f , S is: 

 

S(s) := ǁW f (u, s)ǁ = (
∫ +∞ 

|W f (u, s)|2du) 
1

 

−∞ 

 

 

 

Figure 5.2: Wavelet scalogram for an egyptian product 

 

Using the innerscalogram which is the normalized scalogram [98], the observer can 

deduce the scale index obtained by dividing the minimal value of the last one by its 

maximum, will lead obviously here close to 1 for this highly non periodic expansion 

[99]. 

As for the wavelot plot of our Egyptian product, it can be noticed on figure 5.3 that 

when cross-correlating the wavelet transform with this signal there is no spots at the 

first rows that may show matches, so it may happen at high number rows randomly 

due to the specification of the VEE algorithm, thus proving the point. 

 
Figure 5.3: Wavelet plot for an egyptian product 
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5.6 Using the VEE as LTF for the DDH 

Construction based on chaos 

 

In this section, the Variant Engel Expansion is being put use as a Lossy Trapdoor Func- 

tion for the Decisional Diffie-Hellman problem in order to establish a well put together 

encryption. 

 

5.6.1 Multi-Challenge solution in IND-CCA 

 
When dealing with one sender or user in IND-CCA, the trapdoor is used in one chal- 

lenge making easy to perform hashes or encryption via a one-way function; the issue 

at hands occurs when dealing with multiple users forcing the encryption modules to 

handle Multi-Challenges. 

Selective Openings do target this topic : 
 

 
Alice 

C1
∗ , ..., Cn

∗
  

Oscar 

I 

. . 

(ci
∗ ) ∀ i ∈  I 

 

As you can see, there is no indistinguishability with this adaptive corruption of mul- 

tiple senders, giving away open (ci
∗ )   ∀ i  ∈  I while sending the ciphertexts C1

∗, ..., Cn
∗, 

which makes the attacker well aware of important informationnal parts on the public 

key pk and ciphers (ci
∗ ), since the randomness uses openings in committment. 

Now let’s consider in what follows this keyed function: 

 
 

x −→ fki 
(x) 

 
with k1: the key corresponding to the invertible mode 

and k2: the key corresponding to the lossy mode 

where k1 ≈ k2 and the VEE will be used as the trapdoor function f . 

In the case of invertibility, an invertible key is being called upon while when needing 

lossiness the construction of the function guarantees that the image set is much smaller 

than the preimage set ( fk2 
(x) X). 
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So getting back to the issue, knowing the attacker gets the LTF key and image pk, c∗ 

from the sender, then although switching LTF to lossy mode would deny the eaves- 

dropper from reaching information on the messages, if the sender is operating under 

IND-CCA the decryption oracle is unable to function in lossy mode, due to its limi- 

tation to work either under a cipher using fully invertible mode or lossy, and cannot 

alternate between the two. 

To prevent this from happening while keeping the encryption functional, tags like t∗ are 

being introduced [107] that switch the function fk,t to lossy mode only for one special 

tag. 

Let f be an n-degree polynomial function such that : 

 

f (t) = ∑ fiti 

 
with fi being the output of the VEE. 

and the only tags non-null are t1
∗ , ..., t∗

n . 

then k = (pk, C0 = Epk ( f0), ..., Cn = Epk ( fn)) 

and fk,t(x) = (∏ ct
i 
)
∗ = Ep ( f (t)X). Now due to the number of challenges to encode n 

i k 

lossy tags the space complexity is linear, and the Selective Openings chosen-ciphertext 

attack (SO-CCA) model would secure the public key echange (PKE) but will make 

the public key pk larger, so the sender will have to consider each ti
∗ sampled by the 

trapdoor function is corresponding to a ciphertext challenge, because there are many 

superpolynomial lossy tags. 

 
 

 
5.6.2 DDH construction over LTF 

 
The adopted approach her is where matrices are used instead of single bits, hence the 

encryption will be performed over a matrix M as the message, the E denotes the DDH 

encryption scheme and t is the lossy tag used alongside the trapdoor function (TDF). 



.. 

  

p 

t → E(M) =  
. . . .  
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E(M1,1) . . . E(M1,n)  

 

 

 

 
 

then the function becomes f 

 
 

So 
 

 

  

 
 
 
 
 
 
k,t 

E(Mn,1) . . . E(Mn,n)  

x1 

 

(x) = E(M) = 
  

 

 

∏i E(M1,i)xi  

  

∏i E(Mn,i)xi  

Notice fk,t is lossy ⇐ ⇒  M is non-invertible 

 
⇐ ⇒  det(M) = 0 

This det(M) can be used to encode complex computations when being cubic, but this 

is not the aim in this section. 

In Diffie-Hellman, the model relies on a number g ∈  G considered as a group generator 

such that if M is a bit sequence of the message: 

 

M ∈  Zn× n ⇒  [M] = gM 

 

Giving  
[M] ∈  Gn 

 

Allowing any integer matrix M to be encoded as [M], therefore any input of the TDF as 

bits x ∈  {0, 1} can be encoded as [Mx]. 

The slight twist here is to substitute the exponentiation gM by E(M) which is additively 

homomorphic and the pairing becomes the multiplication introduced earlier (Paillier) 

when dealing with matrices. 

In order, to establish the earlier method for a multi-dimensionnal purpose, tensors are 

= E(MX) . 

xn 

k,t f 

. 

(x) = 



⊗ ⊗ 

1 d1 i 
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considered, and instead of matrix multiplication tensor product is adopted. 

 

 

Let there be the field G = GF2 and vector spaces 

 
F ∼= Gd1 , M ∼= Gd2 , X ∼= Gd3

 

 
Then E is a 3-tensors space : 

 

 
 

 
and let F⋆ = Hom(F, G) 

E = F ⊗ M ⊗ X 

 

 

Given the action of the group G = GL(F) ×  GL(M) ×  GL(X) on E if (e1, . . . , ed1 
) is 

the considered basis for a space U, the dual basis is
 
e⋆, . . . , e⋆

 

for U⋆ where e⋆ ej = δij. 

The (E; n)-tensor is as follows: 
 

n 

E = ∑ fi mi xi 
i=1 

 
for vectors f1, . . . , fn ∈  F being the decomposition of f the Variant Engel Expansion 

(VEE) one-way function m1, . . . , mn ∈  M those of the message sequence and x1, . . . , xn ∈  

X an input sequence of bits. 

 

The difficulty the attacker would encounter arrises from the bilinear inversion problem 

which is NP-complete: 

Given a bilinear mapping E and z ∈  X, find x and y such that E(x, y) = z. 

 
Let d1  = |F| = d2  = |M|, d3  = |X| and E the space of bilinear mappings 

 
E : F⋆ ×  M⋆ → X 

E(x, y) = E · (x ⊗ y) 



∈  { } 
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So 

(E(x, y))k = ∑ Ei,j,kxiyj for k 1, . . . , m 
i,j 

 

The public key is E and the private key is the decomposition f1, . . . , fd3 
∈  F, v1, . . . , vd3 

∈  

M, w1, . . . , wd3 
∈  X. 

 
The one-way function is the bilinear map 

 
 

T : F2d1 → Fd3 , (x, y) → T(x, y) = z 

 
taking m and n two factors (ai) of the VEE expansion such that n < m, leaving the 

problem NP-Hard, thus the robustness of the encryption scheme. 

 

5.7 Conclusion 

 
Ergodic theory is a gathering of number theory, probability theory, group actions of 

homogeneous spaces and other fields. An additional concept may arise and can be 

relied on, the one of asymptotic average weak independence much stronger which is 

mixing, deriving from the Birkhoff’s ergodic theorem. 

This notion presented the opportunity to entangle LTFs from another point of view, the 

seed of the system became the parameter of the key generation algorithm, while the 

VEE designed in this paper outputs the one-way trapdoor function, and the chaotic 

behaviour made the lossy mode accessible through the ergodic property. 

Over the line of this work, this new construction combines both aspects of number 

theory problem and a chaos theory: the use of a lossy trapdoor function was aimed 

towards fixing revolving issues surrounding multi-party communications, while using 

the DDH for exchange, thus making a sound proof to what may become a IND-CCA re- 

sistant scheme, especially if studied in the future along distributed systems or adopted 

in certain communication protocols. 
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Chapter 6 

 
Conclusion and some perspectives 

 
The tool which serves as 

intermediary between theory and 

practice, between thought and 

observation, is mathematics; it is 

mathematics which builds the linking 

bridges and gives the ever more 

reliable forms. 

 

Radio broadcast (8 Sep 1930) 

David Hilbert 

 
Some chaos-based digital cryptosystems were suggested and extensively studied. The 

main idea was to take profitably the statistical ergodic properties of Egyptian fractions 

to design NIST-Certified PRNGs for stream cipher applications. Interestingly, and per- 

haps the most important, Devaney’s chaos has been detected inside such a process, 

leading to a mathematical justification of the designed cryptosystems. In this attempt 

to unveil the hidden secrets of the random-like behaviour in Egyptian fractions ex- 

pansions, we were inspired by previous explorations of the decimal and continued 

fractions expansions of irrational numbers, to find ourselves confronted to a mutual 

interference between modern number theory and chaos-based cryptography. 
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We are still waiting for good news from the Berkley Laboratory about the normality of 

π, although such a type of problems reveals to be as difficult as the Riemann hypothesis 

or the Syracuse conjecture. It could also be, who knows, Gödel-undecidable ! 

 

Realistically, for future work, we won’t try to prove the normality of π or the irrational- 

ity of the Feigenbaum constant, but to push forward the present study of Egyptian 

fractions in order to design stronger cryptosystems and to bring to light new chaotic 

functions.   For example, another approach would consist in considering a concatena- 

tion of the involved denominators as fractional part of a number in the unit interval, 

then shifting alongside the sequence, a process which seems to be chaotic from some 

primary diagnoses. 

 
Another major result was deduced from the chaotical aspect of the process made for 

the prior PRNG, which is based on a variant of the Engel expansion with a slight play 

on terms, the initial condition of the system still being the parameter of the key gener- 

ation. This allowed us to create a lossy trapdoor function in the context of multi-party 

computation, proved to be ergodic in our case, thus conceiving a DDH exchange with 

an IND-CCA robust scheme. 

 
Many challenges remain therefore to be addressed to pave the way towards high per- 

formance chaos and number-theory-based methods, tackling large scale applications in 

cryptography, and essentially, post-quantum cryptography, hopefully linking other math- 

ematical disciplines together, as Hilbert once dreamed ... 
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Appendix A 

 
Statistical tests 

 
This part, is fundamental to grasping the knowledge of an essential randomness gener- 

ation test suite, put together by the NIST scientists, that we incorporated into our paper 

as exhibited in chapter 4. 

 
A.1 Overview: NIST test suite 

 
The statistical test results are always displayed on a table of p rows and q columns, in a 

way such that: 

• p represents the number of rows, which denotes the number of statistical tests 

applied to the sequence generated. 

• q represents the number of columns q = 13 with: 

 
– The columns from C1 to C10 constitutes the frequency of 10 P-values. 

 

– The column 11 is the P-value from the chi-square test 11. 
 

– The column 12 embodies the proportion of binary sequences that passed 
 

– Finally, the column 13 is the corresponds statistical test. 

 
The appropriate values of the parameters for each particular test recommended by 

NIST is shown on A.1, where the recommended size bitstreams for each particular test. 

Here below the technical and a more detailed description for the tests adopted. 



   
n  

 ∫ 

   
n  
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Figure A.1: Recommended size of bits n for each NIST test 

 
 

A.1.1 Frequency (Monobit) Test 

 
The test determines if the number of ones and zeros in a sequence is almost the same 
1
being a random sequence, by inspecting how close is the fraction of ones to  . 

2 

The null hypothesis is the key element in this test [54]: 

In a sequence of independent identically distributed Bernoulli random variables (X or 

ϵ, with X = 2ϵ −  1, then Sn = X1 + ... + Xn = 2(ϵ1 + ... + ϵn) −  n), the probability of 
1
ones is  . 

2 

Using De Moivre-Laplace theorem, the distribution of the binomial sum is normalized 

by 
√

n, approximated by a standard normal distribution. 

With help of the Central Limit Theorem: 

 
 

lim P 
 S √

n 
≤ x    1 x 

= Φ(x) ≡  √   e− t2 /2dt 
n→∞ 2π −∞ 

 

So for z positive 

 
 
 

Relying on 

 
 S 

P √
n 
≤ x 

 
= 2Φ(x) −  1 

 
|Sn| 

s = √
n

 



  

X 2 (ob) 
e 2 t 2 

X 2 (ob)/2 
e t 2 dt    

2 
, 
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|X1 +   . + Xn| 
 the observed value |s(ob) = 

being : 

√
n 

| is evaluated and the P-value is computed 

  
|s(ob)| 

 
 

 2(1 − Φ(|s(ob)|)) = err √
n

 

with err the error function 
  2 

∫ +∞ 
 

 

− t2
 

err(x) = √
π   x 

e dt 

. 
 
 

A.1.2 Frequency Test within a Block 

The test detects localized deviations from the 50% frequency of ones, which is the per- 

fect case, and this by fragmenting the test sequence into a number of nonoverlapping 

subsequences and using the chi-square test for a homogeneous match of empirical fre- 
1
quencies to    . 

2 

P-values that are little represent a sign of large deviations from the equal proportion of 

1’s and 0’s in at least one of the substrings [55]. The string of ones and zeros or − 1 and 1 

is organised into disjoint substrings, for each one of them, we calculate the proportion of 

ones. 

The chi-square test compares the proportions to the perfect case scenario, with degrees 

of freedom exactly being the number of substrings. N being the number of substrings 

and l the length of each one such that n = Nl and thus the probability of 1’s estimated 

by the observed relative frequency of ones, πi, with i = 1, ..., N. 

 

N 

(ob) = 4l ∑ 
i=1 

1 2 

πi −  
2

 

 

this sum under the randomness hypothesis has X 2- distribution with N degress of 

freedom. The P-value then becomes 

∫ +∞ —  t   N −1 ∫ +∞ − t N − 1   
N X (ob) 

 
 

 2 

dt 2 

Γ(N/2)2N/2 
=

 Γ(N/2) 
= γ

 

2 X 



∫ 

k=1 

  
Vn(ob) −  2nπ(1 −  π)

!
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with Γ and γ denoting the incomplete gamma function, with 

 

γ(s, x) = 

x 

ts− 1 

0 
e
− tdt 

 

being the lower incomplete gamma function, and the upper one is 

 

Γ(s, x) = 
+∞ 

ts−1e
− tdt 

0 

 

A.1.3 Runs test 

 
It is a nonparametric test considering substrings of consecutive ones and consecutive 

zeros as runs, to see if there is a fast oscillation [56]. 

Consider Vn the distribution of the total number of runs, and the fixed proportion π = 
ϵi 1 2 

 

∑i n 
, such that |π −  

2 
| ≤ √

n 
we have 

 

 
lim P 

  
Vn 

√
−  2nπ(1 − π) 

≤ x

  

= Φ(x)
 

 

n→+∞ 2  nπ(1 −  π) 
 

For k = 1, ..., n −  1, Vn = ∑n−1 r(k) + 1, with 
 
 

r(k) = 0 ; ϵk = ϵk+1 

r(k) = 1 ; ϵk /= ϵk+1 

 
(A.1) 

 

and the reported P-value would be 
 
 

err 
2
√

2nπ(1 −  π) 

 

When Vn(ob) is bigger it means the oscillation in the string of ϵ’s faster. 

 
A.1.4 Test for the Longest Run of Ones in a Block 

 

Let n be the string length, n = MN divided into N substrings each of length M, and 

let v0, v1, ..., vk be the frequencies, with v0 + v1 + ... + vk = N. When r ones and M −  r 

∫ 



m + 1 

 ( ≤ ) = ∑ 
r=0 

 ( | ) 
2M

 

X 2 (ob) 
e 2 t 2 

2 
, 
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zeros are in the m-bit block, with [57] U = min 

 

m −  r + 1,

 
   r 

then, 

P  v m r      1 U 
 

 

1  i 
M − r + 1  M − i(m + 1)  

 

 

(  ≤ | ) =   ∑(−      

 
 

and 

i=0 i 

 
r  

 

M −  r 

 

P  v m 
M   M  

P  v

 

 

 

m r  
  1   

 

So the X 2-statistic conjoints the empirical frenquencies vi for i = 0, ..., k in [58]: 
 

k 

= ∑ 
i=0 

(vi −  Nπi)2 Nπi 

 

which is a distribution having k freedom degrees, then the P −  value is 
 

∫ +∞ —  t   k −1   
k  X 

 

 

(ob) 
 
 

 
 

The statistic X 2 shows if the sequence has crowded ones, and when it is random vn’s 

are little. 

 
A.1.5 Binary Matrix Rank Test 

 
Matrices are built from successive zeroes and ones of the sequence to verify if there 

is linear dependence between the rows or columns, the details and what is left of this 

part is well detailed on [59, 60, 61]. When X 2 is bigger it means the deviation of the 

rank distribution from the one of a random sequence is also bigger while for random 

sequences it should be smaller. 

The rank R of the M ×  Q matrix full of random binary has values r = 0, 1, 2, ..., m, with 

m = min(M, Q) and 
 

p 2r(Q+M− R)− MQ 
r− 1 (1 −  2i− Q)(1 −  2i− M) 

 

r = ∏ 
i=0 1 −  2i− r 

2 

r 

) 

M 

≤ 

dt 2 

Γ(k/2)2k/2 
= γ

 

2 X 



  

≈ 

 

−

 

9 

—  
n

 

2    

q 

√
2

 

n n n 

N1 the number of peaks less than h = 
q

log( 1  )n, considering only the first 
n 

peaks, 
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for the test suite the probability is fixed M = Q = 32, n = M2 N, with N the size of the 

sequence and M the parameter. The choice of M and N is such that n −  NM2 is little, 

then 
+∞ 

pM ∏ 1 
i=1 

 1 

2i 
≈ 0.2888... 

pM− 1 ≈ 2pM ≈ 0.5776... 

pM− 2 ≈ 
4pM 

≈ 0.1284... 

the rest of the probabilities are less than or equal to 0.005 meaning little once M ≥ 10. 

 
A.1.6 Discrete Fourier Transform (Spectral) Test 

 
The Fourier test inspired from the discrete tranform finds periodicity in the sequence 

[62]. 

Consider xk the k-th bit, for k = 1, ..., n, bits are coded −1, 1 supposably, while consid- 

ering the function 

f 
n j 

i = ∑ xk exp(2πi(k 1)  ) 
k=1 

with exp( 2πikj ) = cos( 2πkj) ) + i sin( 2πkj ), for j = 0, ..., n −  1, and i = 
√
−1.   due to 

the real to complex value transform symmetry it is only logical to take in consideration 

values just from 0 to 
n 
−  1. The modulus of the complex number fj is denoted by modj, 

 

0.05 2 

with N =
 (N1 −  N0) , then the P- value would be 

n 0.95×
4 

0.05 

 

2(1 − Φ(|d|)) = err 

  
|d| 

 
 

 
 

where Φ represents the cumulative probability function of the standard normal distri- 

bution. 

 
A.1.7 Non-Overlapping Template Matching Test 

 
This session consists in detecting sequences with aperiodic pattern [63]. 

Consider B = (ϵ0, ..., ϵ0 ) a sequence of 1’s and 0’s with length m, and the set of periods 
1 m 



j+k k 

−  

k 

k 

− 

2m 22m 

− 
2 2 
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of B 

B = {j, 1 ≤ j ≤ m −  1, ϵ0 = ϵ0, k = 1, ..., m −  j} 

Let W = W(m, M) be the number of occurrences of a pattern B, the statistic W is 

 
n   m+1 

W = ∑ 
i=1 

 
I(ϵi+k− 1 = ϵ0, k = 1, ..., m) 

 

For I(ϵi+k−1 = ϵ0, k = 1, ..., m) are m-dependent random variables, thus Central Limit 

Theorem is applicable, and the mean and variance of the approximating normal distri- 

bution woul be 

 
 
 

and 

µ = 
n −  m + 1 

2m 

 

 

σ2 = n

 
 1 

−  
2m −  1 

 
 

 

Let Wj = Wj(m, M), Wj has normal distribution then 
 

N 

(ob) = ∑ 
j=1 

(Wj −  µ)2 
 

σ2 

 

has almost a X 2- distribution of N freedom degrees, with the P-value being 
 

1 P 

  
N 

, 
X 2(ob) 

 
 

 
 

A.1.8 Overlapping Template Matching Test 

 

This session detects m-runs of 1’s, so let n = MN dividing the string into N subparts of 

length M, Wj = Wj(m, n) is the number of runs of 1’s of length m in the j-th block, with 

Wj having compound Poisson distribution as an asymptotic distribution [64] 

 

E exp{ tWj} → exp{ 
λ(et 1) 
 

 

2 −  et 
}
 

2 X 



2 

 

2
 

n 

− 

( = ∑ 
l=1 

 
l! 2u 

( 

( ) = ∑ k
 

k=l 

 

l! 
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once (M −  m + 1)2− m → λ > 0 with t ∈  R 

For u ≥ 1 with η = λ , Φ confluent hypergeometric function : 
 

 
 

P U u 

 
e− η 

 

 

u    u − 1  ηl 
 

 

 

ηe− 2η 

Φ u
 

 
 

1, 2, 

 

The distribution function has a complement 

 
 L u P U u u 

e− η 

nl 

∆ l, u 
 

( ) = ( > ) = ∑ ( ) 
l=1 

 

where  
 

∆ l, u 

 
u    

 1 k − 1  
 

 

and with v0, v1..., vk the cell frequencies such thqt v0 + v1 + ... + vk = N the value be- 

comes 
k 

= ∑ 
i=0 

(vi −  Nπi)2 Nπi 

and the P-value formula stays the same as the recent test. 

 

A.1.9 Maurer’s Universal Statistical Test 

This section looks for statistical defects coming from an ergodic stationary source which 

is of finite memory [65, 66]. Let us take a sequence of bits partitioned into L-bits blocks, 

Q initial blocks and K blocks for testing, for maximisation let K = 

calculates the logarithm of distances and averages it 

n 
[ 

L 
| −  Q The test 

 

f = 
1

 
N 

Q+K 

∑ 
i=Q+1 

log2(i) 

 

then 
 

+∞ 

E fn = 2−L ∑(1 2− L)i− 1 log2 i 
i=1 

l −  1 

l −  1 2n 
= ) = + η) 

2 X 



n 

L 

err 

 

. 
n  −  .

!

 

m ∑ 
 
v −  v − n ∑ 

A.1. Overview: NIST test suite 123 

 
For a geometric random variable G with 1 −  2− L as a parameter, the variance is 

Var( f ) = c(L, K) 
Var(log2 G)

 
K 

 

where 

c(L, K) = 0.7 −  
0.8 

+

 

1.6 + 
12.8

  

K
−
 
4

 

 

amd finally the P-value is 

L L 

 
 

f E(L) 

. 
√

var( fn) . 
 

A.1.10 Linear Complexity Test 

 
This section employs linear complexity to check if there is indeed a random aspect [67], 

wich emanate as a principle from keystream generators, for instance, Linear Feedback 

Shift Registers (LFSR). 

Linear complexity L(sn) of a periodic sequence (sn) over a field F is the smallest posi- 

tive integer L such that there are constants c0, ..., cL−1 ∈  F with 

 
sn+L = cL−1sn+L− 1 + ... + c0sn, n ≥ 0 

 
For a positive integer N the N-th linear complexity L(sn, N) of a sequence (sn) over F 

is the smallest positive integer L such that there are constants c0, ..., cL−1 ∈  F satisfying 

 
sn+L = cL− 1sn+L− 1 + ... + c0sn 

 
with 0 ≤ n ≤ N − L − 1. 

 
A.1.11 Serial Test 

 
The test checks the uniformity of distributions of patterns. Let vi1,...,im be the freauency 

of string of bits (ϵ1, ..., ϵn, ϵl, ..., ϵm− l), thus the function 

 
ψ2 = 

2m 
 

 

n  
i1...im 

 n    2 

i1...im 2m = 
2m 

 
 

n  
i1...im 

 
2 
i1...im 



m 

m ) 

m ) 

m 

−  

i 

i 
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so the generalised serial statistics [68, 69, 70] are 
 
 

2 2 2 
∇ ψm = ψm −  ψm− 1 

 
 

and 
 

 
2    2 2 2 2 

∇  ψm = ψm − 2ψm− 1 + ψm− 2 

 
In this case ψ2 = ψ2 = 0, so 
∇ ψ2 

has a X 2-distribution having 2m− 1 freedom degrees, 

0 − 1 m 

while 

∇ 2ψ2 
has 2m− 2 freedom degrees. 

For m ≤ [log2(n) − 2♩ , the 2m P-values are 
 

Pvalue1 = γ( 2
m− 2 , 

∇ ψ2 

2 

 

and  

Pvalue2 = γ( 

 
2m− 3 , 

∇ 2ψ2 

2 
 

with ∇ ψ2 converges to the X 2-distribution. 
 
 

A.1.12 Approximate Entropy Test 

 
Let us denote by ϵ1, ..., ϵn, a sequence of independent and identically distributed ran- 

dom variables [71], ϵj ∈  {1, ..., s}∀ j ∈  {1, ..., n}. 

For Yi(m) = (ϵi, ..., ϵi+m−1), 1 ≤ i ≤ n −  m + 1, let 

Cm =
 1 

#{j : 1 ≤ j ≤ n −  m + 1, Yj(m) = Yi(m)} = πi 

 

 
and 

i n −  m + 1 

 

ϕ 

 
 
 
 
 

(m) 

 

 

1 

= 
n + 1 −  m 

 
 
 

 
n+1   m 

∑ 
i+1 

 
 

 
log Cm 

knowing Cm is the relative frequency of patterns Yi(m) in the string and −ϕ(m) is the 

entropy of the empirical distribution of all 2m possible patterns 

 

2m 

ϕ(m) = ∑ πi log πi 
l=1 



k=1 

k=1 

  

n 2n k=− ∞ 2 

j=0 2j+1 8z2 

with z = max1≤k≤n 
|Sk√

|(ob) 
, P-value is 1 − H 

 
max1≤k≤n 

|Sk√
|(ob) 

  
= 1 − G 

 
max1≤k≤n 

|Sk√
|(ob) 
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with πi the relative frequency of pattern l = (i1, ..., im) in the string, then approximate 

entropy of order m, m > 1 is 

 
ApEn(m) = ϕ(m) −  ϕ(m+1) 

 
So to sum up small values of approximate entropy reflect strong regularity, while the 

opposite means irregularity. 

 
A.1.13 Cumulative Sums (Cusum) Test 

 
This section provides either large values meaning there are many ones or zeros in the 

beginning of the sequence, while the opposite means those zeros and ones are sepa- 

rated evenly. 

Let Sk
′ = Xn + ... + Xn− k+1, then 

 

 
lim P 

 
max1√≤k≤n |Sk | ≤ z

  
= √1     

∫ ∞ 

 
 

(− 1)k exp 
,
−  

(u− 2kz)2 
, 

du 

= 4 ∑∞ 
 (− 1)j   

exp 
,
−  (2j+1)2 π2 

, 
= H(z), z > 0. 

 
 

n n n 

with G(z) be defined below 
 

   1  
∫ z ∞ 

k 
 

 

(u −  2kz)2 
 
 

 
G(z) = √

2π
 

∞ 
∑ 

− z k=− ∞ 

(− 1) exp −  
2 

du 

= ∑ 
k=−∞ 

(− 1)k[Φ((2k + 1)z) −  Φ((2k −  1)z)] 

∞ 

= Φ(z) −  Φ(− z) + 2 ∑(− 1)k[Φ((2k + 1)z) −  Φ((2k −  1)z)] 

∞ 

= Φ(z) −  Φ(− z) −  2 ∑[2Φ((4k −  1)z) −  Φ((4k + 1)z) −  Φ((4k −  3)z)] 

≈ Φ(z) −  Φ(− z) −  2[2Φ(3z) −  Φ(5z) −  Φ(z)] 

≈ 1 −  
4 

√
2πz 

exp 

 

 
z2 

—  
2 

, z → ∞ 

 

with ϕ(x) being the standard normal distribution, and H(z) series converging rapidly 

and used for small values of z as it is the same as G(z) for all z. 

π 

n→∞ 



  

|

 

→+ 
√

n
 

π 0 

2 

( < ( 
π 0 

2 

2 2n 

lim P 

  
     ξ J (x) −  J 

< z

! 

= Φ(z), 
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and thus [58]: 

 

P max 
1≤k≤n 

 

Sk| ≥ 

 
z

  

=1 −  

 

 

∞ 

∑ 
k=− ∞ 
∞ 

 

 

P ((4k 

 

—  1)z < 

 

 

Sn < (4k 

 
 

+ 1)z) 

+ ∑ 
k=−∞ 

P ((4k + 1)z < Sn < (4k + 3)z) 

 

A.1.14 Random Excursions Test 

 
This part takes an extensive look at successive sums of the binary bits as a random walk, 

to check for deviations from the distribution of the number of visits of any integer value 

[58, 72]. 

Let Sk = X1 + ... + Xk the random walk being a sequence of excursions 

 
(i, ..., l) :   Si−1 = Sl+1 = 0,   Sk /= 0 f or 1 ≤ k ≤ l 

 
Consider J the number of these excursions, the limiting distribution for J is 

 

 
lim P 

   
   J    

< z

    

= 

r 
2 

∫ z 

e− 
u2 

du, z > 0 
 
 

then if J is large the test proceeds, and if the P-value is little 
 

 
P   J J ob 

r 
2 

∫ J 

e
−
 
u2 

du P 

    
1 

, 
J2(ob) 

 
 

 
 

A.1.15 Random Excursions Variant Test 
 

Let ξ J(x) be the number of visits to x for J excursions.   Sk gets a new value at every 

zero, ξ((x) is a sum of independent identically distributed variables [72] with the same 

distribution as ξ(x) = ξ J(x), so the limiting distribution of ξ((x) is normal 

 

 
J→∞ 

√
J(4|x| −  2) 

n ∞ 

)) ≈ = 



erfc  

  
| J − | 

!
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The randomness hypothesis is not taken into consideration if the following value is 

small of the P-value 
ξ (x)(obs) J 

√
2J(4|x| − 2)) 
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Appendix B 

 
Baptista Method encryption 

 
In this part, the attention is solely on the programming aspect of the Baptista method 

in chapter 2. 

 
B.1 Code for text encryption 

 
Below is presented the source code script of the algorithm programmed using Python. 

Nmax , x0 , b, xmin , xmax , eps ; 

message_a_code , messagecode , message ; 

for char in message ; 

message_a_code . append ( ord ( char )) 

xn= x0 ; 

message_crypt =[ ]; 

for i in message_a_code  ; 

N =0; 

while ( xn >= xmin + eps * i) and ( xn < xmin + eps *( i +1)): 

xn= b* xn *(1 - xn ); 

N=N +1; 

while ( xn <= xmin + eps * i) or ( xn > xmin + eps *( i +1)): 

xn= b* xn *(1 - xn ); 

N=N +1; 

message_crypt . append ( N); 

for char in message_crypt : 

messagecode . append ( chr ( char )); 

xn = x0 ; 

message_a_decode  , messagedecode  ; 

for i in range (1 , len ( message_crypt  )+1): 
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for k in range (1 , 

message_crypt [i - 1] +1): 

xn= b* xn *(1 - xn ); 

for l in range (0 ,256): 

if ( xn >= xmin + eps * l) or ( 

xn < xmin + eps *( l +1)): 

break ; 

message_a_decode  . append ( l); 

msgdecrypt = message_a_decode  ; 

for char in msgdecrypt : 

messagedecode . append ( chr ( char )) 

 

 

B.2 Code for image encryption 

 
The Python source code script to encrypt the image using the Baptista method is shown 

below. 

mu , x0 , s, interval_min , interval_max ; 

r= ( interval_max - interval_min ) / s; 

 
def f( xn ): 

return mu * xn * (1 - xn) 

img , pix ; 

width , height = img . width , img . height ; 

 
 

rgb , enc_rgb ; 

for i in range ( width ): 

for j in range ( height ): 

rgb . append ( pix [i, j]) 

 
x=x0 ; 

for triplet in rgb : 

pixel ; 

for val in triplet : 

x_min = interval_min  + r * val ; 

x_max = interval_min + 

r * ( val +1); 

N =0; 

while x < x_min or x > x_max : 

x = f( x); 

N +=1; 
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pixel . append ( N % s) 

enc_rgb . append ( tuple ( pixel )); 

 
enc Image = Image . new ( 

img . mode ( widthmheight )); 

enc Image . putdata ( enc_rgb ) 
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Appendix C 

 
Encryption technical details 

 
C.1 Egyptian product PRNG 

 
This section, helps understand certain components of chapter 4 and 5, contributing to 

integral approach of the papers. 

 
C.1.0.1 Text Stream cipher algorithm module 

 
Let m be the message with k the key generated from the previously mentionned PRNG 

based on egyptian fractions, the plain text is p1, p2, ..., pn , and C1, C2, ..., Cn the cipher. 

Let E be the function 

E(k, x) = (x ×  k1) ⊕  k2 ⊕  k3 ⊕  k4 

where k is the key of 128-bits k = k1k2k3k4 for 32-bits ki , x is a 32-bit string, ⊕  being the 

bit-wise exlusive-or, + and ×  are mod232 addition and multiplication. 

For the encryption of every 32 bits from the plaintext, here are the steps to follow: 
 

1) 128-bit key sequence is generated by our PRNG and then ki = k1k2k3k4 for 32-bit 

ki. 
 

2) The value of Ai is  
Ai = E(ki, Ci−1 ⊕  Pi− 1) 

 

where x’s place is taken by , Ci−1 ⊕ pi−1, with , Ci−1 and pi−1 equal to 32 bits of 

the rpevious cleartext and encrypted text, respectively. 
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3) The value of Bi is  
Bi = E(ki, Ai ⊕  pi−2) 

 

the value of x is substitued by Ai ⊕ pi−2, with pi−2 equal to 32 bits of the plaintext 

and Ai already computed before. 

4) This step the value of Di becomes 

 

Di = E(ki, Bi ⊕  Ci−2) 

 
the value of x equals Bi ⊕ Ci−2, with Ci−2 equaling 32 bits of the ciphertext before 

and Bi already computed. 

5) A ciphertext of 32 bits is given by 

 
 

Ci = pi ⊕ Di 

 
with pi equal to 32 bits of the cleartext and Di was already computed. 

 
These steps from 2 to 5 can be gathered in one formula 

 
 

Ci = pi ⊕ E(ki, E(ki, E(ki, Ci−1 ⊕ pi−1 ⊕ pi−2) ⊕ Ci−2) 

 
and from step 2 to 4 the value of C0, C−1, p0, p−1 can be considered equal to k1, k2, k3, k4. 

The decryption and encryption are both identical except for the last step where 

 
 

pi = Ci ⊕ Di 

 
during the decryption. 

 

C.1.0.2 Image Encryption module 

 
This module in charge of the image encryption using our PRNG, relies on confusion 

processing which is heavily based on the XOR operation of a pixel matrix of the im- 

age with the number of pseudorandom sequence x, and also a scrambling processing 
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method which is the use of the pseudorandom sequencegiven by our egyptian fractions 

predefiend algorithm. 

The confusion method is stated as below: 

 
1) Let the initial condition x0 be chosen randomly into the our encryption Engel ex- 

pansion predefined algorithm, and compute the pseudorandom sequence num- 

ber x. 

2) Compute the elements of the pseudorandom sequence in (xi ×  256)mod 256, then 

do a binary conversion to get a M ×  N sequence. 

3) The pixel color component sequence of the image is encrypted and obtain the 

color component sequence vector G of the image. 

4) gi being the first element in G, the XOR operation follows x ⊕ gi, and for the rest 

of the elements of G is follows 

i(k) = x(k) ⊕ {
h

x(k) + gk

i 
modN} ⊕ i(k + 1) 

with k being the k image pixel. 

5) The pixel sequence is now reversed and the M ×  N elements are adjusted to the 

first position, and M ×  (N −  1) to the second one, then the prior formula performs 

the obfuscation. 

As for the scrambling process it uses the steps below: 

 
1) The pseudorandom sequence number x of the previous process is now considered 

the final set x of the pseudorandom sequence. 

2) i is homogenised and get an empty vector Y of size M ×  N, the corresponding x 

is extended to the integer domain space of (0, M ×  N) when x is homogenised, 

then y is the output vector. 

3) The pixel is scrambled for i after the confusion method while the encrypted image 

i and y vector are both used in the process. The value of the i-th pixel and the one 

of the yi-th pixel in i are swapped. 
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4) The output is put through positive order confusion and reverse order confusion 

following to the steps 4 and 5 in the confusion method, thus getting the terminal 

encrypted image i. 

The decryption is starts by scrambling then confusing, as for confusing inverse pro- 

cessing here is the method 

 
gk = {x(k) ⊕  i(k) ⊕  i(k −  1) −  x(k)}mod N 
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Appendix D 

 
Technical analysis: Egyptian product 

encryption 

 
D.1 Image encryption analysis 

 
Images in JPEG format are color images with 24-bit color resolution. 24-bit image is 

the combination of R, G and B colors (8-bits each) ranged from 0 to 255, where 0 being 

black and 255 the red, green and blue respectively in each color domain. 8-bits R, G and 

B color channel value are concatenated to get a 24-bit RGB color value in JPEG image 

format. R, G and B color channels are 8-bit in resolution converted back to 24-bit color 

channel by making remaining color channels as black, and each color channel has its 

own histogram and the color image can be viewed into different color channels each 

on a separate segment. 

 

 
D.1.1 Distribution histogram 

 
The three RGB components of our encrypted image had uniform histograms. The taller 

the hump in the graph, the more pixels reside at that particular tonal range. Based upon 

the histogram analysis, we are now sure statistical attacks aren’t effective, pixel values 

being altered using our encryption scheme. 
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D.1.2 Grayscale histogram 

 
The values of the three channels of each pixel of the colored image are used to deter- 

mine what the grayscale of the pixel is. The histogram of an image in image processing 

refers to a histogram of the pixel intensity values. The grayscale histogram is a graph 

showing the number of pixels in an image at each different intensity value found in that 

image. The image histograms showed colors by tone on the abscissas and the number 

of pixels corresponding to it on the ordinates. The image being processed in grayscale, 

in the left we have dark colors, gray ones in the middle and light at the right. Notice 

that, at least with the naked eye, the original image has gray colors dominance, while 

the encrypted one has darker colors. 

 

 
D.1.3 Scatter plot 

 
In chapter 5, this scatter plot in root cause analysis employs dots as values for numeric 

variables: their positions on the axis indicates values for an data points, in order to 

depict the relation among variables. In the present case, this tool is a three-dimensional 

graphical representation for a set of data, determining the correlation between vari- 

ables, the stronger the correlation, the tighter the points will be closer to the line. 

However statistically speaking correlation does not imply causation, as the pattern 

may happen to be coincidental. For the third variable that indicates categorical val- 

ues, the encoding is through point color. When the points are scattered over the chart,  

the degree of correlation between the variables is less and vice-versa. The value of a 

variable determines the relative position of the symbol along the X-axis and the value 

of a second variable determines the relative position of the symbol along the Y-axis, 

and so on for the Z-axis. 

The first plot related to the RGB composure for the clear image shows strong positive 

correlation, since the value of Z increases as the values of X and Y increase, while on 

the side of the cipher image the plot tends to display a weak positive correlation from 

up far, since most will guess the value of Z increases slightly as the values of X and Y 
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increase, but as you zoom in closer and closer you see that there exist no correlation, as 

no connection is demonstrated among the variables. 

Finally wou could say for sure, the scatter diagrams for RGB distribution of the pixels 

for both the clear image and image cipher showed the decorrelation coefficients be- 

tween the pixels. 
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Appendix E 

 
The wavelet scalogram 

 
To prove a certain aspect of chaos, there is plenty of approaches and methods in the 

midst of this variety of chaos definitions, there is a method that was added as proof 

in chapter four when testing our constructed function, therefore we define the wavelet 

scalogram [90] and some of its properties. 

The continuouos wavelet transform (CWT) [91] establishes a time-frequency decompo- 

sition of f in the time-frequency plane, that is why one of the key factors that revamped 

Wavelet theory as a substitute technique to the windowed Fourier transform (WFT) is 

the possibility to study time and frequency concomitantly with the parameters of time 

u and scale s in the CWT, with a resolution relying on the scale of interest. 

• The windowed Fourier transform is defined by 

 

S f (u, ξ) =< f , g 
 

u,ξ >= 
+∞ 

f (t)g(t u)e
− iξtdt 

−∞ 

 

It uses an atom which is the product of a sinusoidal wave with a finite energy 

symmetric window g. The windowed Fourier transform family of atoms is ob- 

tained by time translations and frequency modulations of the original window: 

 
gu,ξ = eiξtg(t −  u) 

 
This atom has a frequency center x and is symmetric with respect to u. 



∫ 

∫ 

     ∫
S || || 

 | | 

     ∫
|| 

 | | 
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• A function ψ ∈  L2(R) centered in the neighborhood of t = 0, with zero average, 

i.e. R ψ = 0 and normalized ||ψ|| = 1 is said to be a wavelet function. A family 

of time-frequency atoms ψu,s can be obtained via Scaling ψ by a positive quantity 

s, and translating it by u ∈  R, which is described in the formula below 
 

 
ψu,s 

  1   
(t) := √

s
ψ 

  
t −  u 

 
 

 

 
, u ∈  R, s > 0. 

 

For f ∈  L2(R, the continuous wavelet transform (CWT) of f at time u and scale s 

is 

W f (u, s) :=< f , ψu,s >= 
+∞ 

f (t) 
−∞ 

ψu
∗
,s (t) dt, 

 

• The scalogram of f is the function represents the energy of W f at a scale s: 
 

1 

(s) :=  W f (s, u) = 
+∞ 

W f (s, u) 2du   
2

 
−∞ 

 

For all scale s there is S(s) ≥ 0 , if S(s) > 0 it is said that the signal f has details at 

scale s. 

Thus, the scalogram [92] allows the detection of the most representative scales 

or frequencies of a signal, that is, the scales that contribute the most to the total 

energy of the signal. 

The scalogram detects the representative scales of a signal that contribute the 

most to the total energy of the signal. 

In a time interval [t0, t1], the windowed scalogram is given by 
 

 
S[t0,t1] 

 
(s) := ||W f (s, u) 

 

 

[t0,t1] 

1 
 

 

= 
t1  

W f (s, u) 2du    2 
t0 

 

• A function f : X → V on a topological space with values in a vector space V or 

a pointed set with the basepoint (called 0) has compact support or is compactly 

supported if the closure of its support, the set of points where it is non-zero, is a 

compact subset, i.e. the subset f − 1(V \ {0})is a compact subset of X. 

s 
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Remark E.1. A signal f is ready to be numerically studied if first f is defined over a finite 

time interval I = [a, b]. Boundary emerge from the support of ψu,s when it overlaps 

t = a or t = b, which we can overcome by methods with large amplitude coefficients at 

the boundary or computationally complex. When the wavelet function ψ is compactly 

supported and the interval is not small, you can study wavelet coefficients which were 

not affected by boundary effects and the inner scalogram is a solution. 

 
Definition E.2. The inner scalogram of f at scale s is 

 

 
Sinner (s) := S 

 

 
J(s) 

 
(s) = ||W f (s, u) 

 

 

J(s) 

1 

|| = 

 ∫ d(s) 

|W f (s, u)|2du

  
2

 

 
 

with J(s) = [c(s, d(s)] ⊆  I the maximal subinterval in I for which the support of ψu,s 

is included in I for all u ∈  J(s). The length of I shoud be big in order for J(s) to be 

nonempty and not very small,meaning b −  a >> sl, with l the length of the support 

of ψ. The values of the inner scalogram are incomparable at distinct scales since J(s) is 

scale s dependent, from which the necessity the normalisation of the inner scalogram 

 
 

inner 

S 

 

(s) = 

( 

Sinner  (s) 

(s) −  
 

Theorem E.3. Let f : R → C be a T -periodic function in L2([0, T]), and let ψ be a compactly 

supported wavelet. Then W f (u, 2T) = 0 for all R. 

Corollary E.4. Let f : I = [a, b] → C a T-periodic function in L2([a, a + T]). If ψ is a 

compactly supported wavelet, then the normalized inner scalogram of f at scale 2T is zero. 

Remark E.5. The scalogram of a T -periodic signal vanishes at all 2kT scales k ∈  N, you 

can work with scales greater than a fundamental scale s0, so a signal with details at an 

arbitrarily large scale is non-periodic. The most representative scale of a signal f will 

be the scale smax for which the scalogram reaches its maximum value. If S(s) never 

becomes too small compared to S(smax) for s > smax, then the signal is numerically non-

periodic in [s0, s1]. 

d c(s)) 2 
1 
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The scale index of f in the scale interval [s0, s1] is 

 
iscale   := 

S(smin)
 

S(smax) 

with smax is the smallest scale such that S(s) ≤ S(smax), ∀ s ∈  [s0, s1], and smin the small- 

est scale such that S(smin) ≤ S(s) ∀ s ∈  [smax, s1]. 

A bounded signal is considered chaotic [87] if 

 
a) it has sensitive dependence on the initial conditions 

 
b) is non-periodic or does not converge to a periodic orbit. 
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Appendix F 

 
The categorical, tensorial and 

algebraic approach 

 
In this part, the attention is shined upon the mathematicals tools, needed when us- 

ing Lossy Trapdoor Function for the Decisional Diffie-Hellman problem in order to 

establish a well put together encryption, where we consider a tensor space and tensor 

products replacing the ordinary used matrices. 

General linear group    If V is a vector space over the field F, the general linear group 

of V, written GL(V) or Aut(V), is the group of all automorphisms of V, i.e. the set 

of all bijective linear transformations V → V, together with functional composition as 

group operation. If V has finite dimension n, then GL(V) and GL(n, F) are isomorphic. 

The isomorphism is not canonical; it depends on a choice of basis in V. Given a basis 

(e1, ..., en) of V and an automorphism T in GL(V), we have then for every basis vector 

ei that 
n 

T(ei) = ∑ aijej 
j=1 

for some constants aij in F; the matrix corresponding to T is then just the matrix with 

entries given by the aij. 

 
Galois field A Galois field [93] is a field with a finite field order, i.e. number of ele- 

ments, also called a finite field. The order of a finite field is always a prime or a power 



(i,j)=(0,0) 

λ=1 

i=0 i=0 
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of a prime. For each prime power, there exists exactly one (with the usual caveat that 

exactly one means exactly one up to an isomorphism finite field GF(pn ), often written 

F(pn ). 

GF(p) is called the prime field of order p, and is the field of residue classes modulo 

p, where the p elements are denoted 0, 1, ..., p −  1. a = b in GF(p) means the same as a 

= b(modp). 

 
Tensor product of vectors [94]   The vectors x, y are of length M, N , respectively, their 

tensor product x ⊗ y is the M ×  N-matrix given by (x ⊗ y)ij = xiyj, i.e. x ⊗ y = xyT . 

Remark F.1. Consider the standard bases for RM and RN to be 

 

ε M = {ei}M− 1 and ε N = {ei}N− 1
 

 
 

Then the standard basis for the set of M ×  N-matrices LM,N(R) is 

 
ε M,N = {ei ⊗ ej }

M− 1,N− 1
 

 

• Let S : RM → RM and T : RN → RN be matrices. 

The linear mapping S ⊗ T : LM,N(R) → LM,N(R) is the tensor product of matrices 

S and T when given by the linear extension 

 
 

(S ⊗ T)(ei ⊗ ej) = (Sei) ⊗ (Tej) 

 
 

• Consider a linear space E over a field K. The vector space tensor product ⊗ k E 

is said to be a tensor space of degree k. A tensor space of type (r, s) is a vector 

space tensor product between r copies of vector fields and s copies of the dual 

vector fields, called one-forms. 

 

Example 4.  
T(3,1) = TM ⊗ TM ⊗ TM ⊗ T∗ M 
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is the vector bundle of (3, 1) tensors on a manifold M. Tensors of type (r, s) form a 

vector space. 

 

Categories  
Hom(A, G) = h :  A → G|h homomorphism 

 

Hom(A, G) is a group under function addition. The dual homomorphism to f : A → B 

is the homomorphism 

 
 
 

defined by 

f 
∗
 : Hom(A, G) ← Hom(B, G) 

 
f 
∗
(ψ) = ψ ◦ f : A → B → G 

 

• A category [95] C consists of objects A, B, C, ... and morphisms f : A → B (where 

A and B are objects). 

If f: A → B and g : B → C are morphisms, we have a notion of composition, i.e. 

there is a morphism g f = g ◦ f : A → C, such that: 

– If f : A → B, g : B → C, h : C → D, then (hg) f = h(g f ). (Associativity) 

– For each object A there is a morphism 1A : A → A such that for each mor- 

phism f : A → B, we have f 1A = 1B f = f . (Identity) 

• A proper class is a class that is not a set (class is a collection of sets). A category 

is locally small if each of its hom-sets is a small set, i.e. is a set instead of a proper 

class. 

• Consider two objects x and y in a (locally small) category, there is a set hom(x, y) 

(hom-set), whose elements are morphisms from x to y. Given a morphism f in 

this hom-set, we write f : x → y to indicate that it goes from x to y. A morphism 

is in general between objects in any n-category. 

 

Remark F.2. For each objects (A, B) , the collection of morphisms f : A → B should be 

a set not a proper class. 

Example 5. Here are a few object examples: 



148 Chapter F. The categorical, tensorial and algebraic approach 

 

• Sets: The objects are sets and the morphisms are functions. 

 
• Groups: The objects are groups and the morphisms are group homomorphisms. 

 
• Rings : The objects are rings and the morphisms are ring homomorphisms. 

 

Functors 

 
• A functor is a function between categories mapping objects to objects and mor- 

phisms to morphisms. 

• A functor F is covariant if it preserves the directions of arrows, meaning every 

arrow f : A → B is mapped to an arrow F( f ) : F(A) → F(B). 

• A functor F is called contravariant if it reverses the directions of arrows, which 

means, every arrow f : A → B is mapped to an arrow F( f ) : F(B) → F(A). 

The assignment of the dual homomorphism 

 
 

A → Hom(A, G) and f → f ∗ 

 
is a contravarient functor from the category of abelian groups and homomorphisms to 

itself, because if i : A → A is the identity map on A, then 

i∗(ψ) = ψ ◦ i = ψ 

 
is the identity map on Hom(A, G). 

And if we have f : A → B, g : B → C, ψ : C → G, then 

 
( f ∗ ◦ g∗

)(ψ) = f ∗(g∗
(ψ)) = f ∗(ψ ◦ g) = ψ ◦ g ◦ f = (g ◦ f )∗(ψ) 

 
This means when this diagram commutes 

 

A k C 

f 

B 

 
g 



g∗ 
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the following diagram commutes also 

 

Hom(A,    G) k
∗ 

f 

∗ 

Hom(B, G) 

Hom(C, G) 
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  CENTRE D’ETUDES DOCTORALES - SCIENCES ET TECHNOLOGIES  

 

Résumé : 

La théorie déterministe du chaos intrigue beaucoup, particulièrement en raison de ses interactions 

mystérieuses avec la théorie ergodique des nombres. Bien que nous utilisions fréquemment des générateurs 

pseudo-aléatoires certifiés NIST, nous négligeons souvent de comprendre les raisons mathématiques de leur 

efficacité. Notre thèse se penche en partie sur ce sujet, à ceci près que nous nous concentrons sur les 

fractions égyptiennes d'irrationnels, au lieu de développements traditionnels tel le développement décimal 

ou celui en fractions continues, plus couramment utilisés en cryptographie. En adoptant la définition du 

chaos selon R. Devaney, nous démontrons mathématiquement la chaoticité d'un tel processus, créant ainsi 

un nouveau cryptosystème venant enrichir l'arsenal de systèmes à base de chaos déjà à notre disposition. 

Nous explorons ensuite des familles de fonctions injectives et lossy trapdoor (LTF), pratiquement 

indiscernables sur le plan calculatoire, mais dont l'utilité dans la construction de primitives 

cryptographiques est avérée. Plus précisément, nous mettons en place une construction efficace d'une 

variante des fractions égyptiennes pour extraire notre LTF souhaitée. Nous visons ainsi à améliorer 

l'efficacité du schéma de chiffrement résistant à l'attaque à texte chiffré choisi (IND-CCA), et ce en faisant 

appel aux notions de tenseurs et de catégories, tout en démontrant l'ergodicité de ce processus. L'aspect 

pseudo-aléatoire des processus inspirés des fractions égyptiennes contribuera à renforcer la sécurité non 

seulement dans le schéma IND-CCA, mais aussi dans divers défis liés à l'hypothèse décisionnelle ou 

calculatoire de Diffie-Hellman (DDH, CDH), ce qui les rend très précieux pour la communication entre 

plusieurs agents. 

Mots-clés : Théorie du chaos; Théorie ergodique des nombres; Fractions égyptiennes; Cryptographie; LTF. 

 

Abstract: 

 
Deterministic chaos theory is very intriguing, particularly because of its mysterious interactions with 

ergodic number theory. Although we frequently use NIST-certified pseudorandom generators, we often 

neglect to understand the mathematical reasons for their effectiveness. Our thesis partly addresses this 

issue, except that we focus on Egyptian fractions of irrationals, rather than traditional developments such 

as decimal or continued fractions, which are more commonly used in cryptography. Adopting the 

definition of chaos according to R. Devaney's definition of chaos, we demonstrate mathematically the 

chaotic nature of such a process, thus creating a new cryptosystem to add to the arsenal of chaos-based 

systems already available to us. We then explore families of injective and lossy trapdoor functions (LTFs), 

which are practically indistinguishable computationally, but which have been shown to be useful in the 

construction of cryptographic primitives. More precisely, we set up an efficient construction of a variant of 

Egyptian fractions to extract our desired LTF. Our goal is to improve the efficiency of the chosen 

ciphertext attack-resistant encryption (IND-CCA) scheme by using the notions of tensors and categories, 

while demonstrating the ergodicity of this process. The pseudorandom aspect of the processes inspired by 

Egyptian fractions will contribute to enhancing security not only in the IND-CCA scheme, but also in 

various challenges related to the Decisional Diffie-Hellman or computational hypothesis (DDH, CDH), 

making them very valuable for communication between several agents. 

 

Keywords : Chaos theory; Ergodic number theory; Egyptian fractions; Cryptography; LTF. 
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