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Résumeé

Différentes approches ont été utilisées pour la spécification formelle et la vérification des
protocoles de communication. L'approche considérée dans ce travail se concentre sur la
vérification déductive dans laquelle la correction d'un modéle par déduction se raméne a
la preuve de formules mathématiques appelées obligations de preuve. Dans notre approche,
nous avons choisi la méthode Event-B. Event-B est un langage de spécification formel, elle
offre un potentiel élevé en termes de correction grace a son mécanisme de raffinement bien
connu, de ses obligations de preuve bien définies et de la plate-forme RODIN. Notre objectif
été de construire un modéle avec une formulation claire et précise des propriétés liées aux
protocoles de communication et de décharger toutes les obligations de preuve. Pour cela, nous
partons d'exigences abstraites, nous les raffinons progressivement pour obtenir une description
concréte et détaillée du modéle et nous vérifions chaque niveau de raffinement par rapport a
la spécification construite dans le raffinement précédent. Ce qui va nous permettre de vérifier
la correction, c'est-a-dire la préservation des propriétés de I'étape précédente, par rapport aux
raffinements successifs. Ceci est atteint par la création et la démonstration de logique.

Mots clefs : Méthodes formelles, Spécification formelle, Event-B, Raffinement, protocol de
communication, Rodin platform



Abstract

Different approaches have been used for the formal specification and verification of communi-
cation protocols. The approach considered in this work focuses on the deductive verification in
which the correction of a model by deduction is reduced to the proof of mathematical formulas
called obligations of proof. In our approach, we chose the Event-B method. Event-B is a
formal specification language, offering a high potential for correction through its well-known
refinement mechanism, well-defined proof obligations, and the RODIN platform. Our goal
has been to build a model with a clear and precise formulation of properties related to
communication protocols and to discharge all the proof obligations. For that, we start from
abstract requirements, we gradually refine them to obtain a concrete and detailed description
of the model and we check each level of refinement with respect to the specification built
in the previous refinement. This will allow us to verify the correction, that is to say, the
preservation of the properties of the previous step, compared to successive refinements. This
is achieved by creating and demonstrating logic.

Key words: Formal Method, Formal Specification, Event-B, Refinement, Communication
protocol, RODIN Platform



Résumé Deétaillé

Les méthodes formelles sont des techniques mathématiques qui fournissent une base rigoureuse
pour le développement de logiciels : I'application des méthodes formelles permet d'obtenir
une correction et une fiabilité prouvables dans les différentes étapes de la conception et de
la mise en ceuvre du systéme. Les méthodes formelles se sont révélées prometteuses pour
le développement de méthodes de vérification et de test automatisées et génériques des
protocoles.

Appliquer une méthode formelle revient d'abord a construire un modéle mathématique cor-
respondant aux spécifications informelles d'un systéme. Pour cela, on utilise un formalisme
mathématique de haut niveau. Et une structure a la syntaxe et a la sémantique bien définies.
Elle doit permettre de décrire le comportement d'un composant en décrivant ses propriétés
importantes en basant sur des expressions logiques. Cette thése propose une approche for-
melle pour tester les propriétés liées aux protocoles de communication. Les protocoles de
communication définissent I'ensemble des régles nécessaires qui précisent les modalités de
fonctionnement d'une communication entre des entités communicantes. De nos jours, les
systémes de réseau et les systémes distribués qui sont construits autour de protocoles de
communication, sont largement utilisés. Il devient donc de plus en plus important que les
protocoles de communication soient formellement spécifiés et vérifiés.

Nous nous intéressons dans cette thése a la vérification déductive (preuve de théorémes), dans
laquelle la correction d'un code par déduction se raméne a la preuve de formules mathématiques
appelées obligations de preuve. La méthode Event-B et son assistant de preuve Rodin forment
I'environnement formel que nous avons choisi pour représenter et analyser nos spécifications.
La principale raison de choisir Event-B comme langage de modélisation est le raffinement. La
méthode du raffinement en Event-B suit le “paradigme du parachute”. Selon ce paradigme, le
systéme est spécifié comme si une personne le décrivait pendant une descente en parachute.
Le niveau abstrait du systéme décrit un systéme trés simple et les détails sont ajoutés au fur
et a mesure des raffinements.

Nous nous limitons dans ce travail & une collection de spécifications concernant un domaine
d'application a savoir le champ des protocoles de communication. L'objectif vise a la modélisa-
tion formelle et I'analyse de certains protocoles de communication avec le langage Event-B. Les
protocoles décrits dans notre thése couvrent un large éventail, tels qu'un protocole de Couche
de liaison de données, un protocole de commerce électronique et un protocole cryptographique.
Afin de spécifier nos protocoles, nous décrivons ce que le protocole devrait faire, ce que le
protocole ne devrait pas faire et comment le protocole devrait réagir.

Sliding window protocole est un protocole classique d'envoi réception utilisé dans le groupe
TCP/IP, c'est un protocole Automatic Repeat Request qui assure un transfert de données



fiable sur un canal avec perte. |l existe trois types de ce protocole. Il s’agit de « Envoyer et
attendre », « Stop-and-Go », « send-and-wait» « Go-back-n » ou « Fenétre glissante », «
Rejet sélectif ». Les trois varient entre eux en termes d'efficacité, de complexité et d'exigences
de tampons. Notre spécification se concentre sur la version Go-Back-N du protocole. Malgré
I'importance pratique du protocole de la fenétre glissante (Sliding Window Protocol), sa
vérification formelle a été relativement limitée. Stenning [1] n’a donné qu'une preuve manuelle
informelle de ce protocole. Une preuve manuelle semi-formelle est également présentée dans
[2], et certaines versions du protocole ont été vérifiées par modéle (Model-checking) pour
déterminer les petites valeurs de paramétre dans [3, 4]. Il est nécessaire de présenter un modéle
Event-B pour un tel protocole.

Un autre protocole de communication est le protocole de commerce électronique, c'est un
protocole de sécurité qui permet aux clients et aux commercants d'exercer leurs activités de
maniére électronique via Internet. Nous avons choisi de modéliser le protocole NetBill [5]. Le
protocole NetBill est un protocole de commerce électronique optimisé pour la vente et la
livraison de produits d'information a bas prix, tels que des logiciels ou des articles de journaux,
sur Internet. Il est difficile de vérifier 3 la main |'exactitude d'une conception basée sur ce
protocole. Il est donc trés approprié d'appliquer des méthodes et techniques formelles a la
modélisation et a la conception d'un tel protocole afin d'obtenir une assurance élevée quant a
leur exactitude.

Enfin, nous présentons une approche pour modéliser un protocole cryptographique. Le protocole
Tatebayashi, Matsuzaki et Newman (TMN) [6], largement connus sous le nom de « TMN>,
a été I'un des premiers protocoles d'établissement de clés congus pour étre utilisés dans un
environnement mobile. Bien qu'il existe une grande variété de modéles formels qui ont été
appliqués pour modéliser et analyser le protocole TMN, tels que les réseaux de Petri colorés
[7], mais aucun a été créé par la méthode Event-B.

L'utilisation des méthodes formelles telles que la méthode Event-B permet d’obtenir un trés
bon niveau de confiance dans le développement. La méthode Event-B est un langage de
spécification formel, elle offre un potentiel élevé en termes de correction griace a son mécanisme
de raffinement bien connu, de ses obligations de preuve bien définies et de la plate-forme
RODIN. La méthode Event-B est a la fois un langage et une méthode de spécification et de
preuve de logiciels informatiques. Elle a été récemment proposée par Jean-Raymond Abrial
comme une évolution de la méthode B classique. Le processus de développement en Event-B
suppose que chaque spécification est associée a une preuve de correction basée elle méme sur
le fondement mathématique du langage. Toutefois, la méthode Event-B est directement liée a
I'approche de conception de programmes : “correct-par-construction”. Cette approche consiste
a débuter le développement par un modéle abstrait du systéme et rajouter progressivement des
détails pour générer a la fin un modéle concret trés proche de I'implémentation. Formellement,
cette construction incrémentale du systéme est guidée par la technique de raffinement. Le
processus de développement engendre plusieurs obligations de preuve qui garantissent sa
correction. Ces obligations sont prouvées par |'assistant de preuve Rodin.

Un modéle Event-B est considéré comme correct, lorsque chaque machine, ainsi que le
processus de raffinement, sont prouvés par des théorémes adéquats nommeés obligations de
preuve (OP) et que chaque événement est réalisable. Des démonstrations mathématiques sont
incorporées a Event-B pour vérifier la correction des étapes de raffinement. La gestion des
obligations de preuve est une tache technique soutenue par la plat-forme RODIN, qui fournit
un environnement pour le développement correct par les modéles de construction pour les

vi



systémes logiciels.

L'objectif de cette thése est de construire un modéle avec une formulation claire et précise
des propriétés liées aux protocoles de communication et de décharger toutes les obligations
de preuve. Pour cela, nous partons d'exigences abstraites, nous les raffinons progressivement
pour obtenir une description concréte et détaillée du modéle et nous vérifions chaque niveau
de raffinement par rapport a la spécification construite dans le raffinement précédent. Ce
qui va nous permettre de vérifier la correction, c'est-a-dire la préservation des propriétés de
I'étape précédente, par rapport aux raffinements successifs. Ceci est atteint par la création et
la démonstration de logique. Pour satisfaire nos objectifs, nous avons faix un choix attentif des
invariants et des théorémes de machine qui nous a facilité I'effort de preuve. Un objectif majeur
de notre travail a été d'explorer |'utilisation de la méthode Event-B pour spécifier formellement
un protocole de communication. Deux approches majeures de la spécification générale ont
été identifiées et appliquées a I'ensemble de protocoles de communication que nous avons
choisi : (1) un modéle abstrait définissant les opérations qui pouvant &tre provoquées et (2)
un modéle concret ol les services sont un processus actif avec échange de messages.

Le but de cette thése est de fournir une collection de descriptions de protocoles qui montre
comment utiliser des techniques de spécification formelles telles que la méthode Event-B dans
le domaine des protocoles de communication. De plus, nous souhaitons donner un apercu de la
conception et du fonctionnement des protocoles de communication. Les spécifications de cette
thése ont un niveau d'abstraction approprié pour une compréhension claire des protocoles sans
avoir a traiter des détails de I'implémentation.
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I} Introduction

With the development of computer networks and distributed computer systems, the complexity
and a variety of communication, protocols, and services have been greatly increased and
so have the needs of formal techniques for specifying, validating, implementing and testing
protocols. Communication protocols are complex software systems and main components
of computer networks. They must be specified entirely and implemented correctly. The
development of a protocol usually involves several annoying steps. Experience has proved
that the use of informal techniques in these steps of protocol development generally produces
systems with errors and unwanted behaviors. Formal methods allow the development of highly
reliable and easily maintainable communication protocols.

Formal methods are mathematically-based techniques that provide a rigorous basis for software
development: the application of Formal methods makes it possible to accomplish provable
correctness and reliability in the various steps of system design and implementation. Formal
methods have proven to be promising toward developing automated and generic protocol
verification and testing methods. This thesis studies a based formal approach for testing
associated properties for communication protocol. Communication protocols define the set of
rules needed to exchange messages among communicating entities. Networked and distributed
systems, built around communicating protocols, are widely used nowadays. So, it is becoming
more significant that communication protocols be formally specified and verified.

The application of the formal methods is becoming increasingly important [8]. The reliable
and a quick specification require an easy-to-use methods and tools. The formal methods allow
a more systematic approach to protocol validation, implementation and testing. Compared
with the traditional use of protocol specifications given in a natural language.

We present a formal modeling and analysis of certain communication protocol with the
Event-B [9] language. In this thesis, we have used Event-B as proof-based development
method which integrates formal proof techniques for writing specifications and building the
model systematically using formal refinement, the key point is to start with a very abstract
model of the system under development. Details are gradually added to this first model by
building a sequence of more concrete ones. This strategy eases the proof of the correctness of
requirements because only a small number of proof obligations are generated at each step.
An Event-B model is considered as correct, when each machine, as well as the process of
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refinement, are proved by adequate theorems named proof obligations (PO) and that each
event is feasible. Mathematical proofs are incorporated into Event-B to verify the correctness
of refinement steps. The management of proof obligations is a technical task supported by
Rigorous Open Development Environment for Complex Systems (RODIN), which provides an
environment for developing correct by construction models for software-based systems. This
incremental approach specifies the transitional rules of the protocol by identifying: the set of
all possible states, such as idle, established, and data transfer; the set of all possible valid
events and the actions performed by the machine when it encounters each event in each state.
The outcome of this procedure was that we achieved a very high degree of automatic proof.

Our aims are constructing a model with a clear and accurate formulation of the communication
protocol properties and discharge of all proof obligations. To satisfy these, attentive choice
of invariants and machine theorems was important and eased the proof effort. A major
focus of our work has been to explore the use of the Event-B method for formally specifying
communication protocol. Two major approaches from the general specification were identified
and applied to a set of example protocols: (1) an abstract model that defines operations that
may be caused and (2) concrete model where the services is an active process with message
exchange.

The supported language was sufficiently expressive and all proof obligations could be discharged.
We reached a good degree of automatic proof. All interactive proofs involved a small number
of steps and were straightforward to reach. The formal specification makes it able to verify, to
validate and to implement communications protocols in an efficient way before the software
development.

In this chapter, we express the motivation for using formal methods and we express our reasons
about why formal methods should become more widely accepted. Our aim is to show the
importance of formal methods and the difference that they can make to improve software
development.

1.1 The Need of Formal Approach

There is a growing acceptance that formal methods form an essential part of the design of
any reliable software system. This is because formal methods have the potential to eliminate
ambiguities, and design faults and thereby avoid the associated system failures. In particular,
formal model of a system can be used to prove system properties such as performance,
reachability, consistency and correctness, mathematically [10]. Moreover, formal models and
methods make software designs more tangible by allowing rigorous validation and verification.
Validation and verification are important topics in software engineering. Their objective is to
"identify and resolve software problems and high-risk issues early in the software lifecycle" to
reduce the costs involved in finding and fixing problems later in the lifecycle [11]. In what
follows, we will give a brief description of verification and validation.
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Verification

Verification has two definitions in Institute of Electrical and Electronics Engineers (IEEE)
Standard Glossary of Software Engineering Terminology.

" Firstly, it is contrasted with validation as the process of evaluating a system
or component to determine whether the products of a given development phase
satisfy the conditions imposed at the start of that phase". The second "is formal
proof of program correctness[12]"

Verifying a system means ensuring that "we are building the product right" [11]. Therefore,
verification is used to show that a software product conforms to its specification. We use the
term verification to refer to formal verification (See Section 2.1).

Validation

Validation is defined in IEEE Standard Glossary of Software Engineering Terminology as

" The process of evaluating a system or component during or at the end of the
development process to determine whether it satisfies specified requirements[12]"

Validating a system is undertaken to ensure that "we are building the right product" [11].
Generally speaking validation refers to checking that a developed system meets its stakeholders’
expectations. However, validation can happen in different stages of a software development
lifecycle. In the initial stage of a lifecycle validation means ensuring that requirements
and assumptions represent the stakeholders views of the system, while at the final stage of
the development, validation can mean checking the final product against the stakeholders
expectations. However, we use the term validation to refer to the process of validating the
formal specification or the formal model against its requirements. So, by validation we mean
ensuring that "we are building the right model with respect to its requirement", while it is
assumed that the requirement represent the stakeholder expectations.

The value of Formal Methods is that they provide the ability to create a system that is
“correct-by-construction”: the properties of the entire state space of a system may be deduced,
confirming a property for all possible inputs [13]. The process may be applied to any discrete
system, whether implemented in hardware or software.

Software Failures

The ever increasing reliance on software in all aspects of modern life makes reliability of
software especially salient. Reliability is important when the cost of failure is expensive in
monetary terms. It is even more important when human safety is at risk.

Examples of software errors and their associated costs are not lacking, whether the losses
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are human or financial. All are rooted in a lack of quality and control over the development
process. Some well-known examples are reproduced below:

e Therac-25 (1985-1987): Overdose of radiation on a medical device: 6 deaths and two
years before correction [14]

e The Mars Climate Orbiter (1999): Insufficient test time, the robot crashed due to the
saturation of its memory space [15]

e Patriot Missile (1991): drifting 6 meters per hour due to a conversion error. 28 soldiers
killed in Dhahran [16]

e Ariane 5 (1996): excessive reuse of routines written for Ariane 4, 500 million dollars of
pure loss [17]

e AT & T network crash (90's): an update of the routers makes the network unusable for
9 hours, 60M loss of turnover, cause of the fault: a missing break [18]

In a study [19] commissioned by the National Institute of Standards and Technology in 2002,
the cost to the United States economy of software bugs was estimated to be almost 60 billion
dollars annually. Other recent studies [20-22] highlight the role of software failure in accidents
that caused loss of life or that had huge monetary consequences. For instance, the crash of
Air France flight 447 in 2009, which killed 228 people, was partly due to discrepancies in the
indicated air speed readings. The studies also show that miscalculated radiation doses at the
National Oncology Institute in Panama caused the death of at least 18 persons in 2001. In
2003, the power grid in the United States and Canada shut down at an estimated cost of 13
billion dollars. One the contributing causes was determined to be faulty energy management
software. The flood of costly software failures has not abated since the above accidents have
been analyzed. A bug in an automatic trading program cost its proprietor 440 million dollars
in 30 minutes when it was deployed on August 1st 2012 [23]. Also, closer to home, outdated
software and a sloppily designed network architecture, allowed hackers from Iran to access
Diginotar, a Dutch root certificate authority [24]. This break-in potentially exposed private
communication of Iranian citizens to third parties. It also raised doubts about the current
security model that is used for secure communication on the Internet.

Recurrent causes of these failures are: a lack of guards against unexpected or improper input
and a mismatch between (implicit) specification and actual software. A lot of these faults
could have been prevented by a careful adherence to strict coding and design standards, as
well as thorough reviews. However, these methods face limitations in both the unexpectedness
of some events and the sloppiness of human reviewing and testing.

1.2 Motivation

Increasingly, various and complex communication protocols are being used in distributed
systems and computer networks of different types. Protocol verification is the process of
analyzing the protocol specifications for the existence of various errors that could lead to

4
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improper operation. Writing formal specifications can help in designing a protocol. Being able
to check quickly if a protocol specification satisfies a more abstract specification can speed
the design process.

Event-B is a formal method for system-level modeling and analysis. Main features of Event-B
are the use of set theory as a modeling notation, the use of refinement to describe systems at
various abstraction levels and the use of mathematical proof to verify consistency between
refinement levels. Along the refinement, a set of proof obligations is discharged. The purposes
of the proof obligations are to verify the consistency of a specification and to preserve the
functionality from its abstract specification. It is difficult to manually generate and prove the
proof obligations. Thus, the RODIN platform [25] has been built to provide an automated
tool to generate and prove the proof obligations automatically or interactively. Besides, The
RODIN platform can also support modeling in Event-B. Event-B, together with the RODIN
platform, has been successfully applied to several practical safety-critical systems. Some
concrete examples are a train controller system [26], hybrid systems [27, 28], an air traffic
information system [29], a spacecraft system [30], and a metro system [31]. Event-B can be
regarded as a method for correct-by-construction software development.

In this thesis, we apply a formal method such as Event-B to a collection of specifications
concerning one application area, the field of communication protocols. The objective aims
at formal modeling and analysis of three different kinds of communication protocol such as
protocol from Data Link Layer, an e-commerce protocol, and a cryptographic protocol.

Despite the practical significance of the Sliding Window protocol, relatively little has been done
on its formal verification. Stenning [1] only gave an informal manual proof for his protocol.
A semi-formal manual proof is as well, presented in [2], and some versions of the protocol
have been model-checked for small parameter values in [3, 4, 32]. It is needed to present an
Event-B model for such protocol.

Another communication protocol is the electronic commerce protocols which are security
protocol that allows customers and merchants to conduct their business electronically through
the Internet. We choose to model NetBill protocol [5, 33]. It is difficult to verify the correctness
of a design based on this protocol by hand. So it makes very appropriate the application of
formal methods and techniques to the modeling and design of such protocol to gain high
assurance about their correctness.

At last, we present an approach to model a cryptographic protocol. One of the earliest key
establishment protocols designed for use in a mobile environment was that of Tatebayashi,
Matsuzaki and Newman (TMN) [6], which has widely become known as the TMN protocol.
While there exist a great variety of formal models that have been applied to model and analyze
TMN protocol, such as Coloured Petri Nets [7] but none are made by Event-B Method.

To specify our protocols we follow the same principle. We start from abstract requirements,
we gradually refine them to achieve concrete and fine-grained description of the model and
verify each refinement level against the specification constructed in the previous refinement.
Event-B allows correctness, i.e. the preservation of the properties of the earlier step, to be
verified over successive refinements. This is reached by the creation and proving of logical
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hypotheses, or proof obligations.

The correctness of the Event-B models, presented in this thesis, basically depends on proofs.
When an automatic proof fails [9], it might be:

1. The statement to prove is true, but the automatic prover is not smart enough, so we must
prove it with the interactive procedure.

2. The statement to prove is false, so the model has to be significantly modified.

3. The statement to prove cannot be proved, so the model should be enriched.

Reasons for Selection

A great variety of formal specification techniques exist, some of which are general purpose
(such as Z, Vienna Development Method (VDM) or Common Object-oriented Language for
Design (COLD)), while others are generally used in a specific domain of application (such
as Language Of Temporal Ordering Specification (LOTOS), Specification and Description
Language (SDL) and Process Specification Formalism (PSF)). The mathematical theories on
which these languages are based range from set theory and temporal logic to lambda-calculus
and process algebra.

The reason to choose Event-B, in particular, is motivated by several factors. Event-B is a
simplification of Classic-B, it promotes a layered style of formal modeling, where a model is
developed as chains of abstract models, level by level concrete details are progressively intro-
duced via provably correct refinement steps. This style of modeling, which called refinement,
decomposing machines into small, discrete events explicitly linked to their abstractions. This
encourages more incremental refinement and easier verification by the generation of more easily
discharged POs, enabling the practical construction of larger systems. However, Event-B's
main advantage is its flexibility, both in the notation itself and its supporting tools. Event-B
does not strictly define a notation, but a methodology for the construction and analysis of
linked logical objects, and the notation seen when using support tools is actually an arbitrary
front-end for users familiar with Classic-B and Z notation. Event-B was therefore developed
closely alongside a supporting tool-set, RODIN[34]. RODIN has a modular architecture based
on the Eclipse ! framework with clearly defined Application Programming Interfaces (API)
exposing the database, and supporting expansion via the addition of Eclipse plug-ins [35].
While building models with RODIN? platform, proof obligations are automatically generated.
The strongest aspect of this platform is that a semi-automatic theorem prover is built into it,
which saves the user lots of time by automatically generating a large majority of the proofs
required. The RODIN platform is open source, so it supports a large number of plug-in
tools, such as the animation tools AnimB3, ProB[36] and model decomposition tool [37], The
introduction of these plug-in tools makes modeling and proof construction more flexible.

LEclipse platform homepage. http://www.eclipse.org/
2http://rodin.cs.ncl.ac.uk
3http:/ /www.wiki.event-b.org/index.php/AnimB
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1.3 Contributions

Formal methods have been applied in the design of a great number of systems. Many
protocols have been specified and verified formally. Some protocol standards are even defined
by means of a formal method. Event-B is a famous formal specification language, which
provides a refinement mechanism and a set of proof obligations for modeling and verifying the
specifications. The purpose of this thesis is to provide with a collection of protocol descriptions
which illustrates how to use formal specification techniques such as the Event-B method in
the field of communication protocols. Furthermore, we wish to give insight into the design
and operation of communication protocols. The specifications in this thesis have a level of
abstraction that is appropriate for a clear understanding of the protocols without having to
deal with implementation details.

Publications

The following papers have been published or presented, and contain material based on the
content of this thesis.

e S. El Mimouni and M. Bouhdadi. Event Based Formalization of Communication
Properties for an E-Commerce Protocol: An Event-B Approach, International Journal
of Engineering Research in Africa, Vol 37, pp3 78-90, 2018

e S. El Mimouni and M. Bouhdadi. A Mechanized Formal Refinement Proof of Modbus
Communication Using Event-B Proof System , International Journal of Intelligent
Engineering and Systems, Vol.11, No.4, pp.97-106, 2018.

e S. El Mimouni and M. Bouhdadi. An event-B approach of the lightweight directory
access protocol, International Journal of Applied Engineering Research, vol. 11, no. 14,
pp. 8229-8233, 2016.

e S. El Mimouni and M. Bouhdadi. An Incremental Proof-Based Process of the NetBill
Electronic Commerce Protocol, Book Chapter, Networked Systems, Springer Interna-
tional Publishing, Volume 9944 of the series Lecture Notes in Computer Science, pp
209-213,2016

e S. El Mimouni and M. Bouhdadi. Applying event-b refinement to the sliding window pro-
tocol. In 18th IEEE International Conference on Computational Science and Engineering,
CSE 2015, Porto, Portugal, October 21-23, 2015, pp 58-65.

e S. El Mimouni and M. Bouhdadi. Formal modeling of the Simple Text Oriented
Messaging Protocol using Event-B method, Proceedings of IEEE/ACS International
Conference on Computer Systems and Applications, AICCSA 2015, Marrakech, Morocco,
November 17-20, 2015, pp 1-4.

e S. El Mimouni and M. Bouhdadi. An incremental refinement approach to a development
of TMN protocol, Proceedings of the 2015 11th International Conference on Information
Assurance and Security, IAS 2015, Marrakech, Morocco, December 14-16, 2015, pp
135-139.
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e S. El Mimouni, R. Filali, A. Amamou, B. Boulamaat and M. Bouhdadi. A Mechanically
and Incremental Development of the Remote Authentication Dial-In User Service
Protocol. Proceedings of the 1st International Conference on Mathematical Methods &
Computational Techniques in Science & Engineering (MMCTSE 2014). Athens, Greece,
November 28-30, 2014, pages 199-203

e R. Filali, S. El Mimouni, A. Amamou, B. Boulamaat and M. Bouhdadi. Modeling of
SNMP Protocol in Event-B. Proceedings of the 1st International Conference on Mathe-
matical Methods & Computational Techniques in Science & Engineering (MMCTSE
2014). Athens, Greece, November 28-30, 2014, pages 208-211

1.4 Thesis Organization

This thesis follows a general pattern of moving from the general and abstract to the specific
and implementation. After discussing the introduction and motivation of this work, the rest
of the dissertation is organized as follows. First, the definition of formal methods, their
advantages and their usage in standards are discussed in Chapter 2. Also, brief descriptions of
some formal methods are given. Chapter 3 describes the Event-B formal method, showing
the main elements in the method and how they relate. Then in Chapter 4, communication
protocols are explained in detail, with the protocol development methodology. Next on Chapter
5, a proposed methodology for construction of formal models of the sliding window protocol in
the Event-B formal notation is presented. On Chapter 6, the illustration of how to realize an
Event-B model for the Netbill Electronic Commerce Protocol. Case study of a cryptographic
protocol named TMN protocol are detailed in Chapter 7. Finally, the dissertation concludes in
Chapter 8 where the conclusions and future work are stated.

Appendix A, B, and C represent respectively full Event-B model of the three protocols, which
presented in this study: Sliding Window Protocol, Netbill protocol, and TMN protocol.
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The background of our thesis starts with the introduction of formal methods, it first asks what
formal methods are, and what they are good for and then examples of real systems where
formal methods were successfully applied are given. This chapter, explains classifications of
formal methods along with overviews of several formal methods relevant to our thesis are
introduced in. In last, refinement is briefly covered, including other formalisms.

2.1 Definition

Although formal program analysis techniques have a long history (including work by Hoare [38]
and Dijkstra[39]), formal methods were only established in the 1980s. These techniques are
used to analyze the behavior of software applications written using a programming language.
The correctness of a program is then demonstrated using a program proof based on the
calculation of the weakest precondition [40].

In the FM89 report [41], formal methods were defined as:

" Methods that add mathematical rigour to the development, analysis, and
operation of computer systems and to applications based thereupon.”

" ...are nothing but the application of applied mathematics—in this case, formal
logic—to the design and analysis of software-intensive systems.”

Formal methods can be defined as mathematically-based techniques which are used for
specifying and reasoning about software and hardware systems [42]. The essence of formal
methods comes down to proof: (i) formulating proof obligations in terms of formal specifications
and models, (ii) verifying, via algorithmic proof search, that a designed system meets its
specifications, and (iii) algorithmically synthesizing all or parts of a system so as to satisfy
its specifications. Unlike traditional calculus-based engineering mathematics, formal methods
rely primarily on discrete mathematics and computer science formalisms such as finite state
machines.
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Formal methods can be divided into two basic elements: specification and verification. Each
of these is discussed below.

Formal Specification

Formal specification is the specification of a program'’s properties in a language defined by a
mathematical logic. A formal software specification is a statement expressed in a language
whose vocabulary, syntax, and semantics are formally defined. So,formal specification is the
use of notations derived from formal logic to define (1) the requirements that the system is
to achieve, (2) a design to accomplish those requirements, and (3) the assumptions about
the world in which a system will operate. The requirements explicitly define the functionality
required from the system as well as enumerating any specific behaviors that the system must
meet, such as safety properties

Formal Verification

Formal verification is the process of checking whether a design fulfills some requirements
(properties) or not. The verification is done by providing a formal proof of an abstract
mathematical model of the program, with respect to a certain formal specification or property.
After the formal model of a program is built, we can validate a variety of properties over the
model. Formal verification methods have recently become applicable by industry and there
is a growing demand for professionals able to apply them. There are two well-established
approaches to verification:

e Model checking:is an automatic verification technique mainly used in hardware con-
trollers and communication protocols. This technique can be used for verifying concurrent
systems with a finite state[43]. Usually supported by a computer tool "ModelChecker".
It consists of automatically checking the desired properties on a system specification.
The system is usually modeled by state machines. The properties to be checked are
written in a temporal logic. Figure 2.1 presents the model checking approach. The tool
receives as input the system model and the desired/undesired property to be checked.
The output is the answer whether the system holds or not the requested property. In
the last case, it is common to provide a counter-example showing why the property
is not satisfied. In model checking all the valid inputs and possibilities are verified to
guarantee the correctness of the system. To accomplish this task, a model checking
tool uses a combinatorial amount of states to represent the system. In another words,
the number of states required to represent a system increases exponentially with its size,
leading to a problem known as state explosion.

The success of the model checking verification depends on the user’s expertise. Building
a good model is a trade-off between representing the important points of the system and
decreasing the size of the model to avoid the state space problem. In this process, the
model designer must be really careful to not remove fundamental system characteristics
and, at the same time, reduce the system complexity so the model is feasible to be
verified.

10
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Figure 2.1 — The Model Checking Approach

e Theorem proving:An alternative approach to formal verification is the deductive
reasoning verification technique [44] or theorem proving. Theorem proving is based on a
set of axioms and rules of deduction or inference. The verification in this case consists
in demonstrating a proposition from the axioms by application of the inference rules. In
the case where the proof of a proposition is not found then we can not affirm that the
proposition is a theorem. The specification of the system is done in first order or higher
order logic. From this precise formulation of the system the designer can infer relations
to prove its correctness. Often the theorem proving tool requires some guidance from
the user and the proof itself can be almost obtained by an interactive process. Since the
proof may be complex, steps of decomposition and simplification of proof obligations
are necessary. This step can be repeated several times in the case of complex axioms.
Figure 2.2 shows how the proof environment of a proof assistant works. The proof
assistant tries to verify the proof obligations automatically or in an interactive way by
using the hypotheses of the theoretical bases of the used logic or the inference rules.

While theorem proving can be used for reasoning in finite state systems, the model checking
techniques can be used for systems with finite state space. It is worth to remember that even
though these automated formal verification techniques propose automated solutions, neither
approach works without some degree of human assistance. For example, theorem proving
sometimes requires advice of which properties worth to verify. Model checkers, on the other

hand, can quickly get stuck when checking millions of useless states and human guidance can
be handy.

2.2 Why Use Formal Methods?

In the last few years, formal methods have emerged as an alternative approach to ensuring the
quality and the correctness of hardware designs. Formal methods apply mathematical methods
and formalisms to software construction, in different phases of the development process. They
can be used in the specification phase, where they help in making the specification precise and
in identifying areas where the development team lacks understanding of the problem to be
solved. Sometimes they are used in the code generation phase to guarantee the correctness
of the code with respect to the specification. Generally, the use of formal methods, however

11
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Figure 2.2 — Proof Process in Theorem-Proving Tools

insignificant, does have a positive effect on the reliability of the software in question, if
other software engineering practices are not abandoned. Formal methods research has also
helped mainstream software engineering to effect many changes for the better (structured
programming being one example).

Formal methods are intended to systematize and introduce rigor into all the phases of software
development. This helps us to prevent overlooking critical issues, provides a standard means to
record various assumptions and decisions, and forms a basis for consistency within many related
activities, which provides a method for producing software that is correct by construction.

Formal methods are claimed to allow the development of complex software under a firm math-
ematical foundation resulting in high quality, more correct software compared to conventional
design methods. Besides contributing to a more firm and complete requirements and a better
system design, formal methods also help the user to better understand a system.

Formal methods have been applied successfully in critical systems such as: an air traffic
control information system [45], railway signaling systems [46], spacecraft systems [47] and
medical control systems [48]. They have also been used for software tool specification [49],
the specification of part of IBM's Customer Information Control System (CICS) [50] and a
real-time system kernel [51].

12
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2.2.1 Application Domains

In [52] the authors consider that formal methods can be categorized based on the application
domain and based on the environmental assumptions. These categories can be used when
choosing an appropriate formal method. The following application domains are considered:

Protocol Design and Engineering: Protocol engineering is the scientific methodology sup-
porting protocol design. There has been a long-standing common history between
formal methods and protocol design [53]. From the beginning, formal methods have
been a core part of protocol engineering, and protocols have been a key application
target for formal methods. It has become standard practice to use formal description
and verification techniques when designing new protocols.

Software Design and Engineering: Formal methods are an important and growing part of
software engineering, to which they provide theoretical foundations as well as analysis
tools. Certain branches of software engineering, such as software architectures [54], are
directly inspired from formal methods.

Hardware Design and Engineering: Formal verification tools are widely used which are
aimed at detecting design mistakes. Hardware design, as an application domain, has
contributed significantly to the development of formal methods by bringing many
challenging problems (e.g., combinational logic, sequential logic, synchronous circuits,
asynchronous circuits, system on chip, and network on chip) with all related issues of
correctness and efficiency and, more recently, new issues about energy consumption.

Furthermore, different environments are considered, based on how well understood and
predictable they are, with appropriate formal methods suggested for each environment as
follows:

Nominal environment: which is well-understood and predictable. In such an environment,
formal methods focus on correctness and performance issue.

Faulty environment: which is mostly understood and predictable, but abnormal events can
affect the system. In such environments, the formal methods focus on dependability
and performance issues.

Hostile environment: which is neither totally understood nor predictable and its behavior
cannot be trusted. In such environments, the formal methods focus on security issues.
Both general formal methods and dedicated formal methods have been successfully
applied to security issues. For example, model checking has been used to find unknown
attacks in security protocols [55, 56]. Examples of dedicated formal methods are
security-oriented formal notations and software tools for automated analysis of security
protocols. Furthermore, in order to ensure security one has to ensure both correctness
and dependability. At the same time, formal methods cannot address security issues
such as computer hacking, tampering or social engineering.
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2.3 Classification

Formal methods can be classified into two categories. The first one is property-based methods,
which are based on the indirect specification of properties. Property-based methods are, in
turn, divided into two subcategories: axiomatic and algebraic methods. The second category
is model-based methods, which are based on forming a formal model of the software system.

2.3.1 Property-Based Methods

In the property-based method, the system’s behavior is defined indirectly by stating its
properties, usually in the form of a set of axioms that the system must satisfy. Property-
oriented formal methods fall into two different subcategories: axiomatic methods and algebraic
methods:

Axiomatic Methods

Axiomatic methods are based on first-order predicate logic, which is used to state pre and
post conditions of operations over abstract data types. Examples of such methods are Larch
[57], ANNA [58][59], and Enhanced Hierarchical Development Methodology (EHDM) [60].

Algebraic Methods

Algebraic methods are based on multi-sorted algebras, where properties of the behavior of the
specified system are related to equations over the entities of the algebra. Clear [61], Algebraic
Specification Formalism (ASF) [62] and ACT ONE [63] are methods based on equational logic.
Temporal Logic [64], and Provably Correct Systems (ProCos) [65] are based on temporal logic.
EVES [66], Higher Order Logic (HOL) [67], and OBJ3 [68] are methods based on higher-order
logic. LOTOS [69] [70] is a well-known hybrid method, which is based on a combination of
different semantic concepts.

2.3.2 Model-Based Methods

In a model-based method, one defines a system'’s behavior directly by constructing a model
of the system in terms of mathematical structures such as tuples, relations, functions, sets,
sequences, etc. Model-oriented formal methods can be further categorized as process algebra
methods (e.g. Calculus of Communicating Systems (CCS) [71][72], Communicating Sequential
Processes (CSP) [73]), state machine methods (e.g. ASLAN [74], PAISLey [75][76], Petri
nets [77], and Statecharts [78] [79] [80]), or set theoretic methods (e.g. Rigorous Approach
to Industrial Software Engineering (RAISE) [81], VDM [82], and Z [83]).
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2.4 Some Formal Methods

2.4.1 Z Notation

Z notation was proposed by Jean-Raymond Abrial in 1977 with the help of Steve Schuman
and Bertrand Meyer. Developed further in Programming Research at Oxford University. Z
notation became an International Organization for Standardization (ISO) standard in 2002.
Z is a formal notation for specifying and designing computer systems and software. Z is
typically used in a modeling style [84] in which an abstract state is included, containing enough
information to describe changes in state that may be performed by a number of operations on
the system. Each of the operations defines a relation between a before and after version of the
state. The state may contain invariants which are predicates relating the various components
in the abstract state which should always apply regardless of the current state of the system.

Example:The Birthday Book

As an example, consider the specification of a birthday book, adapted from the Z reference
manual [83].

The goal is to specify a system to record people’s birthday. [NAME; DATE] The types NAME
and DATE are given types, representing people's names and dates in the year respectively.

___BirthdayBook
known : PNAME
birthday : NAME + DATE

known = dom birthday

Figure 2.3 — Birthday Book Example

The state has two variables (Figure 2.3): known is the set of names in the birthday book and
birthday is a partial function relating people’s names to their birthdays. The state invariant
known =dom birthday says how the values of the state variables are related.

— BirthdayBooky,;,
BirthdayBook

known =

Figure 2.4 — Init Birthday Book Example

Initially (Figure 2.4), the birthday book is empty. (That birthday is empty follows from the
state invariant).
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__AddBirthday
ABirthdayBook
name? : NAME
date? : DATE

name? & known
birthday' = birthday U {name? — date?)

Figure 2.5 — Add Birthday Book Example

To add a birthday to the birthday book (Figure 2.5), we require an input name and a date.
The name must not already be in the birthday book. The new name and date are simply
added to birthday.

___FindBirthday
EBirthdayBook
name? : NAME
date! : DATE

name? € known
date! = birthday(name?)

Figure 2.6 — Find Birthday Book Example

This read-only operation (Figure 2.6) will give the corresponding birth-date for a name,
provided the name is in the birthday book.

___Remind
EBirthdayBook
today? : DATE
cards! :PNAME

cards! = {n : known|birthday(n) = today?}

Figure 2.7 — Remind Birthday Book Example

This read-only operation (Figure 2.7) will find the names of people whose birthday falls on a
given date.
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242 VDM

VDM is one of the longest established model-oriented formal methods for the development of
computer-based systems and software. It consists of a group of mathematically well-founded
languages and tools for expressing and analyzing system models during early design stages,
before expensive implementation commitments are made.

VDM is a model-oriented specification technique in which software systems are specified by
defining the possible states of (an abstraction of) the desired system, together with a set
of initial states and operations for changing from one state to another. The state is usually
expressed as a set of state variables, with constraints on the values they can take. Constraints
are written in an extension of typed (many-sorted) predicate calculus, which has support for
finite sets, maps(finite partial functions), finite sequences, Cartesian products and more.

Example: The Birthday Book

Type Definitions:

NAME and DATE are (type) parameters to the specification, representing peoples’ names and
dates in the year, respectively.

State Definition:

state BirthdayBook of
known : NAME -set
birthday : NAME —DATE
inv mk-BirthdayBook (names,info) A names = dom info
init 6 A o.known = {}
end

Figure 2.8 — Birthday Book Example in VDM

The state has two fields (Figure 2.8): known is the set of names in the birthday book and
birthday is a partial function relating peoples’ names to their birthdays. The state invariant
says how the values of the state variables are related. Initially, the birthday book is empty.

Operation Definitions

To add a birthday to the birthday book (Figure 2.9), we require an input name and a date .
The name must not already be in the birthday book. The change is effected by a function
overwrite. Note that write permission to "known" is needed because it changes implicitly,
being the domain of birthday.
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AddBirthday (name : NAME ; date : DATE )
ext wr known : NAME -set
wr birthday : NAME — DATE
pre name ¢ known
post birthday = birthday |{name — date}

Figure 2.9 — Add Birthday Operation in VDM

The next operation (Figure 2.10) looks up the birth date corresponding to a given "known's"

name.

FindBirthday (name : NAME ) date : DATE
ext rd known : NAME -set
rd birthday : NAME — DATE
pre name € known
post date = birthday(name)

Figure 2.10 — Find Birthday Operation in VDM

The third operation (Figure 2.11) finds the names of all "known" whose birthday falls on a

given date

Remind (day: DATE ) bornOn: NAME -set
ext rd known : NAME -set
rd birthday : NAME — DATE
post bornOn = {n: NAME | n € known A birthday(n) = day }

Figure 2.11 — Remind Birthday Operation in VDM

2.4.3 B Method

B is a method for specifying, designing and coding software systems [13] invented by Jean-
Raymond Abrial based on the first order logic and set theory. B-method defines three basic
components: abstract machine, refinement, and implementation. Abstract machines are
divided into three levels: the MACHINEs, which describe the highest level of specification, the
REFINEMENTS, which include all the intermediary steps between the specification and the
code, and the IMPLEMENTATIONS, which define the coding.

The B method defines a unique notation, known as Abstract Machine Notation (AMN) [13],
which allows us to describe the above mentioned three levels of abstraction.
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The basic structure of B model is presented in figure 2.12.

REFINEMENT n_r

MACHINE n REFINES n
SETS =S SETS S5_r
CONSTANTS C CONSTANTS C_r
PROPERTIES F PROPERTIES P_r1r
VARIABLES V VARIABLES V_r
INVARIANT I INVARIANT I r
INITIALISATION T INITIALISATION T_r
OPERATIONS OPERATIONS
outputs <— op (inputs) = outputs <-- op (inputs) =
PRE preconditions PRE preconditions_r
THEM substitutions THEN substitutions_r
END ; END ;
END END
(a) Structure of a B Machine (b) Structure of a B Refinement

Figure 2.12 — Structure of a B Model

The name of the machine is given in MACHINE clause. The machine n can have a list of
parameters p. These parameters are assumed to be independent of each other and their
logical properties are specified by CONSTRAINTS clauses. Each item defined in the SETS
clause is corresponding to a definition of given or enumerated sets. CONSTANTS clause
contains a list of identifiers which are constant within the operations of the machine. The
clause PROPERTIES contains predicates and formula conjunction defines logical properties
for sets and constants. The variables of the machine are listed in the VARIABLES clause.
The constraints on the variables, including the typing of the variables, are specified in the
INVARIANT of the machine. DEFINITIONS of mathematical abbreviations can be given in
terms of the state variables and constants. The initialization operation of the machine is
specified in the INITIALISATION section of the machine. The methods or operations of the
machine are listed in the OPERATIONS section. Input parameters are listed after the name
of the operation in its definition, and output parameters are listed to the left of an arrow
from the operation name. It is possible to link and extend machines via the USES, SEES,
INCLUDES and EXTENDS structuring mechanisms. These have the following roles:

e SEES: to support the read-only sharing of a component between other subsystems of a
development, and the independent refinement of this component.

e USES: to support the definition of a shared read-only component between machines in
a single subsystem of a development, whose state can be linked with the states of the
machines which use this component.

e INCLUDES: to support the incremental addition of operations and state to a specifica-
tion of a subsystem.

e EXTENDS: as with INCLUDES, but with all operations of the included machine
becoming operations of the extending machine.
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Promoted and supported by RATP !, the B method, and Atelier B, the tool implementing it,
has been selected as a tool by industries in the field of critical systems regarding the risk. A
remarkable example of its use is in the railway control system in Paris, the Meteor line 14
driverless metro in Paris: Over 110 000 lines of B models were written, discharging 29,000
proofs, and generating 86 000 lines of Ada. No bugs were detected after the proofs, neither at
the functional validation, at the integration validation, at the on-site test, nor since the metro
lines operate (October 1998) which has been working since 1998 [85]. Another example is
KVB: Alstom an automatic train protection for the French railway company (SNCF), installed
on 6,000 trains since 1993. 60,000 lines written in B method, discharging 10,000 proofs and
finally 22,000 lines of Ada.

Example: The Birthday Book

Figure 2.13 shows the birthday book example as a B machine. The VARIABLES section
defines that known and birthday are the variables making up the state. There is an explicit
initialisation and in the OPERATIONS section the operations AddBirthday and RemoveBirthday
are described. Both known and birthday are set to §J. In the definition of the operation
AddBirthday both variables are changed explicitly. Generally in B all changes to variables must
be stated explicitly via generalized substitutions.

24.4 CSP

CSP[73] is a formalism for modelling concurrent systems, devised by Hoare in 1978 [86]. CSP
allows description of systems in terms of component processes that operate independently,
and interact with each other solely through the passing of messages.

CSP is used to describe a network of communicating processes. A process is composed of
two things, namely events and primitive processes. The primitive processes are fundamental
behavior, such as the deadlock process STOP and the successful termination process SKIP.

A process interacts with its environment by synchronously engaging in atomic events. A
process which my participate in event a then act according to process description P is written:
a — P. The environment can decide between two processes using the choice operator [].
P O Q represents the process that offers the choice to the environment between behaving
as process P or as process Q. There is also a nondeterministic choice operator : P 1 Q
represents the process that internally chooses between behaving as P or Q.

Other CSP primitives:
- P; Q (sequential composition)
- P|[X]]| Q (synchronous), P||| Q (asynchronous)
- P, v e > P, (interrupt process)

1Régie Autonome des Transports Parisiens: operates bus and metro public transport in Paris
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Formal Methods 2.5.

Other Formalisms

MACHINE BirthdayBook
SETS
NAME; DATE
VARIABLES
known,birthday
INVARIANT
known:POW(NAME)
birthday:NAME+— >DATE
known=dom(birthday)
INITIALISATION
known,birthday := {}{}
OPERATIONS
AddBirthday(name,date) =
PRE
name:NAME &
date:DATE &
name/:known
THEN

birthday(name) := date || known := known \/ name

END
RemoveBirthday(name,date) =
PRE
name:NAME & date:DATE &
name:dom(birthday)&
date:ran(birthday)&
date=birthday(name)
THEN
birthday := {name} <birthday
END
END

Figure 2.13 — The Birthday Book Example in B

2.5 Other Formalisms

2.5.1 Action Systems

Action system is a formalism introduced by Back and Kurki-Suonio [87] to reason about
behavior of parallel and distributed systems. The basic entities of action systems are actions
that can take place in the system. The actions are atomic, i.e. an execution of any action
cannot be interfered by the other actions of the considered action system. The requirement
of atomicity allows us to claim that a parallel execution of an action system establishes the
same result as a sequential execution.
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An action system statement has the following form:
A = begin var x 1= x,; do A([]...[1A,, od end : z (2.1)

We denoted the local variables of action system A as x, initialized local variables as x, the
global variables as z, and A,,...,A,, are the actions of A.

Each action has the form:
Ai =g — Si (2.2)

Here g; is the guard of the action and S, is the statement (or body) of the action. The guard
of action A is denoted by gA and the statement of it by sA. Thus action A can be written in
the following way A=gA — sA. The body of an action can be an arbitrary statement. It
may terminate or not. The local and global variables of action system are distinct. They form
the state variables y, y=x U z. The set of state variables accessed in action A is denoted VA.

2.5.2 Process Algebra

Process Algebras are mathematically rigorous languages with well defined semantics that allow
describing and verifying properties of concurrent communicating systems.

Several process Algebra exist like :CSP proposed by Hoare [73], CCS proposed by Milner
[72], and Algebra for Communicating Processes (ACP) introduced by Bergstra and Klop [88].
Besides this process Milner developed z-Calculus [89], which is an evolution of CCS.

The subject of each of these is an abstract concept of a "process", defined as a component
which may react to external events, generate events, and carry out internal processing. Each
language provides means to specify processes, combine processes, and reason about their
properties (although reasoning is usually carried out in an auxiliary proof language, such as a
modal logic).

2.5.3 Temporal Logic

Temporal logic was originally developed to be used in philosophy, and it has been suggested
to be used in computer science by Brustall [90] and Pnueli[91]. Temporal logics have been
widely used for the specification of reactive systems and there exist important works which
prove its utility for the modeling of such systems[92]. Temporal Logic is a formal system for
specifying and reasoning about concurrent programs

Temporal logic allows to express two kinds of proprieties of a program :

e Safety properties : which assert that the program does not do something bas, eg. system
should not crash.

e Liveness properties: which assert that the program does eventually do something good.
eg. every packet sent must be received at its destination.
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2.6 Refinement

Refinement is the approach that synthesizes a program from a specification step by step,
such that each step increases the level of precision with respect to the initial specification.
Each added step represents an implementation choice, such as the choice of algorithm for
implementing a given function, or the choice of a concrete data type to implement an abstract
type? or even the weakening of a precondition of an operation. Refinement ensures that the
resulting implementation corresponds to the initial abstract specification.

Different refinement steps must be proved correct, i.e. the effect of the concrete specification
must not contradict the effect of the abstract/refined specification, in order for the final
program to keep the same properties as the original specification. Every step, thus produces a
number of refinement proof obligations that must be discharged. The correctness of each
different step is in principle much easier to establish than the overall correctness.

Customer

Modificationj Informal Specification /
'L Requirement Analysis

Analysis Formal Analysis
and Verification

Y

Improvemen L
———— Formal Specification
. Down: Refinement/Coding
Prototyping Up:Conformity Checking
Output Input ;
P Prototype P Code Des[gn
Choices

Figure 2.14 — Balzer's Life Cycle

This is the technique followed by approaches like Z, VDM, and B. This very special ability
to link a high-level view to the resulting code via a chain of design choices and proofs is
particularly suitable and has been used in the context of a vertical application of the Balzer
life cycle® (Figure 2.14) [93]. Refinement is a very well-known and successful example of the
use of formal methods in industry. It is well supported in terms of tools, and what is more, it
provides the easiest way to realize Balzer's vision of the software development process. As
cited before, software development through a chain of formally verified refinement steps is
sometimes referred to as correct-by-construction.

2say the implementation of a set as a linked list

3The novelty of Balzer's life cycle is that it explicitly advocates the use of formal methods at different
stages, and in particular where the relationship between the requirements, the model, and the implementation
is concerned
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The stepwise refinement process is illustrated in Figure 2.15. Since the refinement pro-
cess preserves the system'’s correctness, the software developed by refinement is correct by

construction.

Abstract Specification (R;)

\?‘eﬁnement

Refined Specification(R,)

Refined Specification (Ry)

\?‘efinement

Executable Program
[

Figure 2.15 — Stepwise Refinement of Specifications

2.7 Summary

This chapter has covered the formal methods background, techniques, and tools used for
specification and verification. We began by describing formal methods as mathematically based
techniques for describing the properties of a system, then we give the reasons of using formal
methods, such as improving system understanding and proving system properties formally,
have meant that some certification and standard bodies require the use of formal methods in
safety-critical system development. We have also presented some existing formal methods,
along with a simple example of each formal method.
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Event-B inherited some features from its predecessor formal languages. As a result, in this
chapter, we will go through from Hoare logic, Dijksra’s weakest precondition to Refinement
Calculus these techniques which their modeling and verification approaches affected the
existing modeling and verification features of Event-B. As Event-B is both a language and
a method. lts concepts are limited and allow the user to manage a simple palette of tools:
axioms, theorems, theories, events, machine, context, and refinement. This chapter, presents
the fundamental mathematical structures that are needed to formalize the Event-B model.
The simple notions identified in this chapter underline the formal reasoning about properties
of programs, specifications using the Event-B method.

3.1 Fundamentals of Event-B

3.1.1 Hoare Logic

The Hoare logic [38] is a well known approach to verifying “small” programs. It was developed
during the late sixties and allows to formulate properties for the partial correctness of while
programs. These properties can then be verified using the Hoare calculus. Originally it was
not possible to express and verify termination properties. The original concepts were seeded
by the work of Robert W. Floyd, who had published a similar system [94] for flowcharts.

A Hoare formula 3.1 has three parts:
precondition: P (formula in predicate logic)
program: S

postcondition: Q (formula in predicate logic)
notation:

(P} S {0} (3.1)

Its interpretation is as follows: if precondition P holds and program S terminates, then
postcondition Q holds after S has been executed. Hoare logic was very influential in its

INote: Hoare's original notation was P {S} Q instead of {P} S {Q}, but the latter form is now more
widely used.
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contribution to the state of the art and influences can be seen in the preconditions and
postconditions of Design by Contract approaches of Eiffel [95], SPARKAda [96], and JML [97].
Another influence of Hoare logic was in Dijkstra's wp-calculus [39] which later contributes
to the semantic definition of the B-method; which is a predecessor of our formal method of
interest, Event-B method.

Example: {X = 1} X:=X+1 {X = 2}. Here P is the condition that the value of X is 1, Q is
the condition that the value of X is 2 and S is the assignment command X:=X+1 (i.e. ‘X
becomes X+1'). {X = 1} X:=X+1 {X = 2} is true.

When verifying programs there are two types of correctness:

Partial and Total Correctness

For a partial correctness specification {P} S {Q}, we'll be able to get the following information:
Given a starting state that satisfies P, S may terminate or not. If S terminates, after S's
execution, you will reach a final state which satisfies Q. If not, Q is useless since there is no
final state.

Example:
{x==10}
while (y 1= 0):
y=y-1
x=0
{x==0}

It is a partial correctness specification. If y is initialized with some number equal or greater
than 0, S will terminate and after that x is 0. While if y starts with a negative number, S will
loop forever and since it does not terminate, you will not reach a state 'after S's execution’.

Indeed, Q can be anything if S is a dead-loop. For example, for any P and Q:

{P}

while (true):
y=y-1

{Q}

is always a partial correctness specification.

If P is not strong enough, we can not guarantee S's termination, let alone reason about the
state after S's execution. In this case we can manually add a condition: S terminates. With P
and it, the reasoning can continue.

For total correctness specification {P} S {Q}, P is strong enough to guarantee S's termination,
so you can conclude that S will terminate and the final state satisfies Q.
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Example:

{x==10}
while (x 1= 0):
x=x-1

{x==0}

is a total correctness specification.
We can note informally :

Total Correctness = Termination + Partial Correctness (3.2)

3.1.2 Dijkstra’s Weakest Precondition

A few years after Hoare's paper, Dijkstra published his influential book “A Discipline of Pro-
gramming” [40] in which a framework for specifying semantics based on ‘predicate transformers’
— rules for transforming predicates on states — is described. In work related to the Hoare-style
axiomatic proof, Dijkstra developed the concept of the weakest precondition in "Guarded
Commands, Non-Determination and Formal Derivation of Programs’ [39], This title contains
a lot of confused words, but the concept is actually very simple. As we have seen previously,
Hoare's logic gives us rules explaining how the actions of a program behave. But it does not
tell us how to apply these rules to establish a complete proof of the program.

Dijkstra reformulates Hoare's logic by explaining how, in Hoare triplet {P} S {Q}, the
instruction, or the instruction block, S transforms the predicate P, into Q. This form is called
forward-reasoning. We calculate from a pre-condition and one or more instructions, the
strongest post-condition we can achieve. Informally, considering what is received as input,
we calculate what will be returned in the output. If the desired post-condition is at most as
strong, then we have proved that there is no unwanted behavior.

Example: Here are a number of valid Hoare Triples:

o {x=5}x:=x%*2{true}

o {x=5}x=x*¥2{x>0}

e {x=5}x=x*2{x=10}v{x=5}

o x=5}x=x*2{x=10}
All triples are true, but the last one is the most useful because it contains the strongest
post-condition x=10,because, If {P} S {Q} and for all Q" such that {P} S {Q'}, Q = Q’,
then Q is the strongest postcondition of S with respect to P. { x = 10 } is strongest because
this post-condition implies all the post-conditions.

The form that interests us, the calculation of the weakest pre-condition, works in the opposite
direction, we are talking about "backward reasoning". Starting from the desired post-condition
and the instruction we are dealing with, we will find the weakest precondition that ensures
this operation. If our actual pre-condition is at least as strong, that is, it implies the weakest
pre-condition, then our program is valid.
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Djikstra introduces ‘weakest preconditions’ as a predicate transformer semantics that treats
assignment statements in a way equivalent to Hoare's assignment axiom, using the notation
wp(S,Q). Let S be a statement in some programming language and let Q be a predicate.
wp(S,Q) is the set of initial states (described by a predicate) for which S terminates and Q is
true on termination. The weakest precondition is used to identify the set of all initial states
such that when the statements S are applied the program terminates and postcondition Q
holds. wp is a predicate transformer that relates a precondition to any post-condition Q.

For example, in order to have a variable x equal to 3 after the assignment statement “x :=
x+1", the program state prior to this statement must have x equal to 2. Therefore, wp(x :=
x+1; x = 3) is the set of all program states such that x has value 2.

A program S is correct with respect to predicates [P,Q] if P = wp(S,Q).

3.1.3 Refinement Calculus

The idea of stepwise development was first proposed by Dijkstra [98] and Wirth [99] as
an approach to develop correct programs. Later, Back [100] proposed the mathematical
foundation of the refinement process, which was further developed into the refinement calculus
framework by Back and Von Wright [101]. The refinement based development is formalized
using the weakest pre-condition semantics [40].

Let S be a statement and P a post-condition predicate, i.e., a set of states which can be
reached after executing S, then wp(S, P) represents weakest pre-condition that guarantees
establishing P after executing S. Now suppose that S is refined by T, then the refinement
relation C between S and T can be expressed [101] by the weakest pre-conditions as follows:

SCTiff forall P: wp(S, P)= wp(T, P)

Where = stands for implication between predicates. Informally speaking, a refined specification
is said to refine an abstract specification if any postcondition, which abstract specification
can establish, is also established by the refined specification. Alternatively, the refinement
relation can also be expressed using before-after predicates relating initial and final states of
statements. The refinement process reduces non-determinism of the abstract specification
and makes it more implementable. The transitivity of the refinement relation guarantees that
each intermediate refined specification from R; to Ry as well as the Executable program are
correct refinements of initial Abstract Specification (R,) [101].
Ry E R, C ... C Ry C Executable Program

The refinement can be categorized [101] into two forms: data and algorithmic refinement.
The data refinement replaces an abstract data structure by the one which is more concrete
and closer to the implementation, while preserving the global system behavior. On the other
hand, algorithmic refinement introduces more concrete programming language structures to
work on the data while leaving the structure of the data unchanged.

28



Chapter 3. Event-B: A Modeling Language 3.2. Mathematical Notation

Refinement of the Specification

The specification is the principal feature of abstract programs. Its precondition (pre) describes
the initial states; its postcondition (post) describes the final states; and its frame (w) lists
the variables whose values may change. The compact form is w: [pre , post ].

Refined specification from a given one might seem something enigmatic. Luckily, there are a
large number of refinement rules to help one in doing so. Carroll Morgan [102] list more than
70 such rules in his book "Programming from specifications". We list below just two of this
rules.

A specification is improved by strengthening its postcondition, so that the new postcondition
implies the old: if a book is available in paperback and hardback, then it is available in
paperback at least.

Rule 1 (Strengthen Postcondition:) /f post’ = post , then
w: [pre, post | C w: [pre, post’]

(The statement A = B is used to indicate that A is stronger than B. = is the "implied
everywhere" symbol and indicates that "everywhere A implies B" ) . The requirement post '’
= post must hold whenever the rule is used, and it is called the proviso.

A different kind of improvement is gained by weakening a precondition, so that the old
precondition implies the new: if at least 4Mb is required, then certainly at least 2Mb is
required.

Rule 2 (Weaken Precondition:) If pre = pre’ , then
w: [pre , post | C w: [pre’ , post |

3.2 Mathematical Notation

Mathematics is used in "formal” software specification and development in two related but
distinct ways:

Discrete mathematics (dealing with properties of sets, sequences,etc.) is useful for modeling
requirements or designs in a clear, precise and abstract manner.

Systems of proof and reasoning can support verification and validation of specifications and
development steps - proving the internal consistency of individual specification modules and
the correctness of development steps between related modules comes into the category of
verification, while checking that certain expected properties hold by attempting to prove them
from a module description comes into the category of validation.

3.2.1 Set Theory

Set theory is branch of mathematics that deals with the properties of well-defined collections
of objects, which may or may not be of a mathematical nature, such as numbers or functions.
Event-B uses this notation to define the constants, relations and data structures used in
models. A key feature of the Event-B set-theoretical notation is the models of relations as sets
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of mappings. Different types of relations and functions are also defined as sets of mappings
with different additional properties. The notation of Event-B follows the classic set-theoretical
notation such as Cartesian product (E — F €) SXT, power set (E € P(S)), set comprehension
(E € {x.P|F}), set equality (S = T), in which E and F stand for expressions; S and T stand
for sets; P stands for a predicate. The set comprehension says that E is the set of elements
in F that satisfy the predicate P. Table 3.1 and Table 3.2 detail binary relation operators and

functions syntax.

Table 3.1 — Binary Relation Operators [9]

Name Syntax Definitions

Set of all binary relations reSo T rcSxT

Domain E € dom(r) yE-yer

Range F € ran(r) Ixxm— Fer

Set of all total relations reS« T reS o T Adom(r)=S
Set of all subjective relations reS«—T reS o T Aran(r)=T
Set of all total and subjective relations | r € S «» T reS«>TAreS«T
Converse EmFer! F—-~Eer

Domain subtraction Em-FeSqgr | -EeSAEmFeEr
Range subtraction ErFerpT|ErFeraA-FeT
Relational image F e r[U] Ixxe UAxm—Fer

Table 3.2 — Function Operators [9]

Name Syntax Definitions

Identity E~Feid | E=F

Set of all partial functions | feS+»T [feSeTA(f'; f)cid
Set of all total functions feS>T |[feS-+»TAS=dom(f)

Set of all partial injections | feS» T |[feS+»TAf1eT+S
Set of all total injections feS»T |[feS>TAafleT+S
Set of all partial surjections | feS+» T | feS -+ T A T=ran(f)

Set of all total surjections | feS»>T | feS - T A T=ran(f)

Set of all bijections feS»T |[feS»TAfeS»>T

3.2.2

Sequent Calculus

In order to present the sequent calculus, we need to define certain notions:

(i) A sequent composes of a finite set of predicates (called hypotheses) and a single goal

predicate. A sequent with the hypotheses H and the goal G is written as follows:

HE G

Informally, a sequent stands for some statement that we want to prove: Under the
assumption of the hypotheses H, prove the goal G.

(i) An inference rule is made of two elements: the antecedent element and the consequent
element. It is used when we construct a sequent based proof. The antecedent denotes a
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finite set of sequents, while the consequent denotes a single sequent. An inference rule
R1 with antecedent A and consequent C is usually written as follows:

A

— R1

C
We could say that inference rule R1 yields a proof of sequent C as soon as we have
proofs of each sequent of A. If the antecedent A is empty, we say the inference rule R1
yields a proof of sequent C.

(iii) A theory is a set of inference rules.
(iv) The proof of a sequent within a theory is simply a finite tree with certain constraints.
As an example for the construction of a proof tree. We give the following theory involving

sequents S1 to S6 and rules R1 to R6:

S§2 83 5S4 S5 S6
— R1 — R2 — R3 — R4
S2 S4 S1 S5 S3 S6

The proof of sequent S1 is illustrated in Figure 3.1:

[ s5| R4 [ s6 | Re|

53 | R5

S1|R3

Figure 3.1 — A Proof Tree

This tree can be interpreted as follows: In order to prove S1, we prove S2, S3, and S4,
according to rule R3. In order to prove S2, we prove nothing more, according to rule R1. In
order to prove S3, we prove S5 and S6, according to R5. And so on.

This tree can be represented also in this form:

S2 l{1
S5 R,
Sl R3 S3 RS S. R
6 %6

S, R,

3.2.3 Inference Rules

The proof obligations are discharged using certain inference rules. The theory of underlying
Event-B is based on some initial inference rules. This theory is refined or extended by
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propositional logic and predicate logic. In this section we summarize the inference rules in
Event-B and their definitions.

Initial Theory

Basic inference rules of mathematical reasoning are called HYP, MON, and CUT. Here are
their definitions:

e HYP: If the goal P of a sequent belongs to the set of hypotheses of this sequent, then
it is proved.

e MON: In order to prove a sequent, it is sufficient to prove another sequent with the
same goal but with fewer hypotheses.

e CUT: If you succeed in proving a predicate P under a set of hypotheses H, then P can
be added to the set of hypotheses H for proving a goal Q.

HFOQ HFP H,PFQ

—  HYP —  MON CuT
H,P+HP H,PFQ HFOQ

The Propositional language

The propositional logic extends the initial inference rules by adding predicate such as falsity,
negation, conjunction, disjunction and implication. Each kind of predicates is given two rules:
a left rule, labeled with _L, and a right rule, labeled with _R. This corresponds to the predicate
appearing either in the hypothesis part (left) or in the goal part (right) of the consequent of
the rule. Here are their definitions:

e FALSE_L: If the hypotheses of a sequent included false assumption, then the sequent
is proved.

e FALSE_R: If a goal P and its negation = P are both proved under hypotheses H, then
H is false.

e TRUE_L: This rule can be proved by using MON (substitute P by T).
e TRUE_R: This rule can be proved by using HYP_L and AND_L.

e NOT_L: To prove a sequent which says the goal Q of the sequent is proved under the
hypotheses H and =P, we only need to prove the sequent with hypotheses H and = Q,
and with goal P.

e NOT_R: If we succeed in proving the goal 1L under hypotheses H and P, the the the
sequent with goal of =P can be proved.

e AND_L: The relation between hypotheses H and some predicate P is conjunction.
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AND_R: To prove a sequent with goal P A Q, we should individually prove the sequent
with the same hypotheses H, but with goals P and Q, respectively.

OR_L: To prove a sequent with hypotheses include P v Q, we have to prove the sequent
with the same goal R, but with hypotheses P and Q, individually.

OR_R: If we succeed in proving the goal Q under hypotheses H and =P and goal Q,
then the new sequent with new goal P v Q can be proved.

IMP_L: This rule is a derived rule from OR_L and FALSE_R (substitute P = Q by -
PvQ).

IMP_R: This rule is the same as rule OR_R (substitute = Q by = P v Q).

CASE: To prove a sequent with goal P, we should prove the sequent with hypotheses
Q and the sequent with hypotheses —Q.

The initial theory is enlarged with the following inference rules:
H,-QFP H,P,OFR
—  FALSE_L — NOT_L — ANDLL
H,1L+P H,-PFQ H,PAQFR
H+-P HLFEF-P H, P+ 1 HEFPHFEFQ
FALSE_R — NOT_R — AND_R
HFEF1 HEF-P HFPAQ
HEFP
—  TRUE_L TRUE_R
H,THP HET
H.,P-R H.OFR H,-PFOFR
OR_L OR_R
H,PVOFR HEFPVQ
H,P,OFR H,P+Q
IMP_L — IMP_R
H,P,P=>(Q0FR HEP=>Q

H,OFPH,-QFP

CASE
HFEP

Predicate Logic Extension

The

predicate logic extends the previous inference rules by adding variables, expressions,

quantified predicates, and equality. Two new syntactic categories are introduced called
expression and variable. The quantified predicate is written in the form of (x.P, where {
stands for the universal quantifier V or the existential quantifier 3, x stands for a non-empty
list of variables, P stands for a predicate. The notation [x := E]P stands for the instantiation

of th

e quantified variable x by expression E in the predicate P.
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e ALL_L: If we can prove a sequent with a quantified predicate Vx.P and an assumption
[x := E]P in the hypotheses, then the sequent without the assumption [x := E|P is
proved.

e ALL_R:To prove a sequent with a quantified predicate Vx.P as its goal, it is enough to
prove a similar sequent without quantifier V in the goal

e XST_L: If we can prove a sequent with a predicate P in the hypotheses, then we can
prove a sequent with an instantiation of variable x in P.

e XST_R: If a goal of a sequent is obtained by an instantiation of a quantified variable x
in predicate P, then we say the sequent with a goal which says Ix.P is proved.

e CUT_XST: This is a derived rule from CUT, XST_L and XST_R.

e EQ_LR: This inference rule applies the equality assumption from left to right in the
remaining hypotheses and goal.

e EQ_RL: This inference rule applies the equality assumption from right to left in the
remaining hypotheses and goal.

H,Vx.P,[x :=EJP+Q HLP
ALL_L —— ALL_R (x not freein H)
H,vx.P+Q H +Vx.P
H,P+Q HF[x:=E]P
———  XST_L(x not freein HandQ) XST_R
H,3x.PFQ HF3x.P

HF3Ix.0 H,OFP

CUT_XST (x not freein H)

HF3x.P
[x :=F|H,E=FF [x := F]P [x :=EJH,E=FF[x :=E]P
EQ_LR EQ_RL
[x :=EJH,E=FF [x :=E]P [x :=F|H,E=FF[x :=E]P

3.3 Event-B Method

3.3.1 The Correct-by-Construction Approach

The Event-B method [9] is both a language and a method of specifying and proving computer
software. It has recently been proposed by Jean-Raymond Abrial as an evolution of the classical
B method [13]. The new method preserved the power and simplicity of the old, and it also
brought improvements in several aspects, including the specification of reactive systems. The
Event-B development process assumes that each specification is associated with a proof of
correction based on the mathematical foundation of the language itself. It should be noted
that the method is based on first-order logic and set theory.

However, the Event-B method is directly related to the program design approach: "correct-
by-construction". This method ensures that when the formal development of the system is
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completed that it is already verified. This approach consists in starting the development with
an abstract model of the system and gradually adding details to generate at the end a concrete
model very close to the implementation. Formally, this incremental construction of the system
is guided by the refinement technique [103] that preserves the properties of the system,
including correction and termination properties. The development process generates several
proof obligations that guarantee its correction. These obligations are proven by verification
tools that often incorporate automatic and interactive proofing procedures.

3.3.2 Event-B Model

Event-B models are organized in terms of two basic components: contexts and machines(Figure3.2).

Machine Context
variables carrier sets
invariants constants
theorems axioms
variant theorems
events

Figure 3.2 — Machine and Context

The Context is composed of carrier sets, constants, axioms, and theorems while the Machine
is made up of variables, invariants, theorems, variants, and events. The components both in
Contexts and Machines are all called modeling elements, and they correspond to the static
and dynamic parts of a model, respectively.

There are three kinds of relationships between components of an Event-B model as shown in
Figure 3.3.

e A concrete machine can only “refine”’ at most one more abstract machine.

e A concrete context can “extend” zero, one, or several more abstract contexts.

e A machine can “see” zero, one, or several contexts.

If a machine “sees” a context, then all the components like constants, sets, and axioms defined
in the context and extended from other Contexts can be used by the machine.

3.3.3 Contexts

The first structure is called a context (Figure 3.4), and it provides the definition of the sets,
constants, axioms for sets and constants, and theorems that can be derived from the axioms
of the context Cx1. The context Cx0 is a previous context that has already been defined, and
it extends the current context. A context is validated when sets Sy,..., S,, constants Cj,...,
C,, and axioms axj,..., axj,are well-formed and when all theorems thy,..., thq are proved.
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MACHINE CONTEXT
Variables sees | Carrier Sets
Invariants Y Constants
Events Axioms
Theorems Theorems
x . =
refines : ) S.sees | extend's
20N IL 777777 R sees \\J’ 7777777 IL 777777 )
. Other MACHINE +--------+ . Other CONTEXT

(a) Machine and Context Relationships

co2
f/ff”jffi”’f””’;"'

Mo Co1

sees

extends

refines
sees

Ml > C1
sees

MO0 sees CO0I and CO2 explicitly

M1 sees COI and C1 explicitly
M1 sees C02 implicitly
(b) Machine and Context Example [9]

Figure 3.3 — Machine and Context Relationships

3.3.4 Machines

The dynamic part of a model is expressed using the notion of the machine. An Event-b
machine (Figure 3.5) is defined by a set of clauses. A machine is either a basic machine or a
refinement of an abstract machine. Shortly, the clauses mean:

e VARIABLES clause represents the variables of the model of the specification. Refine-
ment may introduce new variables in order to enrich the described system.

e INVARIANT clause describes, thanks to first order logic expressions, the properties
of the attributes defined in the clause VARIABLES. Typing information and safety
properties are described in this clause. These properties shall remain true in the whole
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CONTEXT Cx1
EXTENDS Cx0
SETS
Sy S,
CONSTANTS
CponC,,
AXIOMS
ax, : P/(S;,...S,C,....C,)

axp . Pp(Sl"”’Sn'Cl""’ Cm)
THEOREMS
thy : 0y(Sys s S,.Cps s Cy)

thy © Q (S, s Sy,Chs s Cpy)

Figure 3.4 — Context Structure

model and in further refinements. Invariants need to be preserved by the initialization
and events clauses.

e THEOREMS lists the various theorems which have to be proved within the machine.
In order to prove a theorem, we assume the axioms and theorems of the seen contexts,
the invariants and theorems of the abstract machines, the local invariants, and also the
theorems which are written before the present one.

e INITIALISATION clause allows to give initial values to the variables of the correspond-
ing clause. They define the initial states of the underlying transition system.

e EVENTS clause defines all the events that may occur in a given model. Each event is
described by a body thanks to generalized substitutions defined below. Each event is
characterized by its guard (i.e. a first order logic expression involving variables). An
event is fired when its guard evaluates to true.

3.3.5 Events

Events are operations that update the state variables of a machine. Each event is composed
of guard and action statements. An event is allowed to execute an operation whenever all its
guard statements return true. Action statements define the behavior of the event operation
and are required to update the state variables of the machine. We consider three kinds of
events depending on when they are introduced during the development of a model:

e Convergent: new events introduced after a refinement. These kind of events refine
skip and require a variant to ensure non-divergence.

e Anticipated: event declared in anticipation that does not need to decrease a variant
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MACHINE M1
SEES Cx1
VARIABLES x
INVARIANTS
inv; : I,(x,8},....S,.Ci,....Cp,)

inv, : I,(x,Sy,...,8,C},....C,)
THEOREMS
thy © Ay (xS}, S, Cyy s C,)
thy : A, (xS, S, Cls s C,)
EVENTS
EVENT Initialisation
BEGIN
x | (P(x'))
END
EVENT e
ANY t
WHERE
G(x,t)
THEN
x 1| (P(x,x', 1))
END ... END

Figure 3.5 — Machine Structure

(but must not increase it either); it only decreases the variant when it becomes
convergent in a further refinement [9].

e Ordinary: neither convergent nor anticipated.
An event can be represented by the following form:

evt = any p when G with W then S end

The short form

evt = begin S end

where p denotes internal parameters of the event, G is a predicate denoting guards, and S
denotes the actions that update some variables. S can be executed only when G holds. When
we refine an abstract event, some variables of that event might be disappeared in its concrete
event. W denotes witnesses that are additional elements in the concrete event for indicating
the disappeared variables and their values. Given that the variables of the machine containing
the event are denoted by v, S is composed of several assignments of the form:
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x = E(v)
x € E(v)
x: Q(v, )

where x are some variables, and x’ represents a state of x which their values are changed
just after assigning x to an expression E(v) or a predicate Q(v, x'). The former form is
deterministic, which x are assigned to precise values. The latter form is non-deterministic
assigning x to be elements of carrier sets. The effect of each assignments can also be described
by a before-after predicate:

BA(x := E(v)) £ x" = E(v)

BA(x :€ E(v)) =x" € E(v)
BA(x ;| Q(v', x)) & Q(v, x')

A before-after predicate describes the relationship between the state just before an assignment
has been triggered and the state just after the assignment has been triggered (represented by
x and x’ respectively).

Table 3.3 — Before-After Predicate

Action Before-after (BA) predicate Explanation

x = F(x, y) X' =F(x, y)Ay =y standard assignment

€ Set J(teSetAx = t) Ay =y non-deterministic  assignment
from set

, , ) non-deterministic assignment by
| P at.P t =1t = . .
XL POy x) (% % ) A x YAy =y given post-condition

The action of an event can have one of several forms of assignment, represented in Table 3.3.
Where x and y are disjoint lists of state variables, and x’, y’ represent their values in the after
state.

The F(x, y) represents here a mathematical function that defines a new value for x (denoted
by x') deterministically. The second part of the BA predicate requires all the remaining
variables (y) should not change as a result of the assignment. The Set represents any defined
set while P(x, y, x’) is a post-condition relating initial values of x and y to the final value
x'. The :€ and :| represent non-deterministic assignment operators operating on sets and
predicates respectively.

Example: The Birthday Book

What follows is an example of a birthday book which uses both event parameters and functions.
It is simple yet illustrative.

CONTEXT BirthdayBook_ctx
SETS PERSON DATE
MACHINE Birthday_Book
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This models an agenda. It is not a reactive system, but it is rather the model of a data
abstraction
SEES BirthdayBook_ctx
VARIABLES
bdayBook This will hold the actual data for the agenda: the date for every person
resdate The date of the birthday of some person
INVARIANTS
invl : bdayBook € PERSON -» DATE
Every person has only a date in the agenda
inv2 : resdate € DATE
EVENTS
Initialisation
begin
actl : bdayBook := @
We start with an empty agenda
act? : resdate :€ DATE
We do not have any specific value to initialie resdate, so we use a nondeter-
ministic assignment to avoid warnings
end
Event AddBirthday =
any
person Person we want to add to the agenda
date Date we want to associate to the person
where
grdl : person € PERSON
It has to be a person
grd2 : date € DATE
It has to be a date
grd3 : person ¢ dom(bdayBook)
We do not allow repeated people in the agenda
then
actl : bdayBook(person) := date
We associate person —-> date (overriding existing tuples if necessary; it
should not happen in this example)
end
Event Update_ Birthday =
We change the birth date for an existing one
any
person As in the previous event
date Id

where
grdl : person € dom(bdayBook)
The "type” of person can be inferred from the domain of bdayBook

grd2 : date € DATE
But we have to state the type of the date
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then
actl : bdayBook(person) := date
Equivalent to bdayBook := ({person} < bdayBook) U person + date
end
Event Check_Birthday =
any
person The person whose birthday we want to know
where
grdl : person € dom(bdayBook)
the person has to be in the agenda
then
actl : resdate := bdayBook(person)
We return the stored date
end
END

We separately define an Event-B abstract model and an Event-B concrete model to clearly
distinguish them in the section 3.7. According to [104], we can define an Event-B abstract
model (refined model) as follows:

Definition 1 (Event-B abstract model) : An Event-B abstract model is a tuple (s, c, A,
v, I, E), where s and c are the carrier sets and constants respectively, A(s, c) is a collection of
axioms, v are the machine abstract variables, (s, c, v) is the invariants limiting the possible
state of v; E is a set of events. Moreover, each abstract event is defined as a tuple (G,BA),
where G(s, ¢, v) is the event guard triggering actions when it holds;, BA(s, ¢, v, v') is a
before-after predicate defining a relation between the current and next states, and representing
event actions, and v’ is a next state of v.

An Event-B concrete model (refining model) can be defined with respect to an Event-B
abstract model as follows:

Definition 2 (Event-B concrete model) : An Event-B concrete model is a tuple (s, c, A,
v, w, J,E2), where w are concrete variables, J(s, ¢, v, w) is the invariants added in the
concrete machine; E2 is a set of concrete events. Moreover, each concrete event is defined
as a tuple (H,W,BA2), where H(s, c,w) is the concrete event guard, W(s, c, v, w, v’ ,w’)
are witnesses for disappearing abstract variables, BA2(s, c,w,w’) is a before-after predicate
defining a relation between the current and next states, and representing event actions;, and
w' is a next state of w.

Note that axioms, invariants, guards, witnesses and actions (before-after predicates) are
predicates, while carrier sets, constants, and variables are arguments of those predicates.

3.4 Refinement in Event-B

Refinement is a top-down development method and is at the core of Event-B modeling. We
start by specifying the system at an abstract level and gradually refine by adding further details
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in each refinement step until the concrete model is achieved. A refinement is a developmental
step guaranteeing every behavior in the concrete model is one specified in the abstract model.
It usually reduces non-determinism and each refinement step must be proved to be the correct
refinement of the abstract model by discharging suitable refinement POs.

In Event-B, refinement has various aspects or classification. Refinement of a machine, from
Event-B notation perspective [34, 103, 105], consists of:

1. Refining existing events:

(a) Adding new parameters, guards and actions to the existing abstract event: in this
case, the resulting concrete event is labeled as extended. In an extended event, the
existing parameters, guards, and actions cannot be modified.

(b) Modifying parameters, guards, and actions of the existing abstract event: in this
case, the resulting concrete event is labeled as not— extended (refine). Adding new
parameters, guards, and actions are allowed, as well.

In both types, the guards of the concrete event must be proved to be stronger than its
abstraction (guard strengthening).

2. Adding new events

The new event refines a dummy event in the abstraction, which does nothing (skip).
The new event does not diverge. It means that it should not take control forever. The
new event can be marked as:

e Convergent: Each convergent event requires a variant to ensure non-divergence.

e Anticipated: Events that will be introduced in a future refinement, but are declared
in anticipation.

e Ordinary: None of the others and the most commonly used.

3. Add new variables and invariants:

Introducing new variables usually results in case (2) or case (1.a) of refinement. Some-
times, abstract variables can be replaced by new concrete variables. In this situation,
the refinement can result in (1.b). Variable replacement is called data refinement.

A gluing invariant connects the abstract variables to the concrete variables. In other
words, it glues the state of the concrete model to that of its abstraction. The invariant
of the concrete model, including gluing invariants should be preserved for every event.

Each abstract event should be refined by at least one concrete event. One abstract event can
be refined by more than one concrete event. This is called event splitting. Also, one concrete
event can refine more than one abstract event. This is called event merging.

Typically, we classify the refinement into two forms, horizontal and vertical refinements: The
difference between horizontal and vertical refinement is methodological and it can help with
the process of modeling. However, there is no difference in terms of proof obligations of these
two styles of refinement.
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Horizontal Refinement

Horizontal refinement, also known as superposition refinement [106, 107] , is the term used
when we refine a model by adding new variables and events to the existing model. To ensure
provable correctness, these newly added variables and events must not contradict any previous,
more abstract model.

Vertical Refinement

Vertical refinement, or data refinement [108], is the term used when we replace an abstract
representation of data with a more concrete one, and change the events accordingly. In this
case, we need to add gluing invariants, which formally define the relationship between the
previous, abstract variables and the newly introduced, concrete ones. The gluing invariants
are invariants of a refined machine that refer to variables of the abstract one [34, 109]. The
gluing invariant is expressed in terms of a predicate P(v,w) connecting the state variables of
the abstract machine (v) and the corresponding state variables of the concrete machine (w)
[34].

3.5 Decomposition

As long as a model is more and more refined, the number of its state variables and transitions
may increase in such a way that it becomes impossible to manage the whole. That's the
way it becomes necessary to split the single refined model into several loosely coupled pieces.
Decomposition splits the model into separate components that model individual parts of the
system. The user can then further develop the components, concentrating on each component
separately. An Event-B model can be decomposed either event based on variable based
decomposition.

3.5.1 Shared Variable Decomposition

Shared variable decomposition presented in Figure 3.6 is proposed by Abrial, Metayar and
Hallerstede [104, 110, 111]. Machine M is decomposed into machine M1 and M2. The shared
variable decomposition does not permit events sharing and a variable can be split into different
sub-models, this variable is called a shared variable. First, the events of M are partitioned
among M1 and M2. Then the variables of M are distributed according to the event partition.
vl and v3 are private variables, since they are accessed by events of only one sub-model, E1
in M1 and E4 in M2 respectively. v2 is a shared variable which is accessed by event E2 in
M1 and E3 in M2. so they share variable var2. However, since sub-models have in fact two
copies of the shared variable, they need to learn the changes made to the shared variable in
the other sub-models. This is implemented adding so-called external events. The external
event of E2' is built in M2, since E2 modifies the shared variable v2 in M1. The invariant
distribution is done according to variable distribution. An invariant belongs to a sub-model if
all variables used in that invariant belong to that sub-model.
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% K Partition the events

F = = [ =

v2 v2
M1 M2

Figure 3.6 — Shared-Variable Decomposition Style

It is worth mentioning that the shared variables decomposition is suitable for the specification
and verification of parallel programs [112].

3.5.2 Shared Event Decomposition

Shared event decomposition (Figure 3.7) is introduced by Butler [113], inspired by the
synchronous parallel composition of a process. In this decomposition style, the Event-B model
is decomposed into various sub-models such that all its events and variables are distributed
over the local models.

[ E1] [ E2 ] [ E3]

M
/ v2 Partition the variables

E2a =)

M1 o M2 Q

Figure 3.7 — Shared-Event Decomposition Style

As the name suggests, the local sets of events may have common events (shared events).
However, the local sets of variables are disjoint, i.e. the partition of the variables will
determine the structure of the decomposition. Figure 3.7 presents an example of shared events
decomposition. Variables of the machine M are partitioned among the sub-models, M1 and
M2. After the variable partition, it is necessary to split the events according to the variable
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partition. Events using variables allocated to different sub-models, E2 uses v1 from M1 and
v2 from M2, are called shared events and must be split. Part of the shared event, which is
corresponding to each variable, E2a and E2b, is used to build sub-model events. Invariant
distribution is similar to shared variable decomposition.

3.5.3 Shared Event Decomposition with Shared Parameters

It is possible for guards and actions with disjoint variables to have common parameters. As an
example to decompose an event such as M in figure 3.8, two sub-events can be constructed
where one refers to the variable v and the other to w. In this case, former event has the action
actl and the latter contains act2. However, both events share the parameter i.

Event M =
any i
where
grdl: 0<i<v
grd2: w < N
then
actl: vi=v-i
act2: wi=w + i
end

Figure 3.8 — An Event with Shared Parameter[114]

Figure 3.9 shows the decomposition of M to two events which share the parameter i. This
parameter is constrained by grdl in the left sub-event,while it has a loose typing guard in
right sub-event. This indicates that i is an output in the event M on the left, whereas it is an
input in the other event.

Event M = Event M =
any i any i
where where
grdl: 0 <i<v grdl: ie Z
then grd2: w < N
actl: vi=v-i then
end actl: w:=w + i
end

Figure 3.9 — Decomposition of an Event with Shared Parameter[114]
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3.6 Generic Instantiation

Generic instantiation in Event-B was introduced in [111] and further elaborated in [115]. The
defined model using refinement and decomposition can be defined by using carrier sets (a
set containing the elements of a particular structure as opposed to a relation) and constants.
This generic model can then be developed with some mathematical theory, such as set or
group theory. The interest of this approach of generic instantiation is that it saves us redoing
the proofs already done in the abstract development.

3.7 Proof Obligation Rules

When an Event-B model is created or refined, a set of proof obligations must be discharged in

order to guarantee certain properties of a model. Proof obligations have two-fold purpose
[116]:

e They show that a model is sound with respect to some behavioral semantics.

e They serve to verify the properties of the model.

The proof obligations define what is to be proved for an Event-B model. These proofs concern
invariant preservation, Feasibility, Fusion,.... They are automatically generated by RODIN
platform tool called the proof obligation generator, just to check contexts and machines texts
and decide what is to prove in these texts, there are eleven rules for the proof obligation all
defined and labeled inside the RODIN platform.

This section defines some of the most common PO rules. In order to define rules dealing with
an event, we will use the general definition of an event defined as follows:

evt
any x where
G(s, ¢, v, x)
then
v BA(s, ¢, v, x, V')
end

Where s denotes the seen sets, ¢ the seen constants, v the variables of the machine, x the
abstract parameters, and v' the substituted variables. The notation BA(s, c, v, x, v'), called
the before after predicate which describes the state change after the actions occur. The axioms
and theorems are denoted by A(s, c), whereas invariants and local theorems are denoted by
I(s, ¢, v), the concrete variables In a refining machines will be denoted by w and the local
invariants and theorems by J(s, ¢, v,w).

Table 3.4 contains a list of important proof obligation in Event-B modeling.
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3.7. Proof Obligation Rules

Table 3.4 — Proof Obligations in Event-B

Invariant Preservation

evt /inv | INV

evt is the event name, inv is the
invariant name

Well definedness

x / WD

x is the name of axiom,theorem,
invariant, guard, action, variant

event action

Feasibility of a non-deterministic

evt / act | FIS

evt is the event name, act is the
action name

Guard Strengthening

evt / grd / GRD

evt is the concrete event name,
grd is the abstract guard name

Action Simulation

evt / act / SIM

evt is the concrete event name,
act is the abstract action name

Variant

Natural number for a numeric

evt /| NAT

evt is the new event name

Decreasing of Variant

evt / VAR

evt is the new event name

3.7.1

This proof obligation rule ensures that each invariant in a

Invariant Preservation Rule: INV

The INV rule is written as the following sequent:

machine is preserved by each event.

A(s, ¢)
I(s, ¢, v)
G(s, ¢, v, x)
BA(s, ¢, v, x, v")
|_
inv(s, ¢, v")

where inv(s, ¢, v') is the modified specific invariant.

3.7.2 Feasibility Rule: FIS

Feasibility proof obligation ensures that a non-deterministic action is feasible. The FIS rule is

written as the following sequent:

A(s, ¢)
I(s, c, v)
G(s, ¢, v, x)
|_

v .BA(s, ¢, v, x, v')
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3.7.3 Guard Strengthening Rule: GRD

The guard strengthening rule makes sure that the guards in the refined event are stronger
than those in the abstract event. This ensures that when a concrete event is enabled the
corresponding abstract one is also enabled.

A(s, ©)

I(s, c, v)

J(s, ¢, v, w)
H(y, s, ¢, w)
W(x, s, ¢, w, y)
|_

g(s, ¢, v, x)

where W(x, s, ¢, w, y) is the witness predicate, in which the abstract parameters x and y are
different.

3.7.4 Simulation Rule: SIM

This PO verifies that the actions of a refined event simulate the same behavior than the

abstract event it refines. When a concrete event executes, the corresponding abstract event is
not contradicted.

A(s, ¢)

I(s, c, v)

J(s, ¢, v, w)

H(y, s, ¢, w)

W1(x, s, ¢, w,y, w)

W2(v', s, c, w, yw")

BA2(s, ¢, w, y, w’)
|_

BAl(s, ¢, v, x, v)

The BA1 and the BA2 stand for the before after predicates of the variables in the abstract
event and in the concrete event respectively.

3.7.5 The Numeric Variant Rule: NAT

This rule ensures that under the guards of each convergent or anticipated event, a proposed
numeric variant is indeed a natural number.
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A(s, ¢)

I(s, c, v)

G(s, ¢, v, x)
|_

n(s, c, v) €N

3.7.6 The Variant Rule: VAR

This rule ensures that each convergent event decreases the proposed numeric variant or
proposed finite set variant. The proof obligation rule is the following if the variant n(s, c, v)
is numeric or the variant t(s, c, v) is a finite set:

A(s, ¢) A(s, ¢)
I(s, c, v) I(s, c, v)
G(s, ¢, v, x) G(s, c, v, x)
BA(s, ¢, v, x, v") BA(s, ¢, v, x, v')
- -
n(s, ¢, v') <n(s, ¢, v) t(s, ¢, v') Ct(s, ¢, v)

3.7.7 Well-Definedness Rule

The well-definedness rule (WD) ensure that all the axioms (axm/ WD), theorems (thm/ WD),
invariants (inv/ WD), guards (grd/ WD) and actions (act/ WD) are well-defined.

3.8 RODIN Platform

The RODIN platform [25] is an Eclipse-based 2 integrated development environment for Event-
B. It provides specifiers with an effective support for editing the specifications, refining the
models, generating and discharging the POs. The platform is an open source and extendable
with external plug-ins3.

The RODIN tool chain is composed of three major components:

e The Static Checker (SC): analyses a model developed in Event-B in order to find
syntax and type errors.

e The Proof Obligation Generator (POG): automatically generates the POs that must
be verified for a given Event-B model — the different types of POs associated with
Event-B was described in Section 3.7. The POG does not perform proofs, it only carries
out simple rewritings within a PO sequent.

2http://www.eclipse.org/
3The complete list of past and current plug-in developments can be found at http://wiki.event-
b.org/index.php/Rodin_Plug-ins
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e The Proof Obligation Manager (POM): handles the POs’ status as well as the
associated proof tree for each PO. It works automatically alongside the automatic
RODIN provers or interactively with the user and external provers — since all POs are
represented as sequents in predicate calculus, different external provers for predicate
calculus can be used through RODIN.

The use of Rodin is extremely simple. The verification process with "Rodin" is illustrated in
Figure 3.10: an Event-B model specified by contexts, machines, "refines" refinement relations,
"extends" extensions between contexts, etc. The verification principle is carried out by going
through two stages: the first consists of verifying the specification of the model introduced.
In case of errors (1'), the specification must be corrected (1'.2). If everything is verified
(1), Rodin proceeds to the second step of generating the necessary proof obligations (WD,
INV, THM, etc.). Some of these obligations can be proved by inference engines introduced
to Rodin with various powers. These engines, called automatic provers, make it possible to
deduce the implication associated with the obligation of proof. In this case, the proof is
called automatic proof (1.1"). However, Rodin's provers are sometimes unable to deduce this
implication (1.1). In this case, this proof is called interactive proof which must make interact
the skills of the user (1.2). The latter can thus guide the proof process by recalling hypotheses
already introduced or by using other previously verified properties (1.3). In some cases, the
proof error comes from the specification logic, which requires the user to review his model
and modify it if necessary (1.3").

Rodin @

Rodin Rodin (1.1) Proven . Automatic proof
Static Checkers (1) "".E’.:lEd--. Proof Okligation
“ Generator
S P.0: WD, INV, THM, GRD, ... LtJlmilcEn “ Redix @
~ Interactive Proof
Machine, » Context, w :C\Ed\ not discharged \
A Sees T E-XC_E-I"IGS ' ‘\\\ A ""-.____El.ﬂ] proven @
refines | Context, h - ‘ Y Interactive Proof
 (@%2) Correct . discharged
Machine. 1 . ) (1.2) To prove ‘ rodin @
b (1.3") Modify 2
- (1.3) Guide the proof

Figure 3.10 — Rodin Verification Process

We present some important windows as follows:

e Proving Perspective (Figure 3.11): It provides all proof obligations which are auto-
matically generated for Event-B machines. These proof obligations can be discharged
automatically or interactively with hypotheses and goal windows.

e Event-B Perspective (Figure 3.12): This perspective includes windows which allow
us to edit Event-B machines and contexts. If users encode incorrectly, problem windows
will show the error’s content.
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Figure 3.11 — The Proof Obligation Perspective: on the left, it is shown the proof tree of the
selected PO, on the middle, on the top window are the hypotheses of the selected PO and
just below the respective goal. Below the goal window are the buttons used to interactively
discharge a PO, on the right, are the list of generated POs. Having all the POs green, it
means that all the POs are discharged

We mention some of the plug-ins available in RODIN which illustrate different aspects of the
toolset that have been extended :

e Graphical modeling: The UML-B [117] and iUML-B plug-ins provide a graphical modeling
interface la UML on top of the RODIN platform. The graphical models are translated
to plain Event-B machines and can be worked with like any Event-B model (proof,
animation, etc.). These plug-ins make it particularly easy to model state-machines.

e Decomposition: This plug-in [37] is used to decompose an Event-B model into two
communicating models able to be later refined independently. Two distinct approaches
are provided: one is organized around some shared variables while the other is organized
around shared events.

e ProB [36]: provides animation and model checking capabilities for Event-B models.

e ProR [118, 119]: provides requirement traceability between an Event-B model and the
natural language requirements associated to the model.

e Atelier B provers #: provide additional capabilities of automated theorem proving (not
contained in the RODIN provers).

“http://www.atelierb.eu/en/
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Figure 3.12 — The Event-B Perspective: on the left, the list of projects where the Celebrity
project is expanded, showing several machines and a context, in the middle window, a view of
a machine Celebrity_1 where the sections of variables, invariants and events can be edited.

e B2Latex®: exports Event-B models as Latex documents.

3.9 A Comparison

Z, VDM, and B are state-based formalisms in which a system is modeled by explicitly giving
the definition of states and operations. Operations have an effect of transforming the system
from a state to another state. While the methods have their own structure of specification,
they still have some parts which are alike in purpose. For example, they all have an operation
part and state variables.

A main difference between Event-B and the B method is that Event-B allows a richer notion
of refinement in which new observables may be introduced in refinement steps. This means
that complex interactions between subcomponents may be abstracted away in modeling at an
early stage and then incrementally introduced through refinement

In [113], it is mentioned that Event-B refinement is more general than classical B and other
related languages including Z and VDM. The ability to introduce new events in a refinement
step is a major feature of Event-B. Event-B refinement supports the decomposition of an
atomic event and also the decomposition of a machine. Compared with other state-base
approaches discussed in Chapter 2, Event-B also uses generalized substitutions as a mechanism

Shttp:/ /wiki.event-b.org/index.php/B2Latex
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to transform a system state to another state like B. Event-B supports both concurrent and
communication systems. Proof is a methodology used for verification of Event-B models
similar to classical B.

3.10 Summary

Event-B is a formal method for modeling and analysis. It uses set theory as a notation,
refinement for incremental specification development and technique of theorem proving to
verify the model. In this chapter, we have discussed Event-B in details and described its
structuring mechanism i.e. context and machines, have been explained. In addition, the
elements of an event have been described in detail. Its process of refinement, its proof system,
as well as the shared-variable and the shared-event decomposition techniques in Event-B, and
finally its tool support, RODIN along with a number of plugins which facilitate the process of
modeling.
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8 Communication Protocols

Overview

Communication protocols specify the set of rules required to exchange messages between
communicating entities. Networked and distributed systems, built around communicating
protocols, are widely used nowadays. Since such systems are often deployed in safety-critical
applications, confidence in protocol correctness is highly required.

4.1 OSI Reference Model

A good starting point for discussing communication protocols is the Open Systems Intercon-
nection.

Open System Interconnection (OSI) Model or also known as the OSI model, is divided into
seven layers, as shown in Figure 4.1, is simply a way of sub-dividing the communications
system into small parts called layers, to reduce the design complexity of a network system.

These layers in details — starting from the lowest — are the following:

1. Physical layer: This layer realizes the transfer of bit sequences using the physical
communication medium. It defines the type of communication medium (such as a
copper wire, a coaxial cable, an optical fiber, or a radio channel) and the physical and
electrical specifications of this medium (such as voltages, cable specifications and pin
layout.).

2. Data Link layer: The objective of this layer is to assure reliable data transfer between
network entities by restricting the limits of the physical connection. It provides error
detection and correction for the errors thatmay occur in the physical layer. This layer
fragments the incoming data into data frames, transmits them in sequence, processes
the acknowledgement frames sent by the receiver and realizes flow control.

3. Network layer: This layer performs typical network functions, such as routing and
addressing. It selects the path between the source and the destination points and routes
the data through this path. It provides transparent flow control for the transport layer.
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Figure 4.1 — ISO Reference Model for Open Systems Interconnection

4. Transport layer: This layer receives data from the session layer, splits them, and
transmits this split data to the network layer. It ensures a transparent connection
between the end users. It optimizes the usage of resources by the segmentation and
de-segmentation of network connections while it hides the details from the users.

5. Session Layer: This layer controls the communication between the application processes.
It supports their connections and data exchange.

6. Presentation Layer: This layer deals with the syntax of the transferred data, i.e., it
transforms the different local syntaxes that are used in a heterogeneous system into a
standard form that can be interpreted by any participant of the system.

7. Application Layer: This layer is the closest one to the end users: it provides an
interface to them for reaching the OSI environment.

The structure of the OSI architecture is presented in the figure above, which indicates
the protocols used to exchange data between two hosts A and B. The figure displays the
bidirectional information flow; information in either direction passes through all seven layers
at the end points. When the communication is via a network of intermediate systems, only
the lower three layers of the OSI protocols are used in the intermediate systems.

The communications engineer is concerned mainly with the protocols operating at the bottom
four layers (physical, data link, network, and transport) in the OSI reference model. These
layers provide the basic communications service. The layers above are primarily the concern of
computer scientists who wish to build distributed applications programs using the services
provided by the network.
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4.1.1 Formal Methods for OSI Layer Protocols
This section describes the application of formal methods in OSI layer protocols:

In 1983 [120]: Three formal specifications, using extended Petri nets, of the OSI transport
layer protocol, and formal verification of these specifications using the PROTocol Emulation
and ANalysis (PROTEAN) [121, 122] and OGIVE/OVIDE [123] analysis tools for Petri nets.

Various general and specific properties have been checked, and no harmful error was found.

In 1986 [124]: Formal analysis of — a slightly simplified version of — the OSI session layer
protocol, which was described using finite state machines communicating by bounded the First
in, First out (FIFO) queues and verified using automated protocol validation techniques based
on state-space exploration [125-127]. Various errors have been found, which were reported to
standardization bodies and corrected in subsequent versions of the session layer.

In 1988 [128-130] : In the context of the OSI standardization initiative, formal methods (at
that time called "“formal description techniques”’) have been promoted as a means to define
communication standards in a concise, unambiguous, implementationneutral way [131, 132].
In particular, the LOTOS language [133] has been used intensively to specify the service and
protocol of the session layer, the service and protocol of the transport layer, the service and
protocol of the network layer, and, at the application layer, the Remote Operations Service
Element (ROSE) service, the Commitment, Concurrency and Recovery (CCR) service and
protocol, and the Distributed Transaction Processing (DTP) protocol — thus demonstrating
that formal techniques such as algebraic data types and process calculi could handle large,
complex specifications.

4.2 Basics of Communication Protocol

When computers communicate with each other, there needs to be a common set of rules and
instructions that each computer follows. A specific set of communication rules is called a
protocol.

e Protocol: A set of rules and regulations is called a protocol.

e Communication: Exchange of information from one system to another system with a
medium is called a communication.

e Communication Protocol: A set of rules and regulations that allow two electronic
devices to connect to exchange the data with one and another.

Because of the many ways computers can communicate with each other, there are many
different protocols — too many for the average person to remember. Some examples of
these different protocols include Point to Point Protocol (PPP), TCP/IP, Serial Line Internet
Protocol (SLIP), HyperText Transfer Protocol (HTTP), and File Transfer Protocol (FTP).

The essential function of protocols is to provide communication services among the users.
Protocols are the basic elements of network operation, providing message exchanges among the
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network nodes. Every protocol is used for communication purposes. During the transmission,
messages may be damaged, or other problems may arise. The protocols often provide
mechanisms to detect and correct the data transfer errors, like:

A frame is lost

A frame is doubled

A frame arrives at a node with bad address

The order of frames changes.

4.2.1 Communication Problems

In a fully automated system, the model of communication must be unambiguous and consistent.
Some problems may occur when these conditions are not satisfied: these are infinite loops,
deadlocks, and livelocks [134].

An infinite loop is a situation when a process is waiting for a condition that will never be
achieved. A real time example of an infinite loop is: A daily calendar. There is a single page
written PTO (please turn over) on both the sides. Note that if we followed the directive
word-for-word we will never stop turning over, since there is no instruction to stop.

The deadlock is an interoperability problem between the participants of the communication.
To have a clear idea of the deadlock, consider the following example: Alice and Bob happen to
want to make a sandwich at the same time. Both need a slice of bread, so they both go to get
the loaf of bread and a knife. Alice gets the knife first, while Bob gets the loaf of bread first.
Now Alice tries to find the loaf of bread and Bob tries to find the knife, but both find that
what they need to finish the task is already in use. If they both decide to wait until what they
need is no longer in use, they will wait for each other forever. Deadlock. Consequently, the
deadlock is a situation, where two or more participants are waiting for each other. A familiar
example in communication systems is when the receiver asks the sender to wait for the next
transmission and some time later, it notifies the sender to continue the transmission, but this
notification is lost. If no reliability functions are implemented to recover this lost notification,
then the receiver waits for the sender and the sender waits for the receiver forever.

A livelock is similar to a deadlock, except that the states of the processes involved in the
livelock constantly change with regard to one another, none progressing. A real-world example
of livelock occurs when two friends (Bob & Jack ) are walking together to a coffee shop.
When they reach the door Bob stops, opens the door and offers Jack to walk in. Rather
of walking in, Jack tells Bob, “No you.” Bob then says, “No you.” This is a classic livelock
example, where one signal effects the other and no progress is made because neither Bob nor
Jack takes initiative. The risk of livelock occurs when we would like to resolve a deadlock and
force more than one participant to change. To prevent this, we must force only one participant
of a deadlock to take an action.
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4.2.2 Traditional Communication

The client/server model is one of the network architectures to connect computers or applications,
where the server provides resources and the client requests for the resources. Usually, the
client/server model is designed as a request/response model, where the server does not actively
communicate with clients. The client could be a computer, or an application, such as a web
browser. The server is, usually, a (powerful) computer that keeps some applications running
as constantly as possible. Those applications could be a database, a web server (application),
or a printer server (application) that links to a physical printer.

The protocols presented in this thesis are request/response protocols, where a client com-
municates with a server through a request and a response message(s). In other words, a
client retrieves resources from a server in a request message, while the server hands over the
contents in a response message. This is a general model that a client retrieves data from a
server.

4.2.3 A Simple Message Exchange Protocol

Consider a simple message exchange protocol; in Figure 4.2; where the two users exchange
messages through a server. This protocol is based on a master-slave relationship between the
source and destination and the exchange of messages takes place in a half-duplex mode.

In any protocol, we have to consider two parts. The first one is concerned with the synchro-
nization between the two entities at the "process level". This covers the exchange of messages
which has to happen before they are able to send data. This exchange is often known as the
"control phase". The second part is concerned with the synchronization between the two
entities at "data level". This covers the message exchange which happens when data are
transferred and which is sometimes named the "data phase".

For the protocol of Figure 4.2, the pair request to send and ready to receive is concerned with
the synchronization at the process level. The pair data sent and data consumed is related to
the synchronization at the data level.

From the flowchart of the source, it is clear that the two events directly related to the protocol
are the arrival of the two messages ready to receive and data consumed.

4.3 Protocol Development

The basic approach of the methodology [135] is to form the system requirements into an
initial protocol specification, then refine it into successively more implementation oriented
specifications. Ultimately, it is refined into an implementation, and there is an iterative
feedback after each refinement. The initial protocol specification can be used as a reference for
testing the final implementation. There have been many variations of the software engineering
"waterfall model". put forward for protocol engineering. A methodology for OSI protocol
development (Figure 4.3) is described below.
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Figure 4.2 — A Simple Example of Protocol

e Informal Specification: The requirements of the users are studied. The desired
communication services are then specified in a plain language. Some of the details
include protocol model, services provided, reliability, and handling of errors.

e Formal Specification: It is the specification using a formal language, for example,
mathematics. This enables the specifications to be analyzed

e Protocol Verification: Based on the formal specification, it is to identify errors early
in the development process. Should the error be detected, the specification is iterated.

e Implementation development: It is the development of the communication software
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Figure 4.3 — A Protocol Development Methodology

according to specifications. The development of software can be manual or automatic.

e Conformance testing: It is the validation of the protocol implementation by testing.
The protocol is fed with a selected set of test input, and the output generated are
observed and checked against specifications.

e Interoperability Testing: It is the validation of the protocol implementation using
implementations from different manufacturers. This ensures the protocol achieves the
purpose of open communication.
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4.3.1 Protocol Engineering

Protocol engineering is the scientific methodology supporting protocol design. There has been
a long-standing common history between formal methods and protocol design [53]. From
the beginning, formal methods have been a core part of protocol engineering, and protocols
have been a key application target for formal methods. This convergence of interests enabled
major advances in theory and practice, a cross-fertilization that appears in several books, e.g.
[136, 137], in which protocol and formal aspects are intertwined. It has become standard
practice to use formal description and verification techniques when designing new protocols;
the same holds for cryptographic protocols too.

4.3.2 Protocol Specification

The design of any systems should be started by specifying the basics of the system’s operation.
The specification should then be elaborated step-by-step, in an increasingly more detailed
way(see figure 4.4) [138]

REQUIREMENT Software Testing

IMPLEMENTED
SYSTEM

Y

DESCRIPTION IN
LIVING LANGUAGE

A

Implementation Conformance Testing

Verification

FORMAL
SPECIFICATION

()

Validation

Formal Description

Y

Figure 4.4 — Conformance Testing, Protocol Description and Implementation

The dynamic operation rules of the computer networks are described by the protocols, therefore
it must be specified. Specifying the protocols means to determine the protocol definition built
upon its formal model [139],[140].

The specification of a protocol includes the definition of message identifiers and message
structures. The message name can be mapped to one of four primitives that identify the
phase of the interaction:
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A sends a message to B — this is a request message

The request of A arrives at B — this is an indication message

B acknowledges the receipt of the message — this is a response message

The response of B arrives at A — this is a confirmation message

4.3.3 Protocol Verification

Verification is based on the system specification and involves logical reasoning. Therefore it
may be used during the design phase before any system implementation exists, in order to
avoid possible design errors. While testing and simulation only validate the system for certain
test situations, verification allows, in principle, the consideration of all possible situations the
system may encounter during actual operation.

Protocol verification is a process of checking whether the interactions of protocol entities,
according to the protocol specification, do indeed satisfy certain properties or conditions which
may be either general (e.g., the absence of deadlock) or specific to the particular protocol
system directly derived from the specification. The verification is less general and more tightly
connected to protocol design than the specification.

4.3.4 Protocol Testing

Protocol testing means the control of the protocol that is already in operation. It has two
types:

e Conformance testing. This tests whether the characteristics of the implemented protocol
conform with those given in protocol specification

e Performance measurement. This determines how fast and how reliable can information
transfer be provided by the protocol in operation. in the case of different loads [141, 142].

Testing and Test Control Notation (TTCN) is one of the standardized test languages in
the field of telecommunication, and the latest version of TTCN is the third[143, 144]. An
important test type is conformance test [145]. It checks if the protocol confirms a given
standard.

4.4 Summary

The increasing significance of fast and reliable communication has resulted in the creation of
certain communication rules, which nowadays we call the communication protocols. In this
chapter, a communication protocol overview is presented, we have discussed the OSI reference
model and described briefly the seven layers. Along with, the basics of communication protocol
where we cited some communication problems and we give an example of a simple message
exchange protocol. In the next sections, we summarize the steps of the protocol engineering.
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Protocols are the basic elements of network operation providing message exchanges among
the network nodes. Every protocol is used for communication purposes. Because of their
fundamental importance, protocols must be designed with care so that they work correctly.
Sliding Window Protocols are situated in the Data Link Layer of the ISO OSI layer model.
They are used to provide reliable data communication between two computers in a network
environment. In Tanenbaum's book ([146]) three Sliding Window Protocols are presented. In
this chapter, we discuss a general and informal description of a Sliding Window Protocol. In
particular, we concentrate on the Go-Back-N (GBN) protocol.

5.1 Introduction

Reliable transmission of data over unreliable channels is an old and well-studied problem in
computer science. One of the most efficient protocols for reliable transmission is the Sliding
Window protocol (SWP) [1]. The SWP has been widely used in many popular communication
protocols such as Transmission Control Protocol (TCP), High-Level Data Link Control (HDLC)
and Sequenced Packet Exchange (SPX). The protocol can ensure a correct data transfer
over very poor quality communication channels where the frames may be duplicated, lost, or
re-ordered [1, 147-149]. There are three sorts of Sliding Window protocols. The three vary
among themselves in terms of efficiency, complexity, and buffer requirements. Our specification
focuses on the Go-Back-N version of the protocol.

Even with the importance of the Sliding Window protocol, relatively few papers are done on
formal methods, some versions of the protocol have been model-checked for small parameter
values in [3, 4, 150]. The Sliding Window Protocol has been constructed by stepwise refinement
25 years ago [151], which was influenced by Dijkstra’s work on the derivation of programs by
using weakest preconditions [40]. For this approach, we developed our model specification in
Event-B [9], based on the idea of refinement, the Event-B's systematic approach allows the
user to construct models gradually and to facilitate a systematic reasoning method by means
of proofs[9]. We liberally used refinements, both of the machines and of contexts. We give a
great deal of attention to proofs. Consequently, we now have a specification of sliding window
protocol where all proof-obligations have been discharged.
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5.2 Informal Description!

SWP is a classical receive-send protocol, which is used in TCP/IP protocol group. It is an
Automatic Repeat Request (ARQ) protocol used to provide for reliable data transfer over a
lossy channel. The term sliding window refers to the management of the memory buffers that
are used by the sender to store the outstanding (i.e., already sent but not yet acknowledged)
frames, and by the receiver to store the frames that have already been received but are not
yet ready to be passed to the user.

The basic principle of the sliding window protocol is the usage of a sending and receiving
buffer. For the sender, it is possible to transmit more than one message while awaiting an
acknowledgment for messages which have been transmitted before. In hardware description,
an equivalent property is called pipelining.

Traditionally, three basic types of the sliding window protocol have been used and also taught in
the communication protocols courses. These are the stop-and-wait, GBN, and selective-repeat
protocols. We will only focus on the GBN protocol. The three mentioned protocols are treated
as the members of the sliding window protocol family [146], deferring in their respective sender
and receive window widths, as shown in Table 5.1.

Table 5.1 — Window Widths of Sliding Window Protocols

Protocol Sender Window Width | Receive Window Width
Stop-and-Wait 1 1
Go-Back-N W 1
Selective-Repeat W W

The GBN protocol has the sender window width greater than 1, which allows the sender to
send several (up to the number equal to the sender window width) frames without having to
wait for acknowledgments; however, if the sender window width is full the sender must wait
for a new acknowledgment. In other words, when the receive window width is 1 the receiver
has no room to arrange frames that might come out of order and can accept only the frames
that are received in order; therefore, if a frame is lost the sender must resend that frame and
all those that were already transmitted after the presumably lost frame.

5.2.1 Messages and Channels

For transmitting a frame, the sender places it into a frame message along with some additional
information and sends it to the frame channel. After the receiver eventually receives the message
frame from this channel, it sends an acknowledgment message for the corresponding frame
back to the sender. This acknowledgment message is transmitted via the acknowledgment
channel. After receiving an acknowledgment message, the sender knows that the corresponding
frame has been received by the receiver. Therefore, the communication between the sender and
the receiver is bidirectional; the sender sends frames to the receiver via the frame channel, and
the receiver sends acknowledgments for these frames to the sender via the acknowledgment

1Section 5.2 is derived from the narrative and programs in Stenning (1976)[1]
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channel.

A sliding window protocol is a protocol that uses the sliding window principle on both side
sender and receiver:

5.2.2 Sender Sliding Window

The sender window is an imaginary box covering the sequence numbers of the data frames
which can be in transit. In each window position, some of these sequence numbers define the
frames that have been sent, others define those that can be sent. The maximum size of the
window is 2V - 1. Inside this sliding window, there are multiple copies of the transmission
frames. When the correct Acknowledgement (ACK) arrived, sliding window will slide forward.

a. Before sliding

I Window size =7
I 1

slel7fof1f2]3]4a]5]6]7]0]-

b. After sliding two frames

Figure 5.1 — Sender Sliding Window

5.2.3 Receiver Sliding Window

The receiver window makes sure that the correct data frames are received and that the correct
acknowledgments are sent. Receiver sliding window in GBN is always 1. It's waiting for the
correct frame comes in correct order, then sends back the ACK and slide forward. If the frame
is lost or damaged, the receiver will wait for the resend. Even the rest of the frame is correct,
the receiver will discard them automatically.

---|5IGITEI|2|3|4|5|6|7|0|---

a. Before sliding

---|5|67|oz|s|4|5|s|7|o|---

b. After sliding
Figure 5.2 — Receiver Sliding Window

GBN is a family of sliding window protocol that is simpler to implement than Selective
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Repeat Protocol (SRP), and possibly requires less buffering at the receiver. The principle of
GBN protocl is as follows: if frame numbered n is lost, then all frames starting from n are
retransmitted; frames out of order need not be accepted by the receiver.

5.2.4 Sequence Numbers

The ordering of the packets is defined using the sequence numbers which are attached to
every packet. Packets from the sending window are numbered sequentially. However, because
we need to include the sequence number of each frame in the header, we need to set a limit.
If the header of the frame allows m bits for the sequence number, the sequence numbers
range from 0 to 2V - 1. For example, if n is 4, the only sequence numbers are 0 through 15
inclusive. However, we can repeat the sequence. So the sequence numbers are

0, 1,2,3,4,5,6, 7,8,9, 10, 11, 12, 13, 14, 15,0, 1,2,3,4,5,6,7,8,9,10, 11,...

In other words, the sequence numbers are modulo 2V

The sender sends a sequence number with each message. A sequence number is unbounded
and is incremented for each new message. The first message transmitted has sequence number
1. The receiver sends an acknowledgment when it receives a message. The acknowledgment
carries a sequence number that refers to the last message successfully transferred to the
receiving user. If an acknowledgment has to be sent before a successful reception (e.g. the
first message was corrupted), it gives sequence number 0.

The Figures 5.3 and 5.4 show some examples of typical event sequences in the GBN protocol.

Sender Receiver

———lmeo|[iEE00T
Frame 1 R
L
ACK2 >

V4

—=~ " Frame —
N |11 e

ACK3 ___---"~
<= """ Frame 3 R_
| phlfEnnl
R
Y
Time Time

Figure 5.3 — Go-Back-N Normal Operation [152]

Figure 5.3 :Frame 0 & 1 send, ACK 1 & 2 back to sender. Frame 2 send, ACK 3 send back.
Then frame 3 send to receiver.
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Figure 5.4 — Go-Back-N Lost Frame [152]

Figure 5.4 : Frame 0 & 1 send, ACK 1 & 2 back to sender. Frame 2 & 3 send, but frame 2
lost in the transmission. When frame 3 received out of order, this frame 3 will be discarded
by receiver. After time out, frame 2 resent, then receiver send ACK 3 back and then frame 3
resent.

5.2.5 Timeout and Retransmission

One of the most widespread problems of computer networks is packet loss. The SWP
uses positive acknowledgment with retransmission to detect and correct this problem. The
transmitter sets a timer for each outgoing packet. If the timer expires before an acknowledgment
is received, then the transmitter infers lost packets and retransmits the packet stored in the
buffer. The receiver sends a positive acknowledgment if a frame has arrived safe and sound
in order. If a frame is damaged or is received out of order, the receiver is inactive and will
discard all subsequent frames until it receives the one it is expecting. The silence of the
receiver causes the timer of the unacknowledged frame at the sender site to expire. This, in
turn, causes the sender to go back and resend all frames, beginning with the one with the
expired timer. The receiver does not have to acknowledge each frame received. It can send
one cumulative acknowledgment for several frames.

As for the reason why the size of the sender window must be less than 2V. We take an
example from [152], we set N =2, which means the size of the window can be 2N_1, which
is 3. Figure 5.5 compares a window size of 3 against a window size of 4. If the size of the
window is 3 (less than 22) (figure 5.5a ) and all three acknowledgments are lost, the frame
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timer expires and all three frames are resent. The receiver is now expecting frame 3, not
frame 0, so the duplicate frame is correctly discarded. On the other hand(figure 5.5b), if the
size of the window is 4 (equal to 22) and all acknowledgments are lost, the sender will send a
duplicate of frame 0. However, this time the window of the receiver expects to receive frame
0, so it accepts frame 0, not as a duplicate, but as the first frame in the next cycle. This is
an error.
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Figure 5.5 — Window size for Go-Back-N [152]

5.3 Related Work

A Sliding Window Protocol (SWP) in general manages the communication on a point-to-point
connection between two computers in a network at the Data Link Layer level in the OSI
terminology. A SWP is a full-duplex protocol. This means that data can be transmitted
simultaneously from station A to station B and vice versa. This is not the first attempt on
Sliding Window Protocols in the context of formal specification. Sliding window protocols
have attracted considerable interest from the formal verification community. In this section we
present an overview of some work. In [153] Richier et al. specified a SWP in a process algebra
based language Estelle/R, and verified safety properties for window size up to eight using the
model checker Xesar. Madelaine and Vergamini [154] specified a SWP in Lotos, with the help
of the simulation environment Lite, and proved some safety properties for window size six.
Stenning [1] only gave an informal manual proof for his protocol. A semi-formal manual proof
is also presented in [2]. A more formal, but not fully automated proof for the window size
of one is given in [BG94], and for the arbitrary window size in [155]. The combination of
abstraction techniques and model-checking in [156] allowed to verify the SW protocol for a
relatively large window size of 16 (which is still a few orders less than a possible window size
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in TCP). Smith and Klarlund [148] specified a SWP in the high-level language IOA, and used
the theorem prover MONA to verify a safety property for unbounded sequence numbers with
window size up to 256.

One way in which our work here differs from the other papers on formal verification of the
sliding window protocol is that our model of the protocol is different from the others in way
they all using a classic formal methods. Our approach is to apply the Event-B method which
provide us with the refinement technique. Modeling with Event-B is very attractive thanks
to the progressive reasoning that can lighten the complexity of the development. Event-B,
based on a verification by Theorem Proving, provides a formal framework for modeling and
proofing distributed systems. It also has a possibility of translating the formal specifications
of the models into executable code.

5.4 Specifying SWP Using Event-B
5.4.1 Refinement Strategy

In this short section, we present our strategy for constructing the sliding window protocol.
This will be done by means of an initial model followed by six refinements.

e The initial model essentially presents the final result of the protocol where the file is
totally in the receiver side which was sent in one shot. At this stage, the receiver and
the sender are on different sites.

e In the first refinement, we introduce the file and the status of both the sender and the
receiver.

e In the second refinement, we introduce the receiver window in our model

e In the third refinement, we introduce the data and the acknowledgment channels.
e In the fourth refinement, we introduce the unreliability of the channel.

o In the fifth refinement, we introduce timer.

e In the last refinement, we introduce the sequence number of the frames.

5.4.2 Initial Model

The initial model of SW protocol is presented as follows. At the end of this protocol execution,
we want the file f to be copied at the receiver side on a file called g which is empty initially.
The context is made of a set D. This set represents the data that are stored in the file.

We need two constants, constant n, which is a positive natural number(axm1l), and constant
f, which is a total function from the interval 1...n to the set D(axm2).
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SETS D EVENTS
CONSTANTS INITIALISATION =
n BEGIN
f actl :i:=0
AXIOMS act2: g:=90
axml: 0<n END
axm2:fel...n>D

swp =
BEGIN

actl :ig:i'€0...nAg=(1...7") «f
END

5.4.3 First Refinement

We are going to refine our abstract model to a more concrete one, by adding more events
and more variables to our model. For this, we introduce the receiver and the sender status.
Also, we introduce the concept of status. For this, we define a carrier set named STATUS. It
contains three constants (working, success, and fail) defined by axioms (axm1, axm2, axm3
and axm4).

SETS
STATUS

CONSTANTS
working
success
fail

AXIOMS
axml : STATUS ={working, success, fail}
axm2 : working #fail
axm3 : working # success
axm4 : success # fail

Then we can use four variables s_st and r_st defining the status of the two participants, sender
and the receiver, and h which is the transmitted file of the length k.

70



Chapter 5. Sliding Window Protocol 5.4. Specifying SWP Using Event-B

INVARIANTS
invl : ke0...n
inv2: h=(1...k)<f
inv3 : s_st=success = r_st=success
invd : r_st € STATUS
invh : s_st € STATUS
invé : hcf
inv7 : dom(h) € 1...n

The event swp is fired when both of participants are not working.

swp =
REFINES
swp
WHEN
grdl : s_st # working
grd2 : r_st # working
WITH
i':i'=kAg :g'=h
THEN
skip
END

In this refinement, we have the sender and the receiver in both situations fail and success,
they are expressed in these events sender_success, sender_fail, receiver_success, receiver_fail.

sender_success = sender_fail &

WHEN WHEN
grdl : s_st = working grdl : s_st = working
grd2 : r_st = success THEN

THEN actl : s_st := fail
actl : s_st := success END

END

receiver_success =
WHEN

grdl : r_st = working
THEN

actl : r_st := working
END

receiver_fail =

WHEN

grdl : r_st = working
THEN

actl : r_st := fail
END
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5.4.4 Second Refinement

In the second refinement, we consider the receiver window. Only receiv_success event will be
changer by adding more guards and actions. Our invariants are:

INVARIANTS
invl : ke 0...n
inv2 : k<n =k+1 ¢ dom(h)

receiver_success =

WHEN

grdl : r_st = working

grd2 : k+1=n

grd3 : k+1 ¢ dom(h)
THEN

actl : r_st := working

act2 : ki=n

act3: h:=hu{nw~f(n)}
END

The new event receiver_current_data: correspond to the receiver receiving data from the
sender which is not the last one.

receiver_current_data =

WHEN
grdl : r_st = working
grd2 : k+1 <n
THEN

actl : k := k+1
act2 : h:=hvu {k+1 ~ f(k+1)}
END

5.4.5 Third Refinement

The sender and the receiver are connected by means of two channels as indicated in Figure
5.6: the data channel and the acknowledgment channel.

In this refinement, the window of sender will enter into the scene by cooperating with the
receiver in order to transmit the file. Also, we introduce data channel and acknowledgment
channel, which are situated between the sender and receiver. Moreover, we create a new
carrier set called frame_status, which define the status of the frames, which are acknowledged
(acked), not acknowledge (nacked) and not sent (nsent):
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Data channel >
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Sender Receiver

A

- Ack. channel

Figure 5.6 — The Channels

AXIOMS
axml : frame_status=acked, nacked, nsent
axm?2 : acked # nacked
axm3 : nacked # nsent
axm4 : acked # nsent

Moreover, we add more contexts about the size of both the receiver window RWS, which is
equal to 1, and the sender window SWS which is a natural number and upper or equal to
RWS.

CONSTANTS CONSTANTS
RWS SWS
AXIOMS AXIOMS
axml : RWS =1 axml : SWS e N
axm2 : SWS >RWS

INVARIANTS
invl : bufferse 0...n
inv2 : data_chanel...n» D
inv3 : ack.chan C1...n
invd : w € 1...n — frame_status
invd : data_chan C f

Events swp, sender_fail, receiver_fail are not modified in this step. The events sender_success
and receiver_success are modified as bellow, the italics guards and actions are from the previous
refinement.
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sender_success =

REFINES

sender_success
WHEN

grdl : s_st = working

grd2 : r_st = success

grd3 : buffer_s+1 € ack_chan
THEN

actl : s_st := success

act2 : w(n):=acked

act3 : ack_chan := ack_chan \ {buffer_s+1}

act4 : buffer_s := buffer_s+1
END

WHEN

THEN

END

grdl :
grd2 :
grd3 :
grd4 :

actl :
act2 :
act3 :
act4 :
acth :

receiver_success =
REFINES

receiver_success

r_st = working
k+1=n

k+1 & dom(h)

k+1 € dom(data_chan)

r_st := working
k:=n
=hu {ne f(n)}
ack_chan := ack_chan U k+1
data_chan := k+1 g data_chan

We define now our new events of this refinement:

e receiver_sn_ack : correspond to the receiver sends an acknowledgment.

e sender_rcv_ack_advanc_win: the sender receives an acknowledgment then advances

the window.

e rcv_ignor_data_out_win: which ignore all data out of the window.

e sender_rcv_ack : correspond to the sender receives an acknowledgment.
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ANY
frame
WHERE

grd2

grd3

grd4
THEN

act2
END

receiver_

grdl :

actl :

sn_ack =

r_st = working

: frame < k4+ RWS
: frame € dom(h)

: w(frame)=nacked

ack_chan := ack_chan U frame
. data_chan := frame g data_chan

ANY

WHERE
grdl

grd3
THEN

actl
END

grd2 :

rcv_ignor_data_out_win =

frame

. frame € dom(data_chan)
r_st = working
: frame > k +RWS

. data_chan := frame g data_chan

WHEN

THEN

END

grdl :
grd2 :
grd3 :

actl :
act2 :
act3 :

sender_rcv_ack_advanc_win =

s_st = working
buffer_s+1<n
buffer_s € ack_chan

ack_chan := ack_chan \ buffer_s+1
w(buffer_s):= acked
buffer_s := buffer_s +1

END

sender_rcv_ack =

ANY
frame
WHERE
grdl : frame € ack_chan
grd2 : s_st=working
grd3 : frame # buffer_s+1
THEN
actl : w(frame) := acked
act2 : ack_chan := ack_chan \ frame
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5.4.6 Fourth Refinement

In this refinement, we present the unreliability of the channel, now the Receiver picks up data
from an unreliable data channel. The new contexts of this refinement are about the existence
of the frame in the channels which can be either exist, never sent or lost, which are defined by
the axioms.

AXIOMS
axml : life={exist, never_sent, lost}
axm2 : exist # never_sent
axm3 : exist # lost
axmé4 : never_sent # lost

For the maximum time that a frame can be transmitted we define it by constant max_retransmit,
which is a natural number and strictly positive.

AXIOMS
axml : max_retransmit € N
axm2 : max_retransmit > 0

We enlarge our state by adding to it variables unreliable_data and unreliable_ack which are
sets. These variables are initialized to empty. In additional we have frame_life which indicates
the existence of the frame in the channel, and the variable retries which denote the number of
retries of retransmission.

invl : unreliable_datae 1... n » D
inv2 : unreliable_ack C 1...n

inv3 : frame_life € 1...n — life
invd : retries € 1...n > N

invb : unreliable_ack C ack_chan

All these variables are initialized like this:

act9 : unreliable_data := @
act10 : unreliable_ack := ¢
actll : frame_life := 1...n X never_sent
actl2 : retries :=1...n X 0

The following events are modified as indicated below. The information is taken from the
unreliable channels.
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sender_success =

REFINES
sender_success
WHEN
grdl : s_st = working
grd2 : r_st = success
grd3 : buffer_s+1 € ack_chan
grd4 : buffer_s+1 € unreliable_ack
THEN
actl : s_st := success
act2 : w(n):=acked
act3 : ack_chan := ack_chan \ {buffer_s+1}
actd : buffer_s := buffer_s+1
act5 : unreliable_ack := unreliable_ack \ buffer_s+1
END

sender_fail =
REFINES
sender_fail
ANY
frame
WHERE

grd1 : s st = working

END

grd2 : frame e 1 ...n
grd3 : retries(frame) = max_retransmit
grd4 : frame_life(frame) = lost
THEN
actl : s_st .= fail
act2 : retries(frame) := retries(frame)+1
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receiver_success =

REFINES
receiver_success
WHEN
grd1 : r_st = working
grd2 : k+1 =n

grd3 : k+1 & dom(h)
grd4 : k+1 € dom(data_chan)
grd5 : k+1 € dom(unreliable_data)

THEN
actl : r_st := working
act2 : k:=n
act3: h:=hu{ne f(n)}

actd : ack_chan := ack_chan U k+1

act5 : data_chan := k+1 < data_chan

act6 : unreliable_ack := unreliable_ack U k+1

act7 : unreliable_data := k+1 4 unreliable_data
END

receiver_fail =
REFINES
receiver_fail
ANY
frame
WHERE
grd1 : r_st = working
grd2 : frame € 1... n
grd3 : retries(frame) > max_retransmit
THEN
actl : r_st := fail
END
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ANY
frame
WHERE

THEN

END

grdl :
grd2 :
grd3 :
grd4 :
grd5 :

actl :
act2 :
act3 :
act4 :

receiver_sn_ack =
REFINES
receiver_sn_ack

r_st = working

frame < k+ RWS

frame € dom(h)
w(frame)=nacked

frame € dom(unreliable_data)

ack_chan := ack_chan U frame

data_chan := frame 4 data_chan
unreliable_ack := unreliable_ack U {frame}
unreliable_data := {frame} 4 unreliable_data

ANY

THEN

END

frame
WHERE
grdl1 :
grd2 :
grd3 :
grd4 :

actl :
act2 :

rcv_ignor_data_out_win =
REFINES
rcv_ignor_data_out_win

frame € dom(data_chan)

r_st = working

frame > k +RWS

frame € dom(unreliable_data)

data_chan := frame 4 data_chan
unreliable_data := {frame} 4 unreliable_data
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sender_rcv_ack_advanc_win =

THEN

END

grd2 :
grd3 :
grd4 :

actl :
act2 :
act3 :
act4 :

REFINES
sender_rcv_ack_advanc_win
WHEN
grdl : s_st = working

buffer_s+1<n
buffer_s € ack_chan
buffer_s+1 & unreliable_ack

ack_chan := ack_chan \ buffer_s+1
w(buffer_s):= acked

buffer_s := buffer_s +1

unreliable_ack := unreliable_ack \ {buffer_s+1}

ANY

WHERE

THEN

END

frame

grdl :
grd2 :
grd3 :
grd4 :

actl :
act2 :
act3 :

sender_rcv_ack =
REFINES
sender_rcv_ack

frame € ack_chan
s_st=working

frame # buffer_s+1
frame € unreliable_ack

w(frame) := acked
ack_chan := ack_chan \ frame
unreliable_ack := unreliable_ack \ {frame}

The new event SND_resnd_data corresponds to the sender resend data where the frame is lost
in the channel and it retries of the sending is less than maximum.
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SND_resnd_data =
ANY
frame
WHERE
grdl : frame € 1...n
grd2 : s_st = working
grd3 : frame_life (frame) = lost
grd4 : retries(frame) < max_retransmit
THEN

act2 : frame_life(frame) := exist
act3 : retries(frame) := retries(frame) +1
END

actl : unreliable_data := unreliable_data U {frame — f(frame)}

The next two events correspond to the daemons breaking the channels and causes lost frames.

DMN_data_channel =
ANY
frame
WHERE
grdl : frame € dom(unreliable_data)
THEN

act2 : frame_life(frame) := lost
END

actl : unreliable_data := {frame} 4 unreliable_data

DMN_ack_channel =
ANY
frame
WHERE
grdl : frame € unreliable_ack
THEN

act2 : frame_life(frame):= lost
END

actl : unreliable_ack := unreliable_ack \ {frame}

5.4.7 Fifth Refinement

Timers can help to avoid infinite loops and deadlocks. If none of the required activities has

started within a predefined duration, the timer indicates the problem.

The time pattern presented in [157] provides a way to include timing properties. The pattern

81



Chapter 5. Sliding Window Protocol 5.4. Specifying SWP Using Event-B

adds an event tic tock simulating the progression of time. Timing properties are derived from
the document. For this step, we need two constants: "propagation" is the propagation time
needed for the message to transit from sender to receiver and "sleep_time" is the sleeping time
used in the timer. As an adaptation we need two new variables: send_time_msg is the send
time message and sleep for the time when sender will stop sleeping at the end of the timer.
Variable at presents the active time. Hereby the invariants of this machine. In inv8, if time is
beyond send_time_msg+propagation and if the time constraint send_time_msg+propagation
has already been processed then we are sure of the succeed of the sender.

INVARIANTS
invl : tmeN
inv2 : at C N

inv3 : at # @ = time < min(at)

invd : sleep € N

invs : tsend_time_msg € N

invé : propagation € N

inv7 : sleep_time € N

inv8 : s_st= success A send_time_msg+propagation ¢ at A time > send_time_msg +
propagation = r_st = success

invd : s st= working A at=sleep = time > send_time_msg + propagation

The time event can be used as in the pattern:

Time =
ANY
tm
WHERE
grdl : tm € N
grd2 : tm > time
grd2 : at # @ = tm < min(at)
THEN
actl : time :=tm
END

We will now modify some events, other will not be changed:

action 6: at := at Utime + propagation Utime + sleep_time will be added to send_success,
sender_send_data and, SND_resnd_data event.

As we can see the two new active times time + propagation and time + sleep_time which are
the future arrival time of messages and the awake time ending the timer.
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guard 6 : time = send_time_msg+ propagation and action 8: at:= at \ {time } in
receiv_success and receiv_current_data event.

The receiver events are triggered by send_time_msg+ propagation which is equal to the posted
value time + propagation, this active time is deleted from the active time(at).

Therefore, we can conclude that the main purposes of timers in a communication protocol are
the following:

e To ensure reliable transmission over an unreliable medium

e To delay the sending of a message to prevent overload

e To check the performance of the protocol

5.4.8 Sixth Refinement

For the last refinement, we add the sequence number of the frames. We need to add another
context which we extend from context C5 (because we use the constant SWS). Our constants
sequence_num represent the number of the sequence of each frame, this constant is a natural
number and greater than sender window size plus 1. We do not forget that in the GO-Back-N
protocol the sequence number are presented in modulo.

invl: Vframel, frame2- framel € dom(unreliable_data) A frame2 € dom(unreliable_data) A
(framel (mod sequence_num) = frame2 (mod sequence_num) ) = framel#frame2

EXTENDS
C5
CONSTANTS
sequence_num
AXIOMS
axml : sequence_num € N
axml : sequence_num > SWS +1

Here we cite the changes that will be made in our events:

{grd6 . seq_num € unreliable_ack
send_success

grd’l . seq_num = buf fer_s + 1 (mod sequence_num)

do6 _ ed liable_dat
receiv_sn_ack & SND_resnd_data {gr seq-num om(unreliable_data)

grdl : seq_num = frame (mod sequence_num)

. grd7 . sq_num € dom(data_chan)
receiv_success
grd8 . sq_num = k + 1 (mod sequence_num)
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grd5 . seq_num € dom(data_chan)

rcv_ignor_data_out_win
grd6 . seq_num = frame (mod sequence_num)

grd5 . seq_num € unreliable_ack

sender_rcv_ack_advanc_win
grd6 . seq_num = buf fer_s + 1 (mod sequence_num)

ds _ k_ch
sender_rcv_ack & DMN_ack_channel { & seq-num € ack-chan
grd6 . seq_num = frame (mod sequence_num)

grd5 . seq_num € dom(data_chan)
sender_send_data

grd6 . seq_num = k (mod sequence_num)

ds5 : _ dom(data_ch
DMN_data. channel gr seq_num € dom(data_chan)
grd6 . seq_num = frame (mod sequence_num)

Proofs Statistics

Table 5.2 expressing the proof statistics of the development in the RODIN tool. These
statistics measure the size of the model, the proof obligations are generated and discharged
by the RODIN platform, and those are interactively proved. For this specification, most of the

proof obligations are automatically discharged by RODIN.

The complete development of the Sliding Window protocol results in 151 POs, within which
133 are proved automatically by the RODIN tool, the remaining 18 POs are proved interactively

using the RODIN tool.

Table 5.2 — Proof Statistics for the Sliding Window Protocol Development

Model Total POs || Automatic Proof || Interactive proof
Abstract model 5 4 1
First refinement 10 10 0
Second refinement 13 8 5
Third refinement 28 25 3
Fourth refinement 40 39 1
Fifth refinement 38 33 5
Sixth refinement 17 14 3
Total(%) 151(100%) 133(88%) 18(12%)
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5.5 Summary

In this chapter, we have presented formal specification of the Sliding Window protocol using
Event-B. In this approach, the modeling process starts with an abstraction of the protocol
which specifies the goals of the protocol. In our case study, a sliding window protocol, sending
and receiving windows of different size are the main protocol goals. The abstraction level of
our Event-B model shows these goals in a very general way, and then during refinement levels,
features of the protocol are modeled and the goals are achieved in a detailed way.
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The NetBill Electronic Commerce
Protocol

Despite that NetBill protocol being a well-known protocol, it is surprisingly difficult to verify
the correctness of a design based on this protocol by hand. So it makes very desirable
the application of formal methods and techniques to the modeling and design of electronic
commerce protocols to gain high assurance about their correctness. Hence, formal methods are
needed in order to ensure their correctness and structure their development from specification
to implementation.

6.1 Introduction

Among those areas where computers are yielding a higher impact during the last years, we
may find the Electronic Commerce (E-Commerce) systems, which facilitate the conduct of
business over the Internet with the assistance of Web techniques, have been adopted by more
and more companies. E-commerce has become an essential feature in the modern global
economic environment. It represents the use of a computer network, mainly the Internet, to
purchase and sell products, services, information, and communication. In fact, commerce
actions under electronic, computer, and telecommunication support have various advantages
with respect to the classic commerce. Electronic commerce protocols are security protocol
that allows customers and merchants to conduct their business electronically through the
Internet. Among them are Secure Electronic Transactions (SET) [158] and NetBill [5] ,[33].

NetBill is an electronic commerce protocol, which allows customers to purchase information
goods from merchants over the Internet.

E-commerce applications are usually very complex. Thus, it is difficult to verify reliability
and correctness. It is hard to ensure the correctness of a design based on this protocol by
hand. Therefore, it makes very appropriate the application of formal methods and techniques
to the modeling and design of such protocol to gain high assurance about their correctness.
However, guarantying the correctness of complex e-commerce protocols is a hard task and
informal methods are inadequate. Formal methods [159] are needed for the construction of
unambiguous and precise models that can be analyzed to identify errors and verify correctness
before implementation. The use of formal methods will lead to more reliable and trustworthy
e-commerce protocols [160].
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Different formal approaches have been applied to model and analyze several protocols, such as
modeling SET in model checking [161] or Mondex in Event-B [162]. This paper presents our
approach to model communication properties of NetBill protocol and its formal specification
in Event-B [9].

6.2 NetBill Protocol

The NetBill protocol is an electronic commerce protocol optimized for the selling and delivery
of low-priced information goods, such as software or journal articles, across the Internet. It
was developed by Carnegie Mellon University in conjunction with Visa and Mellon Bank to
deal with micropayments of the online order.

The NetBill transaction model includes three participants: the consumer (C), the merchant
(M) and the NetBill server (S).

A transaction involves three phases: price negotiation, product Request, and payment. In
a NetBill transaction, the customer and merchant interact with each other in the first two
phases; the NetBill server is not involved until the payment phase. The NetBill protocol
consists of eight messages (Figure 6.1), Here is an outline of the NetBill protocol (We use the
notation X = Y to indicate that X sends the specified message to Y) :

Price Request Phase

The first phase of the NetBill protocol is the price request phase. It makes up the first two
message of the protocol and consists of a request and a response. It allows a customer to de-
mand the price and a detailed goods description which he found on the web page of a merchant.

1- C = M : Price Request

2- M = C : Price Response

Product Request Phase

In case the customer is interested in buying the goods, he is free to demand them from the
merchant, who in turn provides them encrypted with a key K.

3- C = M : Product Request
4- M = C : Product, encrypted with a key K

After the Product Request Phase, the customer has got the products in encrypted form, but
can not use them.

Payment Phase

After the encrypted goods are delivered, the customer submits payment to the merchant
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Ol
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Customer (4) Merchant
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R
(6) (7)

Intermediation Server
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Account funding Netbill's Bank
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Merchant’s Bank

Customer’s Bank
Batch payment

. Request quote 5. Send electronic
Present quote payement order (EPO)
. Accept quote 6. Send EPO and key
. Deliver goods 7. Send receipt

8. Send receipt

N =

Figure 6.1 — The NetBill protocol

in the form of a signed Electronic Payment Order. If the merchant accepts this electronic
check, he forwards it together with the secret product encryption key K to the NetBill
server. If everything seems all right, the server carries out the transaction and saves the
product decryption key into his database. Finally he responds to the merchant by sending
a signed receipt. The merchant forwards the receipt, which contains the key K, to the customer.

5- C = M : Signed Electronic Payment Order (EPO)
6- M = S : Endorsed EPO (with K)

7-S = M : Signed result (with k)
8- M = C : Signed result (with K)

It is important that the product decryption (or encryption) key K makes part of the EPO
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forward to the NetBill server, who stores it in its database. This is necessary in order to
prevent the merchant to defraud the customer: if the merchant does not send the key K to
the customer, he can recover it directly from the NetBill server.

6.3 Specifying NetBill Protocol Using Event-B

6.3.1 Refinement Strategy

In this short section, we present our strategy for constructing the NetBill protocol. This will
be done by means of an initial model followed by two refinements.

1. The initial model is a high level of abstraction, showing that the customer orders a
product and that the transaction terminated.

2. The first refinement introduces delivery goods operation along with accepting the
encrypted goods by the customer.

3. The second refinement contains the decryption goods along with the operations made

in the customer and merchant accounts.

For our model we consider the transactions from the point of view of the customer and the
merchant[163], which is shown in the figure below.

(Customer) (Merchant)
{ Idle } { Idle }
Order DeliverGood s
{ Ordered } { Delivered }
Pay Endorsed EPO
{ Confirmed } { Cashing }
Accept Terminate

L Ended } { Ended }

Figure 6.2 — Customer and Merchant View of a Transaction

The Event-B model of the NetBill protocol consist of three machines which model a state and
the events representing behavior that could occur, the conditions that must apply if an event
occurs and the effect of the event has on the state. As such, a machine gives a representation
of possible behaviors of the protocol. In addition to the previous machines, we have three
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contexts which are used in Event-B to define constant values such as abstract sets, relations,
functions, properties of those constants, called axioms and theorems expressing properties of
the constants that can be deduced from the axioms. The abstract sets are sometimes named
carrier sets.

6.3.2 Initial Model

In this initial model, we just formalize what the customer can eventually do: order a product.
First, we define a carrier set Goods: it describes the goods information(PRD, PRICE and KEY).
Then we define another carrier set named Transaction. It is made of six distinct elements:
idle, ordered, confirmed, delivered, cashing and ended which present the transaction status.

SETS SETS
Transaction Goods
CONSTANTS CONSTANTS
idle PRD
ordered PRICE
confirmed KEY
delivered
cashing
ended

After that, we define four variables: goods, trans, status and agreed denoting respectively the
set of ordered product, a set of the transaction, and a variable Boolean to indicate if there is
an agreement or not.

The invariants specify the properties that the variables (the state) must satisfy before and
after every event, excepting the initialization where the invariants must be satisfied after the
initialization.

INVARIANTS
invl : goods C Goods
inv2 : goods # @ =(3 g.goods ={g})
inv3 : trans C Transaction
inv4 : status € trans — Transaction
inv5 : agreed € BOOL
inv6 : V t.te trans A status(t) = ended =>agreed = TRUE
inv7 : agreed = TRUE = (Vt.tEtrans Astatus(t)=ended)

Finally, we define the dynamics of the system by means of three events: The INIT event
makes variable goods empty, agreed false and the status of the transaction is idle, the Order
event and the Terminate event which correspond to terminate a transaction :
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INIT =
BEGIN
actl : goods := ¢
act2 : trans := @}
act3 : status := @ x {idle}
act4 : agreed := FALSE
END

Initialization (INIT) is a distinguished event that occurs only once, before any other event.
This event initializes the machine’s variables to a set of values that establishes the invariant.
Note that the variables do not have any value before initialization.

Order =
ANY
g
WHERE
grdl : g € goods
grd2 : goods = ¢
THEN
actl : goods := {g}
END

Terminate =
ANY

t
WHERE

grdl : t € trans

grd2 : agreed = TRUE
THEN

actl : status(t) := ended
END

At this point, our abstract machine simply describes the transaction of ordering a product.
We will now model behavior that describes the delivery of goods operation and accepting the
encryption goods by the customer. This process consists to refine our abstract machine.

6.3.3 First Refinement

We are going to refine our abstract model to a more concrete one, by adding more events and
more variables to our model.
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For this, we define carrier set AGENT, which we will use as the source of unique identifiers for
agents. The set is not given a specific size, but it is declared to be finite, meaning that it does
have a size that is a natural number. Sets are potentially infinite unless declared otherwise.

SETS

AGENT
AXIOMS

axml: finite(AGENT)
END

Then we introduce these new variables: t_Id indicates a transaction ID, value corresponds to
the price of the goods, encry indicate the encryption of the goods and variable EPO present
the signed EPO of customer and merchant.

INVARIANTS
invl : V t.t€trans = status(t)=idle
inv2 : status € Transaction - Transaction
inv3: tld €0...n

inv4 : value € Goods - N each good has a value
inv : V t.t Etrans A status(t)= idle = status(t)= delivered
inv6 : encry € Goods — N each good has an encryption

inv7 : V t.t€trans A status(t)= ordered = status(t)= confirmed
inv8 : EPO € AGENTS - N each agent has an EPO

inv9 : customer C AGENTS each customer has a unique Id
invl0 : Merchant C AGENTS each merchant has a unique Id
invll : price € N1 any price other than free

This refinement aimed at adding new functionality, rather than refining the current functionality.
For that reason, all events will be displayed in extended mode, a mode supported by Rodin. In
extended mode, only the new parameters, guards and actions are displayed, that is, only the
parts of an event that extend the event being refined. The initializations of our new variables.
The initializations of our new variables.

INIT extended =

BEGIN
act8 : tld:=0
act9 : value := Goods x {0}
actl0 : encry := Goods x {0}
actll : EPO := AGENTS x {0}
actl2 : price :€ N1

END
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For this refinement, event Order will be refine by adding new guards and actions, the customer
orders goods and receives the price of the goods from the merchant(act4), then the status
of the transaction will be in ordered(act2) then the id of the transaction will increment by

1(act5).

Order =
REFINES
Order
ANY
g, mt
WHERE
grdl : g € goods
grd2 : goods = ¢
grd3 : m ¢ Merchant
grd4 : t € trans
THEN
actl : goods := {g}
act2 : status(t):=ordered
act3 : Merchant := Merchant U {m}
act4 : value(g) := price
acts : td :=tId +1
END

Now, we define our new events of this refinement;:

FixPrice: event to set a price to a good.

[ J
e Start: corresponding to the start of a transaction where initially all transactions are idle.
e Goods_delivery: correspond to sending the encrypted goods to the customer and change
the status of the transaction from idle to deliver.
e Pay: correspond to accepting the encrypted goods, generating an EPO and changing
the status of the transaction from ordering to confirm.
Start = FixPrice =
ANY ANY
t amount
WHERE WHERE
grdl : t € Transaction \ trans grdl : amount € N1
grd2 : t € dom(status) THEN
THEN actl : price := amount
actl : trans := trans U {t} END
act2 : status(t) :=idle
END
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Goods_delivery = Pay =
ANY ANY
t, g k t, g k c, ID
WHERE WHERE
grdl : t € trans grdl : t € trans
grd2 : g € goods grd2 : g € goods
grd3 : status(t) = idle grd3 : status(t) = ordered
grd4d : k € KEY grd4d : k € KEY
THEN grd5 : encry(g)=k
actl : goods := {g} grd6 : value(g) < p
act2 : status(t):= delivered grd7 : c € customer
act3 : value(g):=price grd8 : ID € KEY
actd : encry(g):=k THEN
END actl : status(t) := confirmed
act2 : value(g):= price
act3 : EPO(c) := 1D
END

6.3.4 Second Refinement

In this refinement, we enlarge our state by adding to it variables decry and account which
define respectively the decryption of goods and the account of the customer and the merchant.

INVARIANTS
invl : V t.t Etrans A status(t)= delivered = status(t)= cashing
inv2 : decry € Goods — N
inv3 : V t.t Etrans A status(t)= confirmed = status(t)= ended
inv4 : account € AGENTS — N

We describe our new events of this refinement:

e Endored_EPO: Correspond to checking the EPO sent by the customer, then, the status
of the transaction will change from delivered to cashing.

e Accept: Getting the decryption key, then, the status of the transaction will change from
confirmed to ended.

e Terminatel: NetBill server debits the account of the customer.

Terminate event will be refined in a form that the NetBill server credits the account of the
merchant and sends a receipt to the merchant. Finally, the merchant forwards this receipt
containing the decrypting key to the customer(Event accept).
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Endored_EPO =
ANY
t, m, c, ID
WHERE
grdl : t € trans
grd2 : m € Merchant
grd3 : c € customer
grd4 : status(t)= delivered
grd5 : ID € KEY
grd6 : EPO(c) =ID
grd7 : EPO(m) =ID
THEN
actl : status(t):=cashing
act2 : EPO(c) := EPO(m)
END

Accept =
ANY
g k, t
WHERE
grdl : g € goods
grd2 : k € KEY
grd3 : t € trans
grd4 : status(t) =confirmed
THEN
actl : decry(g):=k
act2 : status(t):=ended
END

Terminatel =
ANY
g, m,c
WHERE
grdl : g € goods
grd2 : c € customer
grd3 : account(c) > value(g)
THEN
actl : account(c):= account(c) — value(g)
END
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Terminate =
REFINES
Terminate
ANY t, g, c, m
WHERE
grdl : t € trans
grd2 : agreed = TRUE
grd3 : g € goods
grd4 : c € customer
grd5 : m € Merchant
grd6 : account(c)= account(c) — value(g)
grd7 : price = value(g)
grd8 : account(c) # account(m)
THEN
actl : status(t) := ended
act2 : account(m):= account(m) 4+ price
END

Proofs Statistics: The proof statistics for the development of the Netbill protocol is in Table
6.1. For this specification, most of the proof obligations are automatically discharged by
Rodin.

The complete development of the Netbill protocol results in 98 POs, within 85 are proved
automatically by the Rodin tool, the remaining 13 POs are proved interactively using the
Rodin tool.

Table 6.1 — Proof Statistics for the NetBill Protocol Development

Model Total POs || Automatic Proof || Interactive proof
Abstract model 10 8 2
First refinement 51 42 9
Second refinement 37 35 2
Total(%) 98(100%) 85(86%) 13(14%)

6.4 Summary

With the growth of the Internet community and the endless possibilities the Internet offers to
the person, it didn't take long before someone realized that the web is a really good place for
the commercial business. So, very quickly electronic commerce was born, offering almost all
kinds of goods to be purchased and delivered, simply over the Internet.

NetBill is an e-commerce protocol that is used for shopping over information products using
the Internet. Since it is used extensively by e-commerce web services, its correctness is of
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critical importance. The protocol is complex to perform hand-proofs. So, we use a tool based
refinement methodology for verifying the NetBill algorithm. In this chapter, we have presented
an incremental formal modeling of the NetBill protocol using Event-B. We choose Event-B
because it promotes a layered style of formal modeling, where a model is developed as a chain
of abstract models; step by step concrete details are progressively introduced via provably
correct refinement steps, which allows us to achieve a very high degree of automatic proof.
The Rodin platform automatically generates the required proof obligations and Rodin provers
discharge the proof obligations automatically for ensuring correctness of the system.
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[4 T he Tatebayashi, Matsuzaki and
Newman (TMN) Protocol

Formal methods have shown their interest when developing critical systems, where safety or
security is important. This is particularly true in the field of security protocols. Such protocols
aim at securing communications over a public network. Small flaws in the development of
such systems may cause important economic damages.

7.1 Introduction

Cryptographic protocols play a crucial role in achieving security in today's communication
systems. They are widely used for various purposes between the agents: like Exchange secret
information, achieve a transaction (Electronic Commerce), authenticate one, some or all the
agents, vote and protect copyright on digital content.

Often cryptographic algorithms and protocols are necessary to keep a system secure, particularly
when communicating through an untrusted network such as the Internet. Generally, it involves
two communicating agents who exchange a few messages, with the help of a trusted server. The
exchanged messages are composed of components such as keys, random numbers, timestamps,
and signatures [164]. At the end of the protocol, the agents involved may deduce certain
properties such as the secrecy and authenticity of an exchanged message[165].

One of the main advantages of formal methods is to provide a clear, well-defined mathematical
model that allows to reason about the capacity of an attacker and to precisely state the
security guarantees achieved by a protocol in the given model. A large variety of models have
been proposed so far, proposing different trade-offs between expressibility and the possibility
to automate proofs.

In this chapter, we present an approach to model TMN protocol[6]. While there exist a great
variety of formal models that have been applied to model and analyze TMN protocol, such as
Coloured Petri Nets [7] but none are made by Event-B Method.
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7.2 TMN Protocol

The Tatebayashi, Matsuzaki and Newman (TMN) Protocol [6] is a key distribution protocol
for digital mobile communication systems, such as cellular networks. The TMN protocol
concerns three players :an initiator A, a responder B and and a server S, to facilitate the
distribution of a session key, K,,. The TMN protocol for establishing a session key involves
the exchange of four messages ; it is illustrated below:

> Server 1
(1) / \ (2)
(4) (3) ¥
Initiator Responder

Figure 7.1 — Message Exchange in TMN Protocol

We use the following notation: (i) A — B : X to indicate that in the ith step of the protocol
agent A sends message X to agent B. We write A - B : X, Y to denote “A sends B the
message X along with the message Y ".

The protocol can be defined as follows :

(i) A= S: B, {K,}PK,
(i) S > B: A

(iii)

(iv) S— A: B, (K} K,

B—S:A {K,}PK,

The TMN protocol work as detailed below. The server possesses a public-private key pair.
The public key is known to everyone in the system, while the private key belongs to the server
alone.

1. When user A wishes to communicate with user B, it encrypts a random number with
the server’'s public key, and sends the encrypted random number, along with A's and
B’s names.

2. When the server receives the request, it decrypts the random number and stores it as a
key-encryption key for that conversation; it also notifies B that A wishes to speak to it.

3. User B, on receiving the notification from the server, generates a random number to be
used as a session key, encrypts it with the server’'s public key, and sends it to the server.
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4. The server decrypts the response, encrypts the key with A's random number using a
private-key algorithm, and sends the result to A. In the specification of the protocol,
the algorithm used for this step is commutative in the sense that, if A[B] represents the
encryption of B under the key A, we have A[B]=BIA].

5. To obtain the session key, user A decrypts the message from the server using the original
random number it had generated and assumes that the result is the session key.

In message (iv), K, is encrypted using a symmetric key algorithm with the key K,,. Hence,
the encryption operators used in (iv) on one hand and in (i) and (iii) on the other hand differ
(though the notation is the same).

7.3 Refinement Strategy

In this short section, we present our strategy for constructing the TMN protocol without
taking into account the intruder. This will be done by means of an initial model followed by
one refinement.

1. The initial model is high-level abstraction showing that the agents do not send messages
to each other.

2. In the first refinement, we introduce the basic message exchange process between the
agents.

7.3.1 Initial Model

The initial model of TMN protocol is presented as follows: First, we define two carrier sets
Random_num and Agent, which describe, respectively, random number that is generated by
the initiator or the responder and set of the agents that contain Initiator, Server, and the
Responder as constants.

SETS
Random_num
Agent
CONSTANTS
Initiator, Server, Responder
AXIOMS
axml : partition(Agent, {Initiator}, {Server}, {Responder})
END

Then the variables num_A and num_B corresponding to the random numbers generated by
the initiator and the responder, which are added at the final to the variable num_final.
We define three variables i1, i2, i3 and i4 that correspond to what Initiator record. The
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variable il is a total function from the set num_A to the set Initiator.

The variable i2 is a total function from the set num_A to the set Responder. It means that
the initiator i1(num_A) has started a protocol execution in order to speak to recipient R. The
variable i4 is a Boolean function which indicates that the presumed destination of a transaction
is active and involved in the current transaction.

INVARIANTS
invl : num_A C Random_num
inv2 : num_final € (num_A U num_B)
inv3 : num_B € Random_num
inv4 : il € num_A — Initiator
invb : i2 € num_A — Responder
inv6 : i3 € num_A - num_B
inv7 : i4 € num_A - BOOL
inv8 : V num.num € num_final = i4(num) =TRUE

For our abstract model, we have three events which are: Event Init which corresponds to step
1 of the protocol where the Initiator A records its intention to speak to the responder B by
choosing a random number. Event level, which indicates the Responder records that initiator
A wants to speak to B and Event Final.

At the beginning of a transaction, the variable i4 is set to FALSE by the event INIT, at the end
of the transaction (Final event), it is necessary that the agent who initiated the transaction to
be able to say that the presumed destination is active.

Init =
ANY num_l, a, b
WHERE

grdl : num_l & num_A
grd2 : a € Initiator
grd3 : b € Responder
THEN
actl : num_A := num_A U {num_I}
act2 : il(num.l) :=a
act3 : i2(num_l) :=b
act4 : i4(num_l) := FALSE
END
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final =
ANY num_|
WHERE
grdl : num_| € num_A \ num_final
grd2 : i4(num_l) =TRUE
THEN
actl : num_final := num_final U { num_I}
END

level =
ANY num_l, a, b
WHERE
grdl : num_| € num_A
grd2 : a = il(num_l)
grd3 : b = i2(num_lI)
THEN
actl : i4(num_l) := TRUE
END

7.3.2 First Refinement

We are going to refine our abstract model to a more concrete one, by adding more events and
more variables to our model. For this, we introduce set of MSG and set KEYS.

The variable msg is the set of messages. This set is partitioned into four sets msgl, msg2,
msg3, and msg4. Then variables m(i)_id and m(i)_ki to model ith message.

INVARIANTS
invl : msg C MSG
inv2 : partition(msg ,msgl, msg2,msg3,msg4)
inv3 : ml.id € msgl — Initiator
invd : ml ki € msgl - num_A
invh : m2_id € msg2 — Server
invé : m3_id € msg3 — Responder
inv7 : m3_ki € msg3 - num_B
inv8 : m4_id € msg4 — Server
inv9 : session_key C KEYS
inv10 : m4_ki € msgd — session_key

Now, we define our events of this refinement: In each event generates a new message belonging
to msg(i). For the events Step 1, Step 2 and Final, they refine respectively events Init, level
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and final. The
machine.

emphasis guards and actions represent guards and actions of the previous

Stepl =
REFINES Init
ANY m
WHERE
grdl : num_l & num_A
grd2 : a € Initiator
grd3 : b € Responder
grd4d : m & msg
THEN
actl : num_A := num_A U {num_I}
act2 : il :=ilu {num_l — a}
act3: 2 :=i2VU {num_l — b}
act4 : i4(num_l) := FALSE
acts : msg := msg U { m}
act6 : msgl := msgl U { m}
act7 : ml.id := ml.id U {m ~ a}
act8 : ml_ki := ml ki u {m +~ num_I}
END

Step2 =
REFINES level
ANY s, m2
WHERE
grd1 : num_l € num_A
grd2 : a = il(num_l)
grd3 : b = i2(num_l)
grd4 : s € Server
grd5 : m2 & msg
THEN
actl : i4(num_|l) := TRUE
act2 : msg := msg U { m2}
act3 : msg2 := msg2 U { m2}
act4 : m2_id := m2_id U {m2 s}
END
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Step3 =
ANY m2, m3, key
WHERE
grdl : m3 & msg
grd2 : m2 € msg2
grd3 : key & session_key
THEN
actl : msg := msg U { m3}
act2 : msg3 := msg3 U { m3}
act3 : session_key := session_key U { key}
END
Step4 =
ANY key, m4, s
WHERE
grdl : key € session_key
grd2 : m4 ¢ msg
grd3 : s € Server
THEN
actl : msg := msg U { m4}
act2 : msg4 := msg4 U { m4}
act3 : mé_id := m4_id U { m4 — s}
act4 : m4_ki(m4) := key
END
Final =
REFINES final
ANY num_Il, m4, key
WHERE
grdl : num_| € num_A \ num_final
grd2 : i4(num_l) =TRUE
grd3 : m4 € msgd
grd4 : key € session_key
grd5 : m4_ki(m4) = key
THEN
actl : num_final := num_final U { num_I}
END

For this specification, most of the proof obligations (POs) are automatically discharged by
RODIN. The complete development of the TMN protocol , in Table 7.1, results in 41 POs,
within which 23 are proved automatically by the RODIN tool, the remaining 18 POs are proved
interactively using the RODIN tool.
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Table 7.1 — Proof Statistics for the TMN Protocol Development

Model Total POs || Automatic Proof || Interactive proof
Abstract model 20 7 13
First refinement 21 16 5
Total(%) 41(100%) 23(56%) 18(44%)

TMN Protocol Attacks

The TMN protocol is subject to a number of attacks. In[166] G. Lowe and A. W. Roscoe
discover 3 different attacks:

1. Authentication and secrecy failure: the intruder | pretend to be A, and uses a session
supplementary key K; of his selection to discover the established session key K, in the
last message.

(a) I(A) - S : B, {K;}PK(S)

(b)y S-B:A

(c) B—>S:A {K,}PK(S)

(d) S—=1(A) : B, {K,}K;

2. Authentication failure: the intruder | pretend to be B and establishes a new session key
K;of his selection

(a) A= S : B, {K,}PK(S)
(b) S — I(B) : A

(c) I(B) = S : A, {K,}PK(S)
(d) S—=1I(A) : B, {K}K,

Also, in [166] a third attacks Parallel session and replay attack combining the above attacks 1
and 2. In [167], Simmon found an attack to TMN by using the homomorphic property of the
underlying public key algorithm.an attacker can discover an exchanger session key easily, and
the server cannot expose any message reply.

7.4 A Modified Version of TMN Protocol

We propose in this section a modified version of TMN protocol. The user A will encrypts two
different number with the server's public key.And user B will have another key (PK}) which
will be shared with a server only. The user will encrypts the session key first with (PK,,) then
encrypted with server's public key, and sends it to the server. The server for him will decrypt
the response, encrypts the key with both A's random number and sends the result to A. The
Modified protocol can be defined as:
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(i) A= S: B, (K,,)PK,, (K} PK,
(i) S > B: A

(i) B — S: A, {K,,, PK,,} PK,

(iv) S—= A: B, {Kup}Kag A {Kop} K

Event-B Model of the Modified Version

The specification of this new version of the protocol is almost the same like the previous
one, the only difference is that we have two new variables, num_A1 which defines the second
random number of A, and m(3)_k32 represents the key that B shared with the server. The
strategy of the refinement will be the same, but the model will be enriched with more guards
and actions. For the new specification,table 7.2

Table 7.2 — Proof Statistics for the Modified Version of TMN Protocol

Model Total POs || Automatic Proof || Interactive proof
Abstract model 35 27 8
First refinement 30 25 5
Total(%) 65(100%) 52(80%) 13(20%)

7.5 Summary

This chapter describes the Tatebayashi, Matsuzaki, and Newman (TMN) protocol, which
is proposed mainly as a cryptographic protocol for mobile communication systems. We
model TMN using Event-B method and verify the correctness of refinement steps until the
implementation. Also, We proposed a modified version of the protocol and applied the Event-B
method to the new version.
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This chapter summarizes the thesis result and introduces possible future works. First, it
is illustrated how research goals are fulfilled and are covered in different chapters. Finally,
possible future work and research are listed.

8.1 Summary

Formal methods are mathematical techniques applied for developing large systems. The
complexity of growing systems presents an increasing challenge in the task of formal develop-
ment and requires a significant improvement of formal techniques and tool support. More
and more various and complex communication protocols are being employed in distributed
systems and computer networks for divers types. The informal techniques used to design these
protocols have been generally successful, but have also yielded a disturbing number of errors
or unexpected and undesirable behavior in most protocols.

Communication protocols usually involve a subtle interaction of a number of distributed
components and have a high degree of parallelism. This is why their correctness is difficult to
guarantee, and many protocols turned out to be erroneous. One of the most promising solutions
to this problem is the use of formal verification, which requires the correct specification of the
protocol in some specification language and a formal proof of its correctness by mathematical
techniques. Different approaches have been used for the formal specification and verification
of communication protocols. In our approach, we have chosen the Event-B method. Event-B,
a formal specification language, has a high potential in dealing with the correctness due to its
well-known refinement mechanism, well-defined proof obligations, and the RODIN platform.

The main reason to choose Event B as a modeling language is the refinement, which allows a
progressive development of models. The refinement in Event-B is a mechanism of constructing
a series of more abstract models before reaching a very detailed one. For instance, in a
refinement step, new variables and new events can be introduced and the existing events can
be made more concrete with the assumption (that must be formally proved) that the concrete
guard is not weaker than the abstract one (i.e. the concrete guard logically implies the abstract
one) [9]. Event B also is supported by a complete tool set: RODIN which provides features
like refinement, proof obligations generation, proof assistants and model-checking facilities.
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The most important condition to successfully complete verification is to know what exactly
the verification task needs to achieve. This seems to be trivial. However, in practice, formal
methods are often not applied due to a lack of awareness of the verification goal. In contrast
to simulation where certain behaviors of the system are tested, formal verification needs an
abstract understanding of the properties of the system. The protocols described in our thesis
cover a wide range, from data link layer protocol, e-commerce protocol to a cryptographic
protocol. In order to specify our protocols, we describe what the protocol should do, what
the protocols should not do, and how the protocol should react. Our aims are constructing a
model with a clear and accurate formulation of the communication protocol properties and
discharge of all proof obligations. To satisfy these, attentive choice of invariants and machine
theorems was important and eased the proof effort. A major focus of our work has been
to explore the use of the Event-B method for formally specifying a communication protocol.
Two major approaches from the general specification were identified and applied to a set of
example protocols: (1) an abstract model that defines operations that may be caused and (2)
concrete model where the services is an active process with message exchange.

The main contribution of this research is to demonstrate the applicability of Event-B method in
the modeling and verification of properties in real-world protocols, specifically communication
protocols. In conclusion, the Event-B method aims at improving the quality of the software
with the overall gain in the productivity. The work presented in this thesis is a step towards
this direction.

Our experience of using the RODIN platform was very positive. The supported tool was
sufficiently expressive and all proof obligations could be discharged. We achieved a good
degree of automatic proof. All interactive proofs involved a small number of steps and were
straightforward to achieve.

Based on this experience, here are a few hints to get it right from the start:

Which Proofs Need to Be / Have Been Discharged? RODIN keeps track of all the
proofs that need to be done and tries to prove them every time the file is saved. Their state
can be seen by opening the Event B Explorer view (if not already open) and expanding the
model, then the machine, then the Proof Obligations section. Discharged POs appear in
green, POs still not discharged appear in brown.

Automatic Provers: RODIN sometimes needs manual help to prove some properties. Using
the interface to the proving tools available for RODIN is not straightforward. However, it is
not hard to write a model for the proposed problem in which RODIN automatically discharges
all the proof obligations.

Building the Model: The starting point is figuring out which variables are necessary and
which invariants can be used to capture the requirements. Some requirements can be dealt
with invariants which are similar to type declarations (e.g., a € N). Others need logical formulas.
Some requirements will however have to be dealt with in the guards of some events. Since
Event-B requires invariant preservation, the more requirements are expressed as invariants, the
stronger the model will be. Last, some invariants may not capture directly requirements, but
properties of the model which we want to ensure are preserved. They may also help RODIN
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to perform the proofs. Then determine which events should be observed in the model and
fill in obvious guards and the actions one event at a time. Invariant preservation and well
definedness proof obligations are proven on a per-event basis, so you can in principle work
event by event trying to capture requirements. RODIN will retry simple proof strategies every
time we save the project.

Seeing the Proofs: When a proof cannot be discharged automatically it is anyway useful to
see in which node the proof stopped — i.e., what had to be proven but could not be proved.
This can give hints as to what is missing in the model. In order to do this, double click on the
brown undischarged proof in the Event B explorer window. That will open new tab related
to the proof. Then we switch to the “Proving perspective” by selecting Window — Open
Perspective — Proving. A “Proof Tree" window appear stating the formula remaining to be
proven; a “Proof Control” window should appear as well, where we can add intermediate goals
to be proven, hypotheses in the search tree, and select additional strategies from the installed
theorem provers (e.g. pp, pl, ml). They can be tried, but they can take a long time to execute
— until timeout (this is the reason why they are not used every time the project is saved).

At last, some versions of RODIN have simple bug: even if a proof is discharged, it is still
shown brown in the Event-B explorer, so one would think it has not been proved. A simple
quit and restart RODIN to make it show the correct status. Although the different parts of
the guards are in logical conjunction, sometimes changing the order of the guards help the
theorem provers to do their task.

8.2 Future Work

Guaranteeing software correctness "has long been the objective in Computer Science" ([168,
169]). Formal methods may be used beneficially for the specification, verification, and
implementation of communication protocols. However, a great deal of work remains to be
done in improving verification techniques and high-level system implementation languages,
in integrating performance analysis with analysis for logical correctness, and in automating
these analysis techniques. To guarantee the correctness of security protocol system, several
formal modeling and analysis methods have been developed. These works are focused on
validating the protocol specification. However, errors can also be introduced to the system
in implementation phases, even if the specification is proven to be flawless. The formal
verification technique applied to routing algorithms for wireless networks has been a quite
unexplored field yet, and therefore there are lots of opportunities for new research. Indeed,
the field is in need of more specific techniques and tools.

Routing is one of the most basic and valuable tasks in a collaborative computer network.
Since the basic networking function of the routing protocols is to establish procedures for
finding and maintenance of paths between different points on the Internet. Errors in routing
protocols can lead to connection interruption which can be very expensive, given the existent
volume of traffic circling through the Internet.

To any wireless network, having a correct, robust and efficient routing protocol is indispensable.
However, a challenging problem is how to guarantee these desirable features. Neither simula-
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tions nor tested implementations can ensure the quality required for these protocols. Because
of that, it is important to verify, before a protocol is used, that its behavior will conform to
expectations. This analysis can be carried out along two main directions: performance and
correctness. It is essential to note that formal verification is not a substitute for testing or
simulation. These three quality assurance techniques are much more complementary rather
than competitive approaches. They should be adopted together to boost the system reliability
once each one has a different approach and objective. The test is a way to think how the
system works trying to detect situations where it may fail. Since we have a pretty good
experience with Event-B and Rodin platform, we want to enlarge our knowledge to include
other methods and techniques. So, what we propose for our next work methodology, is to
apply tools for interactive theorem proving, which they have various logics and various levels
of automation, three tools that interest us, which are:

e First order logic without quantifiers, with induction :

A Computational Logic for Applicative Common Lisp (ACL2)? is an interactive theorem
prover. It combines a Lisp-based programming language for developing formal models
of systems with a reasoning engine that can prove properties about these models.
We propose to use ACL2 with DrACula (an ACL2 IDE) [170] to create models and
properties of routing protocols, to verify these properties with its mechanical prover,
and to use its execution capability for effective simulation.

e Higher order logic:

Prototype Verification System (PVS)? is a specification language with support tools and
theorem prover. The Language of PVS is based on classical, strongly typed higher-order
logic, it provides some integration with model-checking. We consider applying PVS to
produce a detailed, precise and highly formal model and within the proposed model, we
intend to be able to establish a key correctness norm.

e Calculus of inductive constructions :

Coq? implements a program specification and mathematical higher-level language called
Gallina that is based on an expressive formal language called the Calculus of Inductive
Constructions that itself combines both a higher-order logic and a richly-typed functional
programming language. Since in the theorem proving there is no counterexample. We
will explore the use of "QuickChick" which is a property-based random testing tool
for Coq that allows the user to quickly find the counterexamples to proposition before
attempting to prove them. This is an approach where testing meets proving.

We intend to prove the overall purpose of the protocol and then check for more elaborate
specifications that reflect the local behavior of the processes. This type of reasoning with
these tools will make it possible to lead development on less and less abstract levels. We will
be focusing on proving properties about the protocol, then apply it to all possible behaviors.
In order to guarantee the correctness of a routing protocol, we need to be capable of formally
express the requirements. Given a specification and a set of requirements, our aim is to explore
the use of the cited tools and to verify whether the specification satisfies the requirement
using these tools.

Lhttp://www.cs.utexas.edu/ moore/acl2/
2http://pvs.csl.sri.com/
3http://coq.inria.fr/

110



A\ Event-B Model of Sliding Win-
dow Protocol

A.1 Abstract Model

CONTEXT C7
SETS

Max
CONSTANTS

max_retransmit

AXIOMS

axml: max_retransmit € N
axm2: max_retransmit > 0

END

CONTEXT C6
SETS
life
CONSTANTS
exist
never_sent
lost

AXIOMS

axml: [ife = {exist, never_sent,lost}
axm2. exist # never_sent

axm3:. exist # lost

axmé: never_sent # lost

END

CONTEXT (4
SETS

size_r

CONSTANTS

RWS
AXIOMS

axml: RWS =1
END

CONTEXT C5
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A.1. Abstract Model

EXTENDS C4
SETS

size_s

CONSTANTS

SWS
AXIOMS

axml: SWSeN
axm2: SWS > RWS
END

CONTEXT C8
EXTENDS C5
CONSTANTS

sequence_num

AXIOMS

axml: sequence_num € N

axm?2: sequence_num > SW S +1
END

CONTEXT (3
SETS

frame_statut

CONSTANTS

acked
nacked
nsent

AXIOMS
axml: frame_statut = {acked,nacked,nsent}
axm2: acked # nacked
axm3:. nacked # nsent
axmé: acked # nsent

END

CONTEXT CO0
SETS

D
CONSTANTS

n

f
AXIOMS

axml: O0<n
axm2: fe€l..n— D
END

CONTEXT C1
SETS

STATUS
CONSTANTS

working
success

fail

112



Appendix A. Event-B Model of Sliding Window Protocol

A.2. First Refinement

AXIOMS

axml: STATUS = {working, success, fail}
axm2: working # success

axm3: working # fail

axmé: success # fail

END

MACHINE gbn_0
SEES C0
VARIABLES

g
INVARIANTS

invli: i€0..n

inv2: gel..i
EVENTS
Initialisation

begin
actl: i:
end act2: g .
Event swp (ordinary)

begin
end actlii,g:|i'€0..nng =0..i"Y<f
END

D

AIV

0
@

A

A.2 First Refinement

MACHINE gbn_1
REFINES ghn_0

SEES (C0,C1
VARIABLES
h, k, s_st, r_st
INVARIANTS
invi . ke0l..n
inv2  h=0..k<f
inv4 : Ss_st = success = r_st = success
invb . rste STATUS
inv6 . sste STATUS
inv7 : hCf
inv8 > dom(h)C1l..n
EVENTS
Initialisation
begin
actl: k:=0
act2: h:=¢

act3: r_st .= working
end acté4: s_st .= working
Event swp (ordinary) =
refines swp

when
grdl: s_st # working
with grd2: r_st # working
iz i =k
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then g’ &' =h
end Sskip

Event send_success (ordinary) =
when

grdl: s_st = working
then grd2: r_st = success

end actl: s_st :=success
Event send_fail (ordinary) =

when

then grdl: s_st =working

end actl: s_st := fail
Event receiv_success (ordinary) =

when

then grdl: r_st = working

end actl: r_st := working
Event receiv_fail (ordinary) =
when

grdl: r_st = working
then grd2: s_st= fail

end actl: r_st := fail
END

A.3 Second Refinement

MACHINE gbn_2

REFINES gbn_1

SEES C0,C1

VARIABLES
h, k, s_st, r_st

INVARIANTS
invl: k<n=>k+1¢& dom(h)
inv2: k€O0..n

EVENTS

Event receiv_success (ordinary) =
extends receiv_success

when
grdl: r_st = working
grd2: k+1=n
then grd3: k+1¢& dom(h)
actl: r_st .= working
act2: k :=

end act3: h Z;I;IU {n f(n)}

Event receiv_current_data (ordinary) =
refines receiv_success

when
grdl: r_st = working
then grd2: k+1<n
actl: k:=k+1
end act2: h:=huf{k+1- f(k+1)}

END
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A.4 Third Refinement

MACHINE gbn_3
REFINES gbn 2
SEES (0,C1,C3,C5

VARIABLES
k, s_st, r_st, buffer_s, data_chan, ack_chan, w
INVARIANTS
invl: bufferse€0..n

inv2: datachane€l..n+ D
inv3: ack_chanC1..n
invd: w € 1..n- frame_statut
invh: w € Z + frame_statut
inv6é: f€Z-+» D

EVENTS

Initialisation (extended)

begin

actb: buf fer_s :=0
act6: data_chan := 0
act7: ack_chan :=§
end act8 w:=1..nX {nsent}
Event send_success (ordinary) =
extends send_success

any
where?
grdl: s_st = working
grd2: r_st = success
grd3: buf fer_s+ 1 € ack_chan
then grd4: ael
actl: s_st := success
act2: w(a) .= acked
act3: ack_chan := ack._ chan \ {buf fer_s + 1}
end act4: buffers := buffer s+1

Event receiv_success (ordinary) =
extends receiv_success

when
grdl: r_st= orkmg
grd2: k+1=n
grd3: k+1¢& dom
then grd4: k+1e€ dom(data chan)
actl: r_st := working
act2: k:=n
act3: h:=huU{ne f(n)}
act4: ack_chan = ack_chan U {k + 1}
end actb: data_chan :={k+ 1}<data_chan
Event receiv_sn_ack (ordinary) =
any
whereframe
grdl: frame € dom(h)
grd2: r_st = working
grd3: frame < k+ RW S
then grd4: w(frame) = nacked
actl: ack_chan := ack_chan U { frame}
end act2: data_chan := {frame}<data_chan

Event rcv_ignor_data_out_win (ordinary) =
any

115



Appendix A. Event-B Model of Sliding Window Protocol A.5. Fourth Refinement

Whereframe

grdl: frame € dom(data_chan)
grd2: r_st = working
then grd3: frame>k+ RW S
end actl: data_chan := {frame}<data_chan
Event sender_rcv_ack_advanc_win (ordinary) =
when

grdl: s_st = working
grd2: buffers+1<n
then grd3: buf fer_s € ack_chan

actl: ack_chan := ack_chan\ {buf fer_s + 1}
act2: w(buf fer_s) .= acked
end act3: buffer_s :—buffer s+1

Event sender_rcv_ack (ordinary) =
any
Whereframe

grdl: frame € ack_chan
grd2: s_st = working

then grd3: frame# buf fer_s+ 1

actl: w( rame) .= acked

end act2: ack_chan := ack_ chan\ { frame}
Event sender,send,data (ordinary) =
when
grdl: s_st= orking
grd2: k+1<
grd3: k+l<bu fer_s+ SWS

then grd4: k e dOm( )

actl: data_chan :=data_chan U {k — f(k)}
act2: w(k) .= nacked
end act3: k=k+1
END

A.5 Fourth Refinement

MACHINE bn 4
REFINES g

SEES (o0, Cl C3 C5,C6,C7
VARIABLES

h, k, s_st, r_st, buffer_s, data_chan, ack_chan, w, unreliable_data, unreliable_ack, frame_life,
retries

INVARIANTS

invl: unreliable_data€1..n -+ D

inv2: unreliable_ack C1..n

inv3: frame_lifeel..n—life

inv4: retries€l..n— N

invb: Vframe-frame € 1..n Aretries(frame) > max_retransmit = r_st = fail

inv6: s_st = fail = (3p-p € 1..n Aretries(p) > max_retransmit)
EVENTS
Initialisation (extended)

begin

act9: unreliable_data := ()

act10: unreliable_ack 1=

actll: frame life :=1..nX {never_sent}
actl2: retries i1=1..nx {O}
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end R
Event send_success (ordinary) =
extends send_success

any
whered

grdl: s_st = working
grd2: r_st = success
grd3: buf fer_s+ 1 € ack_chan
grdd: a€l..n
then grd5: buf fer_s+ 1 € unreliable_ack

actl: s_st := success
act2: w(a) : .= acked
act3: ack_chan = ack_ chan \ {buffer s+ 1}
actd: buf fer_s := buffer s+1
end actb: unreliable_ack := unreliable_ack \ {buf fer_s+ 1}
Event send_fail (ordinary) =
extends send_fail

any
Whereﬁ'a me

grdl: s_st = working
grd2: framee€l..n
grd3: retries(frame) = max_retransmit
grdd: frame_life(frame) = lost
then grd5: retries(frame) > max_retransmit

actl: s_st := fail
end act2: retries(frame) :=retries(frame)+ 1

Event receiv_success (ordinary) =
extends receiv_success

when
rdl: r_st = working

grdQ: k+1=n

grd3: k+1¢& dom(h

grd4: k+ 1 € dom(data_chan)
then grd5: k+1 &€ dom(unreliable_data)

actl: r_st := working

act2: k:=n

act3: h:=huU{ne f(n)}
act4: ack_chan .= ack_chan U {k + 1}
acth: data_chan .= {k + 1} <data_chan
act6: unreliable_ack := unreliable_ack U {k + 1}
end act7: unreliable_data .= {k + 1} <unreliable_data
Event receiv_fail (ordinary) =
extends receiv_fail

any
whereframe

grdl: r_st = working
grd2: s_st = fail
grd3: framee€l..n
then grd4: retries(frame) > max_retransmit

end actl: r_st := fail

Event receiv_sn_ack (ordinary) =
extends receiv_sn_ack

any
whereframe

grdl: frame € dom(h)
grd2: r_st = working
grd3: frame <k+ RW S
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grd4: w(frame) = nacked
then grd5: frame € dom(unreliable_data)

actl: ack_chan := ack_chan U { frame}

act2: data_chan := {frame}<l ata_chan

act3: unreliable_ack : = unreliable_ack U { frame}
end acté4: unreliable_data := { frame} <unreliable_data

Event rcv_ignor_data_out_win (ordinary) =
extends rcv_ignor_data_out_win

any

whereframe

grdl: frame € dom(data_chan)
grd2: r_st = workin
grd3: frame > k+ RW S

then grd4: frame € dom(unreliable_data)

actl: data_chan .= { frame} <data_chan
end act2: unreliable_data := { frame} <unreliable_data

Event sender_rcv_ack_advanc_win (ordinary) =
extends sender_rcv_ack_advanc_win

when

grdl: s_st = working
grd2: buffers+1<n
grd3: buf fer_s € ack_chan
then grd4: buf fer_s+ 1 € unreliable_ack

actl: ack_chan := ack_chan\ {buf fer_s+ 1}
act2: w(buf fer_s) := acked
act3: buf fer_s := buffer s+1
end act4: unreliable_ack := unreliable_ack \ {buf fer_s+ 1}

Event sender_rcv_ack (ordinary) =
extends sender_rcv_ack

any
whereframe

grdl: frame € ack_chan

grd2: s_st = working

grd3: frame # buf fer_s + 1
then grd4: frame € unreliable_ack

actl: w( rame) := acked
act2: ack_chan := ack_chan )\ { frame}
end act3: unrelzable ack := unreliable_ack \ { frame}

Event DMN_data_channel (ordinary) =
any

then grdl: frame € dom(unreliable_data)

actl: unreliable_data .= { frame} <unreliable_data
end act2: frame_life(frame) :=lost

Event DMN_ack_channel (ordinary) =
any
whereframe

then grdl: frame € unreliable_ack

actl: unreliable_ack := unreliable_ack \ { frame}
end act2: frame_ llfe(frame) = lost

Event SND_resnd_data (ordinary) =
any

whereframe
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grdl: frame€l..n
grd2: s_st = working
grd3: frame_life(frame) = lost
then grd4: retries(frame) < max_retransmit

actl: unreliable_data := unreliable_data U { frame — f(frame)}
act2: frame_life(frame) .= exist
end act3: retries(frame) := retries(frame)+ 1

END

A.6 Fifth Refinement

MACHINE gbn_5
REFINES gbn 4

SEES C0,C1,C3,C5,C6,C7
VARIABLES

h, k, s_st, r_st, buffer_s, data_chan, ack_chan, w, unreliable_data, unreliable_ack, frame_life,
retries, time, at, sleep, send_time_msg, propagation, sleep_time

INVARIANTS

invl: time € N

inv2: at CN

inv3: at # @ = time < min(at)

invd: sleep € N

inv5: send_time_msg € N

inv6: propagation € N

inv7: sleep_time € N

inv8: S_st = success A send_time_msg + propagation & at A time > send_time_msg +

propagation = r_st = success
inv9: s_st = working A at = {sleep} = time > send_time_msg + propagation
EVENTS
Initialisation (extended)
begin
act13: time :=0
actld: at =@
act1b: sleep :=0
actl16: send_time_msg :=0
actl7: propagation :=0
end actl8: sleep_time :=0
Event send_success (ordinary) =
extends send_success

any
whered

grdl: s_st = working
grd2: r_st = success
grd3: buf fer_s+ 1 € ack_chan
grd4: a€l..n
then grd5: buf fer_s+1 € unreliable_ack

actl: s_st 1= success

act2: w(a) := acked

act3: ack_chan := ack_ chan\ {buffer s+ 1}

actd: buf fer_s .= buffer s+

acth: unreliable_ack := unrelzable ack \ {buf fer_s +1}

end act6: at:=atu {tlme + propagation} U {time + sleep_time}

Event receiv_success (ordinary) =
extends receiv_success

when
grdl: r_st = working
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grd2:
grd3:
grd4:
grd5:

then grdé:

actl:
act2:
act3:
acté:
actb:
act6:
act7:

end acts:

k+1=

k+1¢ om(h)

k+ 1 € dom(data_chan)

k+ 1 € dom(unreliable_data)
time = send_time_msg + propagation

z,st = working

h: —hU{an(n)}

ack_chan ‘= ack_chan U {k+1}

data_chan := {k + 1} <data_chan
unreliable_ack := unreliable_ack U {k + 1}
unreliable_data : = {k + 1} <unreliable_data
at 1= at\ {time}

Event receiv_current_data (ordinary) =
extends receiv_current_data

when
grdl:
grd2:
then grd3:
actl:
act2:
end act3:

r_st = working
k+1<n
time = send_time_msg + propagation

k:=k+1
h: —hU{k+1|—>f(k+1)}
at 1= at\ {time}

Event sender_send_data (ordinary) =
extends sender_send_data

when

grdl:
grd2:
grd3:

then grd4:

actl:

act2:

act3:

end acté:

S_St = orking

Il§+ buff SWS
+1<buf fer_s+

ke dom(f/;

data_chan :=data_chan U {k — f(k)}
w(k) = nacked
=k+1
at = at U {time + propagation} U {time + sleep_time}

Event SND_resnd_data (ordinary) =
extends SND_resnd_data

any

grdl:
grd2:
grd3:

then grd4:
actl:

act2:
act3:

end acté:
Event Time (ordinary)

framee€l..n

S_st = working
frame_life(frame) = lost
retries(frame) < max_retransmit

unreliable_data : = unreliable_data U { frame — f(frame)}

frame_li fe(frame) .= exist
retries(frame) := retries(frame) + 1
at .= at U {time + propagation} U {time + sleep_time}

A

time progression

any

wheretm

grdl:
grd2:

then grd3:
end actl:

END

tmeN
tm > time
at # @ = tm < min(at)

time .=tm
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A.7 Sixth Refinement

MACHINE gbn_6
REFINES gbn_5

SEES (0,C1,C3,C6,C7,C8
VARIABLES

h, k , s_st, r_st, buffer_s, data_chan, ack_chan, w, unreliable_data, unreliable_ack, frame_life,
retries, time, at, sleep, send_time_msg, propagation, sleep_time

INVARIANTS
invl: Vframel, frame2- framel € dom(unreliable_data)Aframe2 € dom(unreliable_data)A
(framelmodsequence_num = frame2mod sequence_num) = framel = frame2

EVENTS
Event send_success (ordinary) =
extends send_success

any

a
whereseq-num

grdl: s_st = working
grd2: r_st = success
grd3: buf fer_s+ 1 € ack_chan
grd4: a€l..n
grd5: buf fer_s+ 1 € unreliable_ack
grd6: seq_num € unreliable_ack
then grd7: seq_num = buf fer_s + lmodsequence_num

actl: s_st := success

act2: w(a) .= acked

act3: ack_chan := ack_chan\ {buf fer_s + 1}

actd: buf fer_s :=buf fer_s+1

actb: unreliable_ack := unreliable_ack \ {buf fer_s + 1}
end act6: at :=at U {time + propagation} U {time + sleep_time}

Event receiv_success (ordinary) =
extends receiv_success

any
wheresd-num
rdl: r_st = working
grdQ: k+1=n
grd3: k+1 & dom(h)
grd4: k+ 1 € dom(data_chan)
grd5: k+ 1 € dom(unreliable_data)

grd6: time = send_time_msg + propagation
grd7: sq_num € dom(data_chan)
then grd8: sq_num = k + 1modsequence_num

actl: r_st .= working

act2: k:=n

act3: h:=hU{n~ f(n)}

act4d: ack_chan .= ack_chan U {k + 1}

actb: data_chan := {k+ 1} <data_chan

act6: unreliable_ack := unreliable_ack U {k + 1}

act7: unreliable_data := {k + 1} <unreliable_data
end act8: at :=at\ {time}

Event receiv_sn_ack (ordinary) =
extends receiv_sn_ack
any
frame
whereseq-num

grdl: frame € dom(h)
grd2: r_st = workin
grd3: frame < k+ RW S
grd4: w(frame) = nacked
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grd5: frame € dom(unreliable_data)
grd6: seq_num € dom(unreliable_data)
then grd7: seq_num = framemodsequence_num

actl: ack_chan := ack_chan U { frame}

act2: data_chan .= { frame} <data_chan

act3: unreliable_ack .= unreliable_ack U { frame}
end acté4: unreliable_data := { frame} <unreliable_data

Event rcv_ignor_data_out_win (ordinary) =
extends rcv_ignor_data_out_win

any

frame
Whereseq,n um

grdl: frame € dom(data_chan)
grd2: r_st = working
grd3: frame > k+ RW S
grd4: frame € dom(unreliable_data)
grdb: seq_num € dom(data_chan)
then grd6: seq_num = framemodsequence_num

actl: data_chan .= { frame} <data_chan
end act2: unreliable_data := { frame} <unreliable_data

Event sender_rcv_ack_advanc_win (ordinary) =
extends sender_rcv_ack_advanc_win

any
whereseg-num

grdl: s_st = working
grd2: buffers+1<n
grd3: buf fer_s € ack_chan
grdd: buf fer_s+ 1 € unreliable_ack
grdb: seq_num € unreliable_ack
then grd6: seq_num = buf fer_s + 1modsequence_num

actl: ack_chan := ack_chan\ {buf fer_s + 1}
act2: w(buf fer_s) .= acked
act3: buf fer_s :=buf fer_s+1
end acté4: unreliable_ack := unreliable_ack \ {buf fer_s + 1}

Event sender_rcv_ack (ordinary) =
extends sender_rcv_ack

any

frame
whereseq-num

grdl: frame € ack_chan
grd2: s_st = workin
grd3: frame # buf fer_s+1
grd4: frame € unreliable_ack
grdb: seq_num € ack_chan
then grd6: seq_num = framemodsequence_num

actl: w(frame) .= acked
act2: ack_chan := ack_chan\ { frame}
end act3: unreliable_ack := unreliable_ack \ { frame}

Event sender_send_data (ordinary) =
extends sender_send_data

any
whereseq-num

grdl: s_st = working

grd2: k+1<n

grd3: k+1<buffers+SWS

grdd: k € dom(f)

grd5: seq_num € dom(data_chan)
then grd6: seq_num = kmodsequence_num
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actl: data_chan :=data_chan U {k — f(k)}
act2: w(k) := nacked
act3: k:=k+1
end acté4: at :=at U {time + propagation} U {time + sleep_time}
Event DMN_data_channel (ordinary) =
extends DMN_data_channel

any

frame
whereseg-num

grdl: frame € dom(unreliable_data)
grd2: seq_num € dom(data_chan)
then grd3: seq_num = framemodsequence_num

actl: unreliable_data := { frame} <unreliable_data
end act2: frame_life(frame) :=lost
Event DMN_ack_channel (ordinary) =
extends DMN_ack_channel

any

frame
whereseg-num

grdl: frame € unreliable_ack
grd2: seq_num € ack_chan
then grd3: seq_num = framemodsequence_num

actl: unreliable_ack := unreliable_ack \ { frame}
end act2: frame_life(frame) :=lost
Event SND_resnd_data (ordinary) =
extends SND_resnd_data

any

frame
whereseq-num

grdl: framee€l..n

grd2: s_st = working

grd3: frame_life(frame) = lost

grd4: retries(frame) < max_retransmit

grd5: seq_num € dom(unreliable_data)
then grd6: seq_num = (framemod sequence_num)

actl: unreliable_data := unreliable_data U { frame — f(frame)}

act2: frame_life(frame) := exist
act3: retries(frame) .= retries(frame) + 1
end acté4: at :=at U {time + propagation} U {time + sleep_time}

END
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col

B.1 Abstract Model

CONTEXT ACCOUNT
SETS

ACCOUNT
CONSTANTS

Account

AXIOMS

axml: Account CN

axm2: finite(Account)

axm3:; Account # 0
END

CONTEXT GOODS
SETS

Goods
CONSTANTS

PRD

PRICE

KEY
AXIOMS

axml: PRDCN

axm2: finite(PRD)
axm3: PRD # 0

axm4: PRD # PRICE
axmb: PRICE CN
axm6: PRICE # 0
axm7: KEY CN

axm8: finite(KEY)
axm9: KEY #0

END

CONTEXT cxtl
SETS

D
CONSTANTS
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AXIOI\?IS

axml: O<n

END

CONTEXT Transaction
SETS

Transaction

CONSTANTS
idle
order
confirmed
delivered
cashing

ended
AXIOMS

axml: Transaction = {idle,order,confirmed,delivered,cashing,ended}

END
MACHINE MO
SEES Agents, Transaction,GOODS
VARIAB%.ES
customer, Merchant, NetBill_Server, goods, trans, statut, agreed
INVARIANTS
invl: customer C AGENTS
inv2: Merchant C AGENTS
inv3: NetBill_Server C AGENT.S
inv4: goods C Goods
inv5: goods # @ = (3g-goods = {g})
inv6: trans C Transaction
inv7: statut € trans = Transaction
inv8: agreed € BOOL
inv9: Vt-t € trans A statut(t) = ended = agreed = TRUE
inv10: agreed = TRUE = (Vt-t € trans A statut(t) = ended)
EVENTS,
Initialisation
begin

actl: customer =0
act2: Merchant =@
act3: NetBill_Server :=(

actd: goods ;=0
acth: trans :=0
act6: statut =@ X {idle}

{
end act7: agreed := FALSE
Event order (ordinary) =

any
whereg

grdl: g &€ goods
then grd2: goods =@

end actl: goods :={g}
Event Terminate (ordinary) =

any
wheret

grdl: t € trans
then grd2: agreed =TRUE

end actl: statut(t) := ended
END
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B.2 First Refinement

MACHINE M1

REFINES MO

SEES Agents, Transaction, GOODS,ACCOUNT ,cxtl
VARIABLES

customer, Merchant, NetBill_Server, goods, trans, statut, agreed, t_Id, value, encry, EPO,
price
INVARIANTS
invl: Vt-t € trans = statut(t) = idle
inv2: statut € Transaction E Transaction
inv3: tId€0..n
inv4: value € Goods — N
invh: Vt-t € trans A statut(t) = idle = statut(t) = delivered
inv6: encry € Goods — N
inv7: Vt-t € trans A statut(t) = order = statut(t) = confirmed
inv8: EPO € AGENTS — N
inv9: price € Ny
EVENTS
Initialisation (extended)

begin

actl: customer =0

act2: Merchant =0
act3: NetBill_Server := 0
act4: goods

acth: frans :'=_Q
act6: statut =@ x {idle}
act7: agreed := FALSE

act8: t_Id :=0

act9: value := Goods x {0}

act10: encry := Goods X {0}

actll: EPO := AGENTS x {0}
end actl2: price NS Nl

Event order (ordinary) =
extends order

any
whereg m, t

grdl: g € goods

grd2: goods = {

grd3: m & Merchant
then grdé4: ¢ € trans

actl: goods := {g}
act2: statut(t) := order
act3: Merchant := Merchant U {m}
acté: value(g) := price
end actb: tId :=tId+1

Event start (ordinary) =
any
wheret

grdl: t e Transaction\ trans
then grd2: t € dom(statut)

actl: trans :=trans U {t}
act2: statut(t) :=idle

end
Event Goods_delivery (ordinary) =
any
wheret, & k
grdl: t € trans
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rd2: g € goods
grd& statut(t) = idle
actl: goods .= {g}
act2: statut(t) := delivered
act3: value(g) := price
end acté: encry(g) i=k
Event pay (ordinary) =
any
wheret. & k, ¢, ID
grdl: t € trans
grd2: g € goods
grd3: statut(t) = order
grd4: ke KEY
grdb: encry(g) =k
grd6: wvalue(g) < price
grd7: c € customer
actl: statut(t) .= confirmed
act2: value(g) := price
end act3: EPO(c) :=1D
Event FixPrice (ordinary) =
any
Whereamount
then grdl: amount € N,
end actl: price := amount
END

B.3 Second Refinement

MACHINE M2
REFINES M1

SEES Agents, Transaction,GOODS,cxt1l, ACCOUNT

VARIABLES

customer, Merchant, NetBill_Server, goods, trans, statut, agreed, t_Id, value, encry, EPO,

price, decry, account

INVARIANTS
invil:
inv2:
inv3:
inv4:

EVENTS

decry € Goods — N

account € AGENTS — N

Vt-t € trans A statut(t) = delivered = statut(t) = cashing
Vt-t € trans A statut(t) = confirmed = statut(t) = ended

Initialisation (extended)

begin

actl:
act2:
act3:
act4:
actb:
act6:
act7:
act8:
act9:

customer =@
Merchant : =
NetBill_Server :=@

goods ;=0

trans .=

statut =@ X {idle
agreed := FALSE
t_1d :=0

value := Goods X {0}

act10: encry := Goods X {0}
actll: EPO := AGENTS x {0}
actl2: price :€ N,
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B.3.

Second Refinement

act13: decry := Goods X {0}
end actlé: account := AGENTS x {0}

Event Terminate (ordinary) =
extends Terminate

any
Wheret' g ¢ m

grdl: t € trans

grd2: agreed =TRUE

grd3: g € goods

grd4: c € customer

grd5: m € Merchant

grd6: price = value(g)

grd7: account(c) = account(c) — price
then grd8: account(c) # account(m)

actl: statut(t) := ended

end act2: account(m) := account(m) + price

Event Accept (ordinary) =
any

whereg. k, t

grdl: g &€ goods
grd2: k€ KEY
grd3: t € trans
then grd4: statut(t) = confirmed

actl: decry(g) :=k
act2: statut(t) := ended

end a
Event Endored_EPO (ordinary) =
any

wheret, m, ¢, ID

grdl: t € trans
grd2: m € Merchant
grd3: c € customer
grd4: ID e KEY
grdb: statut(t) = delivered
grdé: EPO(c)=1D

then grd7: EPO(m)=1D

actl: statut(t) := cashin
end act2: EPO(c) := EPO(m)
Event terminatel (ordinary) =

any
whereg m,

grdl: g € goods
grd2: m € Merchant
grd3: c € customer
then grd4: account(c) > value(g)

end actl: account(c) := account(c)— price

END
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C.1 Abstract Specification

CONTEXT cxtl
SETS

Agent
Random_num
Initiator
Server
Responder

END

CONTEXT ctx
EXTENDS cxtl
SETS

KEYS
CONSTANTS

key_s
key_a
AXIOMS
axml: key_s€ KEYS — Agent
axm2: key_a€ KEYS — Agent
END

MACHINE MO
SEES cxtl
VARIABLES
num_A, num_final, num_B, i1, i2, i3, i4
INVARIANTS
invl: num_A C Random_num
inv2: num_final C (num_A U num_B)
inv3: num_B C Random_num
inv4d: il € num_A — Initiator
invb: i2 € num_A — Responder
inv6: i3 € num_A - num_B
inv7: i4 € num_A — BOOL

inv8: Vnum-num € num_final A num € dom(i4) = i4(hum) = TRUE
EVENTS
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Initialisation
begin

actl: num_A :=0
act2: num_final =@
act3: num_B :=

actd: il :=¢
acth: i2:=0
act6: i3 :=0
end act7: 14 .= ﬂ

Event Init (ordinary) £
any

Wherenum,l, a, b

grdl: num_I & num_A

grd2: a € Initiator

grd3: b € Responder
then grd4: num_I € dom(i4)

actl: num_A ;= num_A U {num_I}
act2: il :=ilu [num,[ —a
act3: i2 :=i2U {num_I —» b

end act4: id(num_I) := FALSE

Event final (ordinary) =
any
wherenum-|

grdl: num_I € num_A \ num_final
then grd2: i4(num_I)=TRUE

end actl: num_final ‘= num_final U {num_I}
Event level (ordinary) =

any
Wherenum,l, a, b

grd2: a € Initiator
grd7: num_I € num_A
grd3: b € Responder
grd5: a=il(num_I)
then grd6: b=i2(num_I)

end actl: i4(num_I) :=TRUE
END

C.2 First Refinement

MACHINE M1
REFINES MO
SEES ctx
VARIABLES

num_A, num_final, num_B, i1, i2, i3, i4, msg, msgl, msg2, msg3, msg4, m1l_id, m1_ki, m2_id,

m3_id, m3_ki, m4_id, session_key, m4_ki
INVARIANTS

invl: msg C MSG

inv7: partition(msg, msgl, msg2, msg3, msg4)
inv8: ml_id € msgl — Initiator

inv9: ml_ki € msgl — num_A

inv10: m2_id € msg2 — Server

invll: m3_id € msg3 — Responder

inv12: m3_ki € msg3 — KEY S

inv13: md_id € msgd —> Server
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inv14: session_key C KEY S
inv15: md_ki € msgd — session_key

EVENTS
Initialisation (extended)

begin

act8: msg :
acto: msgl
act10: msg2
actll: msg3 :
actl2: msg4 :
act13: ml_id
act14: ml_ki
act15: m2_id
act16: m3_id
act17: m3_ki :
act18: md_id
actl19: session_
end act20: md_ki :

Event Stepl (ordinary) =
refines Init

any

wherenum_l, a, b, m

grdl: num_I & num_A
grd2: a € Initiator
grd3: b € Responder
grdd: m & msg

then grd5: num_I € dom(i4)

I
&

[IRRTRIN (NS

SIS

Il

=S
I
==

e

actl: num_A :=num_A U {num_I}

act2: il :=il U {num_I — a

act3: i2 :=i2U {num_I —» b

acté: i4(num,I) :=FALSE

actb: msg = msg U {m

act6: msgl : =ms 1U {m}

act7: ml_id :=ml_id U [[m — a}
end act8: ml_ki :—mLki U {mw— num_I}

Event final (ordinary) =
extends final

any
wherenum_l, m4, key

grdl: num_I € num_A \ num_final
grd2: i4(num_I)=TRUE
grd3: m4 € msg4
grd4: ki{v € session_key
then grds: md_ki(m4) = ke

end actl: num_ final c=num_final U {num_I}

Event Step2 (ordinary) =
extends level

any
wherenumfl, a, b, S, m2

grd2: a € Initiator

grd7: num_I € num_A

grd3: b € Responder

grd5: a=il(num_I)

grd6: b =i2(num_I)

grd9: s € Server
then grd8: m2 & msg

acti: i4(num I :=TRUE
act2: msg := =msg U {m2}
act3: msg2 = ms§2 U {m2}
end act4: m2.id : id U {m2 s}
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Event Step3 (ordinary) =

any

wherem2, m3, key, b

grdl:
grd2:
grd3:

then grd4:

actl:
act2:
act3:
acté:

end acts:

m3 & msg

m2 € msg2

key & session_key
b € Responder

msg :=msg U {m3}

msg3 :=msg3 U {m3}

session_key .= session_key U {key}
m3_id :=m3_id U [[m3 ~ b}

m3_ki :=m3_ki U {m3 — key}

Event Step4 (ordinary) =

any

wherekey, m4, s

grdl:

grd2

then grd3:

actl:
act2:
act3:

end acté:

END

k(i(v € session_key
m4 & msg
s € Server

msg 1= msg U {m4}

msg4 :=msg4 U {md}
ma_id :=md_id U {m4 — s}
ma_ki(m4) : = key
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Résumé

Différentes approches ont été utilisées pour la spécification formelle et la vérification des
protocoles de communication. L approche considérée dans ce travail se concentre sur la
vérification déductive dans laquelle la correction d’un modeéle par déduction se ramene a la
preuve de formules mathématiques appelées obligations de preuve. Dans notre approche,
nous avons choisi la méthode Event-B. Event-B est un langage de spécification formel, elle
offre un potentiel élevé en termes de correction grace a son mécanisme de raffinement bien
connu, de ses obligations de preuve bien définies et de la plate-forme RODIN. Notre objectif
été de construire un modéle avec une formulation claire et précise des propriétés liées aux
protocoles de communication et de décharger toutes les obligations de preuve. Pour cela,
nous partons d'exigences abstraites, nous les raffinons progressivement pour obtenir une
description concréte et détaillée du modéle et nous vérifions chaque niveau de raffinement
par rapport a la spécification construite dans le raffinement précédent. Ce qui va nous
permettre de vérifier la correction, c'est-a-dire la préservation des propriétés de I'étape
précédente, par rapport aux raffinements successifs. Ceci est atteint par la création et la
démonstration de logique.

Mots-clefs : Méthodes formelles, Vérification formelle, Event-B, Raffinement, Protocoles de
communication

Abstract

Different approaches have been used for the formal specification and verification of
communication protocols. The approach considered in this work focuses on the deductive
verification in which the correction of a model by deduction is reduced to the proof of
mathematical formulas called obligations of proof. In our approach, we chose the Event-B
method. Event-B is a formal specification language, offering a high potential for correction
through its well-known refinement mechanism, well-defined proof obligations, and the
RODIN platform. Our goal has been to build a model with a clear and precise formulation of
properties related to communication protocols and to discharge all the proof obligations. For
that, we start from abstract requirements, we gradually refine them to obtain a concrete and
detailed description of the model and we check each level of refinement with respect to the
specification built in the previous refinement. This will allow us to verify the correction, that
is to say, the preservation of the properties of the previous step, compared to successive
refinements. This is achieved by creating and demonstrating logic.

Key Words : Formal Method, Formal Verification, Event-B, Refinement, Communication
protocol
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