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Contribution to 6LoWPAN networks: Securing the Internet
of e-healthcare Things

ABSTRACT

The development of the Internet of Things and its application in the field of
healthcare will greatly serve the process of diagnosis and facilitate the monitor-
ing of patients with small IP-based wireless sensors placed on the patient’s body.
The set of physiological parameters such as blood pressure, heart rate and rhythm,
etc., can be monitored remotely and continuously. This application must abso-
lutely maintains the confidentiality of medical information relating to patients,
only caregivers should be allowed to access this information. Security must be
ensured throughout all the care process.

With 6LoWPAN (IPv6 over Low-Power Wireless Personal Area Networks) tech-
nology, the concept of the Internet of Things has been a reality; each object may
have an IPv6 address, which will allow him to connect to the world of the Internet.
Nevertheless, in the field of research, the main goal of researchers in the design of
a new technology is to provide an efficient and economical system, that security
dimension is generally neglected, which opens the door to different threats due to
the vulnerability of the system.

Objects in the world of the Internet of Things are heterogeneous; they vary ac-
cording to their roles, their material resources and their operation. They are spread
everywhere, and information provided by the Internet between two distinct ob-

jects is insecure, vulnerable to eavesdropping or to external attacks. This enforces
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to improve the security system in order to preserve the integrity and protect the
confidentiality of data exchanged by the establishment of an end-to-end security
system.

The 6LoWPAN combines between two different networks: the IEEE 802.15.4
and the IPv6. For its security, we need a solution that addresses both internal com-
munications and those across the Internet. Existing solutions address the security
of a communication type separately from the other, where we must implement
several solutions to secure a single network, which is not practical for networks
with limited resources.

In this thesis, we offer a security solution for SLoOWPAN networks, based on the
use of a remote server to manage cryptography keys and authentication. The so-
lution aims to ensure internal communications and end-to-end communications.
Our simulations and performance analysis shows that our solution provides secu-
rity and is effective in computing, communication and storage. However, cryp-
tography protects the network only from outside attackers so that a compromise
node can launch attacks from the inside and will not be detected because it is con-
sidered a legitimate node, mainly for SLoOWPAN devices that are deployed in an
insecure environment. To remedy this problem, an intrusion detection system
(IDS) should be used as a second line of defense and a wall against internal threats.
We give a preliminary study on the IDS approaches proposed for the resource-
constrained networks, to choose the most appropriate system to use for 6LoW-
PAN networks. In addition, we propose an IDS system well suited for 6LoOWPAN

networks.
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The main goal of our contribution is to secure the e-healthcare applications in
the world of the Internet of Things, by protecting data confidentiality and ensuring

system availability while minimizing energy consumption.



Contribution aux réseaux 6 LOWPAN: Sécurisation des
applications de l'e-santé dans le contexte de I'Internet des

Objets

RESUME

Le développement de I'Internet des Objets et son application dans le domaine
de la santé va grandement servir au processus du diagnostic et facilitera le suivi des
patients al'aide de petits capteurs sans fil basés sur IP placés sur le corps du patient.
Lensemble des paramétres physiologiques tels la pression artérielle, le rythme et
la fréquence cardiaque, etc., peuvent étre surveillés a distance et en continu.

Cette application doit absolument respecter la confidentialité des informations
médicales liées aux patients, aux soignants et seules les intervenants aux soins sont
autorisées d'accéder a cette base d’'informations. La sécurité doit étre assurée tout
aulong de la démarche des soins. Grace 8 6LoWPAN (IPv6 over Low power Wire-
less Personal Area Networks), le concept de I'Internet des Objets a pu voir le jour,
chaque objet aura une adresse IPv6, ce qui lui permettra d’'intégrer le monde de
I'Internet. Cette offre permet aux objets de recueillir et de surveiller les données
a distance. Pourtant, dans le domaine de la recherche, le principal objectif des
chercheurslors dela conception d’'une nouvelle technologie est doffrir un systéme
efficace et économique, ce qui fait que la dimension sécurité est généralement nég-
ligée, ce qui ouvre la porte aux menaces de sécurité devant la vulnérabilité du sys-
téme.

Les objets dans le monde de I'Internet des Objets sont hétérogénes, ils varient



en fonction de leurs roles, leurs ressources matérielles et de leur fonctionnement.
Ils sont répandues partout et I'information communiquées par Internet entre deux
objets distincts n'est pas sécurisé voir vulnérable a une écoute sans autorisation ou
a une attaque externe. Ceci impose d'améliorer la sécurité dans ce systeme afin de
préserver l'intégrité et de protéger la confidentialité des données échangées par la
mise en place d’un systeme de sécurité de bout-en-bout.

Le 6LoWPAN combine entre deux réseaux diftérents : LOWPAN et IPv6, pour
sa sécurité, nous avons besoin d’une solution qui traite a Ia fois les communications
internes et ceux a travers'Internet. Les solutions existantes traitent la sécurité d'un
type de communication séparément des autres, oi nous devons mettre en ceuvre
plusieurs solutions pour sécuriser un réseau unique, ce qui n'est pas pratique pour
les réseaux avec contraintes de ressources.

Nous proposons une solution adaptée aux réseaux 6LoWPAN, basé sur ['utilisa-
tion d’un serveur distant pour gérer les clés de sécurité et I'authentification des
nceuds. La solution vise a garantir les communications internes et les communi-
cations de bout-en-bout. Nos simulations et analyse de la performance montre
que notre solution assure la sécurité, et elle est efficace en énergie. Cependant, la
cryptographie protége le réseau uniquement des attaquants externes alors qu'un
nceud compromis peut lancer des attaques de l'intérieur et ne sera pas détecté
car il est considéré comme un nceud légitime, surtout les dispositifs 6LoOWPAN
qui sont déployés dans un environnement hostile. Afin de remédier a ce prob-
léme, un systéme de détection d’intrusion (IDS) doit étre utilisé comme une deux-

ieme ligne de défense et un mur contre les menaces internes. Nous donnons une



étude préliminaire sur les systéemes IDS qui sont proposées pour les réseaux de
ressources limitées afin de choisir le systéme le plus adéquat pour 'utiliser pour les
réseaux 6LOWPAN. En outre, nous proposons un systéme IDS bien adapté pour
les réseaux 6LoWPAN.

Lobjectif principal de notre contribution est de sécuriser les applications d’e-
santé dans le monde de I'Internet des Objets, en protégeant la confidentialité des
données et d’assurer la disponibilité du systeme, tout en minimisant la consomma-

tion d’énergie.
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Introduction

MOTIVATION

The continued and rapid population growth posed a real problem of accessibility
and cost to many vital services in the world. Dealing with this situation was one
of the main challenges of the last decades. The most sensitive and vital service was
“healthcare” Among the most important objectives that concern the humanity
today is to provide quality care to a rapidly growing population while reducing its
costs.

A promising application in this field is the development of e-healthcare systems
through the accessibility of technology and electronics for the public, which allows
people to be constantly monitored. Hospitals equipped with e-healthcare systems
help medical and paramedical teams by providing a set of services like the control
of devices and facilitating access to medical data used in interdisciplinary commu-
nication especially in emergency communications. Constant monitoring enables
early detection of emergency and complications of diseases for patients at risk, and
provide a wide range of care services for people with varying degrees of cognitive
and physical disabilities. Not only the elderly and chronically ill benefit from these
systems, but also the children of working parents will also have quality care. The
proliferation of mobile ad hoc networks, peer-to-peer communication and wire-
less sensors devices helped to promote e-healthcare through the development of
autonomic computing concepts with potentially a wide range of applications.

The advantage of forming a mobile ad hoc network is to provide wireless com-



munication between heterogeneous devices, anywhere and anytime, without any
pre-established communication infrastructure. These devices communicate with
other nodes that are in their radio range where each one of them provides services
such as message transfer, traffic information, routing, authentication, etc., to forma
common network. In addition, the continued evolution of fundamental concepts
of ad hoc networks and technological advances of micromechanics, microelec-
tronics, wireless communication and embedded systems have enabled the devel-
opment of a particular type of ad hoc networks; formed by tiny, multi-functional
and low cost nodes. These networks are characterized by their limited resources,
commonly known by the LoOWPAN networks (Low power Wireless Personal Area
Network). This promising technology allows the measurement of physical param-
eters and transmit data in real time to a base station responsible for the monitoring
of a specific area. The low cost, ease of deployment, mobility capacity, adapting to
any situation, self-organization, self-recovery and the resiliency ability at any time
make it the preferred technology for e-healthcare applications. Many situations
can be cited as the coordination of rescue operations in areas without operational
infrastructure, monitoring the health status of individuals at risk, monitoring of
the activities of daily living, etc.

The constant evolution of networks do not stop there; the latest trend was con-
nect these LOWPAN networks to the Internet, which gave birth to the Internet
of Things (IoT) concept. The first LOWPAN networks supported on the terminal
nodes just collect data from their physical environment and send it to the base
station. Now, this terminal node could be an IP node accessible via the Inter-
net and manageable remotely anywhere and anytime. The transition today from
old LoWPAN systems to the Internet of Things and extending the boundaries of
the Internet to sensor nodes was thanks to the SLoOWPAN technology (IPvé6 over
LoWPAN). Instead of ending at the base station level, Internet protocols can now
move between two end nodes, which are now able to participate in peer-to-peer
communication with all remote peers via the Internet. This will give another di-
mension to the e-healthcare applications in terms of the ability to monitor and

control remotely the sensors and actuators devices.



However, 6LoOWPAN networks are faced with high constraints due to their lim-
ited resources such as energy, processor, storage, memory, and bandwidth. In ad-
dition, many applications require the nodes to be deployed in inaccessible areas,
making manual control and individual monitoring of these devices very difficult.

The inherent vulnerability of 6LoOWPAN networks, which are generally more
prone to physical security threats, add new security challenges. The ability to eaves-
drop data, launching a denial of service attack and identity theft are easier to exe-
cute in these wireless networks, in addition to other threats because of their inte-
gration into the Internet. Unfortunately, security solutions used to protect tradi-
tional networks are not valid because of the LOWPAN networks atypical features.
In addition to their inherent vulnerability, other threats must be considered such
as internal attacks by malicious nodes. Many of these attacks are difficult to de-
tect because of their asymptomatic behavior towards the legitimate processes of
the network. Looking at the sensitivity of the potential applications of SLoOWPAN
networks in the e-healthcare field that are closely related to the physical world and
even to individuals, large-scale deployment of this technology will greatly depend
on their performance. In particular, security seems to be a difficult problem be-
cause of resource constraints surrounding their design.

This limitation is problematic for a variety of nodes, which is in the scenarios of
IoT accurately present constraints of computational capacity and battery power.
These nodes are involved in end-to-end transactions with remote peers. Any con-
figuration of a secure channel by establishing security keys, can be prohibitively
too expensive for these nodes. For this, a key establishment operation that occurs
in effect at the beginning of each new communication without affecting long-short
performance is required. For example, a long period of the order of a few seconds
or tens of seconds to set up a key, would be acceptable if it is produced only once a
day; something that is not valid in the e-healthcare applications that require several
exchanges of information in a short time.

Normally, the defense system uses cryptographic mechanisms to secure the data
exchanged and prevent or eliminate foreign devices to join the network. These

techniques, however, are not effective in protecting against internal threats. For



example, when the nodes are compromised and become attackers, cryptographic
techniques cannot detect them and launch various attacks like Denial of Service.
Therefore, SLOWPAN needs an intrusion detection system to monitor any defi-
ciencies in the operation of the network.

The consequences of energy consumption are usually the most critical. The
6LoWPAN nodes powered by low-power battery can be placed in inaccessible lo-
cations, where some are integrated into various devices and must have at least the
same lifetime as their hosts. The frequent change of battery could be demand-
ing and unacceptable. We must not forget the impact on other neighboring nodes,
which can be completely detached from the infrastructure if the default route passes

through a node whose battery is exhausted.

CONTRIBUTIONS

In this sense, our work has emerged, focusing on two areas of research that show
the boundaries of contemporary research in the domain of security of networks
with limited resources; that is the area of cryptography key management systems
and the field of intrusion detection systems. The main goal of our contribution
is to secure the e-healthcare applications in the world of the Internet of Things,
protecting data confidentiality and ensuring system availability while minimizing
energy consumption. In this work, we propose a security solution using a system
based on two lines of defense.

The firstline of defense is the security of data exchanged in 6LoWPAN networks
by proposing a new key management system. This research emerges when modern
cryptography is seen limited in its implementation in systems with resource con-
straints (memory, CPU, storage, etc.). We considered especially 6LoWPAN net-
works that are characterized by very limited resources in terms of energy, memory,
and bandwidth. These strong constraints require a new understanding of secu-
rity. Indeed, given the sensitivity of the applications of e-healthcare, deployment
of large-scale 6LoWPAN networks through the Internet depends on the reliabil-
ity of this technology. In particular, the security of these systems is a very difficult



problem to manage because of their limited resources.

An essential functional component of the communication architecture through
the secure subsystem is the management of cryptographic keys. This subsystem is
of a particular importance in 6LoOWPAN networks. The main issue that has been
treated is the management of key establishment systems in these networks, which
have been proposed as a new approach to the key distribution solution. Our ap-
proach is based on unique key pairs so that the compromise of some nodes do not
endanger the entire network.

The solution we proposed is based on the pre-deterministic and scalable distri-
bution of these keys as well as improving the resilience of the subsystem of their
management without incurring significant additional costs. It is based on self-
generation symmetric keys without using the mechanisms of the “master key”. It
was shown that this method ensures in the same time internal communications
between nodes in the same network and external communications between an in-
ternal node and an external IP host, without additional cost of key storage. Thus,
our approach uses light and strong authentication mechanisms.

We analyzed the security properties of our solution and evaluated its perfor-
mance through simulations. The results of this analysis have proven the effec-
tiveness of our key management approach and show that it is secure, flexible and
adapted to mobility without incurring significant additional costs in terms of en-
ergy or storage.

The second line of defense is the intrusion detection system. This solution im-
poses itself when the security mechanisms based on cryptography reach their lim-
its in relation to the attacks of internal nodes that can hold these mechanisms. In-
deed, cryptographic solutions do not support protection against malicious process
based on a false behavior that does not disrupt communication protocols. These
attacks are based on what is known malicious behavior with regard to the legiti-
mate system, making the diagnosis of an attack of this kind very difficult to rely
using only the cryptographic systems tools. These threats require an intrusion de-
tection system adapted to the constraints of 6LoWPAN networks.

We started our investigation by analyzing the existing models for resource con-



strained networks. We became interested in models based on the monitoring of
the neighbor-behavior because they are characterized by their ability to adapt to
any environment and tolerate the supervision of an encrypted network. Our re-
sults led us to propose an approach based on the normal distribution and collabo-
ration between network nodes. It relies on the help of a set of agents for the prop-
agation of all security alerts. We have demonstrated that our optimized intrusion
detection modelis more energy efficient than existing models. Our model requires
no special infrastructure, it is in perfect harmony with the variable nature of con-
nectivity in e-healthcare systems. We have also demonstrated that it reduce the
rate of false alarms in the network in a remarkable way and offers a high detection
rate.

In our security solution for the Internet of e-healthcare Things, we explored the
coupling of cryptography and intrusion detection systems to protect e-healthcare
applications based on 6LoWPAN network against malicious attacks difficult to
counter by one system. To be exhaustive, the proposed solution must be validated

in terms of both security and performance.

OBJECTIVES AND CHALLENGES

The main objective of this thesis is to develop a security system for 6LoOWPAN net-
works applied to e-healthcare systems in the context of the Internet of Things. This
objective includes the following challenges that must be specifically addressed:

o Analysis of security needs in the area of e-healthcare that is based on the

implementation of the 6LoOWPAN technology.

« Study of the state of art regarding security solutions available for the resource-
constrained networks and the study of their usefulness in 6LoOWPANSs net-

works.

« Design of a security system that meets the constraints and characteristics
of 6LoWPAN networks in an e-healthcare system in an Internet of Things

heterogeneous environment.



« Adjust the security system to the existing SLoOWPAN protocols to optimize

the processing mechanisms and to be conform to network operation.

« Create a basic system that applies to both internal communication between
the same 6LoOWPAN network nodes and external communications with other

IP network devices over the Internet.

« Maximize system security while minimizing energy consumption.

THESIS STRUCTURE

This thesis document is organized as follows; the introduction, the state of the art
section presented in the first two chapters, the contributions section presented in
three chapters and the conclusion.

We begin in Chapter 1 with a review of the challenges brought by the passage of
the traditional Internet to the Internet of Things. We have introduced the concept
of the Internet of Things and how e-healthcare applications benefit from it. Thus,
an introduction to the sensor devices used in our study, their operation and their
major constraints.

Aswe study the SLoOWPAN technology, it was necessary to understand its mech-
anisms. We have introduced the 6LoWPAN in Chapter 2. Its mechanisms, issues
and requirements have been defined. Therefore, we analyze the different solutions
that have been proposed to address these challenges.

In Chapter 3, we introduced security for 6LoOWPAN networks, we conducted a
detailed analysis of all it aspects, objectives, threats, attacks and solutions. Thus,
in each section, we have summarized the main requirements that we must face
in order to design a security system complies with 6LoWPAN networks for e-
healthcare applications.

Chapter 4 presents our first solution that provides the first line of defense; the
cryptographic key establishment system. We designed our system to provide a so-
lution for establishing keys in a 6LoOWPAN network to ensure its security, taking

into account the performance requirements such as energy optimization, scalabil-



ity, flexibility, mobility and connectivity. We also provide a detailed evaluation
of the results from the point of view of security and energy consumption, which
proves the effectiveness of our proposed approach.

Chapter 5 presents the second solution; the second line of defense, the intrusion
detection system (IDS). Its main objective is to detect misconduct malicious node
and alarms the base station. The results show that the proposed system is able to

withstand attacks with efficiency and with less energy consumption.



Introduction

MOTIVATION

La croissance démographique continue et rapide a posé un vrai probléme d'accessi-
bilité et de cout a de nombreux services vitaux au monde. Faire face a cette situa-
tion était un des principaux défis des derniéres décennies. Le service le plus sensi-
ble et vital était la santé.

Parmi les objectifs les plus importants qui préoccupent le monde actuellement
est de fournir des soins de qualité a une population en croissance rapide tout en
réduisant leurs cotts.

Une application prometteuse dans ce domaine est la création des systémes d’e-
santé grace a l'accessibilité de la technologie et de Iélectronique au grand public,
qui permet a la population d’étre constamment surveillés. Les hopitaux équipés
par les systemes d’e-santé aident les équipes médicale et paramédicale en four-
nissant un ensemble de services tel ; le contréle des appareils, faciliter 'accés aux
données médicales, servir dans les communications interdisciplinaires et surtout
dans les communications d’urgence. Une surveillance constante permettra la dé-
tection précoce des situations d'urgence et les complications de certaines maladies
pour les patients a risque, et fournir une large gamme de services de soins pour les
personnes avec des degrés de déficience cognitive et physique. Non seulement
les personnes 4gées et les malades chroniques bénéficieront de ces systémes, mais
aussi les enfants dont les parents travaillent auront aussi des soins de qualité. La

prolifération des réseaux mobiles ad hoc, le peer-to-peer et les capteurs sans fil, a



aidé a la promotion de l'e-santé par le développement de concepts de I'informa-
tique autonome avec potentiellement une large gamme d’applications.

L'avantage de former un réseau mobile ad hoc est de fournir une communica-
tion sans fil entre des appareils hétérogénes, partout et a tout moment, sans aucune
infrastructure de communication préétablie. Ces appareils communiquent avec
d’autres noeuds qui sont a leur portée de radio ou chaqu'un d’eux fournit des ser-
vices tels que le transfert de messages, les informations de signalisation, le routage,
l'authentification, etc., afin de former un réseau commun. En outre, 'évolution
continue des concepts fondateurs de réseaux ad hoc et les progres technologiques
de la micromécanique, la microélectronique, des communications sans fil et des
systémes embarqués ont permis le développement d'un type particulier de réseaux
ad hoc; formé par des nceuds minuscules, multifonctionnels et de faible cout. Ces
nceuds sont caractérisés par leurs ressources limitées, communément connu par
les réseaux « LOWPAN » (réseau personnel sans fil A faible puissance, de I'anglais
« Low power Wireless Personal Area Network » ). Cette technologie prometteuse
permet la mesure des paramétres physiques de son environnement ainsi que la col-
lecte de ces données et leur transmission en temps réel a une station de base re-
sponsable de la surveillance d’une zone spécifique. Le faible cott, la facilité de
déploiement, la capacité de mobilité, I'adaptation a toutes les situations, l'auto-
organisation et l'auto-récupération, et la possibilité de résilience a tout moment
font de cette technologie la préférée pour les applications d’e-santé. Nombreuses
situations peuvent étre citées telles la coordination des opérations de sauvetage
dans les zones sans infrastructure opérationnelle, la localisation et la surveillance
de Iétat de santé de sujet a risque, le suivi des activités de la vie quotidienne, etc.

Lévolution constante des réseaux ne s’arréte pas1a ; la derniere tendance était de
connecter ces réseaux LOWPAN a I'Internet, ce qui a donné naissance a I'Internet
des objets (IdO). Les premiers réseaux LOWPAN pris en charge sur les nceuds ter-
minaux recueillentles données de leur environnement physique etleslivrent a une
machine centrale appelée station de base. Maintenant, ce nceud terminal pourrait
étre un nceud IP accessible et gérable a distance, partout et a tout moment. La

transition d’aujourd’hui a partir de vieux syst¢emes LOWPAN vers I'Internet des



objets et I'extension des limites de I'Internet aux nceuds capteurs était grice a la
technologie 6LOWPAN (IPv6 a travers le LOWPAN). Au lieu de sarréter a la sta-
tion de base, les protocoles Internet peuvent maintenant se déplacer entre deux
nceuds finaux, lesquels sont maintenant en mesure de participer a des communi-
cations bidirectionnelles peer-to-peer avec tous les pairs a distance via I'Internet.
Cela donnera une autre dimension aux applications de I'e-santé en matiére de la ca-
pacité de surveiller et de controéler les appareils capteurs et actuateurs a distance.

Cependant, les réseaux 6LOWPANS sont confrontés a des contraintes élevées
en raison de la limitation des ressources telles que 'énergie, le processeur, la ca-
pacité de stockage, la mémoire et la bande passante. En outre, de nombreuses ap-
plications nécessitent le déploiement de nceuds dans les zones inaccessibles, ce qui
rend le controle manuel et un suivi individuel de ces dispositifs tres difficile.

La vulnérabilité inhérente des réseaux 6LoWPAN, qui sont généralement plus
enclins a des menaces de sécurité physiques, rajoute de nouveaux défis de sécurité.
La capacité d’espionner les données, le déni de service et le vol d’identité sont plus
faciles a exécuter dans ces réseaux sans fil et sans infrastructure, en plus d’autres
menaces qui s'ajoutent en raison de leur intégration dans I'Internet. En outre, les
solutions de sécurité utilisées pour protéger les réseaux traditionnels ne sont pas
valables en raison des caractéristiques atypiques de réseaux LOWPAN. En plus de
leur vulnérabilité inhérente, des nouvelles menaces sont rajoutées, telles que les
attaques internes par des nceuds malveillants. Beaucoup de ces attaques sont dif-
ficiles a détecter et contrecarrer en raison de leur comportement asymptomatique
vis-a-vis des processus légitimes du réseau. Le compte tenu de la sensibilité des
applications potentielles des réseaux 6LOWPAN dans le domaine de I'e-santé qui
sont étroitement liés au monde physique et méme a des individus, un déploiement
a grande échelle de cette technologie dépendra beaucoup de leur performance. En
particulier, la sécurité semble étre un probléme difficile en raison des contraintes
de ressources qui entourent leur conception.

Cette limitation est problématique pour une variété de nceuds, ce qui est dans
les scénarios de I'IdO présentent précisément des contraintes liées a la capacité de

calcul et a la puissance de la batterie. Ces noeuds sont impliqués dans des transac-



tions de bout en bout avec des pairs a distance. En outre, toute configuration d'un
canal sécurisé parl'établissement des clés de sécurité, peut étre prohibitif, trop cher
pour ces nceuds. Pour cela, une opération d’établissement de clé qui se produit en
vigueur au début de chaque nouvelle communication sans affecter a long court les
performances est exigée. Par exemple, une longue phase de I'ordre de quelques
secondes ou dizaines de seconds pour paramétrer une clé, serait acceptable si elle
n'est produite qu'une seule fois par jour ; chose qui nest pas valable dans les appli-
cations d’e-santé qui nécessitent plusieurs échanges d’informations en un temps
court.

Normalement, le systéme de défense utilise des mécanismes cryptographiques
pour sécuriser les données échangées et prévenir ou éliminer les appareils étrangers
a rejoindre le réseau. Ces techniques, cependant, ne sont pas efficaces lors de la
protection contre les menaces internes. Par exemple, lorsque les noceuds sont com-
promis et deviennent des attaquants, les techniques cryptographiques ne peuvent
pas les détecter. Ils peuvent lancer diverses attaques, entre-autres les attaques par
déni de service. Par conséquent, SLoOWPAN a besoin d'un systéme de détection
d’intrusion pour surveiller toute anomalie touchant au fonctionnement du réseau.

Les conséquences liées a la consommation d’énergie sont généralement les plus
critiques. Les noeuds 6LoOWPAN alimenté par la batterie de faible puissance peu-
vent étre placés dans des endroits inaccessibles, ol certains sont intégrés dans des
appareils divers et doivent avoir au moins la méme durée de vie que leurs hotes. La
modification fréquente d’une batterie pourrait étre exigeante et inacceptable. Il ne
faut pas oublier le retentissement sur les autres nceuds voisins, qui peuvent étre to-
talement détaché de I'infrastructure sila route par défaut passe par un nceud dont

la batterie est épuisée.

CONTRIBUTIONS

Dans ce sens, notre travail a émergé, en se focalisant sur deux domaines de recherche
) )
qui présentent les limites de la recherche contemporaine dans le volet de la sécu-

rité des réseaux avec ressources limitées ; qui sont le domaine des systemes de ges-



tion des clés de cryptographie et le domaine des systémes de détection d’intrusion.
Lobjectif principal de notre contribution est de sécuriser les applications d’e-santé
dans le monde de I'Internet des Objets, en protégeant la confidentialité des don-
nées et en assurant la disponibilité du systéme, toute en minimisant la consomma-
tion de I'énergie. Dans ce travail nous proposons une solution de sécurité a I'aide
d’un systéme basé sur deux lignes de défense.

La premiere ligne de défense est la sécurité des données échangées dans les
réseaux avec fortes contraintes de ressources notamment dans les réseaux 6LoW-
PANs. Cette recherche émerge lorsque la cryptographie moderne se voit limité
dans sa mise en ceuvre dans les systémes avec contraintes de ressources (mémoire,
processeur, espace de stockage, etc.). Nous avons considéré en particulier les réseaux
6LoWPAN qui sont caractérisées par des ressources trés limitées en termes d'énergie,
de mémoire et de bande passante. Ces fortes contraintes nécessitent une nouvelle
compréhension de la sécurité. En effet, compte tenu de la sensibilité des applica-
tions del'e-santé, un déploiement des réseaux 6LOWPAN a grande échelle a travers
I'Internet dépend de la fiabilité de cette technologie. En particulier, la sécurité de
ces systemes est un probleme trés difficile a gérer en raison de ressources limitées.

Un composant fonctionnel essentiel de I'architecture de communication a travers
le sous-systéme sécurisé est la gestion des clés de cryptographie. Ce sous-systéme
a une importance particuliére dans les réseaux 6LoWPAN. La principale problé-
matique qu'on a traitée est la gestion des systémes d’établissement de clés dans ces
réseaux, ot on a proposé comme solution une nouvelle approche du développe-
ment et de la distribution des clés. Notre approche est basée sur des clés paires
uniques afin que le compromis de certains nceuds ne mette pas en dangerl'ensemble
du réseau.

La solution qu'on a proposée est basée sur la distribution pré-déterministe et
évolutive de ces clés ainsi que I'amélioration de la résilience du sous-systéme de
leur gestion sans induire des cotts supplémentaires importants. Elle est fondée
sur l'auto-génération des clés symétriques sans avoir recours aux mécanismes de
la « clé maitresse ». On a montré que cette technique permet d’assurer au méme

temps les communications internes entre les nceuds du méme réseau et les com-



munications externes entre un nceud interne et une hote IP externe, sans un cofit
supplémentaire de stockage des clés. Ainsi, notre approche utilise des mécanismes
d’authentification légers et efficaces. Nous avons analysé les propriétés de sécurité
de notre solution et évalué sa performance a travers des simulations. Les résultats
de cette analyse ont prouvé l'efficacité de notre approche de gestion des clés et ont
démontré que cest sécurisé, souple et adapté a la mobilité, sans encourir des cotts
supplémentaires importants en termes d’énergie ou de stockage.

La seconde ligne de défense est le systeme de détection d'intrusion. Cette rech-
erche émerge lorsque les mécanismes de sécurité reposant sur la cryptographie
atteignent leur limite par rapport aux attaques des nceuds internes qui peuvent
détenir ces mécanismes. En effet, les solutions cryptographiques ne gérent pas la
protection contre les processus malveillants basée sur un faux comportement qui
ne perturbent pas les protocoles de communication. Ces attaques sont basées sur
ce quon appelle un comportement malveillant a I'égard du systéme légitime, ce qui
rend le diagnostic d'une attaque de ce genre trés difficile de se fier uniquement sur
les outils des systémes cryptographiques. Ces menaces nécessitent un systéme de
détection d’intrusion adaptée aux contraintes des réseaux 6LoWPAN.

Ona commencé notre enquéte en analysant les modeles existants pourles réseaux
avec des contraintes de ressources. On s’est intéressé aux modeles basés sur le
suivi du comportement du voisin parce qu’ils sont caractérisés par leur capacité
a s'adapter a n'importe quel environnement et a tolérer la surveillance d’'un réseau
crypté. Nos résultats nous ont conduits a proposer une approche basée sur la dis-
tribution normale et la collaboration entre les nceuds du réseau. Elle sappuie sur
la collaboration d’un ensemble d’agents pour la propagation de toutes les alertes
de sécurité. Nous avons démontré que notre modele de détection d’intrusion op-
timisé est plus économe en énergie que les modéles existants. Notre modéle ne
nécessite pas d'infrastructure particuliére, il est en parfaite harmonie avec la na-
ture variable de la connectivité dans les systémes d’e-santé. Nous avons également
démontré qu’il réduit le taux de fausses alarmes dans le réseau d'une maniere re-
marquable et offre un taux de détection élevé.

Dans notre solution, nous avons exploré le couplage de la cryptographie et de



détection d’intrusion pour protéger les systémes e-santé basé sur le réseau 6LoW-
PAN contre toute attaque malveillante difficile a contrecarrer par un seul systeme.
Pour étre exhaustive, la solution proposée doit étre validée a la fois en termes de

sécurité et de performance.

OBJECTIFS ET DEFIS

Lobjectif principal de cette thése est de développer un systéme de sécurité pour
les réseaux 6LOWPAN appliquées sur les systémes d’e-santé, dans le contexte de
I'Internet des objets. Cet objectif comprend les défis suivants qui doivent étre spé-

cifiquement abordés :

« Analyse des besoins de la sécurité dans le domaine de la santé qui se base

sur 'application de la technologie 6LoWPAN.

o Etude del’état deslieux en matiére des solutions de sécurité disponible pour
le réseau i faibles ressources et I'étude de leur utilité dans les réseaux 6LoW-

PANE.

« Conception d’un systeme de sécurité répondant aux contraintes et carac-
téristiques des réseaux 6LOWPAN dans un systéme d’e-santé dans un envi-

ronnement hétérogéne d’Internet des Objets.

« Adapter le systéme de sécurité aux modes et aux protocoles de 6LoWPAN
existantes afin d'optimiser les opérations de traitement et de la rendre con-

forme a leur fonctionnement.

o Créer un systéme de base qui sapplique a la fois aux communications in-
ternes entre les mémes nceuds de réseau 6LoWPAN et aux communications

externes avec d’autres périphériques réseau IP a travers Internet.

« Maximiserla sécurité du systeme tout en minimisantla consommation d’énergie.



STRUCTURE DE LA THESE

Ce document de theése est organisé comme suit; d’abord I'introduction puis I'état
delart a été présenté dans les deux premiers chapitres et les contributions ont été
présentées en trois chapitres avant de conclure.

Nous avons commencé au 1er chapitre par un examen des défis posés par le
passage de I'Internet traditionnel a I'Internet des Objets. Nous avons introduit le
concept de I'Internet des Objets et son apport dans les applications de I'e-santé.
Ainsi, une introduction aux appareils capteurs utilisés dans notre étude, leur fonc-
tionnement et leurs limites.

Puisque nous étudions la technologie 6LoWPAN, il était nécessaire de com-
prendre ses mécanismes. Dans le deuxiéme chapitre Nous avons introduitle 6LoW-
PAN et on a définit ses mécanismes de fonctionnement, les enjeux ainsi que les
besoins. Par conséquent, nous avons analysé les différentes solutions qui ont été
proposées pour relever ces défis.

Dans le 3éme chapitre, nous avons entamé la sécurité pour les réseaux 6LoW-
PAN, nous avons mené une analyse détaillée de tous les aspects informatiques,
les objectifs, les menaces, les attaques et les solutions. Ainsi, dans chaque section,
nous avons résumé les principales exigences que nous devons traiter afin de con-
cevoir un systéme de sécurité conforme aux réseaux 6LoWPAN pour les applica-
tions d’e-santé.

Le 4éme chapitre présente notre premiére solution qui fournit la premiére ligne
de défense; le systeme d’établissement de clé cryptographique. Nous avons congu
notre systéme pour fournir une solution par I'établissement de clés dans un réseau
6LoWPAN afin assurer sa sécurité, en tenant compte des exigences de performance
telles que l'optimisation de I'énergie, Iévolutivité, la flexibilité, la mobilité et la
connectivité. Nous avons fourni également une évaluation détaillée des résultats
du point de vue de la sécurité et de la consommation d’énergie, ce qui prouve
lefficacité de notre approche proposée.

Le seme chapitre présente la seconde solution et la deuxiéme ligne de défense;

le systéme de détection d’intrusion (IDS). Son principal objectif est de détecter



les nceuds malveillants et d'alerter la station de base. Les résultats montrent que le
systéme proposé est capable de résister a des attaques avec efficacité et avec moin-

dre consommation d’énergie.



When it comes to health, your zip code (postal code) matters

more than your genetic code.

Dr. Tony Iton

E-healthcare in the Internet of Things

IN THE INTERNET OF THINGS, DEVICES COLLECT AND SHARE INFORMATION WITH
EACH OTHER DIRECTLY THROUGH THE INTERNET, WHICH IS USED TO STORE AND
ANALYZE DATA QUICKLY, IN REAL TIME AND WITH A GOOD PRECISION. THis
WILL OFFER MANY INTERESTING OPPORTUNITIES ACROSS SEVERAL AREAS; LIKE
INDUSTRIAL AND STRUCTURAL MONITORING, ENVIRONMENTAL MONITORING,
VEHICLE TELEMATICS, HOME AUTOMATION, ETC. BUT NOWHERE THE INTERNET
OF THINGS OFFERS GREATER PROMISE THAN IN THE FIELD OF E-HEALTHCARE,
WHERE ITS PRINCIPLES ARE ALREADY APPLIED TO IMPROVE ACCESS TO CARE,
IMPROVE ITS QUALITY AND REDUCE ITS COSTS. ALTHOUGH SIGNIFICANT BEN-
EFITS, THE INTERNET OF E-HALTHCARE THINGS FILED STILL HAS MAJOR CHAL-

LENGES THAT ARE ADDRESSED IN THIS DOCUMENT.



1.1 INTERNET OF THINGS

1.1.1  CONCEPT

The evolution of the Internet of Things from a concept to a reality is considered as
a big challenge for the combined scientific and technical teams that work on the
development of the Internet [1]. It is an opportunity for those interested in tech-
nology and its employees as companies and developers, and all the rest of the other
sectors in which will be used in order to develop their services and their products.
The number of embedded devices with IP is growing ascending continuously. It
is expected to reach the 50 billion device by 2020 [2], due to the evolution in the
electronics sector, processors, transmitters, communication component, and bat-
teries, etc., what makes it easy to incorporate into many applications and machines,
and even the invention of new ones that could not have been created by the past
circumstances before this development. The first objective of creating the Inter-
net of Things and the development of its mechanisms is to make the devices more
autonomous and independent from the direct control of the human user, and to al-
low this latter tracking and remote control these devices, each according to its field.
The remaining end of this evolution is to get more facilities and greater possibilities
in making decisions. With the sensors, it became possible to obtain information
and data directly from the physical world. Thanks to IP, they can be accessed from
anywhere in the world in the real time, which give the opportunity to create intel-
ligent devices (smart sensors). The collected data is used to make better and faster
decisions. Sensors can now communicate with the other devices, surrounding it
orin a distant, in order to exchange the necessary information.

The main force of the idea of the Internet of Things is the huge impact that will
have on several aspects of the daily life and the behavior of potential users (fig.
1.1.1 [3]). From the perspective of a private user, the most obvious effects of the
use of the Internet of Things will be visible to both domestic and work domains.
In this context, home automation, assisted living, e-healthcare, improving learning

are just a few examples of possible scenarios of application in which the new model
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Figure 1.1.1: A description of the vision of Internet of Things.
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will play a leading role in the near future. Thus, from the perspective of business
users, the most interesting consequences will also be visible in areas such as indus-
trial manufacturing, automation, logistics, business and process management, and
transportation of people and goods.

The Internet of Things goes well beyond. Some examples of things that could
be considered part of the Internet of Things are the connected devices. As there
are refrigerators, ovens and washing machines that can be controlled from a smart-
phone via the Internet connection [ 4]. Itis only the first step of what is to come. At
the personal and professional level, the Internet of Things could change the world
as we know it today (fig. 1.1.2 [5]). Consider some of the applications that could
take place. A farmer must know at all times the conditions of the field he develops.
His job is to check the temperature and humidity of the field regularly and record
this information on a computer. But suppose all these data were monitored and
recorded automatically in an online service, so that the farmer has information of
how the area is growing remotely and may even know how it is in real time. And
there’s more, with fairly cheap sensors, he absolutely could monitor all plants that
grow, how they grow and if they have problems.

Domestic applications could be equally important. For example, we could have
sensors and controllers in different parts of the house. If we go on a trip and we are
not be sure if we removed the heat of the kitchen, or shutters, windows or lights
are left as desired. Everything would be as simple as accessing the service that we
control our home, not just to check that everything is fine, but also change their
status. Or, contrariwise, back in a few hours at home, you can even schedule when
you want to start preparing food [6]. Things like regulating the temperature of
our house when we are there or turn on lights automatically, could be made of
everyday life. It is the Internet of Things, the things that surround us, that would
be permanently connected.

However, many difficult issues remain to be addressed and both social and tech-
nological problems must be settled before the Internet of Things idea being widely

accepted, especially with regard to embedded and resource constraints devices.
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Figure 1.1.2: Applications areas in the Internet of Things.

Central questions are complete interoperability of possible interconnected devices,
providing an ever-higher degree of resourcefulness, allowing their adaptation and
autonomous behavior while ensuring trust, privacy and security. Therefore, the
Internet of Things idea poses several new problems regarding aspects of network-
ing. Actually, the things that compose the Internet of Things will be characterized
by low resources in terms of computation and energy capacity. Therefore, solu-

tions should pay particular attention to resource efficiency, besides the obvious

scalability problems.

1.1.2 STANDARDIZATION

The Internet is among the largest and most important inventions of the last half
century, which radically changed the lives of human beings and was able to touch
all sectors and all the society groups [7]. From an academic network connect-
ing some computers (1969) to the global network used by nearly 3 billion users

(2014), approximately 40 percent of the earth’s population [8], moving from a
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network of computers used by human users, to a network connecting everything
at any time in any place. Radical changes happen in the current Internet transform
it to a network of interconnected devices that not only sense information from the
environment and control the physical world, but also use Internet standards to pro-
vide many services using different applications. The Internet of Things is about to
transform the actual static Internet into a fully integrated Future Internet [9]. The
Internet revolution has led to the interconnection between people from and in dif-
ferent places. The next revolution will be the interconnection between the objects
to create an intelligent environment. Only in 2008, the number of interconnected
devices on the planet does exceed the actual number of people. Currently, there

are 2§ billion interconnected objects and should reach 50 billion objects by 2020
(fig. 1.1.3 [2]).

World
Population

Connected
Devices

More
connected
devices
Devices than people
Per Person

Connected

2003 2010 2015 2020

Figure 1.1.3: The number of connected devices evolution.

The term of Internet of Things appeared for the first time in a project of a frame-
work of the “supply chain management” in 1999 [10]. Its definition was changed
within the evolution of technology, but the goal remains the main: facilitating and
enabling the remote use of sensed information without the help of human inter-

vention. The current form of the concept of Internet of Things is to create a net-
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work of “things” connected via the Internet, which combines information from
their environment and interact with the physical world. However, we can con-
sider the birth year of the Internet of Things is the 2008, as in this year it was its
recognition by the European Union (EU) where the First European Internet of
Things conference was organized [11]. In addition, a group of international com-
panies launched the IPSO Alliance (Internet Protocol for the networking of Smart
Objects) [12] to enable the Internet of Things and to promote the use of Internet
Protocol (IP) in “smart objects”. The IPSO alliance now consist over 50 member
companies, including Cisco, Ericsson, Bosch, Fujitsu, SAP, Intel, Sun and Google.

The Institute of Electrical and Electronics Engineers (IEEE) [13] embarked on
an a project that aim to build a global architecture for the Internet of Things for
a multitude of industries and technologies. P2413 working group [14], whose
engineers working on the issue since July 2014, and want to form a framework
for interoperability among connected objects and related applications in indus-
trial monitoring, home automation, traffic monitoring, e-healthcare and all other
sectors likely to use the Internet of Things in the near future. The standard would
allow data sharing between Internet of Things systems. The P2413 group hopes
laid the first stones of such systems that may be common to different industries,
with the aim of reaching a standard finalized by 2016 [15], in coordination with
other organizations, including the European Telecommunications Standards Insti-
tute (ETSI) [16], the International Organization for Standardization (ISO) [17]
and Machine-to-Machine (M2M) group [18] is part of the plan of P2413 group.
Currently, 23 vendors and organizations are represented in this group like Cisco,
Oracle, Huawei, Qualcomm, General Electric, and the ZigBee Alliance.

The open nature of the Internet and that no one, or a specific destination owned
it, allowed for many actors from academics researchers, companies and organiza-
tions, in a formal or in an informal sector, to enrich it with new ideas and recent
developments, made it fertile ground and vital to scientific and technical research.
A set of protocols work together in order to serve Internet and make it applica-
ble, these protocols are in a permanent and ongoing development, evolving devel-

opment of the technology and come to meet the users’ needs, whatever its use,
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whether professional or recreational (fig. 1.1.4 [19]). Among the most important
these protocols, which have been linked closely connected to the Internet, is the
IP protocol (Internet protocol) [20]. It allows each device connect the Internet
by providing it an address that can determine its position within the network con-
taining millions of devices and allows the transfer of data packets between devices

through the routing protocols.
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Figure 1.1.4: The Internet of Things within the emerging technologies.

Currently, the Internet is composed of two major groups of layers, the first layer
form the infrastructure consisting of intermediary devices, routers, and wired and
wireless links, as well as servers and data centers. The second layer formed by
the computers, phones, tablets, printers and all machines used directly by human
users, which constitute the boundaries of the online world.

The Internet of things will bring the online world to the physical world and
makes it an integral part of it. It will eliminate all boundaries making everything
and everyone linked directly to the Internet (fig. 1.1.5 [21]). It consists of devices
authorized to use the IP; including sensors, RFIDs (Radio Frequency IDentifica-

tion), etc. While the use of Internet had been calculated previously using the num-
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ber of humans users onwards. Now, it will be accounted calculating the number of
devices connected to the Internet, which are expected to reach the millions in the
coming years, as it can be incorporated anywhere and anything, does not consume
a lot of energy, has the ability to communicate wirelessly, and there are many of
these devices currently in use but lacking the IP protocol. This what form a chal-
lenge from among many challenges, as the IP protocol had been designed agree
to ordinary devices like computers and servers, which does not approve resource-

constrained devices like sensors.

Services
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Network Line Access
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Mobile RFID
Reader Home Gateway
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Figure 1.1.5: Framework of The Internet of Things services.

Supply these devices with limited resources with IP is an important step that will
enable the realization of the concept of Internet of Things in the real world. Even
though it constitutes a sub-group within other projects that involve the concept of
the wide Internet of Things concept, but it is considered the most challenging one
as it opens the door to many issues to be solved, and one of the main groups that
will allow the Internet of Things becomes real.

In order to enable these devices connecting to the Internet, and make the con-

cept of Internet of Things a reality, the Internet Engineering Task Force (IETF)
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[22] developed the 6LoWPAN technology; (IPv6 over Low power Wireless Per-
sonal Area Networks), one of the most important technologies that enable the
resource-constrained devices to get an IP address. The first 6LOWPAN specifi-
cations and guidelines was published in 2007 and it reaches its objectives current
this year (2014) [23]. 6LOWPAN presents the subject of our study where we will
try through what follows, define it and give an overview of the techniques that it
uses, as well as the challenges faced in order to activate it in the sensors devices and
make it functional and practical.

Before talking about 6LoOWPAN, we must differentiate between the terms of
“6LoWPAN” and “LoWPAN". 6LoWPAN meaning brings us to the set of tech-
nologies and standards that enable IPv6 over low power networks. Whilst the
“LoWPAN” means any network with low power and related nodes with limited

resources, like Wireless Sensors Networks.

1.1.3 INTERNET OF THINGS IN THE SERVICE OF E-HEALTHCARE

Medical e-healthcare applications in the Internet of Things, especially the sensors
networks, are designed to improve existing health services and remote monitor-
ing especially for people with difficulties such as patients, handicapped, elderly,
children and the chronicallyill [24]. The benefits obtained with these systems are
huge; one of the main advantages is the remote monitoring. Due to the monitor-
ing over the Internet, it will be easy to identify emergency conditions for at-risk pa-
tients and people with varying degrees of cognitive and physical disabilities, which
will enable them to have a more independent life. Moreover, children and babies
will be taken care while their parents are away. Identify real-time emergencies such
as heart attacks in a very short time is enough to save the patient’s life considering
that without these techniques, these conditions will not be identified at all. Espe-
cially, if we hold a system that provides both identification and action in real-time.
With these systems, the dependence on caregivers and healthcare professionals
will be increasingly diminished [25].

Among the advantages is the capability to identify the context of the person
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to be monitored and its environment. Context-awareness systems allows care-
givers to have continuously an idea of the living conditions and the environments
in which monitored persons are. This is occur through systems that incorporate
more than one type of sensing capabilities. To get a clearer view of the context, we
must merge the information collected by these sensors [26]. Context information
is used to detect unusual situation and make accurate and useful inferences about
it. For example, during the night, if the monitored person is in the bedroom in a
lying position may indicate a normal situation, while lying in the living room in the
middle of the day may indicate an alarm condition. Sensitivity to context provides
this useful information.

The Internet of Things also provides easier documentation, fast and accurate
patient records data are collected, sorted and organized, allowing doctors consult
these digitized records without leaving their room. What contributes to save their
time, save money for the hospital and allow patients to be seen in a very short time.
It also allows patients to consult their health status data in real time, which educate
and empower them to control and monitor their health themselves. Moreover, it
allow users to track their daily activity of walking, eating and sleeping, which en-
courage people to improve their health status and fitness, and change their behav-
ior.

Remote monitoring help doctors to monitor many people in their home reduc-
ing their risk of hospitalised infections. In the United States, the Federal Commu-
nications Commission (FCC) has provided potential cost savings just with using
the MBANs sensors (Medical Body Area Network) [27]:

« Thanks to MBAN technology, doctors can intervene before a patient’s con-
dition deteriorates seriously; which resulting in less time spent in the in-
tensive care unit, and many cost savings by reducing the number of visits.
A healthcare company in the United States estimated at $ 1.5 million per
month could be saved only if emergency transfers could be reduced by de-

tecting and treating the health of the patient earlier.

« Sensors can help reduce hospital-acquired infections. The industry believes
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that disposable sensors could help save about $ 2 000 to $ 12 000 per patient

and $ 11 billion nationwide.

« Just remote monitoring of patients with congestive heart failure could save

more than $ 10 billion per year.

1.2 E-HEALTHCARE APPLICATIONS

In healthcare, the Internet of Things plays an important role in many applications
that may be divided within three areas of intervention: clinical care, remote mon-
itoring and context-awareness [28]. Automating data collection reduces the risk
of human error. The caregivers in this case will obtain reliable information about
the patient with a negligible error rate. This will improve the quality of diagnosis
and will avoid human intervention that may collect or transmit false information,

which can have a dangerous impact on patient health (fig. 1.2.1 [29]).

1.2.1 CLINICAL CARE

In hospitals, hospitalized patients, especially those with critical cases in intensive
care unit, need continuous and close attention to react rather possible in a crisis
case, which will give more chance to save patients life. Thanks to IP-based sensors,
we can collect remotely the necessary information that has a relationship with the
patient health status, and send them through the Internet to caregivers for further
review and analysis. This will prevent caregiver’s displacement to each patient to
check his state, and will save their time for more interventions.

Many health professionals can collaborate to examine the same patient accord-
ing to each one specialty, just by analyzing the flow of data collected by the sensors.
The identification of emergency conditions for at risk patients will become an easy

task.
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1.2.2 HOME CARE

We can take advantage of these sensors in the home monitoring for the elderly,
handicapped, people with special needs or the owners of chronic diseases such
as diabetes, asthma, chronic obstructive pulmonary, congestive heart failure, and
memory decline, etc. [30]. They will avoid trouble navigating to the hospital from
time to time to check their health state. As they have an unstable condition that
may develop to the worse at any moment, the sensors will warn the medical staff
remotely in order to intervene. The patient can also use these sensors himself for

tracking his health daily, as well as by its family, even remotely via the Internet.

1.2.3 REMOTE MONITORING

Elderly, child or chronicallyill need to be examined almost daily, the possibility of a
remote monitoring will help them avoid making rounds to the hospital for control.
Because of their critical status, sometimes changes in their health goes unnoticed
until the disease will be developed to a crisis stage. Remote access sensors will help
caregivers to have pre-diagnosis and earlier intervention before things go wrong
[31]. Thus, the people with different degrees of cognitive and physical disabilities
will be enabled to have a more independent and easy life.

It can be used on a personal level in order to help take daily preventive measures
to maintain health. Its connection to internet will enable it to obtain the necessary
information and updates in order to help people organize their lives, which fall
within the so-called smart devices that interact with the requirements and variables

of its owner.

1.2.4 CONTEXT-AWARENESS

Having the ability to identify the patient’s condition and the environment where
he is located, will greatly assist healthcare professionals to understand the varia-
tions that can influence the health status of this patient. Because the environment

have a very important effect on the health of any person. In addition, the change
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of physical state of a patient may increase the percentage of its vulnerability to a
disease and be a cause of a health deteriorating.

The use of several types of specialized sensors to capture various information
about the patient physical condition: he walks, he sleep, he runs,etc. or about the
environment where he is: Wet, hot, cold, etc. and collaboration between them
to collect meaningful information, will provide a comprehensive understanding
of the context of the patient, as he is hospitalized, at home or anywhere. It will
help in emergency cases to well locate the patient and be aware of what type of

emergency intervention must be taken.

1.2.§ MONITORING OF DISASTERS

Although triage protocols for emergency medical services already exist, their effec-
tiveness can deteriorate rapidly if the number of victims increases. It is necessary
to improve the assessment of the health status of first responders of these deadly
disasters. The increased portability, scalability and rapid deployment nature of
wireless sensing systems can be used to automatically report remotely the levels
of many victims and to continuously monitor the health of first responders at the

scene of the disaster more effectively.

1.2.6 ExAMPLE: CONTINUOUS CARDIAC MONITORING

Cardiovascular diseases are the leading cause of death worldwide since more than
twenty-two million people are affected, this number should triple by 2020 [32].
This requires immense expenses for managing such disease. The looming health
crisis attracts researchers and industry to look for optimal and rapid solution to
perform cardiac remote monitoring, with medical records updates in real-time via
the Internet, by economic solutions valid for the entire world.

A wearable WBAN (Wireless Body Area Network) IP-based sensor is efficient
for this mission. It can be placed on specific places of the body of the patient
to continuous measure its electrocardiograms signs (ECG) and transmit them to

the hospital supervisor medical central unit in real-time [33]. Thus, it can mon-
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itor patient under natural physiological states of health in the long term without
constraining their normal activities. These sensors are able to gather information
from implantable cardiac defibrillators (ICDs) to detect and treat ventricular tach-
yarrhythmia and prevent sudden cardiac death (SCD).

The following table (Table 1.2.1) gives an overview of some e-healthcare appli-

cations divided by the most important studies on this field [28].

1.3 E-HEALTHCARE SYSTEMS

Several devices and systems must work together in the context of the Internet of
Things, to contribute to the operation and improvement of the overall healthcare
system. End-user healthcare monitoring application need a diverse set of informa-
tion concerning the supervised person conditions, and the environment where he
is located, to get an idea about his health and the type of intervention that must
be taken. These information will be collected by a set of sensors of different types,
everyone depending on its application.

Most existing solutions include one or more types of sensors worn by the pa-
tient, forming a Body Area Network (BAN), and a group of sensors deployed in
the environment forming a Personal Area Network (PAN). These two elements
are connected to a backbone network via a gateway, which connect them to the
Internet. Moreover, a Medical Center Unit (MCU) that collect sensed informa-
tion, treat it, analyze it and stored in a database. At the application level, the health
professionals and other caregivers can monitor health information of the patient
in real time via a graphical user interface (GUI) [34]. Emergencies occur alerts
by application and such warnings and other information of the state of health of
the monitored person can be achieved via mobile devices such as laptops, Personal

Digital Assistants (PDAs), tablets and smartphones.
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Activity

Applications

Daily activities

AICO
CareNet Disp.
Caregiver’s Ast.

WISP
LiveNet

Movement detection

ITALH

Act. Mon.

Fall Det.

Fall Detection
Smart Phone HCM
Smart HCN
HipGuard

Location tracking

RFID way finding
Ultra Badge

ZUPS
ALMAS
Passive mon.

Medication intake

RFID medic. ctrl.
iCabiNET
iPackage

Medical status monitoring

MobiHealth
CodeBlue
AlarmNet
LifeGuard
Med. Supervision
FireLine

Baby Glove
LISTENse
WLAN ECG
Mobile ECG
PATHS
AWARENESS

Table 1.2.1: E-healthcare applications overview.



1.3.1 WBAN (WIRELESS BODY AREA NETWORK)

The WBAN [35] is a network of wireless devices that use radio frequencies to com-
municate. It consists of a set of miniature devices implanted in or around the hu-
man body that can act as sensors or actuators in order to monitor vital body param-
eters (fig. 1.3.1 [36]). They communicate their data wirelessly to a remote service
center to alert caregivers in real time in a hospital, a clinic or elsewhere. They are

characterized by a large autonomy and using very low power currents.

gateway to
other services

blood pressure
sensor

o

sensor / actuator

Figure 1.3.1: Wireless Body Area Network schema.

Fig. 1.3.2 shows a typical wearable sensor node for medical applications; the
SHIMMER platform [37]. The SHIMMER comprises an embedded microcon-
troller TI MSP430 with 8-MHz clock speed, 10-KB RAM and 48-KB ROM, and a
low-power radio Chipcon CC2420; IEEE 802.15.4 of 2.4 GHz and 250-Kb/s PHY
datarate. The total device power budget is approximately 60 mW when active, with

a sleep power drain of a few microwatts.
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Accelerometer, gyro, EMG circuitry

Connector

Figure 1.3.2: The SHIMMER wearable sensor platform.

1.3.2  WPAN (WIRELESS PERSONNAL AREA NETWORK)

WPAN [38] is a network of a set of small devices connected wirelessly, character-
ized by their resource-constrained and a low range. Devices such as video cameras,
or sound, pressure, humidity, luminosity, and temperature sensors can be used to
monitor the patient environment and provide important information about his
context. They are able to communicate with powerful devices to transmit their
data. In the context of the Internet of Things, these data can be transmitted and
accessed through the Internet.

Fig. 1.3.3 and fig. 1.3.4 show a widely usable wireless sensor platform, the
TelosB platform [39]. TelosB is based on the low-power micro-controller MSP430
16-bit with a clock frequency of 4 MHz an 10-KB RAM. It implements the IEEE

802.15.4 transceiver CC2420 with a claimed data rate of 250 Kbps.

1.3.3 GATEWAY

A gateway system to connect the WBAN and WPAN to internet is essential if we
want to have an Internet of Things system. This gateway will play the role of linking

the ad hoc devices with surveillance machines consulted by caregivers.
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Figure 1.3.3: The TelosB sensor.
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Figure 1.3.4: TelosB block diagram.
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A gateway can be a PDA, a smartphone, a router, a computer, a server or any
other machine that can play the role of connector of sensors or actuators devices,

which are forming a local network between them, to access the Internet.

1.3.4 MEepicAL UNIT CENTER

End applications, following algorithms already established, will analyze the col-
lected remotely data to treat, analyze it and give it in real-time to the final user,
i.e. a caregiver or a health professional, in simple and understandable form to help
him making decision, or as an alarm to warn of the need to act quickly before the
patient’s illness become too advanced to intervene.

The application must also provide an interface for defining and configuring the
overall system behavior. What kind of alarms are generated and through which
network the messages will be delivered, who are the target users, etc. are examples
of the application configuration. In such a system, most of the problems men-
tioned in other subsystems are also involved.

The figure 1.3.5 summarizes the operation of an e-healthcare surveillance sys-
tem in the context of the Internet of Things, the relationship between the differ-
ent systems and communications established between them to collect information
about the monitored person.

The table 1.3.1 summarizes the main design considerations for e-healthcare sys-

tems and the most important studies on this field [28].

1.4 SENSORS: FEATURES AND CONSTRAINTS

1.4.1 SMART SENSOR

A sensor is defined as a device performing the task of transforming a physical mea-
surement observed in a generally electrical measurement that will in turn trans-
lated into a usable and understandable data for an information system and finally

for a man.

29



))))

Positioning

(G

’))) ¢
l (Cc .

Video camera Temperature sensor
Blood
presure
(t (Ccef2)))
<il»)
) ()

WBAN Gateway

Accelerometer

(cc

(Cee
i

Humidity sensor

))))

WPAN
>)))

Monitored patient

PDA, Smartphone ...

Medical Center
Unit
Health professional

Computer

Figure 1.3.5: The e-healthcare systems in the Internet of Things context.
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Subsystem Design consideration

WBAN Real-time availability
Transmission power
Power consumption
Portability

Unobtrusiveness
Reliable communications
Multi-hop routing

Security.

WPAN Energy efficiency
Scalability
Real-time availability
Self-organization
Security

Gateway Congestion prevention
Data rate
Reliable communication protocols

Secure data transmission
Coverage

Security
Medical Center Unit  Reliability

User-friendliness
Middleware design

Scalability
Interoperability

Context-awareness
Privacy

Security

Table 1.3.1: The design considerations of an e-healthcare system.
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In his work on industrial instrumentation, electronics Georges Asch [40], mod-
eled precisely the notion of measuring instrument, and therefore that of the sen-
sor (fig. 1.4.1). The physical quantity being measured, called the measurand m, is
viewed by various experimental stages, grouped under the term of measurement,
which in many cases produces an electrical signal s image of the physical quantity
and its variations. The sensor that is the physical device subjected to the action of
the measurand, nonelectric, product the electrical characteristic: s = F(m). Never-
theless, all physical laws interact in materials, so the sensor is necessarily sensitive
to other secondary physical quantities, named influencing variables. The charac-
teristic becomes, taking into account the influence of variables g,, g,, ...: s = F(m,
g, g, -.). The main influencing variables are temperature, acceleration, vibration,

humidity, magnetic fields.

m S
I t C—— 1 t
Sensor
- )
Mesurand (m) Electrical quantity (s)

Figure 1.4.1: The functioning of a sensor.

Therefore, a sensor is a device equipped with advanced features sensation. It
measures or detects a real event, such as motion, heat or light and converts the
measurement into an analog or digital representation value. It collects informa-
tion and develops from a physical quantity (input information), another physical
quantity of electrical nature.

A smart sensor is a hardware device in which coexist a sensor and the circuits
of processing and communication. Smart sensors are "sensors of information” and

not just sensors processing circuits of juxtaposed signal [41]. In addition, their
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components was designed with the goal of a very specific application.

1.4.2 PHYSICAL ARCHITECTURE

A smart sensor is composed of four units (fig. 1.4.2):

o Acquisition unit: consisting of a sensor that gets measures of environmental
parameters and an Analog / Digital converter that converts the information

recorded and transmits it to the processing unit.

« Processing unit: made up of a processor and a memory including a specific
operating system (TinyOS [42], for example). This unit has two interfaces,
an interface for the acquisition unit and an interface to the communication
unit. Itacquires information from the acquisition unit and sends them to the
communication unit. This unit is also responsible for executing the commu-
nications protocols that allow the sensor to collaborate with other sensors.

It can also analyze the captured data.

« Communication unit: a unit responsible for all transmission and reception
of data over a radio communication medium. It can be optical (as in Smart

Dust sensors), or radio frequency deviation (TelosB, for example).

« Battery: a sensor has a battery to power all of its components. However,
because of its small size, the battery is limited and usually irreplaceable. For
this, energy is the most valuable resource since it directly affects the sensors

lifetime, so the network lifetime.
There are sensors that are provided with other additional components such as the
positioning system GPS (Global Positioning System) and a mobilizer allowing it
to move.

1.4.3 MAIN CHARACTERISTICS

Two entities are fundamental to the operation of a sensor: the acquisition unit,

which is the physical heart to the measurement and communication unit, which
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Figure 1.4.2: The physical architecture of a smart sensor.

Memory

performs the transmission thereof to other electronic devices. Thus, each sensor
has a functionally communication radius (Rc) and a sensation of radius (Rs). Fig-
ure 1.4.3 shows the areas defined by these two radii for the sensor A. The commu-

nication area is the area where the sensor A can communicate with other sensors

(sensor B). On the other hand, the sensing area is the area where the sensor can
capture the event A.

Indeed, for a sensor having a sufficiently large range of communication, it is nec-

essary to use a sufficiently powerful signal. However, the energy consumption is
high.

Communication
area

Figure 1.4.3: The wireless sensor communication and sensing areas.
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1.4.4 LOWPAN: LOow-POWER WIRELESS PERSONAL AREA NETWORK

The LoWPAN (or LR-WPAN: Low-Rate Wireless Personal Area Network) are a
special kind of ad-hoc network in which nodes generally are "smart sensors”. They
usually consist of a large number of sensors, depending the application, commu-
nicating with each other via radio links for information sharing and cooperative
processing. In this type of network, sensors exchange information e.g. on the en-
vironment to build a global view of the monitored region, which is made available
to external users with one or more nodes. Data collected by these sensors are fed
directly, or through other sensors, to the “pickup point”, called the base station
(or sink case of a node). The latter can be connected to a powerful computer via
Internet or satellite. In addition, users can send their requests to the sensors by
specifying the information of interest.

Typically, the sensors are deployed in a random manner in an area of interest,
and a base station, located at the end of this area, is charged to recover the data
collected by the sensors. When a sensor detects a relevant event, an alert message
is sent to the base station through a communication between the sensors. The col-
lected data is processed and analyzed by powerful machines. Sensor networks are
in support of the environment and the industry thanks to recent developments in
the field of wireless technology. In recent decades, the need to monitor and con-
trol physical phenomena such as temperature, pressure or brightness is essential

for many industrial and scientific applications.

1.4.5 LOWDPAN NETWORKS CHARACTERISTICS

A sensors network has the following characteristics [43]-[45]:

« Lack of infrastructure: ad-hoc networks in general, and in particular sensor
networks differ from other networks owned by existing infrastructure and

lack of any kind of centralized administration.

o Interference: radio links are not isolated, two simultaneous transmissions on

the same frequency, or in similar frequencies can interfere.
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« Dynamic topology: the sensors can be attached to mobile objects moving in

a free and arbitrarily thus making the network topology change frequently.

« Limited physical security: networks of wireless sensors are most affected by
the security setting than conventional wired networks. This is driven by the
constraints and physical limitations that make control of data transferred

should be minimized.

o Limited bandwidth: one of the basic characteristics based on wireless com-
munication networks is the use of a shared communication medium. This

sharing makes the bandwidth reserved for a node very limited.

o Energy, storage and computation constraints: the most critical feature in sen-
sor networks is the modesty of its energy resources since each sensor net-
work has low resources in terms of energy (battery). To prolong the life of
the system, a minimization of energy expenditure is required in each node.

Thus, the storage capacity and computing power is limited in a sensor.

1.5 SUMMARY

In this first chapter, we put light on the concept of the Internet of Things and its
application in the field of e-healthcare. We also have introduced sensors devices
that was the subject of our work by addressing their operations and constraints.
The first objective by creating the Internet of Things and the development of its
mechanisms is to make sensors more autonomous and independent devices from
the human user direct control, and enable him to monitor and remotely control
these devices. The other advantage of this trend is that it will offer the maximum
information and hence help in decision making. The highlight of the Internet of
Things is its impact on many aspects of everyday life.

Like anything new, the Internet of Things recognizes several problems; the main
one being how to ensure full interoperability of devices interconnected while re-
specting their adaptive character and autonomous behavior in a secure and confi-

dential environment. In addition of issues related to its implementation. "Things”
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that make up the Internet of Things are characterized by low energy resources.
Therefore, the solutions proposed must pay attention to this critical character.

Atechnology called "6LoWPAN” (IPv6 over Low-Power Wireless Personal Area
Network) was created and developed by the Internet Engineering Task Force (IETF)
to allow these devices to obtain a personal IP address and connect to the Inter-
net. The intervention of the Internet of Things will be a revolution in many fields
such as industrial and structural monitoring, environmental monitoring, automo-
tive telematics, automation, etc., but its contribution is of great promise in the e-
healthcare domain, where its principles are already applied to facilitate access to
care, improve its quality and reduce its cost.

E-healthcare applications are aimed to reform existing healthcare services by
offering remote monitoring for patients at risk to target diagnostic and therapeu-
tic. The automation of data collection will reduce the risk of human error that can
sometimes be fatal in the healthcare field.

Many devices and systems must work together in the context of the Internet of
Things, to contribute to the improvement of the entire healthcare system. Appli-
cation monitoring of end-user health needs a diverse set of information on individ-
ual supervised conditions and environment in which he is located, to get an idea
of his condition and the type of intervention should be taken. Information will
be collected by a range of different types of sensors, each according to its appli-
cation. Most existing solutions include one or more types of sensors worn by the
patient composing the Body Area Network (BAN), and a group of types of sen-
sors deployed in its environment forming a Personal Area Network (PAN). These
two elements are connected to a core network via a gateway, which connect to the
Internet. In addition, a Medical Center Unit (MCU) that receives the detected
information, process it, analyze it and stored it in a database. At the application
level, health professionals or other caregivers can monitor vital health information
in real time from the patient via a Graphical User Interface (GUI).

Unfortunately, the characteristics of sensor networks poses many challenges
such as lack of infrastructure and the lack of any form of centralized management,

the sensors can be attached to mobile objects moving in a free and arbitrarily thus
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making the network topology changes frequently, limited physical security devices
minimized and deployed in insecure environments,etc. The most critical feature
in sensor networks is the modesty of its energy resources. To prolong the life of
the system, a minimization of the energy expenditure is required in each node.

In the next chapter, we will give an overview of sLOWPAN technology that offer
the Internet connection ability to the wireless sensors, its objectives and mecha-
nisms, various problems and how they are been treated. We will give answers to

the following question: what is the SLoOWPAN and why it was been developed ?
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We're still in the first minutes of the first day of the Internet

revolution.

Scott D. Cook

6LoWPAN overview

FUTURE SENSOR NETWORKS, WITH THOUSANDS OF NODES WILL BE CONNECTED
TO OTHERS VIA THE INTERNET OF THINGS. THEREFORE, AN EFFICIENT ADDRESS-
ING MECHANISM IS NEEDED TO COMMUNICATE WITH THE OTHER IP-BASED SEN-
SORNODES. CONSEQUENTLY, THE IETF IPv6 OVER Low POWER WPAN (6LOW-
PAN ) WORKING GROUP WAS CONVENED TO DEFINE THE TRANSMISSION OF IPv6
PACKETS OVER IEEE 802.15.4 RESOURCE CONSTRAINED NETWORKS. HOWEVER,
THE COMBINATION OF THE TWO IPv6 AND IEEE 802.15.4 NETWORKS WASN'T AN
EASY TASK, MANY CHALLENGES OBSTRUCT THIS IDEA AS THE TWO NETWORKS
ARE TOTALLY DIFFERENT, THE [PV6 PROTOCOL WAS DESIGNED FOR POWERFUL
DEVICES, ON THE OTHER SIDE, IEEE 802.15.4 STANDARD WAS DESIGNED ESPE-

CIALLY FOR RESOURCE CONSTRAINED DEVICES.
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2.1  INTRODUCTION TO 6LOWPAN

In order to make the concept of the Internet of Things a reality, several projects
operate in parallel, most notably the integration of devices with limited resources
to Internet. Obtaining information from any environment (sensing) and acting on
anything physical (actuating) will be possible. For this, the Internet Engineering
Task Force (IETF) establishes a working group under the name of SLoOWPAN, i.e.
IPv6 over Low-power Wireless Personal Area Networks [23] (fig. 2.1.1 [46]).

2.1.1 THE CHOICE OF THE IPVvé6

The choice of IPv6 protocol [47] was the result of several considerations and ad-
vantages summed up in the fact that devices equipped with IP can link directly to
the Internet without the need to an intermediate or a gateway. In addition, the In-
ternet and everything about it has been developed for years and has spread across
the world, several people are working on it as researchers, technicians, organiza-
tions and companies to improve its quality, the integration of these devices to the
Internet will take advantage of these available infrastructure.

Among the most important advantages, the IP is a free open source protocol
and does not possessed by any specific organization. All documents relating to its
properties operations are available to the public, every person has the opportunity
to use it or develop it, which creates a competition and encourages innovation and
development.

Regarding the adoption of IPvé, it is a strategic choice rather than technical,
the IPv4 consists of 32 bits, it allows 23> addresses, i.e. approximately 4.3 billion
addresses. But, with the proliferation of the Internet for a large scale, the huge
increase in the number of its users, and the emergence of a large number of de-
vices that can connect to the Internet such as smartphones, tablet computers and
videogames consoles is accompanied by a depletion of IPv4 addresses, i.e. the
gradual saturation of the amount of available public IPv4 addresses. Saturation

threatens the growth of the Internet. In February 2011, the reserve of free blocks
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Figure 2.1.1: A 6LoWPAN network example.
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of IPv4 public addresses from the Internet Assigned Numbers Authority (IANA)
[48] has reached exhaustion [49]. The number of devices able to connect to the
Internet within the Internet of Things will double to a million times what it is cur-
rently the case. It was needed to upgrade to IPv6 version composed of 128 bits,
which will allow access to nearly 2™* addresses, about 3.4 10%® addresses. This
equates to an unlimited number as to saturate the system, to reach the limit, it
should be placed over 667 million of billions Internet-connected devices over ev-

ery square millimeter of earth surface.

2.1.2 INTEGRATION CHALLENGES

However, in spite of all these advantages, the integration of IP within devices with
limited resources is not an easy thing because of the many challenges faced by the
6LoWPAN working group. The Internet available protocols are designed for de-
vices with high capacity and did not take into account the devices with limited
resources. The first challenge formed in the large size of the IPv6 packet capac-
ity compared to devices based on IEEE 802.15.4 standard in determining their
data link layer that its frame capacity is 127 bytes in maximum. Most of wire-
less resource-constrained devices are based on the 802.15.4 standard that was de-
signed specifically for this kind of devices. In addition to many other require-
ments imposed by the nature of the 802.15.4-based devices and all the resources-
constrained devices. These requirements are not considered as deficiency, but the
nature of their operation imposed these characteristics. Most of these devices are a
collection of wireless small-scale low-cost machines able to collect and send sensed
data in its environment, able to withstand a very long time without any human in-
tervention due to its low energy batteries, and thanks to its programmed system
that was designed to let them interact with their environment and the surround-
ing devices automatically.

These characteristics put obstacles in front of their integration into the Inter-
net, its low capacities and its low power consumption makes it difficult to apply

the standard Internet protocols, it relies on algorithms with complicated compu-
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tations and therefore excessive use of the processor and the memory. In addition,
the impossibility of being linked to the Internet all the time as they go in sleep cy-
cles to maintain their batteries for the longest time possible. Some devices are used
only once as they are put in places difficult to access, and thus the impossibility of
changing the batteries. Sometimes, the price of access to the device and charge its
battery is more expensive than the device itself.

Another problem is formed in the bandwidth where devices with limited re-
sources, has a limited range (20 - 250 Kbytes/s), which limits the amount of data
can be sentin a one frame. Finally, one of the challenges that are related to the char-
acteristics of devices with limited resources is the reliability in the sending and re-
ceipt of data. The weak characteristics nature of wireless communication, the lack
of reliable infrastructure, the weak capacity of the devices, and its frequent and

long sleep cycles makes reliability factor an important and a major challenge.

2.1.3 SOLUTION AND REQUIREMENTS

Despite all these challenges, IPv6 still the perfect choice for devices with limited
resources to connect to Internet. The following paragraphs will explain how IETF
6LoWPAN WG handles with these challenges through 6LoWPAN technology,
which through it and by the adaptation of the rest of the protocols relating to IPv6
or by finding new ones, it became possible for resource-constrained devices and
limited resources networks connect to the Internet. The premises and the goals
that the 6LOWPAN WG was envisaged and the challenges and problems posed
in order to normalize 6LoOWPAN are accessible through RFC 4919 [50] and REC
4944 [51] documents. These documents lists goals and initial problems. The team
collaborates with many researchers, academics, companies and institutions in or-
der to solve these issues.

6LoWPAN is a set of standards that allow the use of IPv6 in devices with lim-
ited resources, hence its name “IPv6 over Low-power Wireless Personal Area Net-
works”. In 2007, the first SLOWPAN specification was issued in two versions; the

first was in RFC 4919 document, which contains the requirements and objectives
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of the networks with limited energy to connect the Internet, and hypotheses devel-
oped to achieve these goals. Moreover, the problems and challenges as connectiv-
ity, topology, the limited size of the packets, the limited management mechanisms,
network configuration and security problems.

Followed by another document RFC 4944 that describes the format of trans-
mission frame of IPv6 packets and the method of forming IPvé6 link-local addresses
and statelessly autoconfigured addresses on IEEE 802.15.4 networks. In addition
of other specifications include a simple header compression scheme using shared
context and provisions for packet delivery in IEEE 802.15.4 meshes. This docu-
ment has been updated through two other documents illustrate more these addi-
tions, RFC 6282 [52] document in 2011, which specifies an IPv6 header com-
pression format for IPvé packet delivery in Low Power Wireless Personal Area
Networks (6LoWPANS). This document specifies compression of multicast ad-
dresses and a framework for compressing next headers. UDP header compres-
sion is specified within this framework. The other document RFC 6775 [53] in
2012 describes simple optimizations to IPv6 Neighbor Discovery protocol [54],
its addressing mechanisms, and duplicate address detection for Low-power Wire-
less Personal Area Networks and similar networks.

Among the major challenges faced by the IETF is the routing. The IETF es-
tablished a new working group under the name of ROLL (Routing Over Low
power and Lossy networks) in 2008 to search for a new protocol agrees resources-
constrained networks requirements while taking into account the characteristics
of 6LoWPAN. The ROLL working group reached the first scheduled version of
the protocol in 2012 called RPL (IPv6 Routing Protocol for Low power and Lossy
Networks) described in RFC 6550 [54]. This protocol provides a mechanism
whereby multipoint-to-point traffic from devices inside the Low power and Lossy
Networks (LLN) towards a central control point, as well as point-to-multipoint
traffic from the central control point to the devices inside the LLN, is supported.

Support for point-to-point traffic is also available.
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2.1.4 SECURITY ISSUE

During this time, IETF 6LoOWPAN WG reaches definitive solutions for most of
these requirements. However, the problem of security is still an open field be-
cause the difficulty of applying one specific solution on all applications. The last
draft document about security was in 2011 [55], which discusses possible threats
and security options for IPv6-over-IEEE 802.15.4 networks. Other security drafts
documents concern analysis of the security issues regarding RPL routing protocol,
the latest version was in the current year (2014) [56].

The beginning of interest as evidenced by the shown documents was for IEEE
802.15.4 networks, used specially in what is known as ”Wireless Sensor Networks”
(WSN) [57] that knew a huge evolution and a major development since the 1990’s.
It has become an important field of scientific research referred to in all areas. How-
ever, research in the field of LOWPAN networks, especially the cited WSN, was
always been studied as an independent network that operate in isolation from the
rest. Its goal is sensing the target environment, and send data to the base station
where they are collected and sent for analysis.

The field of LOWPAN remained a scientific academic research field until those
companies began to bother it and became interested in the commercial field. Es-
pecially those sensor devices are low cost machines in terms of processing, as well
as in terms of functioning, and provide very important monitoring services. Thus,
LoWPAN networks emerged from research areas concerning only researchers in
their respective fields, to the outside world where merged industry fields, environ-
ment, healthcare, and even entertainment. As the trend in the world is facilitating
the means of communication and make them accessible to everyone, it was in-
evitable that LOWPANS has been oriented to be integrated to Internet.

The goal become how to access to the device itself, which will allow access to
more accurate data in real-time, instead of getting information through the base
station. The other goal is what we talked about earlier about landing the concept of
“Internet of Things” to the reality, where each device will be able to communicate

directly with any other device in end-to-end manner without any intermediary,
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which will provide more autonomy and faster communication. For this purpose,
i.e. the integration of 802.15.4 networks into the Internet, the IETF created 6LoW-
PAN WG to deal with this project, involving major corporations, universities and
scientific research centers.

2.1.5§ 6L0: 6LOWPAN SUCCESSOR

Despite the fact that 6loWPAN has developed in order to deal with devices based
on 802.15.4, in the beginning of the current year (2014), it was began to prepare
its generalization to all resource-constrained devices through the 6lo project (IPv6
over Networks of Resource-constrained Nodes) [58]. 6o is also an IETF working
group that collaborate many teams in order to mainstream 6LoWPAN solution to
all devices with limited resources in order to enable them to connect to the Inter-

net. These teams are working on these projects:
« Transmission of IPv6 over MS/TP Networks [59].
« Transmission of IPv6 Packets over BLUETOOTH(R) Low Energy [60].
« Transmission of IPv6 Packets over DECT Ultra Low Energy [61].
« 6LoWPAN Generic Compression of Headers and Header-like Payloads [62].
« Definition of Managed Objects for 6LoWPANSs [63 ].
+ Transmission of IPv6 packets over ITU-T G.9959 Networks [64].
« Transmission of IPv6 Packets over Near Field Communication [65].

« 6LoPLC: Transmission of IPvé6 Packets over IEEE 1901.2 Narrowband Pow-

erline Communication Networks [66].

« IPv6 mapping to non-IP protocols [67].
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2.2 6LOWPAN ARCHITECTURE

The 6LoWPAN networks are created by connecting islands of wireless sensor de-
vices, eachisland is presented on the Internet as a stub network, which is a network
that IP packets are sent to or from its destination, but which does not act as a way to

other networks. The 6LoWPAN architecture is made up of LOWPAN network(s)
(fig. 2.2.1).

Remote server
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Locallserver
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Simple LoWPAN Extended LoWPAN

Ad-hoc LoOWPAN

Figure 2.2.1: The 6LoWPAN architecture.
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2.2.1 NETWORK COMPONENTS

In order to get on the 6LoOWPAN network, we must have a LOWPAN network that
combines two types of resource-constrained nodes: host and router. The host de-
vice, which is the end point of the network, its function is to gather information
or carry out the orders, it does not act as a link with other devices. Instead of the
other type, a router, which acts as a link between the devices and is essential in
high-density networks. During the distribution, it must that any host device to be
associated with at least a router; otherwise, it will be outside the reach of the net-
work. This division of the devices came agree to the division of thatitisin 802.15.4
standard, which divides devices into two types: a FFD (Full Function Device) that
can play the role of the sensor and the role of the router, and RFD (Reduced Func-
tion Device) that can play simple roles as sensing only, it is considered as an end

device.

2.2.2 COMMUNICATION MODE

These nodes communicate with each other through a wireless communication or-
ganizing in ad hoc, i.e. without having any infrastructure. They share the same IPv6
prefix. Regarding communication with other IP networks, itis established through
the 6LoWPAN Border Router (6LBR). It was called “border” because it forms the
boundary between the internal network; the LOWPAN, and the external network;
the Internet. The 6LBR is a powerful machine, responsible for determining the
IPv6 prefix and its distribution to the nodes, assumes the role of the monitor and
the controller of the LOWPAN, regulates sent or received packets traffic, supports
compression operations of the header of the packet, manages Neighbor Discovery
protocol operations, where each node in the LOWPAN must apply to register in
the 6LBR database, and manages the communications with IPv4 networks.

More than one 6LBR can exist in a LOWPAN, linked to a backbone that could
be an Ethernet link, and share the same IPv6 prefix, and attached all to a router
that linked them to the Internet. This router handles Neighbor Discovery node

registration requests. It makes it easier for nodes movement within the LoOWPAN,
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without the need to re-register each time in the 6LBR and change the IPv6 address.
It allows the construction of LOWPAN networks with several nodes and several
6LBR, which share the same IPv6 prefix. So the node can move into the LOWPAN
without changing its IPv6 address.

Communication between LoOWPAN nodes and the rest of the IP-based devices
in other networks occur in end-to-end manner like any two IP-based devices. It
is among the advantages of IP-based networks where the device must only obtain
an IP address to communicate with any other device available without relying on

a gateway or a middleware.

2.2.3 NETWORK TOPOLOGY

6LoWPAN can operate without infrastructure, it can also function as an ad hoc
LoWPAN. In this topology, a simplified 6LBR is used, which implemented two
basic functions: the generation of a Unique Local Unicast address (ULA) [68]
and handling 6LoWPAN Neighbor Discovery registration functionality.

The network topology may change due to several factors, among them the mov-
ing nodes, since nodes can register in several LOWPAN simultaneously, which
called multi-homing. The nodes can move within the network between the 6LBRs,
and even between LOWPANS. The topology may change also due to wireless chan-
nel conditions without that a node performs a physical movement. A multi-hop
mesh topologyin LOWPAN is achieved either by link-layer forwarding; called Mesh-
Under, or by using the IP routing; called Route-Over.

2.3 6LOWPAN PROTOCOLS STACK

The 6LoOWPAN protocol stack (fig. 2.3.1) is approximately the same in comparison
with a typical IP protocol stack and the corresponding five layers of the Internet
Model (the four-layer model of RFC 1122 [69] with a physical layer separated out
of the link layer) with the addition of the new layer: the adaptation layer, called
also the 6LoWPAN layer. Adaptation between full IPv6 and the 6LoWPAN for-
mat is performed by routers at the border of LOWPAN islands in the 6LBR routers
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(fig. 2.3.2).
6LoWPAN stacklayers consist of IEEE 802.15.4 PHY layer, IEEE 802.15.4 MAC
layer, adaptation layer (6LoWPAN layer), network layer, transport layer and appli-

cation layer.

IP Protocol Stack 6LoWPAN Protocol Stack
HTTP RTP Application Application protocols
TCP UDP Transport UDP
IP Network IPv6
LoWPAN
Ethernet MAC Data Link IEEE 802.15.4 MAC
Ethernet PHY Physical IEEE 802.15.4 PHY
e ———————— e ———————

Figure 2.3.1: IP and 6LoWPAN protocols stack.

IPv6
LoWPAN adaptation
Ethernet MAC
IEEE 802.15.4 MAC
Ethermet PHY IEEE 802.15.4 PHY

Figure 2.3.2: Border router with 6LoWPAN support.

2.3.1 PHYSICAL LAYER

The 6LOWPAN physical layer, it is commonly abbreviated PHY, provides two ser-
vices: the physical data service and the physical management service interfacing
to the PLME-SAP (Physical Layer Management Entity - Service Access Point).

The physical data services provide the reception and transmission of data packets
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between MAC and PHY through the physical radio channel. The physical man-
agement service interface provides access to all layer management functions; also,
it maintains a database of personal area networks information. It is based on the
IEEE 802.15.4 standard, with a data rate of 250 kbps.

The PHY manages the physical RF transceiver and performs channel selection,
energy, and signal management functions. It operates on one of three possible un-

licensed frequency bands:

+ 868.0-868.6 MHz: Europe, allows one communication channel (2003, 2006,

2011)

+ 902-928 MHz: North America, up to ten channels (2003 ), extended to
thirty (2006)

+ 2400-2483.5 MHz: worldwide use, up to sixteen channels (2003, 2006)

2.3.2 DATA LINK LAYER

6LoWPAN data link layer, called also the MAC sublayer, provides two services:
the MAC data service and the MAC management service interfacing to the MAC
sub-layer management entity (MLME) service access point (SAP), the MLME-
SAP. MAC data service provides the transmission and reception of the MAC pro-
tocol data units (MPDU) through the PHY service data. The IEEE 802.15.4 pro-
vides monitoring services transmissions by defining four frame structures for the

MAC layer:
o Data frames: to transfer the actual data.

o Acknowledgment frame: sent from the datareceiver, ifrequested by the sender,

in the successful reception of the data frame.

o Command frame: used by most datalink layer services in order of correlation

or separation of a device from its coordinator.
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o Beacon frame: used by coordinator to organize communications with the

devices attached to it.

The MAC determines as well the physical address of the device, and supports two
types of addresses, the EUI-64 [70] identification address consisting of 64 bits,
and the short address of 16 bits. In addition to other services related to the man-
agement, security and addressing that will be addressed in the next paragraphs.
The MAC also provides the Frame Check Sequence (FCS) service. The IPv6 in-
formation is allocated in the payload; the MAC service data unit (MSDU) (fig.

2.3.3,fig. 2.3.4 [71]).

Destination | Destination Source Source
PAN id address PAN id address
Frame Sequence | Addressing
Control Number Field S =
MAC Header MAC Service Data Unit MAC Footer
(MHR) (MsDU) (MFR)
“2Bytes  1Byte  2/4/8/20Bytes 0-102 Bytes © 7 2Bytes
Figure 2.3.3: General MAC frame format.
Header Addressing
A
3 Bytes 20 Bytes
-~
23 Bytes 21 Bytes 81 Bytes 2 Bytes

Figure 2.3.4: |IEEE 802.15.4 frame format.
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2.3.3 ADAPTATION LAYER (6LOWPAN LAYER)

The 6LoOWPAN format delineate on IPv6 communication is carried in 802.15.4
frames and identifies the main elements of the adaptation layer. 6LoOWPAN has

these main elements:

2.3.3.1 FRAGMENTATION AND REASSEMBLY

IPv6 packet size is 1280 bytes. Therefore, the packet size is larger than the frame
of the IEEE 802.15.4 standard. Under these conditions, the size of the IPv6 packet
unable to be encapsulated in an IEEE 802.15.4 frame. 802.15.4 protocol data units
have variety of sizes as It depends on the overhead occurred. Its Maximum Trans-
mission Unit (MTU) is 127 bytes. This frame has 25 bytes, header, footer and
addressing overheads. Moreover, if AES-CCM-128 [72] is used; security header
imposed by data link layer adds 21 bytes overhead. Therefore, the rest for the pay-
load is 81 octets.

With these mechanisms, for that the IPvé6 to be transmitted on the IEEE 802.15.4
frame; it must be divided to more than 16 fragments. Therefore, the adaptation
layer has to manage the process of fragmentation and reassembly. It was created
in order to receive the IPv6 packets, fragments them in the transmission, and re-

assembles them at the reception.

2.3.3.2 HEADER COMPRESSION

IPv6 packets must be performed on the data frames. After that the packet is been
fragmented, it is transmitted over IEEE 802.15.4 frames where each fragment car-
ries a part of the original IPv6 packet. The IEEE 802.15.4 frame has a maximum
packet size of 128 bytes; instead IPv6 header size is 40 bytes, User Datagram Proto-
col (UDP) [73] and Internet Control Message Protocol (ICMP) [74] header sizes
are two of 4 bytes, fragmentation header add another 5 bytes overhead. Without

compression, 802.15.4 is not able to transmit any payload eftectively.
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2.3.4 NETWORK LAYER

6LoWPAN network layer provides the ability to interconnect networks of sensor
nodes. Its main activities are addressing and routing..

The IP packet is fragmented, the fragments are sent to the next hop based on
routing table information. If the adaptation layer in the next hop successfully re-
ceived all the fragments, it creates an IP packet from these fragments and sends it
to the network layer. Thereafter, the network layer sends the packet to the upper
layer, the transport layer, in the case of the packet is destined for it. In the other
case, it forwards the packet to the next hop. If there are missing fragments, all frag-

ments are forwarded to one hop distance.

2.3.5 TRANSPORT LAYER

The transport layer is responsible for the delivery process to process. It outputs
a data segment to the destination node to the suitable application process. There
are two protocols that occurs in this layer; User Datagram Protocol (UDP) and
Transmission Control Protocol (TCP) [75]. In the source side, the use of TCP or
UDP protocol depends on the application.

The data of the application layer are organized in the UDP or TCP segments. On
the destination side, the transport layer receives the segments from the network
layer. It processes them depending on the used protocol and sends the result to
the proper application layer.

In the aspect of complexity, efficiency and performance, UDP is the most used
protocol in 6LoWPAN networks as TCP is not preferable to be used in resource-

constrained networks.

2.3.6 APPLICATION LAYER

The 6LoOWPAN application layer uses a socket for each application in order to send
and receive packets. The socket is associate with the used transport layer protocol

(UDR or TCP) and source and destination ports.
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Application protocols are equally important for SLoWPAN. However, limita-
tions such as limited memory, limited data rates, small frame sizes, and sleeping
node cycles make the development of new application protocols and the adap-
tation of existing ones very difficult (fig. 2.3.5). Furthermore, the autonomous
nature of these devices makes autoconfiguration, manageability and security all-
important. Although, most of standard applications protocols was adapted and are
becoming available, like HyperText Transfer Protocol (HTIP) [76], File Transfer
Protocol (FTP) [77], Session Initiation Protocol (SIP) [78], Real-Time Proto-
col (RTP) [79], Service Location Protocol (SLP) [80] and the Simple Network
Management Protocol (SNMP) [81].

2.4 ADDRESSING

Since 6LoWPAN devices depend on both IPvé6 protocol and IEEE 802.15.4 stan-
dard, it supports the address provided by each of them. It supports the 128 bytes
IPv6 address; it defines the node address in the network when it is connected, and
it is responsible for transfer packets from end to end, the 64 bytes EUI-64 identi-
fication address; it defines the node, and the 16 bytes short address prepared for
the inter correspondence; it is considered optional, and it is used only in the case

of its configuration was requested.

2.4.1 ADDRESS COMPOSITION

For the EUI-64, the manufacturer assigns it to each device, and it must be unique.
The manufacturer must buy the OUI (Organizationally Unique Identifier) serial
number [82], consisting of 24 bits, it is added to another 40 bits number chosen
by the manufacturer himself. The IPv6 can be configured through a combination
of EUI-64 and the 64 bits IPv6 prefix (fig. 2.4.1). The IPv6 prefix specify the ad-
dress of the network to be distinguished from other IP networks, Its configuration
depend on many methods described in RFC 3633 [83], RFC 6603 [84] and RFC
3769 [85]. The 6LBR is responsible for identifying this prefix to its nodes.
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Figure 2.3.5: Application design issues to consider and where they occur in a
LoWPAN.
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2.4.2 ADDRESS CONFIGURATION

In order to avoid any errors in the installation of addresses and make sure of its
uniqueness, the 6LBR relies on mechanisms of IPv6 Stateless Address Autoconfig-
uration [86], it specifies the steps a host takes in deciding how to autoconfigure its
interfaces in IPv6. The autoconfiguration process includes generating a link-local
address, generating global addresses via Stateless Address Autoconfiguration, and
the Duplicate Address Detection (DAD) procedure to verify the uniqueness of the
addresses on a link. Note that this way of the formation of the IPv6 addresses is
a convention but is not mandatory. The Neighbor Discovery protocol is used for

exchanges between nodes and the 6LBR in order to ensure the uniqueness of the

address.
2001:0DB8:0BAD:FADE: : -- Prefix (/64)
ACDE:4812:3456:7890 -- EUI-64
2001:0DB8:0BAD:FADE:AEDE:4812:3456:7890 -- IPv6 Address

Figure 2.4.1: Composition of an IPv6 address from a EUI-64.

2.5 AUTOCONFIGURATION

A 6LoWPAN node that was implemented in a network should (not necessarily in
this order):

find the LoOWPAN it will be part of;
« establish parameters such as the IP address prefix and its own IPv6 address;
« establish security associations with the relevant entities in the network;

« build paths on the node to relevant entities, to maintain existing roads and

perhaps begin to transmit to other nodes in the network;

« establish the parameters of the application layer;
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« establish security associations with other entities at the application layer;
« start the application layer protocols.

Part of this state implementation must be repeated dynamically in small time scales,
such as the selection of the router and the routing paths.

The routing path selection is performed using a routing protocol, which can also
assistin the selection of the router. Other parameters are less dynamic. Their setup

can be structured into two phases:

« Commissioning: part of the state establishment that will require human in-
tervention. This is also the time when security relations are initialized, which
will protect the network and devices and applications against the attackers

and accidents.

« Bootstrapping: after commissioning, the node is configured to operate with-
out human intervention. However, it may still be state that must be ac-
quired, either when initializing the device (power-up with new batteries)

or when it joins a LOWPAN.

Note that there are a range of activities required to make a node in service, and it
is not always clear whether a particular activity is commissioning, bootstrapping,
or a part of a dynamic protocol such as routing. However, there is an IPv6 protocol
that is clearly linked to the bootstrapping: Neighbor Discovery. This protocol has
been optimized for SLoWPAN. Both the commission and the boot has a strong

relationship with security.

2.5.1 COMMISSIONING

Most 6LoWPAN devices will be manufactured as generic devices, so they will leave
the factory without any information that would enable them to function in a spe-
cific context. The process to provide this information may be part of what is called

configuration. A LoWPAN device must have some way to identify the network
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and information security. Often, it will not search for channels for available net-
works, but be statically configured to a specific channel. There is no such thing asa
Service Set Identifier in IEEE 802.15.4; instead, a node can assume that it found its
network when security settings and keying materials match. In addition to allow-
ing the unit to attach to the desired LOWPAN, it may need to adjust its settings for
applications to find the appropriate peers. One way to perform the commission-
ing is to set up devices during production, it can be a very efficient process. The
downside is that any disruption of this process, as a defective or damage during
installation requires an exceptional process or maybe even wait for the new pro-
duction.

An alternative is to deliver units in a non-configured state and make setting spe-
cific service target during delivery, or during installation at the target. Finally, the
device could be implemented using the in-band communication, i.e., using the
6LoWPAN communication. It is difficult to put into service in this way both au-
tomatic and secure, like a completely generic device cannot be distinguished from

another device completely generic.

2.5.2 BOOTSTRAPPING

The [Pv6 Neighbor Discovery protocol [ 54] is a focal point in the bootstrapping of
an IPv6 network. A node uses Neighbor Discovery (ND) to discover other nodes
on the same link, to determine their link-layer addresses, to find routers and to
maintain reachability information about access to neighboring paths that node ac-
tively use to communicate.

The basic ND protocol divides nodes into hosts and routers, where only the
router forwards the IP packets that are not addressed to itself. Routers must per-
form some additional features compared to ND hosts. As many nodes in LoW-
PANs will be limited in their abilities, S(LOWPAN-ND [ 53 ] introduces a third role,
that of border router, which is specialized to perform some of the most complex
6LoWPAN-ND functions, reducing the complexity of the tasks be done by the

other routers and hosts in particular. The new main concept is that of the white-
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board held by the border router to centralize some of the protocol state.

2.5.2.1 REGISTRATION

In the standard ND, routers periodically send Router Announcements (RA), and
if they do not want to wait for the periodic RAs, nodes can seek a router by Router
Solicitation (RS) message. Both messages are usually multicast. In this case, this
does not pose a problem, even in LOWPANSs: communication occurs between the
host and the first-hop router, so no expensive multi-hop message transfer is re-
quired. The next step after the formation of an address would be to perform Dupli-
cate Address Detection (DAD) mechanisms. This is done by sending a Neighbor
Solicitation (NS) to a solicited-node address, a multicast address formed based
on the address to confirm. This process works correctly if multicast packets are
likely to reach all nodes subscribing to the solicited-node address on the subnet,
an assumption that cannot be done for 6LoWPAN. Instead, the 6LoOWPAN-ND
uses border routers as the focal point of the DAD. Each border router maintains a
whiteboard on which nodes can scribble their address and other nodes can read
later. This is done using two new ICMPv6 [87] messages: Node Registration
(NR) and Node Confirmation (NC); the whole process is accordingly called reg-
istration (fig. 2.5.1).

2.5.2.2 MULTIHOP REGISTRATION

The registration process is a bit more complicated when registering node is not
adjacent to the border router. Nodes can register to a LOWPAN router in the one-
hop neighborhood as a router indicates its ability to manage the registration. The
router then forwards the NR for the border router and the NC to the node. Whena
node sends its first message NR, its link-local address is always optimistic. There-
fore, the node sends the NR with the source IPv6 address set to the unspecified
address. The relaying router takes note of the NR and the source link-layer address
that should directly map into each other, and uses this state to relay the NC re-
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Figure 2.5.1: Basic router discovery and registration process with a border
router.

sponse later from the border router to the correct link-layer address for the node

(fig. 2.5.2).

2.6 DEVICES OPERATIONS

2.6.1 NODE OPERATION

LoWPAN nodes start by autoconfiguring the link-local address derived from the
globally unique EUI-64 of the LoOWPAN interface. From the point of view of State-
less Address Autoconfiguration, link-local address begins as an optimistic address
[88] and requires confirmation by an exchange of NR / NC messages with the
border router before becoming operational. Assuming that the global prefix for
LoWPAN is known at this stage, the same exchange NR / NC can also be used to
record the address prefix of the overall compound and the same modified EUI-64.
Finally, the node can go ahead and request the assignment of a link-layer 16-bit
short address of the border router by recording an address consisting of the global
prefix and the ID consists of PAN ID (usually zero) and 16-bit short address to

61



s N 's
| Host Router | Border | | IPv6 host
router
/ \ / .
—

RS ——»

NR ———»
NR ————»f

+— NC
«—— NC

Data flows

A

A

Figure 2.5.2: Multihop registration process with a border router.
assign.

2.6.2 ROUTER OPERATION

A LoWPAN router begins operations like any other LOWPAN node: it sets up its
interfaces and their addresses, and carry out the detection of duplicate addresses
required using the whiteboard, it must of first find the border router or other router
that has a path to the border router.

Once the interfaces are implemented, the router can begin execution of the
routing protocol is configured to use; once it has stabilized, it can advertise its ser-
vices to other nodes using the periodic Router Advertisements and listening to
Router Solicitations.

The network configuration settings that a router announces in Router Adver-
tisements are copies of the ones it received during its own bootstrapping. As a
result, these settings originate at the border routers. A router must continue to lis-
ten to Router Advertisements that it receives and update its settings whenever the
sequence number in the SLOWPAN prefix summary option increases.

The routers also manages the NCE (Neighbor Cache Entry) table where gath-
ering all the addresses of LOWPAN network nodes. NCE can be of three types:
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« Garbage-collectible: set according to the criteria given in RFC 4861 [54].
There among other current addresses DAD did not yet validated.

o Registered: valid with a period of lifetime.

o Tentative: temporary entry with a short lifetime, and which aims to pass

Registered.

2.6.3 BORDER ROUTER OPERATION

Most LoWPAN nodes have exactly an interface through which they run all their
communications. The border router is different: it also has an interface to a larger
IPv6 network, this can be backhaul link to some infrastructure unrelated to the
LoWPAN, making a Simple LoWPAN, or it can be a backbone link connecting
to other border routers in the same Extended LOWPAN. Obviously, the latter re-
quires some coordination between the border routers.

The border router is a LOWPAN router, but with additional features:

« The border router is the source of the network parameters disseminated in
the Router Advertisements, including the 6LoWPAN prefix and the other
context entries for the context-based header compression. Generally, bor-
der routers will therefore require some configuration, while normal routers
and hosts can bootstrap off the Router Advertisements, once commission-

ing parameters have been set.

« The border router has to run the whiteboard and the two conflict detection

algorithms.

« The border router performs the routing from other IPv6 networks into and
back out of the LOWPAN. To do this, it needs to run its other interfaces and
possibly additional routing protocols over them. The border router also has
some protection duties in performing this forwarding: it filters out certain
ICMP messages to prevent Neighbor Discovery-based attacks, and it only
forwards packets into the LOWPAN for addresses that have been registered
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in the whiteboard, relieving the LOWPAN routing protocol from possibly
expensively searching for a route to a node that does not exist. The system
implementing the border router function may, of course, implement other

protection functions, such as a firewall or other kinds of packet filtering.

2.7 MOBILITY AND TOPOLOGY CHANGE

Many fields use mobile nodes with limited resources, moving from one place to
another, like e-healthcare systems. The 6loWPAN WG has to deal with the mo-
bility; both within the same LoWPAN network, or between two networks in two
different areas. Mobility can be classified in two types: micro-mobility and macro-

mobility.

2.7.1 MOBILITY TYPES

Micro-mobility is the movement of the device in the same area of the network. Ina
6LoWPAN, is the movement of the device in the LOWPAN network, with the same
IPv6 prefix. An example is the node mobility and change its attachment from a
border router to another in the same LOWPAN area. The node keep the same IPv6
address, and for the router thatlink border routers to the Internet, does not feel any
change because nothing for it was change as long as the device maintains the same
address. Inversally, macro-mobility is the movement of the device between two
networks with two different areas, between two LOWPAN networks with different
IPv6 prefix, which will change the node IPv6 address (fig. 2.7.1).

This is with regard to mobility for LOWPAN nodes, butif it concern to the move-
ment of the total of nodes with the border router, we are talking about Network
mobility. This may occur when moving the border router and its nodes, where it
changes its IPv6 prefix. If we see the network mobility from the nodes side, we are

talking about the macro-mobility because they will change their IPv6 addresses.
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Figure 2.7.1: The difference between micro-mobility and macro-mobility.
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2.7.2 TOPOLOGY CHANGE

In wireless networks, there are several causes can change the network topology;

we summarize in the following the principles topology change factors:

o Physical movement: when nodes physically move in relation to each other,
the wireless connectivity between them change, so they change their point

of attachment.

« Network performance: poor signal strength, overloaded channel capacity,
node congestion or collisions because a high packet loss may oblige a node

to change its point of attachment.

« Radio channel: changes in the network environment cause also changes in
radio propagation; it is called fading. It often cause changes in topology
even without physical movement, especially in the presence of simple radio

technologies.

o Node failure: resource-constrained nodes tend to be prone to failure, for ex-
ample due to battery depletion. The failure of a router will cause a topology

change for the nodes that using it as their default router.

o Sleep schedules: battery powered nodes in low power wireless networks use
long periods and frequent sleep schedules in order to save battery power. If
anode finds itself attached to a sleeping router that does not have a suitable
duty cycle for the application, this may oblige the node to move to another

point of attachment.

2.7.3 MOBILITY SOLUTIONS

In these cases, we must seek solutions to deal with changes. A set of proposed

solutions was proposed:

« MIPvé6: adapt Mobile IPv6 [89] for 6LoWPAN by compressing the headers

and different messages.
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2.8

Proxy Mobile IPv6: use Proxy Mobile IPv6 [90] to overcome the problem
of signage that cannot be managed by the nodes.

Lightweight NEMO: a lightweight version of NEMO (Network Mobility)
Basic Support Protocol [91] for SLOWPAN whose aim is to reduce the over-
head of the mobility by compressing it [92].

Inter-PAN': a mechanism of mobility management at the SLoOWPAN adap-
tation layer [93].

Inter-Mobility: a protocol that introduces new entities, (LoOWPAN PA (Proxy
Agent). These PAs are responsible for the mobility management [94].

Inter-MARIO: a protocol that has a managing handovers based on partner
devices that detect the movement of mobile equipment and initiate the con-

figuration. This speeds up the handover procedure [95].

SPMIPv6: a protocol based on PMIPv6 (Proxy Mobile IPv6) that aims re-
duce energy consumption. Why mobility is managed by two new facilities;
the SMAG (Sensor network-based Mobile Access Gateway) and the SLMA
(Sensor network-based Localized Mobility Anchor) [96].

RouTING

The 6LoWPAN routing scheme can be achieved in two different ways: mesh-under

and route-over. Mesh-under is to implement a routing at the adaptation layer,

while route-over realized this implementation at the network layer. In route-over,

the IPv6 packet is reconstructed on each intermediate device to take the routing

decision. In contrast, in mesh-under, the routing decision is done at the 6LoW-

PAN level and thus only with the fragments of the IPv6 packet. In this case, the

IPv6 packet is reconstructed on the addressee equipment. As aresult: mesh-under

allows a shorter period of transmission; when route-over is more eftective in de-

graded conditions (packet loss).
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Regarding routing, 6LoOWPAN network has introduced new concepts and mea-
sures that are not dealt by other standard routing protocols in wireless networks,
such as AODV [97], OLSR [98], DYMO [99], DSR [100], etc. Studies [101],
[ 102] showed that they are not well suited for LOWPAN networks as they consume
more energy, they do not handle failure cases to establish a connection and they
does not take on consideration nodes and links properties in establishing routes.
Routers in LOWPAN networks uses only one wireless interface to forward packets
from one node to its neighbor node, it ensures full connectivity between network
nodes in forwarding packets via the same link through multi-hops toward nodes

that are not accessible through a single wireless transmission.

2.8.1 THE ROUTING PROTOCOL: RPL

Routing protocols in LOWPAN networks have many constraints such as minimiz-
ing energy consumption, support nodes sleep cycles, consider the quality of ser-
vice, support different types of addressing (unicast, multicast, anycast), support
mobility, etc. All of that must be supported using a small amount of memory and
bandwidth. A new IETF workgroup was created under the name of ROLL (Rout-
ing Over Low power and Lossy networks) to address general routing in LOWPAN
networks and the requirements [ 103 ], [ 104] caused by the implementation of the
new 6LoOWPAN adaptation layer in these networks. The IETF-ROLL WG pro-
poses the routing protocol RPL (Routing Protocol for Low power and lossy net-
works) introduced in the REC 6550 [105], it is based on the distance-vector rout-
ing protocol algorithm. The distance-vector protocol considers that each router
has a routing table indicating, for each destination network, the local interface to
reach it and the best distance associated with it. The choice of using a distance vec-
tor algorithm is logical as the use of Link State algorithm is almost impossible in
this kind of networks, Link State cost is very high in terms of computing and mem-
ory capacities since each state change, an update message should be distributed to
all network nodes. This creates a huge traffic, especially in LOWPAN networks

where the propagation conditions change the network status frequently.
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2.8.2 RPL OPERATION

The RPL protocol is based on the concept of DAG (Direct Acyclic Graph) to avoid
creating loops in the tree constructed by distance vector algorithm. RPL has the
ability to construct multiple paths back to the same destination and sets alternative
routes whenever default routes are inaccessible. This protocol will target resource-
constrained networks in terms of energy, power, bandwidth and a high probability
of packets loss and a very significant error rate. RPL builds a DAG based on a root
node called LBR (Low power and lossy Border Router), usually it is the border
router 6LBR responsible for the management of a particular field of 6LoOWPAN
nodes and locate in junction of two networks. LBR, rank 1, is the source of the di-
rected acyclic graph. This LBR and all upper level devices form a DODAG (Des-
tination Object Directed Acyclic Graph), i.e. the construction of a DAG routed
to a single destination. LBR sends an information message DIO (DOADAG In-
formation Object) in multicast. When a device receives a new version of DIO, it
calculates its particular rank (compared to the one it just received) and propagates
its DIO. From the device point of view, all equipment having a lower rank can be
parents. Optimal routes (parents) in the DAG are obtained from metrics and con-
straints. LBR periodically transmits DIO messages to update the DAG. When a
device joins the network or loses the link to its "parents’, it can wait for the next
DIO (from a minute to an hour) or request a DIO the solicitation message DIS
(DODAG Information Solicitation). DIO messages are sent with the Trickle algo-
rithm. This algorithm mainly defines two things: a sequence number thatindicates
whether the received information is an update, and the delay between each infor-
mation transmission (which varies depending on settings). These RPL control
messages follow the format of the ICMPv6, which has a field in its header that de-
fines the DIO message type (DAG metric container, Destination Prefix, DAG con-
figuration), DAO or DIS. The concept that each node selects more than one "par-
ent” node by DAG gives flexibility to RPL for self-healing by allowing it to adapt
and overcome to topology changes. We obtain by RPL a topology in two forms: a

hierarchical structure by the creation of the parent-child relationship between the
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nodes, and the mesh topology by the possibility of routing between nodes of the
same rank (fig. 2.8.1).

Internet

Rotiter

Local|server

Backbone link LLN
Border router (LBR)

Downstream Upstream

Low-power and lossy network (LLN)

Figure 2.8.1: The RPL architecture.

2.8.3 RPL AND NEIGHBOR DISCOVERY PROTOCOL

RPL can benefit from 6LoWPAN-ND protocol [53], the adapted version of the
Neighbor Discovery protocol used by IPv6, responsible for the discovery of other
hosts on the same link, determining their address and identifying present routers.
The advantage of ND is that it provides useful information such as routing informa-
tion on one-hop node, maintaining its cache information and maintaining routing
information cache itself. This allows the RPL to have a self-configuration when
needed. ND also helps RPL for the diffusion of its DIO messages across the net-
work through the two allowed transmission directions: in the "downward” direc-

tion from the root to other nodes in broadcast transmission and in the opposite
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direction the "upward” from one node to the root in unicast transmission.

2.9 INTEGRATION TO THE INTERNET

By connectinga LOWPAN to the Internet or any other IP network, there are several
aspects and issues to consider. 6LoOWPAN simplify IPv6 requirements to allow it

for for resource-constrained nodes over low-power wireless networks.

2.9.1 APPLICATION PROTOCOLS

Application protocols on the Internet today, especially the Web part, depend on
payloads of HTML (HyperText Markup Language), eXtensible Markup Language
(XML) or Simple Object Access Protocol (SOAP) [106] carried over HyperText
Transfer Protocol (HTTP) [76] and Transmission Control Protocol (TCP). This
translates payloads ranging in size from a few hundred bytes to several kilobytes.
It is too much to be used with resource-constrained nodes. It is preferably that
end-to-end application protocols use UDP (User Datagram Protocol) and com-
pact payload formats if possible. Technologies that are capable of transparent com-
pression of web services in a format suitable for (LOWPAN nodes are particularly

interesting.

2.9.2 MAXIMUM TRANSMISSION UNIT

To comply with the IPv6 1280-byte MTU size requirement, SLOWPAN performs
fragmentation and reassembly operations. Applications designed for LOWPAN
nodes should however try to minimize the packet size as many as possible, in or-
der to avoid forcing IPv6 packets fragmentation because it affect network perfor-

mance.

2.9.3 FIREwWALLS AND NATS

Firewalls and Network Address Translators (NAT) [107] are deployed in network
everywhere. Many issues should be addressed when connecting 6LoWPAN via
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them, for example blocking compressed UDP ports and non-standard application

protocol used for SLOWPAN applications.

2.9.4 IPVv4INTERCONNECTIVITY

6LoWPAN supports only IPv6, but since the majority of current devices use IPv4,
there may be a 6LoOWPAN node need to communicate with one of IPv4 hosts.
There are several issues to enable IPv4 interconnectivity, including address transla-
tion IPv6-in-IPv4 tunneling. These mechanisms are usually located in the 6LBRs,

on a local gateway or a node configured to do so on the Internet.

2.9.5 SECURITY

When connecting LOWPAN devices to public Internet, security must be a major
concern as they are limited in resources and are autonomous. The network limi-
tations prevent the use of full IPsec suite, the transport layer security or the use of
firewalls on each node. Even if data link layer use the IEEE 802.15.4 security in-
sured by the AES 128-bit encryption provides some protection, but it not provides

the end-to-end security.

2.10 SUMMARY

The 6LOWPAN is a new technology in the world of the Internet and hence the
interest in understanding its mechanisms before going to exploit it in the field of
research. In the second chapter, we discussed 6LoOWPAN mechanisms, require-
ments and challenges faced before analyzing all the proposed solutions to raise
these challenges.

The IETF 6LoWPAN workgroup was convened to define the transmission of
IPv6 packets on resource-constrained networks included in the IEEE 802.15.4 stan-
dard. The choice of IPv6 to enable LOWPAN devices to connect to the Internet
was the result of several considerations and benefits. Devices with IP can connect

directly to the Internet without using an intermediary or a gateway. In addition,
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the Internet and everything that rotates around has been developed and used for
years worldwide. However, despite all these advantages, the integration of IPv6
in devices with limited resources is not easy because of the many challenges, the
currently available Internet protocols are designed for full resources devices and
have not taken into account devices with limited resources. Many requirements
are imposed by the nature of 802.15.4-based devices and other devices with lim-
ited resources. These requirements are not considered as a failure, but the nature
of their operation imposed these characteristics. Most of these devices are wire-
less, capable of collecting and sending physical data detected in their environment,
able to withstand very long time without any human intervention due to their low
energy batteries, and thanks to their system that allows them to automatically in-
teract with their environment and other neighboring devices.

The 6LoWPAN networks are created by connecting islands of wireless sensor
devices, each island presents a stub network on the Internet. It is a network that IP
packets are sent to or from its destination, but which does not act as a gateway to
other networks. The 6SLoOWPAN architecture is made up of LoOWPAN network(s).
In order to get on a 6LoOWPAN network, we must have a LoOWPAN network that
combines two types of resource-constrained nodes: host and router. The host de-
vice is the endpoint of the network, and a router acts as a link between the devices.
This division of the devices came agree to the division of that it is in 802.15.4 stan-
dard that divides devices into two types: FED (Full Function Device), and RFD
(Reduced Function Device). These nodes communicate with each other through
a wireless communication organizing in ad hoc, i.e. without having any infrastruc-
ture. They share the same IPv6 prefix. Regarding communication with other IP
networks, it is established through the 6LoWPAN Border Router (6LBR). The
6LBR is a powerful machine, responsible for determining the IPv6 prefix and its
distribution to the network nodes, assumes the role of the monitor and the con-
troller of the LOWPAN, regulates sent or received packets traffic, supports com-
pression operations of the header of the packet and manages Neighbor Discovery
protocol operations.

The 6LOWPAN network topology may change due to several factors, among
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them the moving nodes, since nodes can register in several LOWPAN simultane-
ously, which called multi-homing. The nodes may move throughout the LOWPAN
between 6LBRs, and even between LOWPANSs. Many fields use mobile nodes with
limited resources, moving from one place to another, like e-healthcare systems.
Regarding routing, 6LOWPAN network has introduced new concepts and mea-
sures that are not dealt by other standard routing protocols in wireless networks. A
new IETF workgroup was created under the name of ROLL (Routing Over Low
power and Lossy networks) to address general routing in LOWPAN networks and
the requirements caused by the implementation of the new 6LoOWPAN adaptation
layer in these networks. The IETF-ROLL WG proposes the routing protocol RPL
(Routing Protocol for Low power and lossy networks) based on the concept of the
DAG (Direct Acyclic Graph) to avoid creating loops in the tree constructed by the
distance vector algorithm. RPL has the ability to construct multiple paths back to
the same destination and sets alternative routes whenever default routes are inac-
cessible. This protocol is designed especially for resource-constrained networks.
Like any new technology, several issues and challenges confronted. First comes
the security as the main challenge. The application of a technology in the field of
healthcare often was limited by privacy concerns, the "medical secret”. The next
chapter will focus on security in 6LoWPAN networks, which we will address the
following questions: What are the threats to the security of 6LoOWPAN network ?
What are the available options ? Are they compatible with this type of network ?

What is the appropriate proposal to solve the security issues 2
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History has taught us: never underestimate the amount of
money, time, and effort someone will expend to thwart a se-
curity system. It’s always better to assume the worst. Assume
your adversaries are better than they are. Assume science and
technology will soon be able to do things they cannot yet. Give
yourself a margin for error. Give yourself more security than
you need today. When the unexpected happens, you'll be glad
you did.

Bruce Schneier

6LoWPAN security analysis

BECAUSE OF THE SENSITIVE ROLES THAT A SENSOR MAY PLAY IN AN E-HEALTHCARE
SYSTEM BY SENDING ACCURATE AND PRIVATE INFORMATION, WE MUST THINK
OF MEANS OF THE PROTECTION OF INFORMATION AND THE PROTECTION OF THE
NETWORK AS WHOLE. IN6LOWPAN NETWORK, IT WILL BE MORE COMPLICATED
AS A DEVICE IS NO LONGER CIRCULATING DATA WITH OTHER DEVICES PRESENT
IN ITS NETWORK. BY ITS INTEGRATION TO THE INTERNET, THE DEVICE WILL
BECOME WITHIN THE SCOPE OF A GLOBAL NETWORK OF DEVICES OF ALL VARI-
ETIES. IT CAN BE EXPOSED TO ATTACKS FROM ANYWHERE IN THE WORLD. AS
WELL AS ITS PRESENCE IN HOSTILE ENVIRONMENTS, IT MAKES IT VULNERABLE
TO BE COMPROMISED AND USED AS A TOOL OF AN ATTACK. SECURITY IN 6LOW-
PAN NETWORKS IS A SENSITIVE AND ESSENTIAL ELEMENT THAT WE MUST DEAL

WITH ALL ITS SIDES.
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3.1 PREAMBLE

One of the mostimportant aspects to be taken into account when creating a 6LoW-
PAN network is setting the security mechanisms and maintain it. 6LoOWPAN net-
works are inherently open to the attackers whose can eavesdrop the information
exchanged within the network, or injecting false packets into it.

It makes it more complicated the impossibility of application of current security
systems used in today’s networks, for several reasons, being limited resources and
high consumption of energy, making it difficult to provide the protection systems
of complex computations, which need high-performance resources and consume
a lot of energy. Any proposal to resolve the terms of the security of 6loWPAN
network must take into account two factors; the need to use limited resources and
the need for minimal consumption of energy, any proposal that consumes a lot of
energy will be ineffective and sentenced to failure.

The possibility of capturing 6LoWPAN devices is another complicated prob-
lem. Because of their small size and their location in insecure places, an attacker
can steal their data, re-programmed and re-integrated them in the network as an
intruder device to eavesdrop data or to harm the network. The eavesdropping pro-
cess can be carried out via the shown way, or through a powerful machine that can
pick up devices signal, or even remotely via the Internet. There are many forms of
attacks and threats we will treat it in detail in the following sections. Generally, it
aims to introduce false information affecting the cost-effectiveness and quality of
the network, or to tamper the functioning of the full network as a whole or a part
of them as Denial of Service attacks. Attacks can be done via a malicious node, a
powerful machine placed approximately to the LoOWPAN, or remotely through the
Internet.

Adding to the complexity, the difference between networks topologies, the change
of their characteristics and the security needs that differ from a domain to an-
other. Since the 6LoWPAN networks share many properties with MANET and
WSN networks, therefore the possibility of applying security solutions for these

two networks on the 6LoOWPAN network. However, that would not work, since
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the proposed solutions for MANET are designed for powerful machines and did
not take into account devices with limited resources, and WSN solutions are not
sufficient, as they do not provide the end-to-end communications security with
external devices.

The challenge that we will deal with it to secure the 6loWPAN networks is how
to find an appropriate solution that takes into account of these characteristics and

constraints, by raising the level of security with no large consumption of resources.

3.2 SECURITY OBJECTIVES

Any information system cannot be accepted or marketed if it not provides secu-
rity, at least its most important objectives: confidentiality, integrity, availability,
authentication, freshness, resiliency, and end-to-end security in the Internet con-

text.

3.2.1  CONFIDENTIALITY

It mean that is not possible to read data from a non-authorized party. Done by
encrypting data, no one could understand it content, only authorized parties that
have the mechanism of decrypting it. Everything will get the eavesdropper is a set

of symbols with no meaning and cannot deduce which is its real content.

3.2.2 INTEGRITY

The device should receive the data as is expected, and cannot change it by a non-
authorized person. When the exchange of data between two authorized devices, as
itis sent from the first party, it must reach out the second party also sent accurately,
even if it is passed through several other interface devices. Encryption alone does
not guarantee the integrity of the information; other mechanisms must be added

to check the integrity.

77



3.2.3 AVAILABILITY

The device system and applications must be available during times of expected use
with a reasonable answer time. We can say for that the device will be available; it

must be protected from Denial of Service attacks.

3.2.4 AUTHENTICATION

Confirm the identity of the sender and verify that it is an authorized device, in
order to create trust between the devices with each other, and restricting the ex-
change of data between only authorized devices without the intervention of extra-

neous and undesirable ones.

3.2.5§ FRESHNESS

Check for data freshness, i.e. it is not replayed from outdated information. Some of
the attackers have recourse to re-send correct information posted by an authorized
device, in order to charge the network and exhaust the device energy. If we did not
consider this, the device will deal the same data every time it reaches out, as the

data being correct, safe and reliable.

3.2.6 RESILIENCY

Continuing to provide an acceptable level of security, even if a part of the network
crashes, in the presence of compromised or captured devices. Any system must
not depend on a security system; if it is breached, it will lead to the collapse of the

entire network.

3.2.7 END-TO-END SECURITY

In addition to the protection requirements common to all systems and networks,
there is another requirement to protect must be supplied to the 6loWPAN net-
works, being the networks rely on the IP communication, a system of “end-to-end”

security.
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We can be resorting to all mentioned security requirements or some of them,
depending on the application requirements, which vary from a field to another.
For example, we can dispense with the requirement of privacy in the network that
provide public information, but in our e-healthcare applications; it is indispens-
able. It is difficult to provide a security system that works well in all the networks
topologies. However, we are providing a range of mechanisms of which are used
as needed, and remain the responsibility of ways of governance, management and
maintenance that must be adapted to the requirements of each application and the

environment in where it will be applied.

3.3 THREATS AND VULNERABILITIES

Since 6LoWPAN is a combination of two systems (IPv6 and IEEE 802.15.4), in
this section we analyze the different possible threats and vulnerabilities from the
two sides that target all layers of the 6SLoWPAN stack.

The specific features of LOWPAN networks (limited energy, low-power com-
puting, wireless communication, etc.) expose 6LoWPAN nodes to many threats.
While some of these threats can be found in all ad hoc networks, others are specific
to this type of network and is designed specifically to address the limited energy of
sensors. In cases of attacks found in LOWPANSs networks, an attacker can attempt
to retrieve information from the network by listening to the medium, if the net-
work does not encrypt data. In this case, we talk about passive attack, the attacker
seeking here to eavesdrop and retrieve information.

In the case where the attacker tries to modify or delete information, or even to
prevent the network to function properly, we talk about active attack.

These attacks occur through compromised nodes presents itself as an autho-
rized node, or extraneous devices contain the same security mechanisms of au-
thorized nodes. If the attack is done by the same device capabilities of LOWPAN
nodes, i.e. with limited resources, the damages do not exceed its surroundings and
its neighboring devices. However, it is not the case all the time as the attack can be

done directly from the nearby LOWPAN entourage, by powerful devices bearing
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strong processors, high-energy, with high bandwidth and strong radio transmitter.

3.3.1 THREAT MODEL

When we define the security objectives, we need to understand the threat model:
what is the attacker will be able to do that can work against the security objectives.
An important sub-question that we should deal with it to understand the intention
of the attacker is the level of benefits that he may obtain from subverting a security
objective. This can affect the amount of resources that the attacker can deploy.

In the wireless systems as 6LoOWPAN, the threat model is not very different from
the model assumed for Internet security protocols; the Dolev-Yao model [108].
The attacker is assumed to have a quasi-complete control on the communication
channel. He has the ability to read any message, even delete it or modify it. He can
also inject new messages, because without cryptography, there is no way to protect
messages to be read, or to detect a message that has been altered.

Internet threat model assumes that the end devices were not be compromised,
because it is very difficult to maintain total security if this assumption cannot be
made. However, the distributed nature of the LOWPAN nodes and their small size
creates a significant threat in many LoOWPAN deployments, it will be easy to get a
node physically and control it even remotely; the low cost requirement will limit
the degree to which nodes can be made inviolable. Yet, measures should be taken
to limit this damage.

In particular, it is a further important requirement that the protection of the
whole network is not dependent on the memory integrity and confidentiality, of
each single node. This creates difficult problems, it is important to find a balance
between the potential damage and the cost of maintaining security.

In our case, the architecture of an e-healthcare system may vary depending many
requirements and constraints, but generally the system is composed by three major
component; the wireless body sensors, the Medical Central Unit and the gateway
that links the sensors by the Internet that may be a router, PDA, smartphone, etc.

We assume that both the gateway and the Medical Central Unit are secure and
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trustworthy, as they are full resources devices; implemented by the performant
security protocols.

We assume an ideal network where no exchanged message is lost and all of them
are sent and received instantly by the communicated devices. Moreover, all com-
munication channels are assumed public.

The attacker cannot intervene by an active attack by capturing or compromising
a node in the bootstrapping phase during the network deployment, but he can
execute a passive attack like eavesdropping the flow between the wireless sensors
and the gateway in this phase. Thus, it is not possible to take into account the time
that the attacker make to execute its attacks.

If the attacker compromise a node, he can reveal the key stored in it, but it will
obtain only the key of the current session. He can encrypt and decrypt messages
by the key in his possession and he is capable of storing, deleting, build and send
all the messages with this key.

We assume the used cryptography, even the symmetric or the asymmetric, is
perfect. Encrypted messages can only be read if the decryption key is available in
the node.

Since 6LoWPAN consists of two networks, IPv6 network and 802.15.4 net-
work, it will be targeted by their security threats. Therefore, we must deal with
these threats at these levels taking into account the new features added by the
6LoWPAN technology.

Threats in the LOWPAN networks are divided into several types. It can be di-
vided from the point of view of the attack, whether it is an internal attack by a
device within the network, or external attack by a machine outside the network. It
can be divided according to the type of the attack, whether it is a negative attack
that its goal is eavesdropping data without making any damage, or an active attack

that aim tampering the network and damaging devices.

81



3.3.2 THREATS ON THE IEEE 802.15.4 SIDE

The security threats in LOWPAN networks have been widely studied by the sci-
entific community. Attacks can be classified by several regimes: outsider-insider,
unfavorable sources, passive-active methods, compromise, host-based or network
attacks [109].

From the perspective of the security from any threat, detecting external and in-
sider attacks requires different systems of protection. The attackers outside the
network can launch passive attacks such as unauthorized listening or active at-
tack like Denial of Service (DoS). The defense system normally uses cryptographic
mechanisms to prevent or eliminate foreigners to join the network, but malicious
insider nodes can be created in several ways: attackers physically capture nodes
and reprogram them, or they use software and devices to breach key cryptography
or inject malicious code [110]. In these cases, the attackers have all the keys, so
they can easily overcome any test of cryptography. Insider attacks are generally
aimed at destroying a network operation, it is better to implement a surveillance
system well specified, which can discover early any network behavior anomaly.

Outsiders and insiders attacks are applied to all LOWPAN layers. Some threats
are more dangerous because they can be easily deployed and can generate complex
attacks. If the system cannot identify them early, their effects on the functioning of
the network can be very serious in both short term and long term. Some of them
can make the LOWPAN unavailable, partitioned or resource exhausted. In addi-
tion, when applying mechanisms such as IPv6 Neighbor Discovery and address
autoconfiguration in LOWPAN there are Neighbor Discovery threats as described
in RFC 3756 [111]. If the attackers crack these mechanisms to usurp the Neigh-
bor Solicitation / Advertising or redirect messages, they can degrade performance
by falsifying routing topology view of the members.

As can be seen, some attacks target the data confidentiality and others aims at
degrading the network operation. Therefore, it is necessary to specify and deploy a
cryptographic system to protect nodes data, and an intrusion detection system for

monitoring the network performance to detect abnormal behaviors of malicious
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nodes.

3.3.3 THREATS ON THE IPV6 SIDE

End users from the Internet can access information from the node field once 6LoW-
PAN is implemented. This increase the threat of authenticating from users and
nodes, user accountability and the network availability. The attacker can illegally
access the information if no authentication mechanism is applied in the network.
When a channel of communication between the end user and the LoOWPAN net-
work is established, the attacker can eavesdrop sensitive information from the data
stream, which breaks the integrity of the network. Furthermore, the responsibility
of users accessing the network should be considered to detect and recreate secu-
rity incidents [ 112]. The availability of communication must be guaranteed by the
protection of the LOWPAN nodes.

Another type of threat is that an attacker from the Internet can take control of
the LoOWPAN nodes. This kind of attacks alters the end user data, which leads to
false information and decision. Also, the outsider attackers can launch DoS attacks
by flooding to drain the power of the node.

Aline of cryptography must be implemented to protect the confidentiality and
the integrity of the exchanged data between the end users, but cryptography only
cannot defend itself against DoS attacks from the Internet to the sensor network,
so it is necessary for the implementation of an intrusion detection system (IDS)
to analyze IP traffic between the two. In addition, in the traditional Internet IDS
solutions or in the sensor array cannot simply be applied because of the different

nature of these two traffic network designs.

3.4 TAXONOMY OF ATTACKS

Most of the attacks against SLoOWPAN networks can be devastating, because of
the nature of the devices and the constraints of their properties, especially with
regard to energy and batteries vulnerable shipping, as well as the processor, mem-

ory, wireless radio, put them in hostile places and make it part of the giant Internet
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and filled with risks and threats. In the case of an e-healthcare system, it poses a di-
rect threat and risks to the health and lives of people. Among the most serious and
easiest threats is the risk of DoS attacks. They aim to make a node or a network
unavailable for a certain period. The general principle of DoS attacks is sending
data or packets whose size or content is unusual to cause unexpected reactions of
the network or targeted node, sometimes they can even cause the service inter-
ruption. This kind of attack is very common on networks because it is simple to
implement and can nevertheless have devastating consequences. In addition, the
detection and prevention of these attacks are very difficult because they can take
many forms.

The basic attacks type are whose targeting the consumption of the bandwidth,
the consumption of the processor time or the memory storage ability, creating a
congestion in communication links between nodes, the disruption of a compo-
nent, a service, a routing information or all the system, etc., the 6LoOWPAN re-
source constraints make its routing protocol vulnerable to DoS attacks and easy to

disrupt.

3.4.1 PHYSICAL LAYER

Physical Layer is responsible for the actual data transmission and reception, fre-
quency selection, the generation of the carrier frequency, and the signaling func-
tion of data encryption. This layer also covers the transmission media between
communication nodes. LOWPAN uses a shared radio transmission medium based,

which makes it vulnerable to jamming or radio interference.

3.4.1.1 JAMMING

The medium for transmitting information is a vulnerable point in a network. In this
case, it is almost impossible to restrict access to a medium using radio signal. An
attacker can therefore send signals in the same frequency as the LOWPAN nodes to
scramble radio signals. Network nodes then do not have access to the medium and

cannot communicate because of this radio interference. This leads to an isolation
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of the nodes as the jamming signal continues to propagate. No message can be

exchanged between the affected nodes and other nodes.

3.4.1.2 TAMPERING

A malicious node will retrieve a message and alters it by adding false information,
by modifying or destroying packages to make it an incomprehensible information.
The node can be converted to a malicious node controlled by an attacker by altering

or replacing it.

3.4.2 DATA LINK LAYER

The data link layer provides the movement of the frames from hop to hop, the
physical transmission of data streams, the media access control, network topology,
detection of data frames and error control. Attacks at this layer include resource

exhaustion purposefully created collisions, and unfairness in allocation.

3.4.2.1 COLLISIONS

A data collision occurs when two nodes of the same or different networks attempt
to transmit on the same frequency at the same time. When packets collide, they are
rejected and must be resubmitted. An opponent can cause collisions strategically
in specific packages such as ACK control messages. The adversary can tamper the
communication protocol by transmitting messages continuously in order to gen-

erate collisions.

3.4.2.2 EXHAUSTION

Resource exhaustion is caused by an attacker using repeated collisions. For exam-
ple, an implementation in data link layer may continually retransmit corrupt pack-
ets. Unless these desperate retransmissions are discovered or avoided, the energy

of the transmitting node and those around reserves will be depleted quickly.
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3.4.2.3 UNFAIRNESS

Unfairness can be caused by an adversary using the above data link layer attacks.
The attacker aims to disrupt the other nodes’ frame transmissions by causing degra-

dation of real-time applications.

3.4.3 ADAPTATION (6LOWPAN) LAYER

The adaptation layer is used at the border router 6LBR in order to translate the
packet between the two networks: IPv6 network and LoOWPAN network. The
6LBR is normally a wired node and has a high security protection. However, packet

fragmentation and reassembly progress still have some vulnerability.

3.4.3.1 FRAGMENT DUPLICATION

The fragment duplication attack leverages the fact that a recipient cannot verify at
the 6LoWPAN layer if a fragment originates from the same source as previously re-
ceived fragments of the same IPv6 packet. Thus, the recipient cannot distinguish
legitimate fragments from spoofed duplicates at the time of reception. Instead, it
has to process all fragments that appear to belong to the same IPvé6 packet accord-
ing to the sender’s MAC address and the 6LoWPAN datagram tag.

3.4.3.2 BUFFER RESERVATION

The buffer reservation attack targets the scarce memory of resource-constrained
nodes and leverages the fact that the recipient of a fragmented packet cannot de-
termine a priori if all fragments will be received correctly. Hence, a receiving node
must optimistically reserve buffer space for the reassembly of the complete packet
as indicated in the 6LOWPAN header. Other fragmented packets are dropped by
the recipient if the reassembly buffer is already occupied. As the buffer reservation
attack affects an individual reassembly buffer, the effort for an attacker to mount

this attack grows linearly with the number of buffers at the target node.
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3.4.3.3 IP FRAGMENTATION

Some fragmentation attack techniques of the IP network can be applied in this
layer by modifying or rebuilding the packet fragmentation fields, such as datagram
size, datagram offset or datagram tag. Examples of threats are tiny fragmentation,
Ping of Death, Jolt, Teardrop, New Teardrop, or Router Frag attack. These attacks
can cause critical damage to a sensor node, for example, back bufter overflow due
to packet re-sequencing, exhausting the resources due to the processing of unnec-

essary fragmentation, or stopping and restarting.

3.4.4 NETWORK LAYER

The network layer is responsible for intra-network operation, addressing nodes
management, tracking the location of devices and finding the most effective way
for the packet to travel on the road to a destination. It manages data routing and

transmission from the 6LBR to the nodes and vice versa.

3.4.4.1 REPLAY

Replay attack is the most common direct attack targeting the network layer rout-
ing protocols. It targets the exchanged routing information between the nodes. If
packets sent over the network, it can be read and recorded by an attacker; it may
return these packets later to fool the network.

This attack is feasible if the package did not contain information regarding the
date of shipment, or if that date is accessible and easily alterable by an attacker.

Attackers may create routing loops, repel or attract network traffic, shorten or
extend source routes, generate false error messages, increase the latency from end-

to-end and partition the network.

3.4.4.2 SINKHOLE

In this attack, a malicious node will directly address the information flowing from

and to the 6LBR. For this, the malicious node will offer network nodes the fastest
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path to reach the base, using for example a more powerful connection. So all of
these nodes will address in particular the malicious node to transmit information
to the base. The attacker will recover any information that flows from these nodes
to the base node.

The main reason why 6LoWPAN networks are sensitive to sinkhole attacks is
due to their specific mode of communication. It can be very difficult for an at-
tacker to apply this attack in a network where each pair of neighboring nodes uses

a unique key to initialize spread spectrum or frequency hopping communication.

3.4.4.3 HELLO FLOOD

Discovery protocols on ad-hoc networks use HELLO messages to fit into such a
network and discover its neighboring nodes. In a so-called Hello Flood attack, an
attacker will use this mechanism to use energy sensors and prevent their messages
from being routed.

An example of a malicious node with a powerful radio connection that allows
it to send a large number of HELLO messages, continuously. The nodes will then
consider the malicious node as a neighbor, even if they are located at far distances
from it.

When they try to send data, these nodes will pass through the malicious node
they consider their neighbor, but their messages will never reach it. Since this node
is inaccessible, they will use their radio antenna at full power, while consuming

their energy and their messages will be lost.

3.4.4.4 BLACKHOLE

Blackhole attack is performed by a malicious node in the network, which by vari-
ous means, willmodify the routing tables to force the maximum neighboring nodes
to route their information through it. Then like a black hole in space, all the infor-
mation within it go past will never be retransmitted. In this case, the blackhole
will broadcast any information, preventing communication between the network

nodes.
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3.4.4.5 SYBIL

A Sybil attack is that a malicious node masquerading as multiple nodes using the
identity of other legitimate LOWPAN nodes. The Sybil attack will then be able
to try to undermine the mechanisms such as data aggregation, security, routing,
resource allocation or intruder detection.

In a cluster topology, a malicious node can impersonate more nodes and gain a
significant advantage in an election of cluster head. With a greater number of votes,
it can deceive its neighbor nodes to the cluster, for example, encourage the elected
as clusterhead. If the malicious node gets this distinction, its decisions within the
cluster will have a greater impact (refusal routing information outside the cluster,

sending truncated information on neighboring clusters, etc.).

3.4.4.6 WORMHOLE

The attack of the wormhole requires insertion into the LOWPAN at least two mali-
cious nodes. These two nodes are connected together by a strong connection can
be wired or radio. The purpose of this attack is to trick the neighboring nodes on
the distances separating them. Generally, the routing protocol seeks the shortest
path in number of hops. In the case of an attack of the wormhole, both malicious
nodes can achieve a remote location in a single hop.

This possibility will deceive other nodes on the actual distances between two
nodes, but will mainly have the effect that the neighboring nodes will mainly go
through these malicious nodes to circulate their information. Moreover, malicious
nodes that form the wormhole will be in a privileged position that will allow them

to have priority over the information flowing through their neighboring nodes.

3.4.47 ACKNOWLEDGEMENT SPOOFING

Several routing algorithms for LOWPAN networks based on acknowledgment of
the implicit or explicit link layer. Protocols that choose the next hop based relia-

bility issues are susceptible to this attack. An attacker can spoof acknowledgments
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link layer for packets addressed to overheard neighboring nodes because of the in-
herent broadcast medium. This results in packets being lost when traveling along
these links. Its goal is to convince the sender that a dead or disabled node is alive

or the weak link is strong. Since packets sent along weak or dead links are lost.

3.4.4.8 INTERNET SMURF

The Internet smurf is a Denial of Service attack in which a large number of ICMP
packets with spoofed source IP address of the intended victim are diffused to the
network nodes using an IP broadcast address. Most of these nodes will answer by
sending a reply to the IP address source. If the number of the network devices that
receive and respond to these packets is a lot, the victim node will be flooded with

traffic.

3.4.4.9 SELECTIVE FORWARDING

Multihop communication method is often preferred in the protocols for data col-
lection in LOWPAN networks. Multihop networks assume that participating nodes
will faithfully receive and forward messages. Yet, a malicious node can refuse to
forward some packets and simply drop them, ensuring that they do not spread fur-
ther. An adversary node selectively transmits some packets while dropping others.
In another scenario, an adversary can selectively deposit original packets from a

source and transmit the others.

3.4.4.10 SNIFFING

Sniffing attack is an attack that involves passive monitoring and network monitor-
ing mechanisms. The attacker by analyzing only the paths taken by packets on the
network can retrieve valuable information about vulnerabilities in the network.
Traffic analysis can allow an attacker to know the position of the nodes of data ag-
gregation or network databases by identifying areas where the largest number of

packets in transit. This type of attack does not affect the normal operation of the
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protocol. An external attacker can launch this attack to collect valuable data from

the LoOWPAN nodes.

3.4.5 TRANSPORT LAYER

End-to-end connections are managed in the transport layer. It provides a service

for sending and receiving data from the LoOWPAN node connected to the Internet.

3.4.5.1 FLOODING

A protocolis vulnerable to memory exhaustion flooding whenever it needs to keep
the state at each end of the connection. An attacker can request repeatedly new
connection until the resources required by each connection achieve maximum

limit and become unavailable. In both cases, other requests will be ignored.

3.4.5.2 DE-SYNCHRONIZATION

De-synchronization is the disruption of an existing connection. An attacker may
spoof messages repeatedly to an end host for that this host become obliged to re-
quest the retransmission of lost frames. If timed correctly, an attacker can degrade
or even prevent the ability of end hosts to exchange data successfully giving way to

waste energy trying to correct the mistakes that never really existed.

3.4.6 APPLICATION LAYER

The application layer is responsible for submitting all information necessary for
the application and spread of requests the application layer to the lower layers. It
contains the element of service to support the implementation process such as data
collection, management and processing of data through the application software
to obtain reliable results.

Most sensor networks are deployed in hostile environments, which do not allow
a human monitoring of all sensors. Then it is quite possible for an adversary to

physically attack a sensor to compromise. This physical attack can allow an attacker
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to extract cryptographic keys stored in the sensor or modify the program in it to
replace it with another, so that the sensor becomes what is called a compromised
node. This compromised node controlled by the attacker will allow it to integrate
into the network to retrieve information or launch other attacks from that node
or more of these nodes as described in the previous attacks. Some recent research
aim to create resistant sensors to physical attacks with mechanisms such as deleting
cryptographic keys upon detection of a physical attack sensor. A summary of this

attacks classified according to the network layers is given in the Table 3.4.1.

Layer Attacks

Physical layer _]amrmng
Tampering
Collisions

Data link layer Exhaustion
Unfairness

Fragment duplication
Adaptation layer  Buffer reservation
IP fragmentation

Replay

Sinkhole

Hello flood

Blackhole

Sybil

Wormhole
Acknowledgement spoofing

Network layer

Internet smurf
Selective forwarding
Sniffing

Flooding

Transport layer ..
P 4 De-synchronization

Adaptation layer Tampering attack

Table 3.4.1: Layering-based attacks.
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3.5 CRYPTOGRAPHY

In most current security mechanisms, cryptography is probably the most used
technique. Data encryption prevents eavesdropping data transmitted over a wire-
less network and ensure data confidentiality.

As part of wired networks and traditional wireless networks owning important
computing capacity and significant memory, the encryption solutions are consid-
ered as safe solutions that address all issues related to data security. The specifics
of LoOWPAN networks, namely a low computing power and limited memory that
is added the problem of energy conservation, are significant barriers to the use of
current cryptographic systems deemed safe and secure (SSL [113], RSA [114],
etc.).

The current research focus on finding so-called lightweight cryptography solu-
tions. These solutions consist in adapting traditional cryptographic algorithms for
LoWPAN networks, or finding new ones just as effective in terms of security, exe-
cution time and energy consumption. These solutions are of two types of cryptog-
raphy: symmetric cryptography and asymmetric cryptography, commonly called
public key cryptography.

3.5.1  SYMMETRIC KEY CRYPTOGRAPHY

The principle of symmetric cryptography is based on sharing the same encryption
key K between two entities, A and B. If A wants to communicate a message to B,
A will encrypt the message M with the key K, then transmits its My encrypted
message to B over the network. This message cannot be decrypted without the key
K, which ensures confidentiality. When B receives the My message, it decrypts the
message M with the encryption key K. The symmetric cryptographic algorithms

are divided into two subsets, stream cipher and block cipher algorithms.
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3.5.1.1 STREAM CIPHER

For stream cipher, the technique used is to encrypt the message to be transmitted
after performing an XOR with the encryption key. Let M be the message to be en-
crypted, the encryption key K, and the Boolean XOR operation &, the encryption

is:
M EB K = MK (31)
Where M is the encrypted message.
Decryption then done by:
My@K=M®PKHK=M (3.2)

This technique of stream ciphers is that used by the algorithm RC4 for example.

3.5.1.2 BLOCK CIPHER

The block cipher consists of cutting a message M into blocks of 1 bits, these blocks
will then be encrypted using a function { and akey k derived from a master key K.
Let M be the message to be encrypted cut into r blocks of n bits, K is the en-
cryption key that are extracted the key k; and the encryption function f.
For each block b, of M, encryption will be as follows:

C = f(kl; b.) (3.3)

f is then iterated a number y of times therein extracted with a new master key
K, called iteration round and which guarantees the security of the encryption al-

gorithm, thus:
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C. = ][<k2; C) (34)
¢, = ki) G5)

The decryption is done with an inverse function G of the function F and the

different shared key K obtained from the common key K, as follows:

G = G(ky; Cy) (3.6)

SO

C,. = Glky; ][ (ky; C,,) (37)
b, = G(k;; C,) (3.8)

The block cipher is the most common symmetric cryptography technique, used
by the cryptographicalgorithms suchas DES [115], AES or Blowfish [ 116]. Where
AES 128 is deemed secure by a number of rounds equal to 10, below the existing
attacks that break the encryption proven by a number of rounds equal to 7.

However, if the symmetric key encryption is possible in LOWPAN networks,
the overall security of this type of solution remains to be seen. On the one hand
because the only symmetric key encryption does not guarantee data authentica-
tion as can the digital signature public key ciphers, and secondly because there is
the problem of the distribution of encryption keys. Therefore, if the IEEE 802.15.4
protocol specifies the encryption method to be used at any time; it does not specify
how the keys should be managed and how to enable authentication of data.

From this perspective, typically we found different solutions to this problem.
Each of the following solutions meets a different need based on the type of appli-
cations for which a LoOWPAN network is deployed (information retrieval only by

the base, collaborative exchange of data between sensors, etc.).
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The four main key distribution solutions are network key, pairwise key, cluster

key and individual key.

3.5.1.3 NETWORK KgY

It is a shared key by the entire network. To send a message, the information is en-
crypted with this key. Once the message is received, it can be decrypted with the
same key (the principle of symmetric key). This solution is one of the less expen-
sive energy cryptography solution, because the data is encrypted by the transmit-
ter only once and decrypted only once by the receiver (usually the base station).
Moreover, this solution solves part of the problem of passive listening, because
the information is no longer circulating in the clear. However, if an attacker could
find the key, he is able to listen to the entire network that communicates only with
this unique key. Knowledge of this key also allows it to have the ability to insert a

malicious node in the network.

3.5.1.4 PAIRWISE KEY

Each node has a different key to communicate with a neighboring node that shares
this key. Therefore, if a node has n neighbors, it has to store n keys to communi-
cate with its neighbors. In this solution, a node that wants to send a message must
be encrypted with the neighbor key who receive this message. The neighboring
node will decrypt the information for re-encrypt by the key corresponds to the
next recipient. This solution can significantly increase network security as a key
discovery makes it possible to communicate with two nodes, and reduces the at-
tacker damage. However, this technique is very costly in energy and especially in
computation time because each pair of nodes that transmit the information must
perform the encryption and decryption operation. Which will reduce the lifetime

of the network as well as its fastness.
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3.5.1.5 CLUSTER KEY

In this case, each group or cluster of nodes share a common key that allows them
to communicate within the group. The cluster head nodes communicates within
them by a common key, or by a pairwise key. This solution is a hybrid of the first
and second encryption techniques. It reduces the number of communications in
encryptions. However, it has to default to charge the cluster heads by the encryp-
tion operations. To remain effective, we should make sure to change regularly the

cluster head node within a group to do not consume all the energy of this node.

3.5.1.6 INDIVIDUAL KEY

In this solution, each node has a personal key to encrypt its data. This key is known
only to the base station. A message sent by this node circulate on the network as
hidden until it reaches the base station. This solution is one of the best techniques
to limit consumption of the network. However, it does not allow securing infor-
mation transmitted between the nodes, as they have no encryption key to secure

communication between them.

3.5.2 PuBLIC KEY CRYPTOGRAPHY

The asymmetric key cryptography, more commonly known as public key cryptog-
raphy, is considered more secure than symmetric cryptography because it allows,
via the digital signature, to authenticate the sender.

The public key cryptography is based on the use of two keys, a private key K,
guarded secretes by its owner and a public key Kp broadcasted by its owner to en-
able devices wishing to provide to it their data encrypt their message with the pub-
lic key Kp.

The publickey cryptography is based on the principle of one-way function. More-
over, a message encrypted with the B public key Kp cannot be decrypted with the
same key. It is decipherable only by the owner of the private key K, namely A.
Thus guaranteeing to B the sender of the message encrypted with the public key
of A that only A can decrypt the message.
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Formally, the data encryption and decryption of a message between two devices
A and B corresponds to the following mechanism:

Kpis the public key and the K, the private key of A, f is the encryption function
and G the decryption function. A broadcasts its public key in the network. Let M

the message that B wants to transmit to A, then:

M, = ][(KP,M) (3.9)

where M; is the encrypted message.

and

M # G(Kp; My) (3.10)

B sends the message to A that will then be able to decrypt it with its private key:

M = G(K,; M) (3.11)

Moreover, B can ask A to prove its identity with the mechanism of the digital sig-
nature. For that, A will encrypt a message with its private key, B will then decrypt
the message with A’s public key. Since only A has the private key corresponding to
the public key, if the message can be decrypted with the public key, B is normally
assured that the message actually comes from A.

Public cryptography mechanisms are potentially good solutions for security by
providing a share confidential data and secondly the authentication mechanism.
However, the need of processor power to execute its algorithms makes it more
complicated than symmetric encryption algorithms. This type of cryptography is
not suitable for LOWPAN networks.

3.6 KEY ESTABLISHMENT SCHEMES

As said in the previous section, the cryptography need a protocol for initial key

establishment that must be adapted to 6LoWPAN resource-constrained devices.
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Even if many key establishment protocols exit in today’s Internet, but the under-
lying cryptographic algorithms are too complex and heavy to implement in this
kinds of devices. Key establishment protocols provide a shared secret between
two nodes or more.

Key establishment protocols are classified according to four criteria:
« Key delivery scheme: key agreement or key transport.
o Underlying cryptographic primitives family: asymmetric or symmetric.

Authentication method.

Involved peers number: peer-to-peer, three or more, server-assisted.

We discuss these criteria in the following paragraphs.

3.6.1 KEY TRANSPORT VS. KEY AGREEMENT

A two-party key transport protocol is a protocol that operates between two peers,
where one or more secret values are generated at both peers or at one of them
and transferred securely to the other thereafter. The resulting key is created from
transferred secret values with the possibility of using other parameters that may
have been exchanged in the key transport.

In a one-pass key exchange, a single secret value is sent from one peer to another.
The key can be derived from this secret value itself, or from it as well as other pa-
rameters. In a two-pass key exchange, the two peers exchange secret values that
are used as input to the function of key generation.

A server-assisted key transport is used for the distribution of a session key from
a central server called KDC (Key Distribution Center) to two peers. This requires
that the KDC be capable of distributing a key in a secure manner, for example,
by pre-established secure channel for the two peers. Another variety less frequent
is the server that allow one peer to generate the session key, get it from this peer,
and transmit it the other peer through a secure tunnel. In the second variety, the

assistance server is called a KTC (Key Translation Center).
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A two party key agreement protocol is a protocol that operates between two
peers, wherein the resulting key is derived from two pairs of public information
exchanged between these peers. The public information can take the form of an

encrypted secret.

3.6.1.1 DIFFIE-HELLMAN PROTOCOL

The Diffie-Hellman (DH) protocol [117] is the most widely used key agreement
protocol and best known. The Diffie-Hellman key exchange process allows two
parties to agree on an encryption key without having to worry about the confiden-
tiality of this exchange.

It is based on the existence of functions, called one-way functions that are char-
acterized by the fact that the calculation is in one direction (encryption) and al-
most impossible in the other (decryption, and so the attack by a cryptanalyst)
without the knowledge of a private key.

It requires that both peers A and B agree firstly on appropriate prime (p) and
generator (g). The process is the following:

Both parties A and B share two non-secrets parameters: a prime p and a primi-
tive root of p, i.e. a number g whose modulo powers p generate Z, - o.

Each one chooses a private key in the interval [1,. . , p-2], A choosing a value a
and B a value b.

Each computes a public value that is exchanged:

A sends a = (g* mod p) to B, and B sends B = (g” mod p) to A.

A calculates f* mod p and B calculates a” mod p.

This value is necessarily the same, they have a value k that acts as shared secret
key'.

Suppose for example, A and B share p=233 and g = 45:

if A chooses a=11and B b = 20, then

a=45"mod 233 = 147, = 45*° mod 233 = 195

B* mod p =195" mod 233 = 169 and a = b mod p = 147>° mod 233 = 169.

U = B mod p = (bmodp)*® = (¢ mod p)* = g"* mod p = (¢" mod p)* = a® mod p
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A and B have a private key, k = 169.

The security of this method is based on the difficulty of calculating k = g* mod
p from g* mod p and g* mod p when p is great.

The function f (x) = g° mod p is a one-way function f (x) is easy to compute,
but to recover x from f(x), gand p is very difficult (if y = g* mod p , we say that x
is the discrete logarithm of y to base g modulo p).

3.6.2 CRYPTOGRAPHIC PRIMITIVES

Both key transport and key agreement exist in embodiments depend on asym-
metric or symmetric cryptography. It should not be a confusion between crypto-
graphic primitives and authentication mechanisms that can be integrated with the
key establishment protocol. To make this distinction clear, we take the example
of the Difhie-Hellman protocol. Difhe-Hellman is based on asymmetric crypto-
graphic primitives. However, Difhie-Hellman is natively unauthenticated and vul-
nerable to the man-in-the-middle attack [ 118], so it must rely on an authentication
technique, some of which may be based on symmetric techniques.

We consider only the cryptographic primitive and the cryptographic primitive

type, four cases are possible:

« Key transport based on symmetric cryptographic primitives: this category in-
cludes algorithms in which two peers, already have a shared key derived
from each other. This usually happens when a symmetric key has to be re-
freshed, or when an ephemeral secret like transient session key has to be

derived from a long-term one.

o Key transport based on asymmetric cryptographic primitives: in this category
exist various key establishment protocols from simple one-pass encryption
of a secret key using a public key to more complex X.509 [119] keying pro-

tocols.

o Key agreement based on symmetric cryptographic primitives: a corresponding

protocol, the Blom scheme [120]. Dissociate the key agreement protocol
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from Difhie-Hellman concept.

« Key agreement based on asymmetric cryptographic primitives: with few excep-
tions, this category consists of the Diflie-Hellman key agreement protocol

and its variants.

3.6.3 AUTHENTICATION METHOD

Authentication of a pairwise key establishment protocol refers to the ability for
one or both communicated nodes that undertake it, to bind the established key
materiel by the identity of its peer. Even if it is a good thing to possess a protocol
for a pairwise key establishment to authenticate both peers to each other, this is
not always the case. Generally, just one peer is authenticated to the other.

Some protocols provide authentication natively. For example, this is the case of
a one-pass key transport protocol wherein a session key k is sent from a node A to
its peer B, encrypted with the public key of B. This protocol provides much more
than confidential key delivery: it turns out that a node k namely must be identi-
fied as B, since only B should have been able to decipher the message containing
k. On the other hand, as mentioned above, the Diffie-Hellman does not provide
authentication natively. The Diffie-Hellman public values must be authenticated
at communication protocol level.

The key cryptographic primitives underlying authentication method can be clas-
sified as symmetric or asymmetric techniques, like those of key establishment pro-
tocol. The authentication can be distinguished on the categories that are listed

below.

3.6.3.1 SHARED SECRET-BASED AUTHENTICATION

This is the classic symmetric authentication scheme in which both parties are stat-
ically configured with, or otherwise acquire, a common shared secret mapped to

their respective identities.
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3.6.3.2 STATIC PUBLIC KEY AUTHENTICATION

In this asymmetric authentication scheme, both parties are statically configured
with their respective public keys mapped to their respective identities. Demon-
strate knowledge of the corresponding private key implicitly ensures ownership of

the matching identity.

3.6.3.3 CERTIFICATE-BASED AUTHENTICATION

This is a variant of the preceding category, wherein the mapping of a public key
with anidentifier is not a static configuration parameter, but is obtained in the form
of a signed certificate. The certificate-based authentication requires that a third

party, called the certificate authority, be approved by both authenticating peers.

3.6.3.4 CRYPTOGRAPHICALLY GENERATED IDENTIFIERS

This family of asymmetric techniques changes the implicit assumption that any
type of identifier can be authenticated, provided it is well linked to a public key.
These techniques presuppose that authenticated the identifier of anode is obtained
from the public key of the node, for example, as a hash of the public key. Mecha-
nisms are then defined in order to construct protocol stack identifiers (typically,

IPv6 addresses) from these cryptographically generated identifiers.

3.6.3.5 IDENTITY-BASED AUTHENTICATION

This latest series of technical asymmetrical bases on the paradigm Identity Based
Cryptography in which, in contrast to the previous category, the public key of a
node is derived from its identity (whatever the format of this identity). As in all
asymmetric techniques, anode proves its identity by providing proof of knowledge

of the corresponding private key.
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3.6.4 SYMMETRIC VS. ASYMMETRIC

Each of these two forms of cryptography has its own advantages and disadvantages.
In the case of LOWPAN networks, which are constrained networks, symmetric
cryptography is often favored over the public-key cryptography for the following

two reasons:

« The data processing speed is higher in the case of a symmetric cipher, which
leads to an energy consumption and computation time much less impor-

tant.

« The size of the keys and packets encrypted or signed is much lower for the

same level of safety in the case of symmetric cryptography.

3.7 IDS : INTRUSION DETECTION SYSTEM

Unlike cryptography, the system has the ability to detect with high accuracy in-
ternal attacks. This mechanism is used to detect abnormal or suspicious activi-
ties on the analyzed target and trigger an alarm when malicious behavior occurs.
The cryptography mechanisms are not effective when protecting against insider
threats, also it cannot defend against some external threats like DoS attack from

the Internet to the LoOWPAN network.

3.7.1 THE MAIN COMPONENTS OF AN IDS AGENT

IDS agent is installed in the application layer, it consists of three components (or

modules). These components are defined as follows:

o Data Collection: this module is responsible for packet capture in the radio

range of the node IDS.

o Intrusion Detection: IDS agent analyzes the captured packetsina policy based

on detection. Among these policies, there’s the signature-based detection of
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attacking and anomaly detection. These techniques will be detailed in the

next paragraphs.

o Prevention: intrusion prevention is a set of tasks designed to anticipate and
stop attacks. These tasks can be defined such as sending an alarm by the
IDS to the base station, the latter subsequently ejects the suspect node of
the network and apply the update key.

3.7.2  IDS 1IN A LOWPAN

The IDS solutions developed for ad hoc networks cannot be applied directly to
LoWPAN networks, and thisis due to the difference of these two types of networks

[121]:

« Inadhocnetworks, each node is typically handled by a human user. Unlike
LoWPAN where all nodes are independent, these sensors send their col-
lected data at the base station. The latter is usually controlled by a human

user.

« Energy resources are more limited in the LOWPAN nodes compared to ad

hoc nodes.

o The task of the LOWPAN network is very specific, for example the measure-
ment of the temperature in an agricultural field. Therefore, the hardware
modules and communication protocols must depend on the intended ap-

plication.

« The density of nodes in LOWPAN networks is higher than in the ad hoc

networks.

Thus, it is necessary to introduce a mechanism for detecting the own LoOWPAN

network intrusion.
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3.7.3 INTRUSION DETECTION POLICIES

The political intrusion detection in LOWPAN networks can be classified into two

main techniques, signature-based detection and anomaly detection.

3.7.3.1 SIGNATURE-BASED DETECTION

This approach is based on comparing the observed node behavior with a set of
attack signatures stored in its memory. If a match is found, the analyzed node is
defined as an attacker. This technique is precisely known for the detection of at-
tacks. The disadvantage of this technique is the inability to identify unknown at-
tacks. The reliability of this technique is based on the continuous updating of the

signatures, so this leads to a memory overload.

3.7.3.2 ANOMALY DETECTION

This approach is based primarily on modeling the normal behavior of a node and
then identify anything that deviates from this model as an anomaly. This technique
consists of two categories: detection based on a binary classification and specifi-

cation-based detection.

o Detection based on a binary classification: this feature uses a supervised learn-
ing algorithm to model the normal behavior. The main advantage of this
technique is the ability to detect unknown attacks, but it causes a high com-
putational cost, which leads to a decrease in the lifetime of the node. The
goal of these learning algorithms is to classify the data as normal or abnor-
mal with a low false positive rate. Therefore, the use of this learning tech-
nique in the LOWPAN must consider energy constraints of the LoOWPAN

nodes.

o Specification-based detection: this category models the normal behavior by
using a set of rules. The advantage of this technique is the ability to detect

unknown attacks with low computational cost. However, the reliability of
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this approach relies on the continuous updating of the rules over time. Sev-
eral researchers have defined rules to detect certain types of attacks. Indeed,
in [122] the authors propose a set of rules to detect attacks like: Hello flood,
Blackhole, Selective forwarding, Jamming, Wormhole, and Denial of Ser-
vice (DoS). A continuous update of these rules should be applied for the

effective detection of these attacks.

3.7.4 IDS IMPLEMENTATION REQUIREMENTS

Much research in the application of the solution of IDSs in ad hoc networks have

been done compared to LoOWPAN networks, due to limited resources of LOWPAN

nodes in terms of computing capabilities and communication. The design of an

IDS solution for such networks should consider the following limitations [122]:

« Waste of energy: most of the energy consumed in a LoOWPAN is mainly due
to the communication interface, not the calculation process. Therefore, IDSs
must preserve their transmission power and minimizing the data exchange

between nodes.

Distributed IDS: in LOWPAN:S, the base station cannot handle a large num-
ber of audit data (intrusion detection) from the network to detect any in-
trusion. In addition, the nodes cannot transmit a large number of packets
because energy resources are not used optimally. This is due to a significant
packet transmission to the base station. In this case, a distributed detection

based on the cooperation of IDS agents is a desirable solution.

« No node is trustworthy: each IDS agent monitors its neighbors, based on the

fact that even the IDS node can be malicious.

Real time: to minimize the impact of a possible attack in critical applications,

it is important that an IDS works in real time.

Support adding new nodes: in practice, it is likely that new nodes can join the

network after deployment thereof. The IDS must support this transaction
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and distinguish normal node from malicious node.

o Accuracy: the accuracy of an IDS in LOWPAN is another major problem. It
can be defined as the ability of an IDS to determine whether the node in

question is malicious or not.

o Availability: an IDS must run continuously and be transparent to users.

3.7.5 EVALUATION METRICS

To evaluate the effectiveness of any proposed IDS model, there is a set of metrics
to be adopted to quantify the level of security and the best use of resources such
as energy and storage. These performance indicators will enable a network admin-
istrator to choose the best intrusion system [123] and the optimization of the lo-
cation of the agents in the IDS. Accordingly, the following metrics are considered

important characteristics for effective design of IDSs in LOWPAN:

« Detection rates: represents the percentage of detecting attacks within the to-

tal number of attacks.

« False positives rate (false alarms): This is the ratio between the number of

classified as an anomaly on the total number of normal connections.

« False negative rate: it is the opposite of the detection rate; this metric is de-

fined as the ratio of false detections of attacks on the total number of attacks.

3.7.6 IDS AGENTS LOCATION

An important criterion for achieving the IDS mechanisms in the LoOWPAN is the
location of its agents in this type of network. Many researchers have worked on
this problem [124]-[126].

The network-based approach puts the IDS agent at the base station to receive
and analyze data from monitored nodes. In this way, we benefit from the base
station strong resources and its global vision of the entire network, which helps

detect cooperation attacks. However, the disadvantage of this architecture is that
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it creates alot of communication overhead and is not performing at detecting local
attacks.

Otherwise, the host-based approach puts the IDS agents at each node, where
each one of them has to monitor data, analyze it and decide for itself. The benefit
of this approach is the reduction of monitored traffic. However, it puts more com-
putational work on the node, which shortens its life by consuming its resources.
One advantage of this approach is the ability to detect local attacks, but it lacks the
global vision, which does not detect cooperation attacks.

There is another approach, the hierarchical approach [126]. It consists of com-
bining the two previous solutions in the network. It places the IDS agents on three
levels. The first is the level of the cluster members, which are used to control the
behavior of their neighbors and collect audit data. These nodes have the ability to
analyze their own data to identify malicious neighbors to isolate them. The second
is the level of cluster-heads, which are used as coordinators to consolidate audit
data from their cluster nodes, analyze and make decisions to identify intrusions.
The highestlevel is the base station, which collects data to monitor its cluster-heads
and detects attacks across multiple clusters.

The main advantages of this architecture are the ability to detect distributed at-
tacks and ensure scalability. Audit data collected from different points of view of
the network also allows robust and fault-tolerant architecture [ 126]. The cluster-
ing architecture in LOWPAN is similar to the 6LoWPAN graph topology (RPL
DODAG) where the border router 6LBR is placed on the side of Internet and acts
as a base station. The border router is typically a wired device connected to the
Internet so that it can be considered unlimited resource.

The DODAG roots will act as cluster heads for controlling operation of sensor
nodes. Algorithms for attacks supervision in each DODAG will be slightly differ-
ent because each uses a different objective function and follow DODAG varied
routing rule. It is not in the clustering topology where cluster-heads implement
the same algorithm. However, it does not affect cooperation between DODAG

roots because the border router always has a global vision.
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3.8 ANALYTICAL STUDY

IEEE 802.15.4 and IPv6 networks have their own security mechanisms, we must
therefore study them in order to consider possible solutions adopted for the 6LoW-
PAN network. The solution must be found to communicate via the Internet. We
can ensure the end-to-end security only in the level of layer 3, the network layer.
However, the provision of end-to-end security of the data is not enough, protect-
ing the lower layers will ensure the protection of internal communication channels,
especially being vulnerable to several attacks being wireless, as well as increases the
protection and privacy of data.

We will study the security mechanisms each of 802.15.4, which represents the
main criterion for layer 2, data link layer, and the IPv6 protocol, which is the main

protocol for layer 3.

3.8.1 IEEE 802.15.4 SECURITY MECHANISMS

IEEE 802.15.4 networks has two modes: secured mode or unsecured mode. Unse-
cured mode especially in devices that are not support mechanisms of security and
have a negative impact on its capacity, but the device remains in this situation at
all the possibilities of risks, but it can here resort to security solutions of the upper
classes.

Since we are studying the security, we will focus on the study of the secured
mode, a mode that adopts the AES (Advanced Encryption Standard) [72] algo-
rithm for symmetric encryption, in addition to other services: access control, frame
integrity, sequential freshness. Security keys are provided by the upper classes, but
the establishment and management systems are not defined by 802.15.4 standard
due to the different and multiple applications that use it, the variations in needs
and the environment where it operates is not determined. As for access control,
it allows the selection of the device authorized to communicate with it. Frame in-
tegrity used to protect the data from tampering, as well as to ensure the reliability
of the sender is the owner of the key. Finally, sequential freshness is used to ensure

the sequential order of the frames and ensure they do not recur in the future.



IEEE 802.15.4 requires the support of cryptographic mechanisms strong enough
for each node, a requirement that is completely filled by most IEEE 802.15.4 chips
available today. The encryption mechanism is selected based on modern AES that
uses the CBC-MAC (CCM) counter mode [72], which provides not only encryp-
tion but also an integrity check mechanism.

By combining encryption with authentication, some of authenticated informa-
tion can be sent in the clear. AES-CCM therefore encrypts a message m and au-
thenticates that, with additional authenticated data a using a secret key K and a
nonce N. A parameter L controls the number of bytes used to count the blocks in
the AES message; m should be less than 2** bytes. For IEEE 802.15.4 packet, the
smallest value of L = 2 is sufficient. The nonce N is of length 15 - L, i.e. 13 bytes
for IEEE 802.15.4. The nonce is not a secret, but must be used more than once:
If an attacker has access to two messages encrypted with the same K and N, the
security properties of AES-CCM are lost. The result of AES-CCM is an encrypted
message of the same length as m and an authentication value of length M bytes,
where M is a parameter that can be any value, between 4 and 16, but is limited in
scope and a value of o (no authentication), 4, 8 or 16 bytes in the IEEE 802.15.4
standard. The authentication value cannot be created correctly when K is known,
it can be controlled by the receiver to ensure that m has not been altered by an
unauthorized party.

AES-CCM s a very effective and very safe algorithm, as long as the same nonce
N never occurs twice with the same key K. IEEE 802.15.4 built the 13 bytes nonce
from the eight bytes full address of the device originating the encrypted frame,
a four bytes frame counter, and a one byte field occupied by the IEEE 802.15.4
security level.

So how do IEEE 802.15.4 ensure that a nonce is never used twice? The source
address and the security level surely repeat. Thus, the security of the entire scheme
rests on the four bytes frame counter. It lets sending up to 23* encrypted frames
from a source before the key that was used for these frames is exhausted, assuming
that the node has a stable storage, which saves the frame counter current reliably

even across node resets. Note that if this knowledge is lost, the key K must be



changed to remain secure.

3.8.2 IPV6 SECURITY MECHANISMS

Even with the best data link layer security mechanisms in the LOWPAN, data are
not protected once it leaves the link. This makes data vulnerable to any point that
is responsible for forwarding it to the network layer, or a link that has less security.
Even worse, an attack on the network layer may be able to divert data onto a path
that contains additional forwarding nodes controlled by the attacker.

End-to-end security that protects the conversation along the entire path be-
tween two communicating nodes is an important component of any robust secu-
rity system, so that this requirement has become a feature in the development of
IPv6. Security features arising have been ported to IPv4 and are quite independent
of the IP version that they are known as IPsec [127].

IPsec has two main components: the packet formats and related specifications
that define mechanisms of confidentiality and integrity of the data, and a key man-
agement system Internet Key Exchange (IKE [128], updated by IKEv2 [129]).
The relatively complex set of IKE protocols is generally considered a poor fit for
the requirements of LOWPANS.

IPsec defines two formats of data packets protected by encryption: the IP Au-
thentication Header (AH) [130], which protects the integrity and authentication
only, and the IP Encapsulating Security Payload (ESP) [131], which combines
this function with the protection of confidentiality through encryption.

The Security Parameters Index (SPI) identifies specific security settings, includ-
ing the keying material, used for this direction of the conversation (security asso-
ciation). For unicast packets, the SPI is an identifier of local importance for the
receiver, i.e. it is affected by the receiver in a way that facilitates its local processing
of the incoming ESP packets. The sequence number is a 32-bit unsigned increas-
ing by one for each packet sent on the security association; it can also be the lower
32 bits of a sequence number of 64 bits stored in the security association. The pay-

load data and the trailer comprises stuffing the buffer length and another header



field, are part of the package that is encrypted.

The end-to-end principle argues that many functions can be implemented prop-
erly as a base from end to end, including ensuring the reliable delivery of data and
the use of cryptography to ensure the integrity and confidentiality of a message
[132]. Adding a function to improve the reliability of a particular route can pro-
vide some optimization, but cannot guarantee end-to-end reliable delivery. Simi-
larly, the security objectives that can be met only by securing the conversation be-
tween two end nodes are better met by carrying cryptography at the network layer
or higher; it may even be the security objectives that require the protection of the
data itself instead of the communication channel. However, this does not mean
that all security objectives can be met from end-to-end. In particular, achieving
robust availability often requires protection subnet against attacks, especially for
wireless networks. Adding a first line of defense in the link layer can also increase

the robustness against attacks on the confidentiality and integrity.

3.9 DISCUSSION & CONCLUSION

One of the most important aspects to consider when creating a 6LoOWPAN net-
work is setting the security mechanisms and maintain it. 6LoWPAN networks are
inherently open to the attackers whose aim to introduce false information affect-
ing the cost-effectiveness and quality of the network, or to tamper the functioning
of the full network as a whole or a part of it as Denial of Service attacks. Attacks
can be done via a malicious node, a powerful machine placed approximately to the
LoWPAN, or remotely through the Internet. The specific features of 6LoOWPAN
networks (limited energy, low-power computing, wireless communication, etc.)
expose its nodes to many threats. While some of these threats can be found in all
ad hoc networks, others are specific to this type of network and is designed specif-
ically to address the limited energy of sensors. Unfortunately, current security sys-
tems used in today’s networks are not suitable, even if they are more complicated
or they are insufficient. Any proposal to resolve the terms of the security of 6loW-

PAN network must take into account two factors; the need to use limited resources
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and the need for minimal consumption of energy.

6LoWPAN threats can be divided into two categories. One aims to violate the
network confidentiality, authentication, and integrity, which can only be protected
by a cryptographic solution, and the other aims to break the network performance,
which may be protected using an intrusion detection system. The purpose of se-
curity is to provide a system of encryption that protects network data and a mon-
itoring system that will attempt to detect the abnormal malicious behavior in the
operation of the network and prevent it from harming the network performance.

In most current security mechanisms, cryptography is probably the most used
technique. Data encryption prevents eavesdropping data transmitted over a wire-
less network and ensure data confidentiality. The current research focus on finding
so-called lightweight cryptography solutions. These solutions consist in adapting
traditional cryptographic algorithms for sensor networks, or finding new ones just
as effective in terms of security, execution time and energy consumption. These
solutions are of two types of cryptography: symmetric cryptography and asym-
metric cryptography, commonly called public key cryptography. Each of these
two forms has its own advantages and disadvantages. In the case of LOWPAN net-
works, which are low power networks, symmetric cryptography is often favored
over the public key cryptography for the following reasons: The data processing
speed is higher in the case of a symmetric cipher, which leads to an energy con-
sumption and computation time much less important. In addition, the size of the
keys and packets encrypted or signed is much lower for the same level of safety as
the asymmetric cryptography.

However, the cryptography mechanisms are not effective when protecting against
insider threats, also it cannot defend against some external threats like Denial of
Service attacks from outside the network. That is why there are the Intrusion De-
tection Systems (IDS). Unlike cryptography, the IDS has the ability to detect with
high accuracy internal attacks. This mechanism is used to detect abnormal or sus-
picious activities on the analyzed target and trigger an alarm when malicious be-
havior occurs.

The design of an IDS solution for SLoOWPAN networks should preserve trans-
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mission power and minimizing the data exchange between nodes, to minimize the
impact of a possible attack in critical applications, it is important that an IDS works
in real time and each IDS agent monitors its neighbors, based on the fact that even
the IDS node can be malicious. In addition, a distributed IDS based on the coop-
eration of IDS agents is a desirable solution in order to minimize to overhead in
the network.

In general, the main challenge in the designing of a security system for the 6LoW-
PAN network is to select optimal techniques that must adapt with 6LoWPAN re-
source constraints. Such a system can be built with many options that exploit net-
work architectures and features. A normal network performance can be guaran-
teed only if the network is in its optimized topology; each node works with its rea-
sonable capacity. The issue of energy because the addition of a new system to the
network can be solved using the topology and protocols used by the 6LoWPAN,
such as parent-child hierarchical architecture built by RPL protocol, to minimize
the computation workload and the communication overhead over the network,
also by the choice of lightweight techniques such as symmetric cryptography and
distributed intrusion detection system. 6LOWPAN security system that we pro-
pose works based on these two cited concepts, i.e. using the system architecture
and lightweight techniques. It was designed with two lines of defense, the firstline
is provided by cryptographic mechanisms to prevent and eliminate outsiders to
join the network. For our e-healthcare system, it is considered to solve the con-
fidentiality, privacy, authentication, and integrity. In addition, the second line of
defense is used to solve the other security requirements does are not assured by
cryptography, like availability, robustness and resiliency, so we built the IDS to
monitor and detect malicious sources from the early phase to eliminate further
damage of the attacks.

We tried to follow the conclusions of the analyzes we did in this chapter to avoid
the shortcomings of existing solutions. Thus, we propose one system that simul-
taneously provides the security of internal and external 6LoWPAN communica-
tions, where most of the existing solutions only focuses on one side. In addition,

we propose an intrusion detection system concept that protects the functionality
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and availability of SLoOWPAN networks. Although our solution is designed for e-
healthcare applications, it can be adapted to other areas.

According to our study in this chapter, we concluded that symmetric cryptog-
raphy is the most suitable for SLoOWPAN networks compared to asymmetric cryp-
tography, since it does not consume energy, fast and the keys size is small. How-
ever, the major issue with this kind of cryptography is key establishment, especially
as 6LoOWPAN networks will need to communicate through the Internet with other
strange devices; whose do not share pre-established information. We propose a
system of key management for the symmetric cryptography that provides a com-
plete and energy-efficient solution.

Thus, as regards the intrusion detection system, we established a set of require-
ments that IDS must meet, such as preserving transmission power, minimizing the
data exchange between nodes, minimizing the impact of a possible attack in criti-
cal applications, working in real time, monitoring neighbors, and be in distributed
way basing on the cooperation of IDS agents. We designed a system that meets
these requirements, while providing a high level of intrusion detection and con-
sumes less energy.

We have summarized the main requirements that we must deal with it in order
to design a security system complies with 6LoWPAN networks for e-healthcare
applications in the Internet of Things context. The details of our solution will be
treated apart in the following chapters. The first one is the key establishment sys-

tem and the second one is the intrusion detection system.
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Privacy is not an option, and it shouldn’t be the price we accept

for just getting on the Internet.

Gary Kovacs

Key Establishment System

6LOWPAN COMBINES TWO DIFFERENT NETWORKS: 802.15.4 AND IPv6. THERE
ARE KEY ESTABLISHMENT SOLUTIONS SUITABLE FOR EACH OF THE TWO TYPES,
BUT THE SOLUTIONS THAT DEAL WITH LOWPAN NETWORKS TREATED AS AN
ISOLATED NETWORK AND MANAGES ONLY HOP-BY-HOP COMMUNICATIONS. RE-
GARDING COMMUNICATIONS THROUGH THE INTERNET IN THE END-TO-END WAY,
THERE IS ADAPTED SOLUTIONS FROM EXISTING PROTOCOLS FOR LOW POWER DE-
VICES, BUT THEY ONLY TREAT THE END-TO-END COMMUNICATIONS BETWEEN
TWO SEPARATED DEVICES AND DOES NOT DEAL WITH INTER-LOWPAN coMMU-
NICATIONS. SINCE 6LOWPAN NETWORK HAS THE LOW-POWER AS MAIN FEA-
TURE, THE USE OF MANY PROTOCOLS AT ONCE WILL CONSUME MORE ENERGY

AND OCCUPIES MORE STORAGE AND MEMORY SPACE.
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4.1 RELATED WORKS

The research for energy efficiency solutions was conducted to accommodate the
limited resources of LOWPAN. For this, the design of an institution key cryptogra-
phy suitable for this kind of network system was a necessity and a huge challenge.
However, the proposed solutions have been designed to be adapted to existing
topologies of LOWPAN networks being isolated networks where nodes exchange
messages with each other through hop-by-hop communication. Their connection
to the Internet passes through the base station, and therefore it does not have di-
rect communication with external devices on the Internet. Above all, these de-
vices rely on communications at the data link layer, which is offered through the
IEEE 802.15.4 standard battery light communication and effective management
of bandwidth.

With the addition of the 6LoOWPAN layer, the sensor nodes support commu-
nication with other IP devices outside the LOWPAN network where they are lo-
cated, like any IP machine communications, through end-to-end way. Hence, the
need for security mechanisms to secure end-to-end communications with other
IP hosts.

The adaptation of existing end-to-end security protocols, like IPsec, to LoW-
PAN networks will pose several constraints. These protocols were designed for
unconstrained machines and their adaptation will require reshaping in terms of
state machine complexity, data structures, and cryptographic primitives. Conse-
quently, recent proposals describe lightweight versions of existing protocols to im-
plement them in devices with resource constraints.

Since 6LOWPAN technology is new, there is not a lot of key establishment solu-
tions in the literature specifically designed for such networks. For this, we examine
in this section the approaches proposed for the establishment of light keys to LoW-
PAN nodes in general. The cited systems are divided into two groups, the first is
for solutions for conventional LoOWPAN networks, and the second for approaches
that aim to adapt the Internet security protocols designed for the IP based LoW-
PAN nodes. We relied on the following documents [133]-[137] to achieve the
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analysis.

4.1.1 KEY ESTABLISHMENT SCHEMES IN SIMPLE LOWPANS

Several key establishment schemes have been proposed for traditional LoOWPAN
networks such as WSNSs, in order to cope with resource constraints of the nodes of
these networks. Most of the proposed approaches are based on symmetric cryp-
tography because of their low resource consumption. These solutions are consid-
ered most effective for the sensor nodes. The most relevant research is described
in the following.

The best-known is the pre-distribution solution that aim to put the same master
key in all nodes. Any pair of nodes can then use this global secret key for key estab-
lishment and exchange a secret key pairs. However, this solution is very vulnerable
to node compromise because a successful attack on a node will allow recovery of
the secret master key, which means that the entire security system network is in-
terrupted.

Another system of pre-distribution key is to hold each node with N-1 secret key
pairs, each pair being shared between the node and one of the other N-1 nodes (N
being the total number of nodes). However, this system is not viable for nodes
with very limited storage capacity, because N could be great. Eshenauer & Gligor
proposed a pre-random key distribution: random key sets are distributed to each
sensor and, after deployment, a pair of nodes having at least a common key to
be used as a secret key pairs. Chan & al. in [138] proposed a g-composite ran-
dom pre-distribution key system improving network resiliency compared to the
Eschenauer-Gligor scheme. The difference is that ¢ common keys - instead of one
- are needed to establish secure communications between a pair of nodes. The
shared secret key is the hash of the ¢ common keys.

Liu & al. proposedin [ 139] a system of pre-distribution key based on the knowl-
edge of the deployment, to improve the probability of key sharing. The keys are al-
located based on the geographical position of the nodes. A similar approach is also

developed in [ 140]. These solutions are not practical in networks with a topology
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deployed randomly. In [141], they propose a polynomial based pre-distribution
key scheme, a polynomial share is distributed to each node where any two nodes
are able to establish a pairwise key by using it.

Perrig & al. proposed in [142] SPINS, a key management protocol that relies
on a trusted base station to distribute keys. Two nodes use the base station as a
trusted third party to create their private key pairs. SPINS has two parts: SNEP
(Secure Network Encryption Protocol) that secures communications between a
node and the base station or between two nodes, and yTESLA (pTime Efficient
Streaming Loss-tolerant Authentication) that authenticates packets from the base
station.

However, proposed systems based on symmetric keys are only applicable to lo-
cal nodes, which are considered to belong to LoOWPAN networks, themselves con-
nected to the Internet via dedicated gateways. These systems are based on pre-
shared key between the different nodes of the same network. Given the scenarios
of the Internet of Things, a sensor node is considered a part of the Internet, able
to establish end-to-end communications with external entities without requiring
initial knowledge of these external entities, any prior authentication context or any
pre-shared keys. In terms of security, these schemes are based on the data link layer
security and are particularly vulnerable to node compromise. Scalability and com-
plex key management are also important issues that are considering a network of
large scale nodes that needs to generate a large number of shared keys and then
install them in the nodes before deployment.

To eliminate the complexity of key management and increase the level of secu-
rity in the LOWPAN networks, many researchers have studied the application of
asymmetric cryptography in LOWPAN networks in order to provide the best com-
bination of security services, computation overhead, and memory requirements.
The security services (such as non-repudiation) and the level of protection (e.g.
resilience to node compromise), it offers more advanced than those offered by the
symmetric cryptography. Lopez [ 143 ] highlights the limitations of the use of sym-
metric cryptography in sensor networks and promoting based on public key cryp-

tography to enhance security of the entire system solutions, while setting guard
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against complex calculations. The author emphasizes the important role that Ellip-
tic Curve Cryptography (ECC) [144] can play in overcoming the computational
complexity of public key algorithms.

ECC has been the first choice among the various public cryptographic algo-
rithms because of its low power consumption, fast processing times, compact sig-
natures, and small key. For example, a 160-bit ECC key size ensures a level equiva-
lent to an RSA 1024-bit key protection with reduced energy consumption by half
[145]. The authors of [146] setting light work presents algorithms of public key
cryptography based on elliptic curves and argue that the use of the property based
ECC key solution is the best compromise between consumption and the energy
level of security.

In [147], [148], they focus on taking RSA public key cryptosystem to make it
more suitable for resource constrained devices using a small RSA public exponent
(e) and a short key size. For example, Watro & al. in [ 148] develop TinyPK system
that allows the implementation of PKI (Public Key Infrastructure) in LOWPAN
networks. The concept requires the use of smaller RSA parameters (key size expo-
nent) and the use of public key operations only in the sensor device. This comes,
however, at the cost of a lower level of security [149]. Huang & al. [150] and
Kotzanikolaou & al. [151] proposed hybrid protocols that combine standard El-
liptic Curve Diffie-Hellman (ECDH) key agreement and implicit certificates with
symmetric techniques in an effort to reduce the elliptic curve random point scalar
multiplications on the expensive side of the sensor. The cost per node for key es-
tablishment is effective due to the combination of symmetric encryption in the
randomization process and use of Schnorr signatures.

This approach reduces the high cost of public key operations by replacing the
asymmetric key operations with those based on symmetric keys and joins the ad-
vantages of both approaches. However, communications with an external party
became less possible, since both peers must share a symmetric key.

To make public key cryptography practical in LOWPAN networks, [152], [153]
have proposed hardware solutions that extend computing capabilities of a standard

node with low power hardware modules. The results show that these additional
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hardware implementations help provide security services with lower energy con-
sumption and low cost. However, it could be a difficult task given the small and
inexpensive detection devices design.

With the wide deployment of WSN applications, another model of sensor net-
works, called Heterogeneous WSN (HSN) has emerged in recent years. Unlike
the homogeneous sensor network, in heterogeneous networks various sensors with
different capabilities, detection for different applications coexist in the same con-
trolled environment. Accordingly, Mache & al. developed in [154] a framework
for establishing key resource restricted hybrid sensor networks that exploits het-
erogeneous deployment of sensor node, based on a combination of symmetric and
asymmetric operations. The idea is to use on the first part of the path from sensor
to sink, a less expensive symmetric cryptography until a resource-rich gateway is
reached, and then, on the second part of the path, to use more expensive publik
key cryptography.

Riaz & al. proposed in [155] three settlement systems of keys: SACK based on
symmetric key cryptography, SACK-P based on the asymmetric key cryptography
and SACK-H that is based on a hybrid approach of using asymmetric cryptog-
raphy for cluster communication wide and symmetric cryptography to network
wide communication. The authors then make a comparison between the three
proposed schemes and show that SACK is light on resource consumption, but has
a low level of security, as a compromise node makes the entire network vulnera-
ble. However, SACK-P is heavy on resource consumption, but provides the level
of the highest security with maximum knot strength compromise. The SACK-H
hybrid system is between the other two and this consumption of resources in the
medium with a medium-security.

However, security is ensured in these schemes on a hop-by-hop. Confidentiality
and availability are compromised because the entity of intermediate translation on
the border between “symmetric” and "asymmetric” areas potentially introduces

both a security and a single point of failure.
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4.1.2 KEY ESTABLISHMENT SOLUTIONS IN IP ENABLED LOWPANS

The solutions discussed above for key establishment in the LOWPAN networks
are not designed a secure end-to-end communication between the LoOWPAN node
and the remote hosts. Instead, they discuss the security of communications within
the network. Recently, with the advent of the integration of LoOWPAN networks
to the Internet (6loWPAN), the need for an end-to-end security protocol between
nodes and detection of Internet legacy was recognized. To enable functional im-
plementations of Internet security protocols like TLS and IPsec in a constrained
environment, settlement schemes have been proposed lightweight keys. They rely
on the use of modified protocols corresponding strikes implementations of TLS
(Transport Layer Security) [158], IKE (Internet Key Exchange) [128] and HIP
BEX (Host Identity Protocol Base Exchange) [157].

When a TLS connection is required between a client and a server, a first phase
called TLS Handshake [158] is to negotiate security algorithms to authenticate at
least one station to another and establish a shared secret between two peers. The
TLS Handshake supports two different methods of key exchange: a key transport
method based on asymmetric cryptography and RSA tuning method of Diffie-
Hellman. Note first that the pre-shared key to use the key exchange in TLS-PSK
(TLS Pre-Shared Key) [159] cannot be practiced between LoWPAN nodes be-
cause of the lack of context initial authentication between them.

As explained above, the use of ECC has been generally regarded as the most ap-
propriate among other public key cryptography into existing networks of sensors
choice. Consequently, there are two different implementations of lightweight TLS
on the constrained-devices based on ECC for key exchange while maintaining the
same message exchanges. Sizzle [ 160] was the first security protocol that proposed
the use of TLS in the LOWPAN to implement a stack of HTTPS. Sizzle is based on
translating gateways that correspond to the nodes of local sensors (non-IP) host-
ing Internet IP addresses, allowing them to exchange data directly with their re-
mote IP peers. During the TLS negotiation, the Elliptic Curve Diffie-Hellman
(ECDH) key agreement [ 161] and the Elliptic Curve Digital Signature Algorithm
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(ECDSA) [162] respectively replace the Diffie-Hellman key exchange and DSA
(Digital Signature Algorithm). Using these protocols based on ECC, performance
evaluations have shown that the implementation of HITPS Web servers on the
LoWPAN nodes can be bearable for rare connections. SSNAIL [ 163 ] was devel-
oped as second lightweight TLS implementation for LOWPAN networks based on
IP relying on the same cryptographic primitives as Sizzle for key exchange while
eliminating the use of the bridge. Authors measure the implementation of a few
handful based ECC takes about one second while it takes 8.5 seconds for an RSA
database.

The purpose of IKE is to establish a secure channel between two parties and al-
low them to authenticate each other. IKE provides a protocol to establish security
associations (SA) required for IP datagrams using IPsec. In 2011, a first tableting
implement IPsec for 6LoWPAN networks has been proposed [ 164 ], based on pre-
shared key for exchanging keys. Authors acknowledge that the use of pre-shared
keys is not a possible solution for sensor nodes that must be able to communicate
with external hosts without the need for authentication before contexts. They are
currently studying the feasibility of Internet Key Exchange for IPsec on 6LoW-
PAN.

Regardless of integrating LOWPAN to the Internet, two recent variants of IKE
have been proposed for the purpose of energy efficiency. V. Nagalakshmiin [165 ]
modifies the IKE eliminating pseudorandom functions of production, eliminating
the repetitive use during the key exchange. The transmitter sends a hash of its pri-
vate key and its private Diflie-Hellman value instead of sending nuncios. The pro-
posed work led to the business, but the energy cost of generating pseudo random
function (for a total symmetric encryption) can be neglected compared to the im-
portance of the cost of asymmetric cryptographic operations necessary further in
the protocol exchange. In 2012, ECC-based IKE protocol [ 166] was designed for
Internet applications. It aims to reduce the burden of the exchange IKE base using
ECDH key exchange to establish the shared key and the use of public key certifi-
cate based on ECC for authentication of communicating entities.

HIP BEX aims to generate key material for later use by IPsec to establish secure
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communication from start to finish between the two entities. However, unlike
IKE, no certificate is required for authentication HIP BEX because self-certification
identifiers are used. The concept of an "identifier self-certification” can be explained
as follows: it is an identifier that only the rightful owner can use, without the need
for external evidence from a third trust (certificate) to claim it property. To achieve
this functionality, the identifier of the self-certification is generally constructed as
a Cryptographically Generated Identifier (CGA) [167]. This must be linked to
a unique public key whose its private counterpart is known as the rightful owner,
hence its denomination. Thus, evidence ofa certain CGA property reverts to prove
ownership of the public/private key pair bound, hence the possibility of using the
corresponding private key. In HIP, the CGA used to identify a node is the num-
ber of the Host Identity Tag (HIT), which is a 128-bit hash of the public key. The
objective of the base HIP Exchange (BEX) is to perform a key agreement between
two authenticated HIP peers.

Arose from the observation of the cost of supercomputing HIP Base Exchange,
two modifications have been proposed to make the protocol used by constrained.
HIP Diet Exchange (DEX) [168] proposed a long-term node use Elliptic Curve
Diffie-Hellman (ECDH) public value as its host identifier. DEX will adjust the
key exchange, and Lightweight HIP (LHIP) [169], a much more radical approach,
which maintains the same message syntax as in HIP BEX for compatibility reasons
but do not use any security HIP BEX mechanisms. No Difhie-Hellman key is cal-
culated, no operation is performed and no RSA secure IPsec tunnel is established
after the exchange. Instead, the channels are used for successive hashing crypto-
graphically bind messages to each other, representing a minimum level of security.

LHIP trades security for energy efliciency drastically. Its security level is very
low: only HIP control messages are protected by hashes integrity. This weak secu-
rity property assurances only that an ongoing session has not been hijacked (tem-
poral separation property), but does not provide strong node authentication. In
addition, HIP data messages are not protected as no mechanism for key exchange
is provided.

Most of the modified TLS, IKE and HIP BEX variants are based on the use of
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ECC algorithms. In [ 170], a comparative performance analysis was conducted be-
tween RSA-based and ECC-based TLS handshakes on a standard PC. The results
showed that the use of ECC reduced by 37 percent the energy consumption of
the process of establishing TLS key comparing to RSA. Liu & al. in [171] imple-
mented ECC in TinyOS for many platforms, including MICAz and TelosB. They
assessed the (160-bit key) point multiplications costs necessary to make the ex-
change ECDH and ECDSA signatures. The results showed that the energy cost of
ECDH-ECDSA key agreement protocol is about 236 mJ to 72 m]J for MICAz and
TelosB. A DH-RSA key agreement protocol uses about 190 mJ on a TelosB. Thus,
the energy consumed by the use of ECC is reduced by 62 percent.

However, these energy costs measured of ECC are still significant, being of the
order of magnitude of milli-joules. In practice, these energy costs would be hin-
dering for highly resource-constrained nodes. Authors in [172] investigate the
practical use of ECC devices constraints in LOWPAN networks and perform a
cost comparison between the two regimes setting ECDH-ECDSA and Kerberos
(a server-assisted key distribution protocol assisted based on symmetric cryptog-
raphy). They conclude that Kerberos is 95 times cheaper than ECDH-ECDSA on
a platform MICAz detection.

4.1.3 DiscussioN

Even if 6LOWPAN networks has, approximately, the same features of other low
power wireless networks, but the difference of its ability to connect directly to
the Internet makes it an independent network that has its own requirements. As
presented above, neither the security schemes proposed for simple LoOWPAN net-
works or nor proposed for IP-based ones are suitable, because the first lacks the
end-to-end security, and the second consumes much energy.

As the Internet of Things is new and still emerging, there is a few solutions for
key establishment in such networks, but as seen, all of them treat only the end-to-
end issue side. However, the 6LoOWPAN has two communications types, an in-

ternal communication between the LoOWPAN nodes, and an external one through
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the Internet with IP hosts, which may be a normal machine, or another 6LoW-
PAN node. We can combine more than a solution with different mechanisms in
the same network, one for internal communications, and other for external ones,
but for optimization purposes, it is much better to adopt one solution that is valid
for both of them.

Much work has been done to prove the practice of asymmetric key cryptogra-
phy for LoOWPANSs but no particular architecture key establishment for SLoOWPAN
has been proposed yet. Many key establishment solutions have been proposed
with systems of symmetric keys, but end-to-end communications cannot be se-
cured by these schemes. To our knowledge, no work has a complete solution for
key establishment framework for SLoOWPAN networks, which provides flexibility
to integrate internal and external communications designed to the according to the
Internet of e-healthcare things applications requirements.

We conclude from what we studied above and in previous sections, any pro-

posed solution for key establishment in 6LoWPAN networks should:
« provide security for internal and external (end-to-end) communications.
« be appropriate for an heterogeneous network.
« be based on symmetric cryptography as it does not consume energy.

« not be based on pre-shared keys as any 6LoWPAN node must be able to
communicate with an external device that it does not share with it any in-

formation.
« avoid a whole network group based keys.
« provide session keys.

« support mobility.
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4.2 PROPOSED SOLUTION

In our proposed key establishment scheme solution for 6LoWPAN networks, we
tried to respect the requirements that we conclude from the analytical study of the
6LoWPAN features, its security requirement [173] and different proposed solu-
tions, all in respect with application domain, which is the e-healthcare in the In-
ternet of Things context [174].

We chose to deal with symmetric cryptography as it is an energy-efficient so-
lution [175] as we conclude from the previous studies. To deal with the issue of
keys establishment, we designed a solution where we generates the key on the node
without any pre-shared key, avoiding the risk of keys eavesdropping by attackers.

In the studied system, we have three types of e-healthcare devices: WBAN,
WPAN, and the Remote Server in the Medical Center Unit. We obtain approx-

imately two types of communication, between:
« a 6LoWPAN node (WBAN or WPAN) and a remote server.
« two 6LoOWPAN nodes (WPAN) in the same 6LoWPAN network.

In addition of two other types of communication imposed by the Internet of Things

requirements:
o a 6LoWPAN node and an IP-host.

+ a6LoWPAN node and other 6LoWPAN node of another network (through
the Internet).

We designed our scheme to provide a solution for key establishment in 6LoW-
PAN networks to ensure its security, taking into account the performance require-
ments as energy optimization, scalability, flexibility, mobility and connectivity.
Our solution provides three types of security keys: a pairwise key between the
MCU and each node on the 6LoWPAN network, a group key shared between
a parent node and its children nodes, and an end-to-end session key between a
6LoWPAN node and other IP device on the Internet.
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As our solution is based on symmetric cryptography, we chose to use AES (Ad-
vanced Encryption Standard) algorithm since it is the most used in LOWPAN net-

works and has been ranked the best symmetric algorithm [176].

4.2.1  ASSUMPTIONS

We consider a 6LOWPAN network consisting of a set of nodes, WBAN devices
implemented on the monitored person body, WPAN devices implemented in its
environment, a gateway device that relies the WBAN and the border router 6LBR;
the bridge between the nodes and the Internet, and a remote server; the Medi-
cal Server Unit (MCU). According to the RPL protocol, WPAN nodes form the
topology parent-son tree according to the scheme designed by the DODAG (sec-
tion 2.8.2 p. 69), the information flow destination within the 6LoWPAN network
is either upward or downward, from or to the 6LBR.

We assume that the immediate neighboring nodes of any device will not be
known in advance. Some nodes serves as a router (6LR) between the other nodes
and the 6LBR. Each node has a unique and secret identifier sID. The MCU in-
stalled remotely plays the role of the network monitoring. This MCU is equipped
with a database implemented by the 6LoWPAN'’s nodes information. The neces-
sary information we will need in this database are the nodes physical addresses and
their sID. Other considerations was treated in the threat model in the section 3.3.1
p- 8o.

KMCU

4.2.2 ESTABLISHMENT

The solution purpose is to develop a security model, based on symmetric cryptog-
raphy with a suggestion of a scheme for pairwise key establishment at deployment
phase.

First, we must deploy network nodes (WBAN and WPAN) by unique and se-
cret identifiers sID and register them in the MCU database. Moreover, the MCU

establishes a secure connection with the 6LBR to identify the network.
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Entity Description

KMCU Pairwise key between the MCU and the 6LoWPAN node.

K; Shared key between the parent node and its children.

K; Session key shared between two LoOWPAN nodesiandj.

KeP End-to-end key shared between a LOWPAN node i and an IP device D.
Ke! End-to-end key shared between two 6LoWPAN nodesiandi.

N Generated seed by the 6LBR.

sID Node unique and secret identifier.
T Timestamp

T, Time expiration of the Ts

SEQ  Sequence number

Table 4.2.1: Acronyms used for protocol description

4.2.2.1 SEED GENERATION AND DISTRIBUTION

At the starting phase, the nodes must wait for the seed S from the border router
6LBR before releasing anything. The 6LBR generates S and adds to it a timestamp
T, and its time expiration T, in order to avoid replay attacks, and to differentiate
between an obsolete S of an old session and a new S for the current session. After
that, the 6LBR puts S, T; and T, it in a package and adds to it a sequence number
SEQ to avoid that a single node processes the same message more than once.

The 6LBR sends S to the MCU. As the MCU already has the network nodes
KMCU

sIDs, it will use S with the stored sID to generate each node key and store it

in the database. At the same time, the 6LBR broadcasts S for all the network nodes
(fig. 4.2.1).

4.2.2.2 KEY GENERATION

When a node receives the message containing the seed S, it checks SEQ number
to verify if it is received for the first time or it is already received and used. After,
it will check the T if it has expired or not. If either of these tests fail, the node
drop this message. If the two tests success, it switches to the generation of its own

security key (fig. 4.2.2).
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Figure 4.2.1: Seed generation steps algorithm scheme.
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When a node receives the correct S, it combines it with its sID to generate its

pairwise key with the MCU. As the sID is unique, the key will be also unique.

4.2.2.3 PATH BUILDING (FOR WPAN NODES)

Every node that receives the S retransmits it to the other nodes that are out of reach
of the 6LBR. In the message containing the S, there is also another option; the
level L, which will help to separate nodes in levels and creates the parent-son tree
topology where each node in the upper level will be the parent nodes at the lower
level, and so on. A node N; receives this message, keeps the seed and increment
the level in the received message as its level, so if the first message that is sent by
the 6LBR equal to zero, the first nodes that receive this message will have L = 1,
and so on, each node that receives this message for the first time will increment its
level.

Thus, each node records the one-hop sender address of this message as its gate-
way to the 6LBR. Nodes shares the S so on until all nodes in the network receive

it; each one determines its level and its gateway node to the 6LBR.

4.2.2.4 NODE AUTHENTICATION

After generating the key, the node must be authenticated within the MCU to verify
its authenticity. For this, the node encryptsits sID using the generated key and sent
it to the MCU via the 6LBR.

At the reception, MCU first identifies the node by its physical address, uses the
stored generated key to decrypt the message. Ifit success to decrypt it, MCU com-
pares the node sID received in the message by the sID stored in its database, if the
two tests success, it will declare the node as authenticated, otherwise, if one of the
two tests fail, it begins revocation proceedings (fig. 4.2.3). Revocation proceed-
ings and intrusion detection are explained in the next chapter.

KMCU establishment processes is resumed in the algorithm 1.
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begin
Step 1: Initiate listening mode.;
if receives the message M containing the seed S then
‘ go to Step 2;
end
Step 2: Check sequence number SEQ,;
if SEQ received first time then
‘ go to Step 3;
else if new SEQ > old SEQ then
‘ go to Step 3;
else
| Drop M;
end
Step 3: Check the timestamp T. ;
if T, < T, then
‘ go to Step 4;
else
| Drop M;
end
Step 4: Increment the level L.;
L++;
Step 6: Generate the key KMCV,;
KMV = (S, sID) ;
Step 7: Forward M to the other nodes. ;
Nip, — (M) j
Step 8: Send the encrypted sID to the MCU for authentication. ;
MCU — (SID)KMCU ;
end

Algorithm 1: KMV key establishment
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4.2.3 K; ESTABLISHMENT
4.2.3.1 KEY GENERATION

By sending the authentication messages to the MCU, the 6LBR takes this oppor-
tunity to save the addresses of the nodes of the network to supply its routing table.

After nodes authentication, the MCU generates an individual key K; for each
node N; for use in exchanges with the 6LBR and other nodes in the network. This
key will also be useful to generate its next session keys without resorting to the
MCU.

The MCU will then send each node’s key K; encrypted by its KMV, which will
also confirm that the node authentication process went well.

Thus, it provides the 6LBR by these keys, also for that the 6LBR can authenticate
the nodes in case of need, it will feed it by sID hash of network nodes. Although
there has been assumed that the 6LBR will not be compromised, but in our solu-
tion we avoid that it has the nodes sIDs because if it is hacked, it will be a disaster

for the entire network.

4.2.3.2 INTER-LOWPAN NODES KEY ESTABLISHMENT

After establishing primary parent-son relations by establishing routes that connect
each node to the 6LBR, nodes will need to communicate to each other. Since they
have limited storage capacity, we restrict the sharing of keys between nodes that
have a parent-son relationship, and with other nodes only in case of need. The
goal is that each parent node N; shares its key K; with its son nodes. So each parent
node N; sends the list of the addressees of its children to the 6LBR, which encrypts
the N; key K; by their keys and sends to them.

Any node canjoin its neighboring group of one-hop nodes that compose a "fam-
ily” (a group of children nodes that share the same key of their parent node), we
take the example of two neighboring nodes Nj in the level L; and N, in the level
Lit,. Niy, sends a request to N; to join its “family”. In order to avoid a DoS attack,
N; records the N, , address and waits for its authentication, as it warned, each next

request from N, will be rejected. N; encrypts the request and N, address by its
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key K; and sends it to the 6LBR. When the 6LBR decrypts the message, it will find
the request of N, ,, it will understand that N; wants to share its key with N, ,. After
checking the two nodes N; and N4, in its database, the 6LBR encrypts N;s K; by
Niy,’s Kiy, and sends it to the latter.

The same method is used between two non-neighboring nodes that belong to
the same network, i.e. two nodes that shares the same IPvé6 prefix. However, since
in this case the communication is temporary and for a specific session, the node
receiving the request, supposedly N, encrypts the request and the applicant’s ad-
dress, supposedly Nj, by its key K; and sends it to 6LBR. After checking the nodes,
the 6LBR generates a session key Kj; and sends to N; encrypted by K; and to N;
encrypted by K.

4.2.4 KE ESTABLISHMENT
4.2.4.1 END-TO-END WITH AN IP DEVICE

To establish an end-to-end connection between a 6LoWPAN node N; and an IP
device D on the Internet, we will use the MCU as a proxy. We suggest the use
of the Host Identity Protocol [ 168] explained in the section 4.1.2 p. 123 in order
to establish a secure end-to-end communication between the MCU and D, its ad-
vantages that is self-certifying identifiers; no certificates and trusted third party are
required. It provides identifier ownership and makes difference between the iden-
tifier and the locator, and supports mobility and IP change as it does not bind to
the IP address.

After establishing a secure connection, MCU and D will exchange a secret n
using Diffie-Hellman algorithm (section 3.6.1.1 p. 100). After that, the MCU will
pass n to N; encrypted by its KMV to use it to generate its pairwise symmetric
key KeP with the D. Both D and N; must use the same function with the same
parameters to generate Ke?, for that, we will use a hash function.

Normally, both must agree on the hash function they will use to generate the
key from the known ones, but since the 6LoOWPAN node is resource-constrained,

it should use the most optimized hash function. Why in this solution, the MCU
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will obligate the D to use the one used by the sLoOWPAN node to generate the key.

4.2.4.2 END-TO-END WITH A 6LOWPAN NODE

In some cases, a 6LoWPAN node has to communicate with other 6LoWPAN node
in an other LOWPAN netwrok, through the Internet in an end-to-end way. For
that, they will approximately use the same mechanisms explained in the case of
the end-to-end key establishment method between a 6LoWPAN node and an IP
device.

It is not necessary that the second 6LoWPAN node belong to a medical net-
work in an e-healthcare system. We consider that the second node belongs to a
6LoWPAN network managed by a remote server RS.

Considering that a node N; belong to the MCU wants to communicate with
another node Ny in other SLOWPAN network that belong to the RS. Yet, N; must
share a symmetric key Ke with Ny, for this N; sends its request to MCU. MCU
establish a secure communication with RS and shares a secret n with it using Diffie-
Hellman method. Also, they agree on the hash function that the nodes belonging
to their networks will use. Then MCU passes n to N; encrypted by its KMV and
indicate it the method that will use to generate the key Ke!. The same will be done
by RS with Ny.

These solutions are valuable if we replace the MCU by any remote server, local

server or even the border router.

4.3 POST-DEPLOYMENT OPERATIONS

4.3.1 RE-KEYING

Rekeying contributes in improving the system protection by changing the secu-
rity keys in a specific time interval. In the case of nodes sharing a pairwise key with
the MCU, the rekeying follows the same method explained in deployment phase.
For inter-LoWPAN shared keys between nodes, in the case of the parent-son re-
lationship: The parent node generates a new key and diffuse it encrypted by its
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current key to its children nodes. In the case of two nodes that need to commu-
nicate frequently, after the end of the current session key, or after an order from
the MCU in case of intrusion detection, since both nodes already share a key, the
first node will generate a nonce no, and send it encrypted the second node, which
follows the same process by generating a nonce no0,. At the end of the exchange,
both nodes combines no, and no, to generate their new symmetric key. All the old
session keys must be deleted after generating the new key, but only after checking

that it worked.

4.3.2 INTEGRITY

This objective is to preclude any changing to be made by an unauthorized intruder
and to assure that the data coming from the sensor have not been tampered by this
intruder.

The CCM mode of the AES algorithm ensures data origin authentication and
integrity, by using a Message Integrity Code (MIC) also named as Message Au-
thentication Code (MAC) that is appended to the message. It is created encrypt-
ing parts of the data using its generated key of the current session. Upon receiving
the message, the receiver will decrypt it and generates the MAC for the received
data and compares it with the MAC received in the message, if they match, it con-

firms that the message is authenticated and has not been altered by an intruder.

4.3.3 MOBILITY CASE

We created our solution to deal with mobility, especially for WBAN devices as they
are implemented on the monitored person body, which will move from a place to
another. As the node is linked directly to the MCU by its symmetric key, even if it
changes the network, the service will continue working normally and the data still
always secured.

In the case of in a hospital, it will be used many 6LBRs implemented everywhere
as gateways. If the patient changes the place, it will change the gateway. In this case,

located in the new network, the node sends a join request to the 6LBR’ of this new
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network containing its sID encrypted by its symmetric key shared with the MCU.
We claim that this 6LBR’ is already establishing a secure connection with MCU.
The MCU authenticates the node, informs the 6LBR’ that it is legitimate, and sends
to it a seed S to generate a new key to initiate a new session.

In the join request, the sensors will include the address of the MCU. So even in
the case of the mobile node was found with the 6LBR that was not already estab-
lished a connection with the MCU, it will find it directly using its address.

4.4 PROPOSED SOLUTION ANALYSIS

In each designed security key establishment protocol proposed for resource-constrained
networks, it must respect and take into consideration a set of requirements and

constraints to be an applicable and effective protocol.

4.4.1 NETWORK MODEL

In our solution, we use the node physical address as its primary identifier, but the
node authentication is done using both its symmetric key and its secret sID.

As the sID will remain secret only in the MCU, an urgent solution in the case of
a temporary malfunction of the MCU (it is estimated as a rare case since we must
use other secondary MCU servers), the network will continue to operate normally
and the data collected will be stored at the 6LBR before restoring connection with
the MCU. In the case of the introduction of a new node, as the MCU does not have
its sID to generate its pairwise symmetric key, it will put it on hold and will inform
its neighboring nodes to be more wary in case it is an intruder. If it is the case, it

will be treated by the intrusion detection system explained in the next chapter.

4.4.2 RESILIENCY

Inside a LOWPAN, our scheme supports two types of keys: an individual key for
each node, shared with the MCU, and another shared between a parent node and

its children nodes. Therefore, in case of a compromised node, it will not affect
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other nodes in the network because everyone has a unique key and a unique sID
that is the basis for the generation of the key. Moreover, only the entire node that
belongs to the same group, which is in general and especially in our case a very
limited group. In this case, only the data exchanged between the nodes as routing
data will be released, not the private patient data as it is secured from end to end.

Thus, most existing solutions are hypothesized no node is compromised or ma-
licious node is introduced during the deployment phase. However, this phase is
dangerous because the establishment of routes and recognition of nodes is done
during this time. Our scheme takes into account the security of this phase by the
designated sharing key mechanism, we use the passive mode where no node starts
any process before receiving the seed and generating the security key, no node ex-
changes sensible information with another before its authentication by the MCU.
Thus, no node that its secret sID is not recorded in the MCU database will have
the possibility to establish a key and join the network.

4.4.3 SCALABILITY

Our scheme is flexible regarding changes in network topology and supports scala-
bility, it suffices that the node sID been stored in the database of the MCU to make
it able to join the network and establish a connection with other nodes.

If a new node wants to join the 6LoOWPAN network, it diffuse a request to all
nodes that are close to it. The node that receives this request establishes the same
mechanism of key exchange between parent and children nodes. Except in this
case since the node is new in the network, firstly, the 6LBR sends it the seed to
generate its unique pairwise key with the MCU before it passed it the key of its

neighboring node claiming to be its parent node.

4.4.4 KEY CONNECTIVITY

It is determined by the number of keys that every node must have to ensure the
stability of communications within the network.

Each node has two different types of keys: the first is a single and unique KMY,

141



the key shared between each node and the MCU. The second type concerns the
key shared between a parent node and its children nodes, it is generated by a sin-
gle node and shared with others. Except upper level nodes whose play only the
role of parent nodes, and nodes in the last row that play only the role of children
nodes, all other nodes play a dual role at the same time, any node holds its own key
that it shares with its children, and the keys of its parents. Since in 6LoOWPAN net-
works, the RPL protocol establishes upward / downward communication where
the node communicates only with the nodes of different level of its own, except

for an updated topology, a node will not have much of key to store.

4.4.5 COMPUTATIONAL COST

The number of encryption / decryption operations is determined by the number
of keys that each node can carry. In a LoOWPAN, a node N, needs three types of
keys: the KMCU key, the key shared with its parent nodes, and its key K; shared with
its children nodes. So the number of keys that each node can carry equalto 1 + g
+ p, where p = sum of parent nodes, and g = 1 if a node has children or g = o if not.

Concerning encryption operations, the number of computations that eachnode
can perform is: 2 x (1 + ¢ + p) where ¢ = sum of children nodes, and p = sum of
parent nodes. Knowing that a node can determine the maximum of parent they
may choose as gateway, where the minimum is one node, its main gateway to the
6LBR.

In an instant T, a node communicates only to one router node 6LR; it need
others just if there is no answer from the first. In this case, p = 1, the number of
computations that each node can perform is: 2 x (2 + ¢).

Other devices outside the LOWPAN can request a node in an end-to-end com-
munication. If we calculate only the encryption of communication in this case, we
obtain 2 x e where e = sum of IP devices communicating with this node. The num-
ber of keys will be the number of nodes communicating with this node. However,
as the 6LoOWPAN nodes are resource-constrained, the number of sessions with ex-

ternal devices must be limited.
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These analyzes show that the cost of energy generated by the operations of cryp-
tography (encryption + decryption) depends on the number of connections each

node makes, knowing that this number can be limited depending on node’s cases.

4.4.6 STORAGE REQUIREMENTS

Storing keys also depends on the relationships each node has established. In our
scheme, anode needs to keep five types of keys. It needs to store one individual key
with the MCU, p pairwise keys with its parents, ¢ pairwise keys with its children,
and one with its end-to-end correspondent. However, it depends on the type of
relationship is that for a long session or for a short session. For along session, rela-
tionships can be identified as follows: the relationship with the MCU, the relation-
ship with a parent node, the relationship with a child node, and relationships with
corresponding of neighbors who share with them many communications. What
remains for the short session are only relations with corresponding, out neighbors,
in need of treatment of an instant request, especially the end-to-end relationship.
So for the long session, a node can hold: number of keys = 1 + p + ¢ + i, where,
p = number of parent, ¢ = number of children and i = number of internal corre-
sponding. For the short session: number of keys = i + e, where e = end-to-end

node.

4.5 PROPOSED SOLUTION EVALUATION

4.5.1 PERFORMANCE EVALUATION

From energy point of view, which is an essential metric for SLoOWPAN networks,
and a critical criterion of choice to adopt or not a solution, our model does not
require a lot of calculation or exchange between devices to establish security keys,
it can be considered as an energy-economizer.

We use the energy model described in [177] and [178] to analyze the energy
cost of the key agreement of our proposed scheme and give an estimation of total

energy cost; the energy required for the execution of the cryptographic instruc-
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tions and the energy required for transmitting and receiving the used information
for key establishment mechanisms, based on estimates for the TelosB platform,
since TelosB is more power-efficient than other platforms [179] (MicaZ for ex-
ample), also, the solutions we chose for comparison all are based on TelosB. We
focus only for the energy cost of the 6LoOWPAN nodes as the other devices are not
resource constrained.

According to the used energy model, the energy required to exchange one bit of
data for a TelosB sensor is 0.72 W for transmitting and 0.82 W] for receiving. For
cryptography operations, AES-128 algorithm costs 26.74 W] for key setup, 28.16
J for encryption and 322.70 W for decryption.

In our scheme, to establish the security keys, a node has to receive firstly the
seed S from the border router 6LBR in order to generate its KV key, which cost
26.74 Y. In addition, the node has to transmit its secret identifier sID encrypted
by its KMV to the MCU for authentication.

The first message is the one sent by the 6LBR containing the seed S (32 bits),
the timestamp (64 bits), the time expiration (64 bits) and the message protocols
header (96 bits), so the total of bits the node receives is 256 bits; that mean it costs
209.92 W, plus 26.74 Y] for key setup, that gives 236.66 J.

The second one is for authentication, the sensor must encrypt its sID, i.e. 28.16
(], and transmit a message containing the encrypted sID (64 bits), in addition of
the protocols header, so it transmits 160 bits, which costs 115.2 W], plus 28.16 pJ,
that gives 143.36 pJ.

Thelast one is the message containing the encrypted K;, the individual key of the
node. Firstly, the node decrypts the message, which cost 322.70 pJ. The message
length is the same as for the first changing the seed by the key, 352 bits — 288.64
uJ, so the total between the cost of decryption and reception is 611.34 1J.

For establishing the key K, for end-to-end communications, a node has to re-
ceive the encrypted Diffie-Hellman secret n (128 bits) from the MCU. It is the
same as receiving the new key K; adding to 26.74 WJ for key setup, that gives 638.08
HJ.

We observe that the total cost of the all keys agreement to establish the symmet-
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ric keys; in addition of sensor authentication, is 1629.44 L], about 1.63 mJ.

We simulate also our solution on the TOSSIM simulator of TinyOS. The sim-
ulations were compiled also for the TelosB platform, which is based on the low-
power microcontroller MSP430 16-bit with a clock frequency of 4 MHz. It im-
plements the IEEE 802.15.4 transceiver CC2420 with a claimed data rate of 250
Kbps. We used AES 128-bit as the symmetric cryptography protocol. We used
PowerTOSSIM plugin for energy analysis. The result is approximately the same;
the cost for the total operations was 2.3 m]J.

The result is very interesting and energy efficient compared to other schemes.
We only compare our results with the only solutions that have been proposed in the
context of the Internet of Things like the hybrid solutions that propose symmetric
and asymmetric key establishment; Trust Key Management Scheme for Wireless
Body Area Networks (TKM) 28.13 mJ [180] and Lightweight Key Management
Scheme for E-health applications (LKM) 17.40 mJ [181]. On the other hand,
lightweight public key establishment like distrusted TLS handshake (D-TLS-H)
63.54 mJ, distributed IKE (D-IKE) 40.73 mJ and distributed HIP BEX (D-HIP-
BEX) 40.48 mJ [182].

D-HIP-BEX
D-IKE
D-TLS-H
LKM

TKM

Our solution

Energy cost (m])

Figure 4.5.1: Energy consumption of loT key establishment schemes.
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There is a huge difference since our solution is totally based on symmetric cryp-
tography, although other solutions are either hybrid, i.e. it uses both cryptogra-
phy protocols, asymmetric and symmetric. Asymmetric is just used as a basis for
sharing symmetric keys that are subsequently used for cryptography. Other so-
lutions are adapted versions of standard patterns of sharing Internet asymmetric
keys. Knowing that all these schemes are based on the Elliptic Curve Cryptogra-
phy (ECC). The figure 4.5.1 gives the result values of key agreement and establish-
ment.

From energy point of view, which is an essential metric for 6LoWPAN net-
works, and a critical criterion of choice to adopt or not a solution, our model does
not require a lot of calculation or exchange between devices to establish security
keys, it can be considered as an energy-economizer.

We observe in figures 4.5.2 and 4.5.3 that the power consumption tends to be
balanced with the number of nodes to say change there is a slight increase in power

consumption with the increase in the number of nodes.

6

Energy (mj)

o 10 20 30 40

Nodes

Figure 4.5.2: Total energy consumption.

Alinear trend of slight increase is widespread in the energy characteristics of our
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system. This is because multiple nodes are involved in key generation activities,
key registration and key distribution. Also, the data length has an impact on the

energy consumption as shown in figure 4.5.4.

20

Energy (mj)
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Figure 4.5.3: Total energy consumption (6LBR include).

Our model is based on symmetric cryptography that is reccommended by ex-
perts in the field as an appropriate solution for LOWPAN networks. Our proposal
for key management in our scheme has two key types to secure two important
types of communication within this network communication between the MCU
and network devices, and communication between these devices, so, any device
have to store only its symmetric key shared with the MCU, and the keys of these
gateways, i.e. the router devices with a level less than it and convey its messages
to the 6LBR. Network device uses its sID to establish the key; it does not need
to store other additional information that will charge its space storage. In terms
of computation, a device only needs to combine between the Seed and its sID to
have the key, an operation that not require many computation processes.

The time of generation of a symmetric key is negligible. However, the key distri-

bution takes a significant time, with the increase in the number of nodes, the time
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Figure 4.5.4: Data length energy consumption.

spent in key distribution increases linearly, and this makes the graph follow a lin-
ear trend as we observe on the figure 4.5.5. Several factors can influence the time
of the distribution key as devices gathering, network topology, routing protocol,
a device response time, total number of devices on a network, average number of
neighboring devices, etc. This will affect any used key distribution protocol. To
accelerate time distribution and key management, we used the idea of levels.
During the generation and distribution of keys, the devices need to exchange
messages between them, so more than the number of devices increase the more it
will take much time, and we fall into a redundancy in processing the same infor-
mation several times. Separate devices in levels, where each level device commu-
nicates only with the upper or lower level devices, will limit the number of com-
municating to each device and therefore transmit faster the information. Thus, the
same information will propagate from one level to another instead of spread from
one device to another that will accelerate the distribution of information through

the entire network in a very short time.
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Figure 4.5.5: Key establishment (generation and distribution) time.

4.5.2 FORMAL EVALUATION

To prove the fulfillment of the desired security objectives of the proposed sys-
tems, we used AVISPA tool [183] to conduct a formal security analysis. AVISPA
is a push-button that analyzes the security protocols based on formal methods to
check whether the candidate protocol is secure or not. In the case of detection of a
vulnerability, it offers the attack track and the step where that was made possible.
The tool implements the Dolev-Yao intruder model able to modify traffic passing
through, intercept messages, eavesdrop, or insert bogus data.

AVISPA implements four different automatic protocol analysis techniques for
protocol falsification: OFMC (on-the-fly model-checker), (CL-AtSe) (constraint-
logic based attack searcher), SATMC (SAT-based model checker), and TA4SP
(tree automata based on automatic approximations for the analysis of security pro-
tocols). AVISPA uses High Level Protocol Specification Language (HLPSL) to
illustrate the protocols to be analyzed. It is a special input language used to model
the security protocols.

The first step of the verification protocol is modeled using HLPSL official lan-
guage of AVISPA. HLPSL of the specification language is used to describe the se-
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curity protocol as sequences of messages exchanged between the parties and to
express desired properties and security objectives. Actors interacting in the ex-
change are modeled as roles, including their exchange messages with each other.
After that, a session is created by binding the roles completely describing the ex-
change of messages in a given normal operation of the protocol. Other sessions are
then specified, with the difference that they comprise an active intruder between
different actors, stating its knowledge of option known legitimate entities keys.
Modelling intrusion activity is used to find and build interactive attacks on this
protocol. Finally, the global environment is created with several parallel sessions
simultaneously. HLPSL specification is then translated into a specified format via
a description of low-level protocol and given as an input for the four automatic
analysis back-ends of the AVISPA tool. Then, verification of security properties of
the protocol, namely authentication, integrity, anti-replay and the secret begins.
If a property specified security is violated, the back-ends refer a trace explain the
sequence of actions that led to the attack and exhibition to have been violated. The
result are printed in the SUMMARY; it indicates if the protocol is safe, unsafe, or
if the analysis is inconclusive.

We modeled our proposed solutions using the HLPSL to analyze our protocol;
we subsquently checked the correctness of the code using SPAN [184]; the pro-

tocol animation tool. The HLPSL code is in the annex. The result is:

AVISPA Tool Summary
OFMC : SAFE

CL-AtSe : SAFE

SATMC : SAFE

TA4SP : INCONCLUSIVE

Aswe see, OFMC, CL-AtSe and SATMC tools have reported that our solution
is safe. However, the TA4SP has reported that our solution is INCONCLUSIVE;
that is because the case of the existing of compromised nodes in the network, that
is clear, cryptography alone cannot provide a complete solution to any system, we

have to choose other systems in parallel to solve the shortcomings of cryptography,
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such as intrusion detection systems. Indeed, an inconclusive result using an over-

approximation in TA4SP does not imply that there exists a real attack.

4.6  CONCLUSION

Our scheme provides a full solution for securing the 6LoWPAN network while
minimizing the use of resources. Knowing that we can optimize more resources by
configuring other parameters such as by limiting the number of correspondence of
each node.

The cost of computation, communication and storage depends on the relation-
ships that each node sets. With maximum relationships we find that the energy
consumed and used storage are still lower than in other solutions, while providing
security to communications established by the nodes. Based on these results we
can claim that our solution provides optimum scheme for key management. Until
the writing of this document, we do not find in the literature a complete symmet-
ric cryptography solution that secures 6LOWPAN networks internal and external
communications. Solutions found are adaptation techniques created for sensor
networks to ensure security inside the LOWPAN and other lightweight techniques
of end-to-end security solutions to ensure network security outside the LOWPAN.
Offering a solution to a case independently of other may give an effective solution
but it still incomplete since 6LoOWPAN network is a complete entity, nodes need
to communicate internally with the possibility of establish communications with
the external devices through the IP address. Nodes are low resources, combining
several separate protocols to establish different tasks will overload the network.

Our solution is based on the protocols used by the SLoOWPAN networks such as
RPL and Neighbor Discovery protocol for two reasons: the protocol will be well
suited to this kind of network, it does not need adaptation. Also, to take advantage
of existing protocols to optimize the cost of using resources. Itis based on symmet-
ric key cryptography for all the communications and hence occupies the smallest
portion of memory. Overall, we conclude our scheme is scalable and efficient in

computation, communication and storage occupation.
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Cyber terrorism could also become more attractive as the real
and virtual worlds become more closely coupled, with automo-

biles, appliances, and other devices attached to the Internet.

Dorothy E. Denning

Intrusion Detection System

EVEN WHEN 6LOWPAN HAS AN IDEAL CRYPTOGRAPHY LINE DEFENSE, IT IS STILL
NECESSARY TO IMPLEMENT AN INTRUSION DETECTION SYSTEM (IDS) TO DEAL
WITH THREATS TARGETING NETWORK PERFORMANCE SUCH AS DOS ATTACKS.
IDS DISCOVER AND STOP MOST ATTACKS THAT MAKE CHANGES ON THE OPERA-
TION OF THE NETWORK. HOWEVER, FEW IDS SOLUTION HAS BEEN PROPOSED
FOR 6LOWPAN NETWORKS. IDS MISSIONS ARE TO MONITOR AND RAISE AN
ALARM ABOUT ANY POSSIBLE THREATS AND PASS IT TO THE SYSTEM TO RESTART
THE KEYING PROCESS FOR ELIMINATING THE ATTACKERS. THE SECURITY GOAL
IS TO PROVIDE A MONITORING SYSTEM THAT WILL ATTEMPT TO DETECT ANOMA-
LOUS MALICIOUS BEHAVIOR AND TO PREVENT IT FROM HARMING THE NETWORK

PERFORMANCE.
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5.1 RELATED WORKS

For a better precision, we should choose carefully the intrusion detection tech-
nique for saving resources and improve the system functions. The techniques are
generally divided into two main categories: anomaly-based and specification-based
intrusion detection system (IDS). We relied on the following documents [185]-

[188] to achieve the analysis.

5.1.1 ANOMALY-BASED INTRUSION DETECTION SYSTEM

Anomaly based IDS can adapt to different network environments. However, it
usually has a high false alarm rate because of the difficulty in differentiating be-
tween malicious nodes and bad behavior. In addition, it needs a lot of time to
analyze a large amount of data, where the possibility that an attacker can retrain
the system to accept malicious behavior. Between the most used anomaly based
techniques are artificial intelligence, statistical, data mining, software engineering

and agent-based IDS.

§.1.1.1 ARTIFICIAL INTELLIGENCE

The advantage of this method is the ability to extract from the data valued informa-
tion about malicious attacks, with high precision. Nevertheless, it consumes many
resources in data analysis and during training phases. The application techniques

are semantic-based, fuzzy logic, game theory and bio-inspired.

5.1.1.2 SEMANTIC-BASED

In the semantic-based approach, the solutions extract LOWPAN characteristics in
order to establish security ontology to construct formal semantics for the network.
These established semantics are used as the IDS checking patterns. In the Mao
[189], the author defined four layers of the network that are network, semantic,
model and cooperative layer, in presenting the relation between these layers as a
suggestion for the IDS checking module. Chen & al. [190] transferred LOWPAN

153



nodes into the ontology concept, to define a relationship threshold; they calcu-
lated the relationship of the entire network. This threshold is used as a reference
for the node to discover any of its anomaly neighbors. However, these techniques
are difficult to build in a diversity 6LoOWPAN environment, where the system has
different node types and relationships.

5.1.1.3 Fuzzy LoGIC

Choosing the value of the threshold is an important issue in IDS, because if the
value is too low, the security will be weak. On the other side, if it is too high, the
solution will consume alot of energy and decrease the network lifetime. For these
reasons, the fuzzy logic approach is used for setting a dynamic IDS threshold.

Lee & al. [191] use the cluster nodes number, the key dissemination limit value,
and the distance from the base station to each cluster, in order to calculate the
threshold. This threshold is diffused periodically by the base station. This tech-
nique is well adapted to the topology changes due to the mobility of the nodes, so
it can drop false reports. Nevertheless, it requires the base station to calculate the
distance toward cluster nodes, which consumes many resources.

Chi & Cho [192] use four factors to calculate the dynamic threshold: the en-
ergy level of the node, neighbor nodes list, message transmission rate, and error
rate in the transmission. The advantage of this method is its fuzzy threshold easy
to be calculated. Nevertheless, the solution is not adapted for different network
environment, as the threshold for each parameter is chosen by experiment.

For minimizing the false alarm rate, Parekh & Cam [193] used the probability
table and a directed acyclic graph to represent the dynamic site condition in order
to calculate the threshold value. The nodes are chosen selectively to assign weights
to their sensed reading; therefore, they can improve the detection quality. The in-
convenient of this method is its requirements of knowing the network topology
and the nodes roles, which decrease the scalability if it is implemented in a 6LoW-
PAN network.

The advantage of the fuzzy logic approach is that adaptation method with the
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environment changes, which improves the accuracy of the network. However, it
needs a strong theoretical model in order to deal with different 6LOWPAN net-

work environments.

5.1.1.4 GAME THEORY

The game theory solutions model the security as a game between players with con-
tradicting objectives. The game type can be either cooperative or non-cooperative,
zero-sum or non-zero-sum. The objective of this method is to discover the opti-
mized strategies for the players, called the Nash Equilibrium. Dong & al. [194] de-
fined a matrix of simple payoff with IDS probability measures, to protect important
nodes in the network against DoS attacks. Estiri & Khademzadeh [195] proposed
arepeated game model to detect dropping packet attack, which reward the reputa-
tion of the node every time it cooperates, and punish if it does not. After a number
of repeated times, the dropped packets average number is shown to reach a sta-
ble level and malicious nodes are either to stop the attack. Estiri & Khademzadeh
[196] also proposed a Bayesian game to show the interaction between normal and
malicious nodes in terms of signaling.

The gaming approach is a powerful and promising to improve the accuracy of
the detection. Nevertheless, there are some issues that need to be overcome, such
as the players’ rational assumption that is not the case in the reality in general, the
complexity of modeling the real network and the large workload calculation, which

consumes 6LoWPAN network resources.

5.1.1.5 BIO-INSPIRED

Bio-inspired approaches migrate the animal behavior and model these to optimize
security solutions. Banerjee & al. [197] combines conventional machine learning
and the emotional ants to keep track of the intruder trials. The IDS agent works
as the ant agent and later turns to be emotional ant agent to make decisions. The
advantage of this solution is the ability to perceive behaviors, deliberate and act

according to a principle of self-organization combined with probability values.
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Soroush & al. [198] also used a data mining based boosting ant colony for ex-
tracting a classification rule set from a network dataset. The entropy and pheromone
function are used to direct each tour of the ants, then it continues iteratively to ex-
tract a final set of rules. Later, it is used as detection patterns in the larger dataset.
This method is an effective way to mine the data; but it consumes resources and

time to reach the result.

5.1.1.6 STATISTICAL-BASED INTRUSION DETECTION SYSTEM

Statistical methods identify the threshold model by analyze all the data using dif-
ferent mathematical models, in order to detect abnormal behavior. Among the
techniques, there are mathematical model, Bayesian network and the hidden Markov

model.

5.1.1.7 MATHEMATICAL MODEL

Mathematical approaches use statistical linear or nonlinear models. Phuong & al.
[199] used the cumulative sum to detect changes based on the cumulative effect
of changes in the random sequence instead of checking each variable threshold.
The model is strong, easy to calculate, lightweight and not resource consuming.
Nevertheless, the accuracy rate of the model is not very high because the lack of
cooperation between the monitored nodes.

Ponomarchuk & Seo [200] analyzed the length of inter-packet arrival time and
the number of packets received in a given time window for detecting anomalies in
behavior. Speed packet reception was calculated based on the binomial distribu-
tion, while the inter time was based on the exponential distribution. The method
provides low computation and low cost requirements of memory for storing data.
However, the model does not take into account the 6LoWPAN affection environ-

ments wireless network.
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5.1.1.8 BAYESIAN NETWORK

The Bayesian method is used to calculate an event probability in the future, based
on current data. This method is used generally in order to calculate the threshold
of the trust model between LoOWPAN nodes, so a monitoring node will be con-
sidered malicious if it indicates that this value is exceeded. Moreover, Bayesian
method clarifies the relationship between the parameters of the network to the at-
tack possibility. When the system has a model of the relationship of reference, it
can be said that attack may be initiated from the defect data collected.

In [201], they used Bayesian trust model to calculate the data medium access
sub-layer LOWPAN controls to mitigate injustice and consequently on DoS at-
tacks. By adjusting the parameters of the trust model, this solution can be gen-
eralized and adapted to other protocols and networks.

Momani [202 ] combines confidence and data communication trust to infer the
overall trust between nodes. The author has shown the need to combine these two
values confidences to prevent misleading or break the network threats. The new
trust model is represented by Fusion Bayesian algorithm, which combines these
two values of trust. The construction of the confidence value for each node is im-

portant, it can show the nodes reputation behavior and say it is the malicious node.

5.1.1.9 HIDDEN MARKOV MODEL

Hidden Markov model method is similar to Bayesian solution technique. This
method can profile the normal and abnormal patterns in the data analysis. Song
& al. [203] uses a non-parametric version of hidden Markov models, a hidden
Markov models low, to indicate the probabilities of transition rules for the reduc-
tion of bearing capacity. The sensing mechanism is performed by the scoring sys-
tem and deviation alarm. This method has proven effective in the detection of
many attacks types, but the error rate is high false positive. In addition, the system
still requires a large amount of resources. This should be improved before applying

in 6LoWPAN networks.
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5.1.1.10 DATA MINING

The data mining method analyzes machine-learning techniques based on rules. In
this method, the system is implemented in a distributed way. It achieves high-
precision configuration, but it needs large memory space and high computing power.
Some techniques in this regard relates to the classification of data to reduce the
IDS analysis work. Xiong & Wang [204] proposed the art support of the vector
machine SVM to classify the subset mas function of positive feedback adjustment
factor for later use in the optimization of ant colony. The process reduces the sub-
set of function while improving the classification accuracy.

Kaplantzis & al. [205] also used SVM with a radial basis function or polynomial
ring to detect the selective transmission and blackholes attacks. Monitoring band-
width selected parameters are included in a sliding window. This solution reduces
the rate of false positives using the SVM technique. Nevertheless, it consumes alot
of resources in computing and communication, which makes it difficult for scala-

bility.

§.1.1.11 SOFTWARE ENGINEERING

The software engineering approaches are in two ways: The software implemented
on a server or a host, and the materials used to create a product with its own hard-
ware platform. This approach may improve the standard programming code for
the IDS system by using a state machine to track the transition from attack state
diagrams and provides a way to monitor system status. This approach is applied
in a slightly different purpose: to define a normal behavior in specification-based
IDS [206].

5.1.1.12 AGENT-BASED

Agent-based IDS speeds up the operation of the network by dividing the workload
by distributed IDS. There are two approaches. Agents divided into autonomous

cooperate agents . It provides a more simple and easy system to manage, but it
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increases the overhead and causes neck and calculating optimum transmission de-
lay. The other approach is mobile agents, which are moving through the network.
It does not create much overhead but suffers from integrity check issue and scan

port.

§5.1.2 SPECIFICATION-BASED INTRUSION DETECTION SYSTEM

The specification-based approach can fit well with the principles of abstraction to
simplify the selection function and adjust the monitor to its own systems needs. In
addition, it may well change and simplifies test operation to determine whether or
notaset of events is a violation. It can also take advantage of the knowledge system
administrators of potential attacks, and provide accurate detection of attacks with
low false alarm rate [207]-[208].

The disadvantages of this method are the lack of ability to define the difference
between eligible and illegal behavior and it costs system resources. Moreover, the
complexity of the rule may have a direct compromise with performance; also, the
system depends on the user’s guide in the development of the specification of nor-
mal system behavior. The techniques used for these specifications are state ma-
chine, machine learning for pattern recognition and statistical analysis to automat-
ically calculate the specifications of the program.

Ning & Sun [209] analyzed changes on AODV operations when attacks oc-
cur, which focused mainly on the areas of the two RREQ and RRPL messages.
Tseng & al. [210] also analyzed the vulnerabilities on certain fields of the Route
Request and Route Reply messages such as ID, hop count, header and sequence
number. These vulnerabilities lead to threats such as Tunnelling attack or Man-
in-the-Middle attack. Furthermore, Gronkvist & al. [211] added further attacks
as the Forged Sequence number and Forged Hop count. Based on these analyzes,
they provided different manners of specifying Route Request and Route Reply
messages protocol based on the technique of the finite state machine. The main
idea is to analyze the received messages to detect transitions of anomalies, which

is defined in the identification of threats.
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Tseng & al. [212] proposed an OLSR specification that verify the trace and de-
termine the corresponding transition from the last event using an extended finite
state machine technique with a backward checking algorithm. Possible change in
the fields of Hello and TC messages are also defined. The state transition analysis
technique was used to model network-based and host-based intrusions in the net-
work environment. Orset & al. [213 ] proposed the extended finite state machines
that specify the formal specification of correct OLSR behavior, and uses an algo-
rithm to check back to detect runtime implementations violations. The authors
have developed semantics to quickly check the specifications.

Mostarda & Navarre [214] specified the operation of the Connectionless Rout-
ing Protocol by setting a global automaton based on the properties of basic routing,
which should be guaranteed. Based on this controller, the system can then check
the status of network nodes. The author mentions two manners to control the
transitions, by changing the protocol specification by adding a field in the message
that indicates the transition state or sniffing the sequence of invocations to find the
unique chain of rules corresponding to the sequence. Some semantic rules have

also been defined to simplify the progress of the audit.

5.1.3 DIscussiOoN

The IDS systems have become a very attractive research area for intrusion detec-
tion. Centralized intrusion detection systems are energy efficient as they are imple-
mented in a powerful node (base station) [215]. However, this solution requires
that all sensor nodes are required to submit their data to the base station, which
introduce a high communication overload. On the other hand, systems of dis-
tributed intrusion detection provides detection performance slightly lower than
the previous approaches because they use simple techniques and computationally
light detection. In addition, the amount of information exchanged between the
nodes is not important, unlike centralized model where all the nodes send their
packets to a remote location; the distributed approach therefore is better adapted

to the constraints of the resources of the LOWPAN devices.
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The hierarchical architecture requires low energy consumption. Apply for a dis-
tributed intrusion detection in a topology based on clusters will result in a secure
network solution that meets the requirements of LOWPAN nodes.

Our research problem of IDS in the 6LoWPAN network resides on the use of
specification-based intrusion detection agent and the location of these agents in
the LOWPAN nodes. It is interesting to place the IDS agents optimally in the net-
work to cover the entire network and have a global view of the sensor nodes. This
leads to the detection of all packets generated by malicious attackers. We proposed
and designed an IDS to counter the most threatening attacks for 6LoOWPAN net-
work.

The proposed security approach is applied based on that all nodes in the same
group have a similar behavior. We show the performance of our detection model
simulation under Tossim and then by an experimental study. We evaluate its per-
formance against several types of attacks. Specifically, we calculate the rate of de-
tection, false positive rate, power consumption for IDS agents to detect attacks
(average efficiency). According to the simulation and experimental results, our
model has high accuracy of detection, low power consumption and a short time of
detection.

A new approach to intrusion detection has recently been proposed for identi-
fying malicious nodes in LOWPAN networks, is based on the fact that nodes that
are in the same neighborhood tend to have the same behavior, i.e. the same num-
ber of packets sent, received, and rejected, the same signal strength generated. A
node is considered malicious if its behavior significantly differs from its neighbors
in the same group. These technique has many advantages as it does not require
prior training, localized and capable of adapting to dynamics network, also, it has
the most suitable mechanism for an encrypted network as a node does not require
to analyze its neighbors data to detect their behavior change. Moreover, some at-
tacks in LOWPAN networks can be observed only by the neighbors of the mali-
ciousnode [216]. The authorsin [217] -[220] use this concept to detect a number
of attacks in LOWPANS. In all these works, the IDS agents monitor their neighbors

to detect internal attacks. Monitoring is to collect intrusion data from messages
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sent in their radio range, and then analyze these packets based on selected indica-
tors like packet-dropping rate, the number of transmitted packets and the strength
of received signal, etc. However, the common disadvantages of these propositions
are analyzing the signals from all the neighboring nodes, which leads to excessive
energy consumption, and the strategy of the location of IDS agents in the network

is an important aspect and has not been considered in these researches.

5.2 PROPOSED SOLUTION

The basics propositions from the papers that were a source of inspiration for this
work are summarized in these solutions; the insider attacker detection scheme
[217], the group-based intrusion detection scheme [218], the neighbor-based in-
trusion detection [219] and Intrusion detection framework of cluster-based wire-
less sensor network [220].

An IDS system for a 6LOWPAN-based e-healthcare network must satisfy the
following properties: simplicity, full network coverage, utility and scalability. In
other words, the system would cover all of the nodes in the network, is simple
enough to run on limited devices to detect most attacks that would be designed
for and it would be possible to implement new mechanisms to detect new types of
attacks easily without having to rebuild the existing system.

We propose to build the IDS as powerful global IDS agent running on the bor-
der router 6LBR and a lightweight agent running on each node. Global agent has
access to information of all network nodes. On the other side, the node’s agents
can operate with only the information from their neighbors. However, this infor-
mation is very rich due to wireless nature of communication. Each node upon
receiving any message should consider whether it is for the node itself or another
node. Then, each node contains information about its neighborhood. For saving
energy, It should be possible for a node to turn off its agent to reduce battery con-
sumption.

Symptoms of selected attacks that pose risks of security must be integrated into

the node agent detection component. Results of detections are organized in a
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database alert data. Nodes are marked as suspicious or malicious there. Finally,
a cooperative component can be activated when the communication with other
parts of the system or neighborhood is necessary.

The global agent consist of a data acquisition component that collects data from
the received packets. These data are processed for further analysis. The processed
datais stored using a statistical component. A detection component uses the infor-
mation stored by the component of the statistics and analysis attacks symptoms.

Our intrusion detection system explores the spatial correlation of neighbor-
hood activities and unlike other systems, anomaly detection, it does not require
prior training. The algorithm is localized, which means that information is ex-
changed only in the limited neighborhood. In addition, apart from the require-
ment of no prior training, is that it has a pattern that is generic, it is not related to a
specific types of attacks. It can monitor many aspects of the behavior of the 6LoW-
PAN network at a time. The way this is achieved will be described in more detail in
the following paragraphs. The basic idea is that in some areas neighboring nodes
that are physically close to each other must be taken with the similar network traf-
fic and provide similar values of their sensors. Then it is possible to watch all the
attributes for some spatially correlated group of nodes and nominate these nodes,
which differ significantly in some aspects as attackers.

We know in a wireless environment, a node N is able to listen to messages com-
ing to its neighbor N; no matter whether or not itis involved in the communication.
The node N creates a model of network behavior of the node N; as a g-component
attribute vector f(Nl-) = (fl(N,-),- fz(Ni); s fq (N;)) with each component de-
scribing an Njs activity in one aspect. The component f] represents actual mon-
itoring results of some behavioral aspect of the node N; for each and fixed j. For
example, it might be a measured value from the sensor, the number of dropped
packets per a period of time, packet delivery ratio per a period of time, etc. Behav-
ioral aspects are chosen as appropriate and quantifiable properties, which repre-
sent statistics that are used to evaluate symptoms of attacks that should be detected
by the IDS. The authors in [217], [218] assume that for any local area of normal

sensor nodes N;, all f (N;) follow the same multivariate normal distribution.
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The data acquisition component of the node N gathers information from its
neighborhood and creates the set F(x) = f (f (N;)) = (.(N;); £.(N)); ... ; £4(N:))
of attribute vectors, where N(N) is the set of neighbors of the node N. This set of
attributes is broadcast within the neighborhood N(N) and is taken as a source of
statistics for the detection component. This approach eliminates the need of the
training phase and storing its results permanently in the database of the detection
component of the IDS. In each period, the normal behavior of a node is defined as
the “center” of the set F(N).

Suspectintruders are considered as nodes, which are far from the "center” of the
set F(N) that the threshold 6. Details on calculating of this distance can be found
in the cited papers, as well as determining the threshold 8. The final decision about
the suspect nodes in our solution is made in the level of the border router, this latter
may invoke the MCU remote server for help. Different nodes mark the attacker on
the basis of information from different neighborhoods. If alocal IDS agent finds a
suspect, it alerts the entire group with a warning message about the node. If there
are more such messages, the entire group wakes up and all of the nodes monitor
the proposed malicious node. If abnormal behavior is detected, the border router
is alerted and the actual suspect node is blocked from routing tables until the final
decision. The border router revoke a node if it is considered suspect by a majority
ofits neighbors, and it presents an attack and not just a malfunctioning, after that its
excluded from nodes routing tables, reported in the database alert and announced

to the remote server.

5.3 SOLUTION DESCRIPTION

We propose a new concept detection to identify and prevent different types of at-
tacks in sensor networks. This detection approach is based on specifications, but
without the need for continuous updating of rules to maintain the intrusion detec-
tion system reliability. We used the concept screened by the works [217], [218]
in a hierarchical topology based on the DODAG (section 2.8.2 p. 69). We adopt

this method as we demonstrated in the discussion 3.9 p. 113 that the hierarchical
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topology is most suitable for 6LOWPAN networks using the RPL as the routing
protocol. The following studies [217], [218] proved that the nodes that are in the
same group or the same cluster tend to have the same behavior. Since the nodes
in 6LoWPAN regrouped in DODAGs, we assume that the nodes are in the same
group if they are physically close to each other and tend to have the same behavior.
If we have an heterogeneous nodes distributed in the same network where they
differ from each other even if they are physically close to each other, in the same
DODAG we can make sub-groups of the nodes that are from the same type, i.e.
the monitoring node collects audit data about its neighbors but only those from
the same type. We have developed a new detection model based on this concept to
detect the most dangerous attacks for SLoOWPAN. In the presence of several types
of attacks, the proposed intrusion detection approach is evaluated using four met-
rics; the detection rate, the number of false positives, the average efficiency and
the total consumed energy.

In what follows, we describe our detection proposition based on the concept of
the normal distribution and detection rules for a set of behavioral change signs in
anode. Our goal is to protect the network from attacks aimed at tampering it by
detecting the anomaly of the malicious node whatever its type. Each node has an
abnormal behavior must be suspect to be an intruder. The final decision should be
made following statistical analysis that will confirm if the node is really an intruder
or it just present a malfunctioning. The advantage of our approach that it provides
flexibility by the detection of new attacks that were not defined by the standards,
since it is not tied to a specific type of attack. Subsequently, we present the design

of the proposed detection model and its operating principle.

5.3.1 INTRUSION DETECTION TECHNIQUES

Solutions that adopt the concept of neighbor monitoring are based on the deter-
mination of the threshold by calculating the mean of the observed phenomena,
which means that the node has compared a given phenomenon generated by its

neighbor node with a definite value. The result of this comparison is not exact
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since the phenomenon is a variable that can take a correct value in a large field,
more or less than the calculated mean. This explains the high rate of false negative
in these solutions. To deal with that, we adopt a new detection techniques based
on the concept of the normal distribution (Gaussian distribution) proposed by
[220] to detect attacks and allow a normal functioning of the LoOWPAN network.

An observed value can be considered as random and normally distributed. The
mean of the normal distribution is then considered as the real value of the observed
value, the dispersion of the law then provides information on the error of observa-
tion. That is to say, it is possible to calculate an approximate value of the probabil-
ity that a variable following a normal distributionisina [y - o, y + ¢] around the
mean . This is to obtain an approximation of the value of indicator observed by
considering errors due to changes in the environment or a malfunction.

In a concept of normal distribution, the mean y and standard deviation o of the
data are calculated. This data is properly distributed if they are within three stan-
dard deviations from the average. In our approach, we assume that all nodes that
are located in the same DODAG have the same behavior. Therefore, a node is con-

sidered an attacker if its behavior differs from its neighbor in the same DODAG.

5.3.1.1 ATTACKS INDICATORS

We focus in our study about the most known attacks that can be detected by sur-
veying the communications between the nodes and that are detectable only by an
IDS. We was based in our study on [221]-[223] to determine the indicators of
these attacks in order to determine the parameters to be monitored. We describe

in what follows the main indicators.

« Sending ratio (SR): number of packets sent by a node N.
« Reception ratio (RcR): number of packets received by a node N.

« Forwarding ratio (FR): number of packets received by a node N and for-

warded by this node to their destination.
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« Retransmission ratio (RtR): number of retransmission of the same packet
by anode N.

Each indicator shows its efficiency only in protecting the network from one or
some attacks but not all, this why each node must take them all in consideration.
Wherever there is other indicators, but a 6LoWPAN node cannot monitor them
all because it is limited in resources. Therefore, the IDS needs to prioritize the
attacks depending on the scenario. We choose only the most important threats
that an e-healthcare system need to be protected from it. Our approach is based

on cooperation between the chosen indicators to monitor all these priority threats.

5.3.1.2 BEHAVIOR MONITORING

Behavior monitoring of a node N; by IDS agent is modeled by the following func-
tion: {(N;) = f,(Ny), £.(N)), .. , fq(N,-) where q is the number of monitored
behavior defined by:

. £.(N;)=SR
. £.(N;) =RcR
. {,(N;)=FR
« f,(N)) =R(R

All of these behaviors follow the same multivariate normal distribution in any
local area within the DODAG. All values associated with these indicators are in the
range of three standard deviations around their mean values. The writing normal

distribution function is

Fo) = et (5.1

O+\/ 2T

To determine whether the nodes within the same DODAG have the same be-
havior, the standard deviation o (5.2) and the Euclidean distance E (s.3) of the
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indicators must be calculated. Each IDS agent calculates the standard deviation of
the set fm(N,-), ey fm (N,),i=1,.., n,where n is the number of monitored nodes
by this agent and m is the selected behavior.

o )= | 23 o) = oy (52)

i=1 m

When ois above a certain threshold 6, the IDS finds that monitored nodes could
be an attacker. To determine the node that has a malicious behavior, the IDS agent
calculates the E of fm(N,-) in the center of the set fm(N,-), vy fm (N,), given by
calculating the mean p of its components. When E is above a certain threshold 6,

the node is considered as an attacker.

B (9) = f () = st ) (53

oy =y B0 (5:9)

Our goal in this solution is to provide a reliable mechanism for detecting intru-

knowing that:

sion in terms of attack detection and lightweight in terms of computation process
and communication, i.e. obtaining alow overhead. Therefore, our detection mech-
anism is mainly based on the concept that all nodes in the same DODAG should
have similar behaviors. These behaviors are represented by the noted indicators
previously described. In our solution, we used a hierarchical architecture based

on the DODAG topology.

5.3.2 INTRUSION DETECTION AGENTS

In our scheme, each node has the ability to enable its intrusion detection agent.
When a node performs the heavy calculations, it can disable detection to conserve
energy for a while. For the analysis and detection process, we propose two detec-

tion agents: node IDS Nps and global IDS Gypg, located respectively at the nodes
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and the border router 6LBR. The first applies a detection based on the behavior of
neighbors to identify malicious nodes. The second aims to reduce the number of
false positives that occurred when the Njpg agents suspects a normal node as an at-
tacker. WBAN nodes will not hold any IDS agent, the Njpg agent will be located on
the gateway device, this agent will monitor the WBAN devices considering them

as its neighbors.

5.3.2.1  NODE IDS (Njps)

The strategy of the location of Npg agents in the network is a very important point,
since the increase of the number of agents in a network leads to a communica-
tion and calculation overhead, and therefore a decrease in the lifetime of the net-
work. An important point already mentioned is that the density of nodes used in
e-healthcare applications is low since it is limited in space, for this, the Nypg agents
will be implemented in all the network nodes. Our solution is that each node is
monitored by its one-hop neighbors in the DODAG as they are intended by its
messages and because they are in its radio range. Therefore, this strategy leads to
detect all malicious nodes with low overhead (fig. 5.3.1).

The Njps has the following missions:

« Data collection: it is responsible for collecting packets in the radio range of
Nips, storing the physical address of the analyzed node and calculating in-

dicators behavior, is related to each node.

o Detection: it aims to implement the policy of detection based on the fact
that in each DODAG, the indicators behaviors should follow normal distri-
butions. The Njpg agent monitors its one-hop neighbors by calculating the

standard deviation and the Euclidean distance of their behavior.

« Prevention: when abnormal behavior occurs, the Nipg sends an alarm as a
message to the Gypg, so that it can confirm the malicious nature of the sus-
pected node. This alarm message includes the suspect node (physical ad-

dress) and detected indicator type. In this case, the Gps receiving such a
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message will trigger an alarm counter. When this counter reaches a certain

threshold, the Gpg will make a final decision.

5.3.2.2  GroBaLIDS (Gps)

Each GIDS agent has the following missions:

« Data collection: it receives an alarm message from Njpg agents. This message

contains the suspect node and detected symptom.

« Decision: Gips stores the address of the suspect node in a database (black-
list) and increases a specific counter of malicious nodes. The latter is calcu-
lated as the number of times Njpg agents within the same DODAG identi-
fies a node as malicious. When this counter exceeds a threshold, the corre-
sponding node will be ejected from the network. When the Gyps identifies
a node as normal and the Njpg agent detects it as malicious one, the Gypg
stores the address of the Njpg in a blacklist and the counter associated with
this agent is increased. When this counter exceeds the threshold, this Nypg
will be designated as the intruder who tries to tamper the network by false
information, it will be ejected when the other Nypg agents identify it as a

malicious node and the Gypg affirmed that decision.

5.3.2.3 COMMUNICATION ACTIVITIES BETWEEN IDS AGENTS

In LoOWPAN networks, the communication process requires a large amount of en-
ergy compared to the process of calculation. Therefore, our detection approach
aims to reduce the cost of communication between agents of intrusion detection
to increase the lifetime of the network. This is achieved by minimizing the amount
of information exchanged between Njpg agents and between Njps and Gps. The
Nips sends two types of messages: the first is for the Gpg, the second to all Npg
agents that are located on its radio range. They contain the address of the suspect

node and the type of detected attack.
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Figure 5.3.1: Intrusion detection agents architecture.
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In addition, the mechanisms of cooperation between IDS agents can be clas-
sified into two approaches: Each IDS agent exchange intrusion data with other
agents. This approach generates high communication load. Each IDS agent works
with its neighbors agents to make a final decision about the suspect node (intruder
or not). In this approach, the IDS agent only sends an alarm message to its neigh-
bors, where the length of the message is much smaller compared to the previous
approach, which indicates a low communication load. Accordingly, our detection
scheme is based on this cooperative approach to detect malicious nodes with high
accuracy and low power consumption.

Cooperative approach is used for the information exchange between IDS agents
running of different nodes. When network density is low and there is not enough
nodes monitored by a single IDS agent, it is helpful that an agent collaborates with
its one-hop neighbors; the neighboring nodes exchange the information about the
suspect nodes they have gathered. Alternatively, this can be done among nodes
that are two or more hops away from each other, but we limit our solution to one-
hop to reduce the number of monitored nodes and also, in order to reduce false
alarms as some indicators may differ only if the monitor node is far from the other.
The IDS agent would not extend the number of nodes it is monitoring but only re-
fine the information about them. The result of these cooperative information are
sent to the Gps. These information will help it as data for its statistical technique
that used for analyzing the relationship between the received alarms from the net-
work Gjps for potential threats. Evaluating only one indicator of a suspect node
behavior can be seen normal in given range; but, evaluating alarm messages in a

combined manner can indicate a threat.

5.3.3 INTRUSION DETECTION MODULES

In order to establish a system adapted to the distributed nature of 6LoWPANs net-
works, we have designed a distributed detection system. It locates nodes with ab-
normal functioning by listening to the traffic. After treatment, it decided to discard

the package or transmit it to the next hop. Each node that receives a packet from its
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neighbor node, it treats it in two modules: local control and data collection. The
local control module verifies the legitimacy of the neighboring node sending the
message. If this is the case, that mean that sending node is not reported malicious,
the node processes the packet and perform other normal tasks. At the same time,
the data collection module interprets the header information to be used by the in-
trusion detection system. The interval of the threshold already determined, if the
result of the treatment is different from the predicted value, an alarm is generated,
the node is declared abnormal and action must be taken to detect if it is malicious

or just a dysfunction.

5.3.3.1 LOCAL CONTROL

The local control unit the audit engagement and validation of received packets. It
verifies the identity of the sender and decides to reject the package or transmit to
treatment. This module listens systematically all communications that took place
in the radio field. He decides for each packet to treat or reject it. It deals only with
packets received from one-hop neighboring nodes, from its children or its parents.
The intrusion detection processing will take place only if the sending node belongs

to this category, and it is not reported as malicious.

5.3.3.2 DATA COLLECTION

Generally, sensor nodes listen jumble communication exchanged between neigh-
boring nodes residing in its radio range. Since 6LoWPANSs nodes have very lim-
ited memory and storage space, the data collection unit will not store data, it will
be limited to listening to the data and transmit them to the processing unit.

This unit acquired the information required by interpreting the header. The de-
tection strategy is applied once the data is being processed. If the result shows a
different level of the predicted value, an alert is issued. After collaboration with
neighboring nodes, the local agent says the node as normal or abnormal. Results
are sent after the overall agent to determine if the node is malicious to take the

necessary measures against it.
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5.3.3.3 INTRUSION DETECTION

A number of rules have been chosen to detect a variety of attacks that are deter-
mined by the established indicators to set their thresholds after the normal execu-
tion of the 6LOWPAN network. As explained in previous sections, the threshold

values are set using the normal distribution. These rules are represented as follows:

Low: if the value of the result is below the minimum "y "0, in the case where

it has an attack pattern.

« High: if the value of the result is greater than the maximum threshold "+
"0, if it has any attack pattern.

« Normal: if the value is between the minimum and the maximum threshold,

but it shows no attack pattern.

5.4 PROPOSED SYSTEM EVALUATION

5.4.1 PERFORMANCE EVALUATION

In our study, we use the TelosB in Tossim simulator as we did on the previous sim-
ulations of the security keys establishment, in order to evaluate the performance
of our model in terms of the detection rate of true positive and false positive rates.
IDS works well should have a false positive rate near to 0% and a very high rate of
detection rate. According to these metrics, we determined the optimal detection
thresholds for each attack (relative to the standard deviation and the Euclidean
distance) to meet the requirements of our target. Subsequently, we simulated our
model to assess experimentally the average efficiency resulted in the time required
for IDS agents to detect all attacks in the network, the number of true positives and
the number of false positives. In addition, we evaluated the total energy consumed
during the execution of our model. In what follows, we present the simulation re-

sults of our detection model.
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5.4.2 ATTACKS INDICATORS

A 6LoWPAN network can undergo several types of attacks as we studied in the
previous chapters. In our solution, it is not intended for a specific attacks as ex-
plained, but our approach is based on the study of the normal operation of the
network indicators, their disturbance will indicate the network exposure to an at-
tack whatever this attack.

A number of malicious nodes was randomly chosen from all scenarios. We
chose to implement the most known and most dangerous attacks for the test; these
attacks are “hello flood”, ”blackhole”, “sinckhole”, "wormhole” and selective for-
warding”. The threshold is obtained after running the simulation for 15 times in
each case.

Unlike other studies, we integrated cases of normal nodes that have a malfunc-

tion or behave differently in a given time.

5.4.2.1 SENDING RATE

In akind of attack, the attacker sends a large number of packets, so the sending rate
among attackers nodes is high compared to others. Figure 5.4.1 shows an analysis
of the sending rate, we note that the average packet forwarding among attackers

nodes is very large compared to normal nodes.

5.4.2.2 RECEPTION RATE

In some type of attack, the attacker aims to get a large number of packages, so the
receiving rate for this node has very high average. Note that the number of nodes
was increased relative to other nodes. Figure 5.4.2 shows an analysis of the rate
of receipt of the network nodes; we see that the nodes that have been selected to

carry out such attacks receives a greater number of packets than other nodes.
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5.4.2.3 FORWARDING RATE

There are attacks that aim to disrupt information exchanged in the network, like
the non-forwarding of some packages, which generates false information. The at-
tacking node records a lower average packet transfer to other nodes. Figure 5.4.3
shows an analysis of the data rate; we note that the average forwarding of malicious

nodes is less than that of other nodes.
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Figure 5.4.3: Forwarding rate analysis of normal nodes and malicious nodes.

5.4.2.4 RETRANSMISSION RATE

Unlike previous attacks, a kind of attack aims to retransmit the same packet multi-
ple times. Therefore, the transmission rate of the attackers is much more important
than the other nodes. Figure §.4.4 shows an analysis of the transmission rate; we
note that the average retransmission among attacker nodes is more important than

the other nodes.
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Figure 5.4.4: Retransmission rate analysis of normal nodes and malicious
nodes.

5.4.3 SIMULATION

We considered in the simulations of a network of sensors with 40 static nodes de-
ployed in a random manner in a square area of 100 x 100 m*. The simulation time
was for 800 seconds.

In the approach, where the Npg agent determines in its radio coverage as an in-
dicator of a neighboring node does not follow a normal distribution, the Euclidean
distance on this behavior is calculated to detect the suspect node execute an attack.

Our results show that IDS is running efficiently and accurately with a very low
false positive rate of less than 10% and a high of true positive rate more than 90%.
Moreover, nodes generally consume less energy.

As illustrated in the IDS model performance graph, the detection rate is almost
94% when the number of nodes IDS is high (more than 10 agents). However, we
have noticed an increase in energy consumption when the number of nodes ex-

ceeds 20 IDS agents.

178



—o— Detection rate —e— False positive rate

p
=
X
< 8o =
(]
e =1
9+
-
8 60 |- I
B
9]
(]
D
o 40 R
g
5
R7)
2 20/ e
)
=
]
b
o) | | |
o 10 20 30 40

Nodes
Figure 5.4.5: Intrusion detection rate.

The combination of the detection based on indicators and the collaboration be-
tween nodes allows the model intrusion detection to achieve a high rate intrusion
detection with a very small number of false alarms, when the number of IDS is
large (i.e. greater than 10 agents).

Thus, the use of our approach based on the normal distribution for intrusion
detection can meet the requirement of the application in terms of detection rates

of attacks and number of false alarms generated by IDS agents.

5.4.4 ENERGY CONSUMPTION

About the energy, from energy consumption graph in the figure 5.4.6, itis clear that
our detection model has low power consumption. This improvement is achieved
by the fact that IDS agents generate a low charge of communication and computa-
tion (low overhead communication and computation). In addition, our detection
modules involve energy consumption less than the techniques proposed in pre-

vious work, based on the core protocols of the 6LoWPAN network and limiting
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the number of monitored nodes, and the context of our application implies a low
density of nodes, which also has impact on energy consumption. Yet our detec-
tion frame has been evaluated and it has been shown to be effective, even when
the density of the network is high. Therefore, we can say that our model improves

the detection of network lifetime.
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Figure 5.4.6: Energy consumption evaluation.

5.5 CONCLUSION

We proposed a new detection approach based on behavioral concept of neighbor-
ing nodes. This is a new intrusion detection approach was recently proposed for
the identification of malicious nodes in LOWPANSs networks, it is based on the fact
that the neighbor nodes tend to have the same behavior, that is to say, the same
number of packets transmitted, received, and rejected, the same strength of the

generated signal, etc.
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In addition, we have applied this concept to detect attacks that can cause signif-
icant damage in 6LoOWPAN networks. In our approach, we assume that all nodes
that are located in the same group have the same behavior. Therefore, a node is
considered a potential attacker if its behavior differs from its neighbors in the same
group.

We focus in our study about the most known attacks that can be detected by
surveying the communications between the nodes and that are detectable only by
an IDS without considering specific attacks. We determined the indicators of these
attacks in order to determine the parameters to be monitored.

Our IDS research in 6LOWPAN networks was in the use of intrusion detection
policies by IDS agent and the location of these agents in the network nodes. In
the first, two major detection techniques have been proposed in the literature;
signature-based and anomaly-based detection. Each technique has advantages and
disadvantages. Ouridea was the use of the advantages of these techniques to counter
the attacks with a maximum load limit of computing and communication gener-
ated by IDS agents. In the second point, we tried to place them optimally in the
network to cover the entire network and have an overall view of the sensor nodes.

This leads to the detection of all malicious packets generated by the attackers.
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Conclusion

Securing medical confidentiality in the Internet of Things based on 6LoWPAN
networks is a challenge. Indeed, a LOWPAN network in general is a hostile en-
vironment, which brings several security challenges, due to its characteristics and
specificities (ad hoc networks, limited capacity, resource constraints, etc ...). At
these security constraints, there are the vulnerabilities of its integration to the In-
ternet, by its nature, a world filled of several threats in different forms. The deploy-
ment of SLOWPAN networks in healthcare applications also induces new events
to be considered when designing a solution to the security challenge.

The treatment of our work is divided into five chapters besides the introduc-
tion and the conclusion, we have clarified the state of the art in terms of Internet
of Things applications in the healthcare field, more precisely the 6LoOWPAN net-
works, after an exhaustive analysis of security-related needs where we defined the
main issues on which it relied to establish appropriate security solutions. We have
proposed two solutions to this end, a key management system as a first line of de-

fense and an intrusion detection system as a second line of defense.

CHAPTERS SUMMARY

We started in the first chapter with a discussion of the challenges brought by the
transition from the traditional Internet to the Internet of Things. We have intro-
duced the concept of the Internet of Things and how e-healthcare applications take

benefit. We also reported an introduction to detection devices; wireless sensors,
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their operation and constraints.

We explained that the purpose of the creation of the Internet of Things and the
development of its mechanisms is to empower independent devices and the direct
control of the human user, and to enable it to monitor and control remotely these
devices. The other objective of this development is to get more opportunities in
Decision Support Systems. The Gold Standard of the Internet of Things is the huge
impact it will have on many aspects oflife and daily behavior of potential users. We
have also introduced in this chapter the technology 6LoWPAN (IPv6 Low power
Wireless Personal Area Networks). We explained the context in which the IETF
6LoWPAN developed the technology to enable these devices to connect to the
Internet, and make the concept of the Internet of Things a reality.

We discussed how the Internet of Things will ofter many interesting opportuni-
ties in several areas: industrial and structural monitoring, environmental monitor-
ing, automotive, automation, etc., but nowhere it offers greater promise in the field
of e-healthcare, where its principles are already applied to improve access to care,
improve its quality and reduce its costs. The e-health applications are designed to
improve existing health services and improve the techniques of remote monitor-
ing, especially for people with difficulties such patients at risk, the disabled, the
elderly, children and the chronically ill. Automating the collection of data reduces
the risk of human error, caregivers in this case will provide reliable information
about the patient with a negligible error rate. This will improve the quality of di-
agnosis and avoid human error during collection or transmission of information,
which can have a harmful impact on the patients” health.

We have dealt in the second chapter with the 6LoWPAN technology by deter-
mining its mechanisms, the challenges faced and the requirements for its applica-
tion in the field. We analyzed the different solutions that have been proposed to
address these challenges.

The 6LoWPAN networks are created by connecting islands of wireless sensor
devices where each island has an end network on the Internet. It is a network that
IP packets are sent to or from its destination, but that does not act as a gateway to

other networks. The 6LoOWPAN architecture consists of a single or a set of LoW-
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PANSs. To obtain a 6LoWPAN network, we must have a LOWPAN network that
combines between two types of limited resources devices opting an IPv6 address:
host and router. The host device is the endpoint of the network, and the router
acts as a link between the endpoint devices. This devices separation are estab-
lished in agreement with the division proposed in IEEE 802.15.4 which divides
devices into two types: FFD (Full Function Device) or RFD (Reduced Func-
tion Devices). These nodes communicate with each other wirelessly via Ad Hoc
mode, i.e. without any infrastructure and they share the same IPvé6 prefix. Regard-
ing communication with other IP networks, it is established through the 6LoW-
PAN Border Router (6LBR). The 6LBR is a powerful machine, responsible for
determining the IPv6 prefix and its distribution to nodes, assumes the role of the
LoWPAN monitor and the controller, regulates sent and received packets traffic,
supports header compression and manages the operations of the Neighbor Dis-
covery Protocol (Neighbor Discovery). Each node in the LOWPAN must register
in 6LBR database.

Regarding routing, 6LOWPAN network has introduced new concepts and mea-
sures that are not addressed by other standard routing protocols in wireless net-
works. A new IETF working group was created under the name ROLL (Rout-
ing Over Low power and Lossy networks) to meet the requirements of routing
due to the implementation of the new adaptation layer (layer 6LoWPAN) in these
networks. The IETF-ROLL working group proposes the RPL routing protocol
(Routing Protocol for Low power and lossy networks) based on the concept of
the DAG (Direct Acyclic Graph) to avoid creating loops in the tree constructed by
the distance vector algorithm. RPL has the ability to build multiple return paths
to the same destination and defines alternative routes when default roads are in-
accessible. This protocol will target resource-limited networks in terms of energy,
power, and bandwidth, characterized by a high packet loss probability and a very
high error rate.

In the third chapter, we studied the security issue in 6LoOWPAN networks and
we have provided a detailed analysis of all it aspects, objectives, threats, attacks and

proposed solutions. In each section, we have summarized the main requirements
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that must be faced in order to design a security system complies with 6LoWPAN
networks for e-health applications.

We explained that the 6LoWPAN threats can be divided into two categories.
Those who seek to violate the confidentiality, authentication and integrity of the
network, and those who aim to break its performance. Our goal is to provide secu-
rity via an encryption system that protects network data and a control system that
seeks to detect malicious abnormal behavior in the network operation and prevent
harm to the performance. Our main challenge in designing a security system for
6LoWPAN network was to select optimal techniques to be adapted to the resource
constraints of its aircraft.

We have considered the findings of the analysis from this chapter in order to
avoid the shortcomings of existing solutions. We proposed an intrusion detection
system that protects the features and availability of 6LoOWPAN networks and si-
multaneously provides the security of internal and external communications net-
work, where most of the existing solutions focus only on one of these two. Al-
though our solution is designed for e-health applications, it can be adapted to other
areas.

In our previous study, we found that symmetric cryptography is most appropri-
ate for 6LOWPAN networks over asymmetric cryptography, because it does not
consume a lot of energy, it is fast and the key size is small. However, the major
problem with this type of cryptography is key establishment, where in particu-
lar apparatus of SLoOWPAN networks will communicate through the Internet with
other strange devices; that do not share them with no set information. We provide
a key management system for symmetric cryptography that provides a compre-
hensive solution safe and energy efficient.

Thus, regarding the Intrusion Detection System (IDS), we have established a set
of requirements that IDS must meet, such as the preservation of power transmis-
sion, which minimizes the data exchange between nodes, minimizing the impact
of a possible attack in critical applications, run in real time, monitoring of neigh-
bors, and stand in a distributed manner based on the cooperation of IDS agents.

We designed a system that meets these requirements while providing a high level
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of intrusion detection and low power consumption.

The fourth chapter presents our first line of defense; the establishment of cryp-
tographic key system. We designed this system to provide a solution for the key es-
tablishment in SLoWPAN networks to ensure its security, taking into account the
performance requirements like energy optimization, scalability, flexibility, mobil-
ity and connectivity. Our solution offers three types of security keys: a key pairs
between the medical system unit (MCU Medical Center Unit) and each node on
the 6LOWPAN network, shared group key between a parent node and its child
nodes, and end-to-end session key between a 6LoWPAN node and other IP de-
vice on the Internet. We also provide a detailed evaluation of the results from the
standpoint of security and energy consumption, which proves the effectiveness of
our proposed approach.

Based on the results of our experiments, we demand that our solution provides
optimal diet for key management. Until the time of this writing, we did not find in
the literature a complete symmetric cryptographic solution that secures internal
and external communications of the 6LoWPAN network. Most solutions are cop-
ing techniques created for sensor networks to ensure security within the 6LoW-
PAN and other minor technical solutions from end-to-end to ensure the security
of communications outside the 6LoWPAN. Offering a solution to a case inde-
pendently of the others can provide an effective solution, but it is incomplete for
6LoWPAN networks that exhibit a complete entity, nodes need to communicate
internally with the possibility to establish communications externally through the
Internet. Since the nodes have low resources, made to combine several separate
protocols with one goal, which is the network security, will overload the nodes
and the network.

The fourth chapter and last one presented the second line of defense; intrusion
detection system (IDS). We proposed a new detection approach based on moni-
toring the behavior of neighboring nodes. It is a new intrusion detection approach
was recently proposed for identifying malicious nodes in networks with resource
constraints. Itis based on the fact that the neighboring nodes tend to have the same

behavior, that s to say, the same number of packets sent, received, and rejected, the
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same strength of the generated signal, etc.

We proposed to establish the IDS as a powerful global agent that runs at the
base station and a lightweight agent running on each node. The overall agent has
access to information for all network nodes. On the other hand, local agents at
nodes monitor their neighbors. Its main objective is to detect misconduct mali-
cious nodes and launches an alert to the base station. The results show that the
proposed system is able to withstand attacks effectively and with less power con-
sumption.

Our IDS research problem in 6LoWPAN networks was in the use of intrusion
detection policies and the location of these agents in the network nodes. Two large
detection techniques have been proposed in the literature; signature-based IDS
and anomaly-based IDS. Each technique has advantages and disadvantages. Our
idea was to use the benefits of these defense techniques with a maximum load limit
of calculations and communication generated by IDS agents. Thus, we have tried
to place them optimally in the network to cover the whole network and have an
overall view of all nodes. This led to the detection of all malicious packets gener-

ated by the attackers.

SOLUTIONS LIMITS

Unfortunately, nothing is perfect, as regards the limits of our contribution, we can

mention:

o The security needs differ from an area to another and from a context to an-

other, so any proposal of a security management will be limited to its scope.

« If we want to generalize our solutions to other applications, it is estimated
thatitis optimized for Indoor Wireless Sensor Networks such as smarthomes

applications.

« Due to resource constraints, we limited our IDS system to a specified num-

ber of indicators. Which can leave escaped other threats.
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« Thus, very few researchers are working on security in a large-scale sensor
network, because it is difficult to implement and manage these systems in

this type of network.

« Also, lack of experimentation to evaluate the performance of proposed sys-

tem in its application in reality.

« Always within the limits of our work, we must know that even with opti-
mization, coupling cryptography IDS will lead to a significant energy con-

sumption.

FUTURE DIRECTIONS

The work done during the thesis offers several prospects that are located in the

extension of the work. We detail the major perspectives in what follows.

FORMAL VERIFICATION

The validation of our formal modeling of the impact of security policies in a 6LoW-
PAN network is our priority at the moment. Indeed, formal verification techniques
taking into account the energy are useful to analyze comprehensively the problem
of energy consumption in the network. Formal verification is an essential tool for
understanding the disadvantages of a given mechanism.

For example, to test a communication protocol by analyzing all possible cases
is very difficult to achieve using only simulations or experiments. So it will be in-
teresting to test the application of our proposal for the key management system
on other cryptographic algorithms to study the advantage and disadvantage of an
algorithm over another. First, it is necessary to find the abstractions and simplifi-
cations needed to do in order to have a functional and accurate model while main-
taining the desired operating network. So have a more detailed description would
be an advantage to address the real case and get more relevance on the obtained re-
sults. In addition, we need to start thinking about how these models can be applied

to systems that are more complex.
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PROBLEM OF SECURING THE NEIGHBOR DISCOVERY MECHANISM

The neighbor monitoring security mechanism used in our work is based on the
exchange of information between neighboring nodes. This exchange mechanism
is used by many other approaches. The major problem with all sensors network
security mechanisms is that each attack is treated alone. However, the attacker
can try to execute a well-defined combination of several simultaneous attacks in
the network. In this context, the challenge is to secure the exchange between the
various entities of the network to ensure the validity of data. Thus, a first track
would be to do statistical analysis on all the information gathered in one place and
later try to correlate this with the identities of the nodes so that the number of
attackers remains below a certain threshold and influence will be limited in the

network.
IMPROVEMENTS

In addition, several perspectives can be envisaged to improve our solution:

« Adaptation of our solution with other platforms, protocols and topologies

as the Internet of Things is an heterogeneous environment.

« Implement our models in a large-scale network and study the generated
time, and time required to manage the cryptographic keys and detect all

attacks in the network

« Implementing a machine learning system for the IDS global agent, to ex-

pand the detection area and improve the effectiveness of its prevention.

« The addition of a module for the nodes energy management, adapting a
collaborative approach for the management of cryptographic keys and the

management of the location of the IDS agents.

« In the end, the formal modeling of our system to deter and investigate all
possibilities of threats and its experimentation in a real environment to eval-

uate its performance.
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Conclusion

Sécuriser le secret médical au sein de I'Internet des objets basé sur les réseaux
6LoWPAN est un véritable challenge. En effet, un réseau LOWPAN en général
est un environnement hostile, qui apporte plusieurs défis de sécurité, da a ses car-
actéristiques et ses spécificités (réseaux ad hoc, capacités limités, contraintes de
ressources, etc ...). A ces contraintes de sécurité, s’ajoutent les vulnérabilités de
son intégration a l'internet, de par sa nature, un monde pourvu de plusieurs men-
aces sous différentes formes. Le déploiement des réseaux 6LoWPAN dans les ap-
plications de santé induit également de nouvelles épreuves a prendre en compte
lors de la conception de solution au défi lié a la sécurité.

Le traitement de notre travail est scindé en cinq chapitres en dehors de 'intro-
duction et la conclusion, dont nous avons précisé I'état de l'art en matiére des ap-
plications de I'Internet des objets dans le domaine de la santé en appuyant sur le
réseau 6LOWPAN aprés une analyse exhaustive des besoins liés a la sécurité ot on
a tiré les principales problématiques, sur lesquelles on s’est basé afin d’établir des
solutions convenables de sécurité. Nous avons proposé deux solutions a cet effet,
un systéme de gestion de clés comme premiére ligne de défense et un systéme de

détection d’intrusion comme deuxieme ligne de défense.

RESUME DES CHAPITRES

Nous avons commencé dans le premier chapitre par un examen des défis apportés

par le passage de I'Internet traditionnel a I'Internet des objets. Nous avons intro-



duit le concept de l'internet des objets, et comment les applications d’e-santé en
bénéficient. Nous avons rapporté également une introduction aux dispositifs de
détection ; les capteurs sans fil, leur fonctionnement et leurs contraintes.

Nous avons expliqué que l'objectif de la création de I'internet des objets et le
développement de ses mécanismes est de rendre les dispositifs plus autonomes et
indépendants du controle direct de l'utilisateur humain, ainsi, pour lui permettre
de surveiller et de controler a distance ces dispositifs. Lautre objectif de cette évo-
lution est d’'obtenir plus d'opportunités dans l'aide a a prise de décision. Le Gold
standard del'internet des objets est 'énorme impact qu’il aura sur plusieurs aspects
delavie et le comportement du quotidien des utilisateurs potentiels. Nous avons
introduit également dans ce chapitre la technologie 6LoWPAN (IPv6 Low power
Wireless Personal Area Networks); L'IPv6 sur les réseaux sans fil personnels a
faible puissance. Nous avons expliqué le contexte dont 'TETF a développé la tech-
nologie 6LOWPAN afin de permettre a ces appareils de se connecter a I'Internet,
et de rendre le concept de I'internet des objets une réalité.

Nous avons discuté comment I'internet des objets offrira de nombreuses oppor-
tunités intéressantes dans plusieurs domaines : surveillance industrielle et struc-
turelle, surveillance de 'environnement, a 'automobile, 'automatisation, etc., mais
nulle part il offre une plus grande promesse que dans le domaine de l'e-santé, ot
ses principes sont déja appliquées pour améliorer 'accés aux soins, améliorer leur
qualité et réduire leurs cotits. Les applications d’e-santé sont congues afin d'améliorer
les services de santé existants et améliorer les techniques de la surveillance a dis-
tance, surtout pour les personnes avec des difficultés tels les malades a risque, les
handicapés, les personnes dgées, les enfants et les malades chroniques. L'automati-
sation de la collecte des données réduit le risque d’erreur humaine, les soignants
dans ce cas fourniront des informations fiables sur le patient avec un taux d’erreur
négligeable. Cela permettra d'améliorer la qualité du diagnostic et éviter toute er-
reur humaine pendant la collecte ou la transmission des informations, qui peut
avoir un impact néfaste sur la santé des patients.

Nous avons traité dansle deuxiéme chapitre la technologie SLoOWPAN en déter-

minant ses mécanismes, les enjeux confrontés ainsi que les exigences de son appli-



cation sur le terrain. Sur ce nous avons analysé les différentes solutions qui ont été
proposées pour relever ces défis.

Les réseaux 6LoWPAN sont créés en connectant des ilots de dispositifs de cap-
teurs sans fil ot chaque ile présente un réseau de bout sur I'Internet. C'est un réseau
que les paquets IP sont envoyés vers ou a partir de sa destination, mais qui n’agit pas
comme une passerelle vers d'autres réseaux. L'architecture SLOWPAN se compose
d’un seul ou d’'un ensemble de LOWPANSs. Afin d’obtenir un réseau 6LoWPAN,
nous devons avoir un réseau LOWPAN qui combine deux types de dispositifs de
ressources limitées optant d’une adresse IPv6: hote et routeur. Le dispositif hote
présente le point final du réseau, et le routeur agit comme un lien entre les dis-
positifs d’extrémité. Cette séparation des dispositifs s’établi en accord a la division
proposé dans la norme IEEE 802.15.4 qui répartit les dispositifs en deux types :
FFD (de l'anglais Full Function Devices, « équipement ayant la totalité des fonc-
tions » ) ou RFD (de I'anglais Reduced Function Devices, « équipement ayant des
fonctions réduites »). Ces nceuds communiquent entre eux sans fil en mode ad
hoc, cest & dire sans avoir aucune infrastructure et ils partagent le méme préfixe
IPv6. En ce qui concerne la communication avec d’autres réseaux IP, il s%établi a
travers le routeur de bordure du 6LoOWPAN (6LBR). Le 6LBR est une machine
puissante, chargé de déterminer le préfixe IPv6 et sa distribution aux nceuds, as-
sume le réle du moniteur et le contréleur du LOWPAN, réglemente le trafic de pa-
quets envoyés et recus, soutient les opérations de compression de I'en-téte du pa-
quet, gére les opérations du protocole Neighbor Discovery (découverte de voisi-
nage), 1a ot chaque nceud dans le LoOWPAN doit s'enregistrer dans la base de don-
nées du 6LBR.

En ce qui concerne le routage, le réseau 6LOWPAN a introduit de nouveaux con-
cepts et des mesures qui ne sont pas traités par d’autres protocoles de routage stan-
dard dans les réseaux sans fil. Un nouveau groupe de travail IETF a été créée sous
le nom de ROLL (Routing Over Low power and Lossy networks) pour répondre
aux exigences du routage di a la mise en ceuvre de la nouvelle couche d’adaptation
(couche 6LoWPAN) dans ces réseaux. Le groupe de travail IETF-ROLL pro-

pose le protocole de routage RPL (Routing Protocol for Low power and lossy



networks) basé sur le concept du DAG (graphe orienté acyclique, de I'anglais «
Direct Acyclic Graph ») pour éviter de créer des boucles dans l'arbre construit
par l'algorithme de vecteur de distance. RPL a la capacité de construire multiples
chemins de retour vers la méme destination et définit les itinéraires de rechange
lorsque les routes par défaut sont inaccessibles. Ce protocole ciblera les réseaux de
ressources limitées en termes d'énergie, de puissance, de bande passante et ayant
une forte probabilité de perte de paquets avec un taux d’erreur trés important.

Dans le troisiéme chapitre, nous avons étudié la question sécurité dans les
réseaux 6LOWPAN et nous avons fourni une analyse détaillée de tous les aspects
informatiques, les objectifs, les menaces, les attaques ainsi que les solutions pro-
posées. Dans chaque section, nous avons résumé les principales exigences auxquelles
on doit faire face afin de concevoir un systéme de sécurité conforme aux réseaux
6LoWPAN pour les applications d’e-santé.

Nous avons expliqué que les menaces SLOWPAN peuvent étre divisées en deux
catégories. Ceux qui visent a violer la confidentialité, 'authentification etl'intégrité
du réseau, et ceux qui ont comme objectif de briser sa performance. Notre objectif
pour assurer la sécurité est de fournir un systéme de cryptage qui protege les don-
nées de réseau et un systéme de contréle qui cherche a détecter le comportement
anormal malveillant dans le fonctionnement du réseau et I'empécher de nuire ala
performance de ce dernier. Notre principal défi dans la conception d’un systéme
de sécurité pour le réseau 6LOWPAN était de sélectionner des techniques opti-
males qui doivent étre adapté aux contraintes de ressources de ses appareils.

Nous avons considéré les conclusions des analyses tirées dans ce chapitre afin
d’éviter les lacunes des solutions existantes. Nous avons proposé un systéme de
détection d’intrusion qui protége les fonctionnalités et la disponibilité des réseaux
6LoWPAN et fournit simultanément la sécurité des communications internes et
externes du réseau, 1 ou la plupart des solutions existantes se concentrent seule-
ment sur un de ces deux. Bien que notre solution soit congue pour les applications
d’e-santé, il peut étre adapté a d’autres domaines.

Selon notre étude précédente, nous avons conclu que la cryptographie symétrique

est la plus appropriée pour les réseaux 6LoWPAN par rapport a la cryptographie



asymétrique, car elle ne consomme pas beaucoup d’énergie, elle est rapide et la
taille des clés est petite. Cependant, le probléme majeur avec ce type de cryp-
tographie est I'établissement de clés, la o1 en particulier les appareils des réseaux
6LoWPAN devront communiquer par Internet avec d’autres dispositifs étranges ;
qui ne partagent avec eux aucune information préétablie. Nous proposons un sys-
téme de gestion des clés pour la cryptographie symétrique qui fournit une solution
exhaustive en sécurité et efficace en énergie.

Ainsi, en ce qui concerne le systéme de détection d’intrusion (IDS), nous avons
établi un ensemble d’exigences qu'un IDS doit satisfaire, tels que la préservation
de la puissance de transmission, ce qui minimise I'échange de données entre les
nceuds, en minimisant 'impact d’'une attaque possible dans les applications cri-
tiques, de fonctionner en temps réel, la surveillance des voisins, et se placer d'une
maniére distribuée basant sur la coopération des agents IDS. Nous avons congu un
systéme qui répond a ces exigences, tout en offrant un niveau élevé de détection
d’intrusion et une consommation faible d’énergie.

Le quatriéme chapitre présente notre premiére ligne de défense ; le systeme
d’établissement des clés de cryptographie. Nous avons congu ce systéme pour
fournir une solution pour I'établissement des clés dans les réseaux 6LOWPAN pour
assurer sa sécurité, en tenant compte des exigences de performance dont I'optimi-
sation de I'énergie, I'évolutivité, la flexibilité, la mobilité et la connectivité. Notre
solution offre trois types de clés de sécurité : une clé par paires entre I'unité cen-
trale médicale MCU (Medical Center Unit) et chaque nceud sur le réseau 6LoW-
PAN, une clé de groupe partagé entre un nceud parent et ses nceuds enfants, et
une clé de session de bout en bout entre un nceud 6LoWPAN et autre dispositif
IP sur Internet. Nous fournissons également une évaluation détaillée des résultats
du point de vue sécurité et consommation d’énergie qui prouve la pertinence de
notre approche proposée.

Sur la base des résultats de nos expériences, nous réclamons que notre solu-
tion fournit un régime optimal pour la gestion des clés. Jusqua la rédaction de ce
document, nous n'avons pas trouvé dans la littérature une solution de cryptogra-

phie symétrique complete qui sécurise les communications internes et externes du



réseau 6LoWPAN. La plupart des solutions sont des techniques d’adaptation créés
pour les réseaux de capteurs afin assurer la sécurité a I'intérieur du 6LoWPAN et
d’autres techniques légéres de solutions de bout-en-bout pour assurer la sécurité
des communications en dehors du 6LoWPAN. Offrant une solution a un cas in-
dépendamment des autres peut fournir une solution efficace mais elle est incom-
pléte pour les réseaux 6LOWPAN qui présentent une entité compléte, les nceuds
ontbesoin de communiquer en interne avec la possibilité d’établir des communica-
tions en externe a travers I'Internet. Puisque les nceuds ont des ressources faibles,
le faite de combiner plusieurs protocoles distincts avec un seul objectif, qui est la
sécurité du réseau, va surcharger les nceuds et le réseau.

Le cinquiéme et le dernier chapitre a présenté la deuxiéme ligne de défense ;
le systéme de détection d’intrusion (IDS). Nous avons proposé une nouvelle ap-
proche de détection basée sur la surveillance du comportement des nceuds voisins.
C’estune nouvelle approche de détection d’intrusion qui a été récemment proposé
pour l'identification des nceuds malveillants dans les réseaux avec contraintes de
ressources. Elle est basée sur le fait que les noeuds voisins ont tendance a avoir le
méme comportement, c’est-a-dire le méme nombre de paquets envoyés, regus, et
rejeté, la méme force du signal généré, etc.

Nous avons proposé d’établir I'TDS sous forme d’'un agent puissant global qui
s'exécute au niveau de la station de base et un agent léger fonctionnant sur chaque
nceud. Lagent global aaccés auxinformations de tousles nceuds duréseau. D’autre
part, les agents locaux au niveau des noeuds surveillent leurs voisins. Son princi-
pal objectif est de détecter la mauvaise conduite des nceuds malveillants et lance
une alerte 4 la station de base. Les résultats montrent que le systéme proposé est
capable de résister aux attaques avec efficacité et avec moins de consommation
d’énergie.

Notre problématique de recherche d'IDS dans les réseaux 6LOWPAN était dans
l'utilisation des politiques de détection d’intrusion et 'emplacement de ces agents
dans les nceuds du réseau. Deux grandes techniques de détection ont été pro-
posées dans la littérature ; la détection basée sur la signature et la détection basée

sur'anomalie. Chaque technique a des avantages et des inconvénients. Notre idée



était 'utilisation des avantages de ces techniques de défense avec une limitation
maximale des charges de calculs et de la communication générée par les agents
IDS. Ainsi, nous avons essayé de les placer de maniere optimale dans le réseau pour
couvrir I'ensemble du réseau et avoir une vue globale de tous les nceuds. Ceci a

conduit a la détection de tous les paquets malveillants générés par les attaquants.

PERSPECTIVES

Le travail effectué au cours de la thése offre plusieurs perspectives qui sont situés
dans le prolongement du travail. Nous détaillons seulement deux majeures per-

spectives dans ce qui suit.

VERIFICATION FORMELLE

La validation de notre modélisation formelle sur 'impact des politiques de sécu-
rité dans un réseau 6LoWPAN est notre priorité pour le moment. En effet, les
techniques de vérification formelle en tenant compte de Iénergie sont utiles pour
analyser de maniére exhaustive le probléme de la consommation d’énergie dans le
réseau. La vérification formelle est un outil essentiel pour comprendre les incon-
vénients d'un mécanisme donné.

Par exemple, pour tester un protocole de communication par 'analyse de tous
les cas possibles est trés difficile a réaliser en utilisant uniquement des simulations
ou des expériences. Ainsi, il sera intéressant de tester I'application de notre propo-
sition du systéme de gestion de clés sur d’autres algorithmes cryptographiques
pour étudier I'avantage et le désavantage d’'un algorithme par rapport un autre.
Mais d’abord, il est nécessaire de trouver les abstractions etles simplifications néces-
saires a faire afin d’avoir un modéle fonctionnel et précis tout en maintenant le
fonctionnement souhaité d'un réseau SLOWPAN. Donc, avoir une description plus
détaillée serait un avantage pour aborder le cas réel et d’'obtenir plus de pertinence
sur les résultats obtenus. En outre, nous devons commencer a penser sur comment

ces modéles peuvent étre appliqués sur des systémes plus compliqués.



PROBLEME DASSURER LE MECANISME DE DECOUVERTE DE VOISINAGE

Le mécanisme de sécurité de voisinage utilisé dans notre travail est basé surI'échange
d’informations entre les nceuds voisins. Ce mécanisme d’échange est utilisé par de
nombreuses autres approches. Le probléme majeur avec tous les mécanismes de
sécurité de réseau de capteurs est que chaque attaque est traitée seule. Cependant,
l'attaquant peut essayer d’exécuter une combinaison bien définie de plusieurs at-
taques simultanément dans le réseau. Dans ce contexte, le défi est de sécuriser les
échanges entre les différentes entités du réseau afin d’assurer la validité des don-
nées. Ainsi, une premiére piste serait de faire des analyses statistiques sur toutes
les informations recueillies dans un endroit et essayez plus tard de corréler tout cela
avec les identités des nceuds de sorte que le nombre d’attaquants reste en dessous

d’un certain seuil et leur influence soit limitée dans le réseau.

AMELIORATIONS

Par ailleurs, plusieurs perspectives peuvent étre envisagées pour améliorer davan-

tage ces travaux:

« Ladaptation du fonctionnement de notre solution avecles autres plateformes,

protocoles et topologies du faite que 'IdO est un environnement hétérogene

« Implémenter nos modeles dans un réseau a grande échelle et étudier le délai
généré, et le temps requis, pour gérer les clés de cryptographie et détecter

toutes les attaques survenues dans le réseau

« Limplémentation d’un systéme d’apprentissage automatique pour l'agent
global du systeme IDS, afin délargir le champ de détection, et daméliorer

lefficacité de ses préventions.

« Lajout d'un module appart pour la gestion de I'énergie des nceuds, en adap-
tant une approche collaborative pour la gestion des clés de cryptographie et

la gestion de 'emplacement des agents IDS.



« Enfin,lamodélisation formelle de notre systéme pour contrecarrer et étudier
toutes les possibilités de menaces, et son expérimentation dans un environ-

nement réel pour évaluer ses performances.
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AVISPA simulations

B.1 LoWPAN KEY EVALUATION

The HLPSL code is:

role role R(R:agent,IdN:text,SND,RCV:channel(dy))
played_by R

def=

local

State:nat,Ts:text,S:text,Te:text,
Ker:symmetric_key,Krn:symmetric_key

init

State := 0

transition

1. State=0 /\ RCV({S'.Ts'.Te'} Ker')
=|> State':=1

4. State=1 /\ RCV({{IdN}_Krn'}_Ker)
=|> State':=2

end role
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role role E(E:agent,S:text,SND,RCV:channel(dy))
played_by E

def=

local State:nat,Te:text,Ts:text,
Ker:symmetric_key,IdN:text,Krn:symmetric_key
init

State := 0

transition

1. State=0 /\ RCV(start) =|> State':=1

/\ Ker':=new() /\ Te':=new() /\ Ts':=new()
/\ SND({S.Ts'.Te'} Ker') /\ SND(S.Ts'.Te')
3. State=1 /\ RCV({IdN'} _Krn') =|> State':=
/\ SND({{IdN'} Krn'}_Ker)

end role

role role N(N:agent,IdN:text,SND,RCV:channel(dy))
played_by N
def=
local State:nat,Te:text,S:text,Ts:text,Krn:symmetric_key
init
State := 0
transition
2. State=0 /\ RCV(S'.Ts'.Te')
=|> State':=1 /\ Krn':=new() /\ SND({IdN} Krn')
end role
role sessionl(S:text,E:agent,R:agent,N:agent,IdN:text)
def=
local
SND3,RCV3,SND2,RCV2,SND1,RCV1: channel (dy)
composition
role N(N,IdN,SND3,RCV3)
/\ role E(E,S,SND2,RCV2)
/\ role R(R,IdN,SND1,RCV1)
end role

role environment ()
def=
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const
r:agent,s:text,e:agent,n:agent,
const_1l:text,auth_1l:protocol_id
intruder_knowledge = {}
composition
sessionl(s,e,r,n,const_1)

end role

goal
authentication_on auth_1
end goal

environment ()

B.2 INTER-LOWPAN KEY EVALUATION

The HLPSL code is:

role role R(R:agent,IdM:text,Ker:symmetric_key,
Krn:symmetric_key,Krm:symmetric_key,SND,RCV:channel (dy))
played_by R
def=
local
State:nat,Kn:symmetric_key
init
State := 0
transition
3. State=0 /\ RCV({{IdM.Kn'}_Krn}_Ker)
=|> State':=1 /\ SND({{Kn'} Krm} Ker)
end role

role role_E(E:agent,S:text,Ker:symmetric_key,
SND,RCV: channel(dy))

played_by E

def=
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local
State:nat,IdM:text,Krn:symmetric_key,
Krm:symmetric_key,Kn:symmetric_key

init
State := 0
transition

2. State=0 /\ RCV({IdM'.Kn'} Krn')

=|> State':=1 /\ SND({{IdM'.Kn'} Krn'} Ker)
4. State=1 /\ RCV({{Kn} Krm'} Ker)

=|> State':=2 /\ SND({Kn} Krm')
end role

role role N(N:agent,Krn:symmetric_key,
Kn:symmetric_key,SND,RCV:channel(dy))
played_by N
def=
local
State:nat,IdM:text,T:text
init
State := 0
transition
1. State=0 /\ RCV(IdM')
=|> State':=1 /\ SND({IdM'.Kn} Krn)
6. State=1 /\ RCV({T'}_Kn)
=|> State':=2
end role

role role M(M:agent,IdM:text,Krm:symmetric_key,
SND,RCV:channel(dy))
played_by M
def=
local
State:nat,Kn:symmetric_key,T:text
init
State := 0
transition
1. State=0 /\ RCV(start)
=|> State':=1 /\ SND(IdM)
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5. State=1 /\ RCV({Kn'}_Krm)
=|> State':=2 /\ T':=new() /\ SND({T'} Kn')
end role

role sessionl(Kn:symmetric_key,Krn:symmetric_key,
N:agent,R:agent,E:agent,S:text,Ker:symmetric_key,
M:agent,IdM:text ,Krm:symmetric_key)

def=

local
SND4,RCV4,SND3,RCV3,SND2,RCV2,SND1,RCV1: channel (dy)
composition

role M(M,IdM,Krm,SND4,RCV4)

/\ role N(N,Krn,Kn,SND3,RCV3)

/\ role E(E,S,Ker,SND2,RCV2)

/\ role R(R,IdM,Ker,Krn,Krm,SND1,RCV1)

end role

role environment ()

def=

const

const_1l:text,m:agent,s:text,r:agent,
key4:symmetric_key,key2:symmetric_key,n:agent,e:agent,
keyl:symmetric_key,key3:symmetric_key,auth_1:protocol_id
intruder_knowledge = {}

composition
sessionl(key2,key4,n,r,e,s,keyl,m,const_1,key3)

end role

goal
authentication_on auth_1

end goal

environment ()
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