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“Science is a way of thinking much more than it is a body of knowledge.”

Carl Sagan
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Abstract

In our real world, human interactions and learning are naturally characterised
to be multimodal. We use multiple senses and modalities to explore our en-
vironment and to confirm with a unified view of our uncertain interpretations
through perceived properties from each modality. Similarly to human experi-
ence, the increasing availability of multiple sensors gave rise to a diverse and
large amount of data. Such growth gained remarkable attention from the ma-
chine learning community for finding suitable learning algorithms that allow
exploiting those multimodal databases to form a unified picture, disambiguat-
ing and increasing the system robustness. Beyond this remarkable progress,
society begins to realise that systems designed to assist people in various tasks
can also harm individuals and society explicitly or implicitly through unwanted
inferences. This thesis develops new approaches based on the fusion of multi-
modal data provided by Multisensor systems covering two main perspectives.
The first is related to the learning problem point of view, where the goal is
to study how to fuse multiple types of information to effectively exploit the
potential they provide and therefore improve the recognition system perfor-
mance. While the second relates to the ethical implications of the application
by studying the potential risks related to privacy when unprotected data collec-
tion through zero permission sensors data is combined with unwanted inferences
learned from multiple modalities. Two main applications were studied in this
research. Namely, face classification related tasks including gender, ethnicity,
and expressions classification using both RGB and depth data provided by the
Kinect sensor, and the speech inference problem using motion data provided
by zero permission sensors built-in mobile devices. Comprehensive experiments
were conducted on the available benchmark datasets with various multi-feature
and multimodal settings to show our models effectiveness and to discuss their
concerns.

Key Words: Multimodal learning, multi-sensory systems, kinect, smartphones,
privacy
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Résumé

Dans notre monde réel, les interactions et 'apprentissage humain sont naturelle-
ment caractérisés comme étant multimodaux. Nous utilisons de multiples sens
et modalités pour explorer notre environnement et pour confirmer avec une
vue unifiée nos interprétations incertaines a travers les propriétés percues de
chaque modalité. De méme, pour I'expérience humaine, la disponibilité crois-
sante de capteurs multiples a donné lieu a une grande quantité de données diver-
sifiées. Cette croissance a attiré une attention remarquable de la communauté
de I'apprentissage automatique pour trouver des algorithmes d’apprentissage
appropriés qui permettent d’exploiter ces bases de données multimodales pour
former une image unifiée, lever 'ambiguité et augmenter la robustesse du sys-
teme. Au-dela de ces progres remarquables, la société commence a se rendre
compte que les systemes concus pour aider les gens dans diverses taches peu-
vent également nuire aux individus et a la société de fagon explicite ou implicite
par des inférences non désirées. Cette these développe de nouvelles approches
basées sur la fusion des données multimodales fournies par les systemes Multi-
capteurs couvrant deux perspectives principales. La premiere est liée au point
de vue du probleme d’apprentissage, ou l'objectif est d’étudier comment fu-
sionner plusieurs types d’informations pour exploiter efficacement le potentiel
qu’elles offrent et donc améliorer la performance du systéme de reconnaissance.
Bien que la deuxiéme porte sur les implications éthiques de I’application en étu-
diant, les risques potentiels liés a la protection de la vie privée lorsque la collecte
de données non protégées a travers des capteurs sans autorisation est combinée
a des inférences non désirées tirées de multiples modalités. Deux applications
principales ont été étudiées dans le cadre de cette recherche. Il s’agit notam-
ment des taches liées a la classification des visages, y compris la classification du
genre, du groupe ethnique et des expressions a 1’aide des données couleur et de
la profondeur fournies par le capteur Kinect, et du probléeme d’inférence vocale
a 'aide des données de mouvement fournies par des capteurs sans permission
intégrés aux appareils mobiles. Des expériences exhaustives ont été menées
sur des ensembles de données de référence disponibles avec divers parametres
multimodaux et multi caractéristiques pour montrer d’abord 'efficacité de nos
modeles et ensuite pour discuter de leurs préoccupations.

Mots-clefs: Apprentissage multimodale, systemes multicapteurs, kinect, smart-
phones, confidentialité
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Chapter 1

Résumé détaillé

1.1 Contexte generale

Cette these aborde I'apprentissage multimodal dans le cadre de deux applica-
tions. La premiere application concerne la classification des visages a 'aide de
deux types d’informations visuelles fournies par le capteur Kinect, a savoir les
images couleur et les données de profondeur. La deuxieme aborde le probleme de
la reconnaissance vocale a ’aide de mesures de mouvement, a savoir les données
de 'accélérometre et les enregistrements du récupérateur d’énergie vibratoire.
La présente these explore deux perspectives différentes. La premiere perspective
examine les taches du point de vue de 'apprentissage automatique, et la seconde
se concentre sur la 1'utilité des applications abordées dans cette recherche. Du
point de vue de l'apprentissage automatique, la recherche présentée dans cette
theése se focalise sur 'apprentissage multimodal. Ce dernier peut étre défini
comme l'apprentissage des représentations pour des problemes spécifiques en
exploitant d’une maniere simultanée une ou plusieurs types d’informations afin
d’apprendre des informations complémentaires et améliorer la performance de
I’apprentissage. Dans le contexte actuel du monde digital numériquement con-
necté, une grande quantité de données en perpétuelle croissance est intégrée et
présentée sous différents formats (images, textes, vidéos...). Cette croissance of-
fre des informations riches et diverses sur un phénomeéne donné. Par conséquent,
elle souléve de plus en plus des questions et gagne I'attention de la communauté
de recherche sur l'apprentissage automatique. L’apprentissage automatique
multimodal présente plusieurs avantages par rapport a ’apprentissage automa-
tique uni modal car il offre une image unifiée et une vue globale du phénomene
étudié. De plus, il peut surmonter les limites des systéemes unimodaux, ce
qui conduit a améliorer la prise de décision. Cependant, 'apprentissage des
données multimodales est I'un des problémes les plus compliqués dans le do-
maine de I'apprentissage automatique, étant donné I’hétérogénéité des données
et la difficulté de combiner plusieurs informations sémantiques de haut niveau
fournies par diverses sources. Selon Morency et al. [1], les principaux dé-
fis de I'apprentissage automatique multimodal sont classés en cing catégories :
représentation, traduction, alignement, fusion et co-apprentissage. Dans notre
these, nous avons principalement abordé les aspects fusion et représentation.



1.1. Contexte generale 3

Du point de vue pratique, les travaux de recherches présentés dans cette these
exploitent des données multimodales dans deux applications différentes. Le
point de départ portait sur le probleme de classification de visages en utilisant
deux types d’informations visuelles, a savoir les images couleur et données de
profondeur. Avec le développement des technologies abordables de la détection
de profondeur comme le Microsoft Kinect, I’acquisition d’images de haute qual-
ité contenant des informations de couleur (texture) et de profondeur (forme)
devient facile. Cela a attiré de nombreux chercheurs en vision par ordinateur
de chercher a exploiter ces informations dans les problemes de classification et
la reconnaissance. Cette partie aborde le probleme de la classification des vis-
ages dans le contexte des images couleur et de profondeur (données RGB-D).
Le but était d’étudier combien les données de profondeur peuvent améliorer la
qualité de reconnaissance des systemes de vision standard, ainsi de compren-
dre comment nous pouvons exploiter le potentiel que ces données fournissent.
Nous avons démontré a travers des problemes de classification du genre, de la
classification du groupe ethnique et des expressions que l'information de la pro-
fondeur est pertinente permettent d’améliorer la performance de ces systemes
de classification. Suite a la croissance rapide de la technologie des capteurs et
de lintelligence artificielle, la société a commencé a réaliser que les systeémes
congus pour aider les gens dans leur vie quotidienne peuvent également nuire
aux individus et a la société. Un tel préjudice peut se produire dans plusieurs
dimensions, allant de I'intrusion dans la vie privée causée par une utilisation
abusive des données personnelles par des algorithmes d’apprentissage automa-
tique avancés, a la discrimination causée par des algorithmes entrainés sur des
données biaisées ou a des algorithmes non transparents causant un sérieux in-
convénient. Ceci nous amene au point de départ de la deuxieme partie de cette
these. Nous avons étudié les problemes de confidentialité liés a 1'utilisation abu-
sive de 'apprentissage automatique lorsque les données personnelles ne sont pas
protégées. Nous nous sommes principalement concentrés sur les données col-
lectées a partir de capteurs dites a zéro-autorisation intégrés dans les appareils
mobiles, principalement 'accélérometre et le récupérateur d’énergie vibratoire.
Des études récentes révelent que les capteurs de mouvement mobiles sont sensi-
bles a la voix humaine et sont donc sujets aux attaques par canal latéral. Notre
objectif ici est de sensibiliser aux risques potentiels liés a la fuite d’informations
sensibles de ces capteurs sur la parole. Par conséquent, nous avons étudié a quel
point la confidentialité des utilisateurs peut étre compromise par l'extraction
d’informations vocales via plusieurs capteurs de mouvement. Nous avons étudié
la faisabilité et la complémentarité entre les modalités des capteurs de mouve-
ment dans un scénario d'un appareil a multiples capteurs. Grace a ce travail,
nous avons démontré que 'apprentissage multimodal rend les attaques de con-
fidentialité de la parole basées sur des capteurs de mouvement plus faciles a
réaliser en extrayant les propriétés acoustiques utiles des structures de données
complexes.
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1.2 Objectifs et questions de recherche

Sur la base de la discussion ci-dessus, les deux principaux objectifs de cette
recherche sont: Premierement, améliorer la performance de reconnaissance dans
les systemes multi-capteurs en combinant les informations fournies par plusieurs
sources. Deuxiemement, accroitre la sensibilisation du public aux implications
éthiques de T'utilisation abusive de 'apprentissage automatique multimodal
lorsque les données ne sont pas protégées. Répondre a ces deux objectifs nous
amene aux questions suivantes:

e Comment combiner efficacement les données acquises a partir de plusieurs
sources de l'information afin d’exploiter le potentiel qu’elles offrent?

e Dans quelles taches d’apprentissage, 'apprentissage multimodal présente-
t-il des avantages par rapport a I’apprentissage monomodal?

e Quelles sont les préoccupations sociales / éthiques causées par 1'utilisation
abusive de données non protégées par des algorithmes d’apprentissage
automatique?

e Dans quelle mesure la combinaison de données provenant de différentes
sources peut augmenter le probleme de violation de la vie privée grace a
de précises inférences non désirées?

1.3 Aspects étudiés

Trois aspects majeurs ont été explorés dans cette these. A savoir, les aspects
liés au probleme d’apprentissage, les défis liés a I'apprentissage multimodal et
les aspects dérivés des implications éthiques de 'apprentissage automatique.

1.3.1 Défis liés au probleme d’apprentissage

Parmi les différentes taches d’apprentissage automatique, nous nous sommes
concentrés dans cette these sur les taches de classification. Dans un prob-
leme d’apprentissage, la qualité et la quantité des données de 'apprentissage
sont importantes. Cependant, dans les applications de classification du monde
réel, les ensembles de données souffrent de nombreux problemes, notamment
le bruit, une distribution déséquilibrée entre les exemples que contient chaque
classe, la grande dimensionnalité et petite taille de la base de données. Les
algorithmes d’apprentissage ont besoin d'une quantité suffisante et représen-
tative de données pour pouvoir construire un algorithme capable de faire une
généralisation. Sans un ensemble d’entrainement volumineux et informatif, un
classificateur peut étre induit en erreur ce qui peut amener a un probleme de
surapprentissage. Ainsi, il est important de bien explorer I’ensemble de données
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et de comprendre les objectifs d’apprentissage afin de concevoir une approche
d’apprentissage automatique appropriée. Cette these se concentre sur la clas-
sification et ses principaux défis, ou de nombreuses techniques ont été étudiées
pour le traitement de ces problemes.

1.3.2 Défis liés a 'apprentissage multimodal

Les informations du monde réel peuvent étre décrites par divers types de données
fournies par différents capteurs. Dans cette these, nous développons différents
algorithmes d’apprentissage pour différents types de données en exploitant leur
complémentarité et leur potentiel. Deux problemes ou les données sont fournies
par deux capteurs sont étudiés. Dans la premiere application, une approche de
fusion a été proposée pour combiner les données RGB et de profondeur fournies
par le capteur Kinect pour résoudre différentes taches de classification des vis-
ages. Cette approche permet d’exploiter efficacement le potentiel des informa-
tions rgb-d et en méme temps de faire face a la forte variance intra-classe des
images de visage. Dans la deuxieme application, la représentation multimodale
a été apprise a partir des données fournies par deux appareils mobiles intégrés
a capteurs de mouvement, a savoir le accélérometre et le récupérateur d’énergie
vibratoire. Le but est d’apprendre une représentation pertinente entre les deux
types d’informations & travers les couches des réseaux de neurones profonds.

1.3.3 Implications éthiques de l’apprentissage automa-
tique

La révolution des données, associée aux algorithmes d’apprentissage automa-
tique, est rapidement adoptée dans le monde de ’économie et dans la société.
Bien que cela apporte de nombreux avantages, des débats plus larges sont lancés
pour sensibiliser le public aux préoccupations potentielles pour la société telles
que le manque d’équité algorithmique (conduisant a des décisions discrimina-
toires), la manipulation potentielle des utilisateurs, la violation de la vie privée
et des risques liés a la sécurité et a la cybersécurité. Dans cette theése, nous avons
étudié, en particulier, les risques pour la vie privée liés a 1'utilisation abusive
de I'apprentissage automatique par des inférences indésirables, principalement
lors de l'utilisation de données provenant de plusieurs capteurs. L’objectif de
ce travail est de garder les utilisateurs pleinement conscients de la maniere de
se protéger contre tout type de menace pour la vie privée et de les sensibiliser
aux implications éthiques de l'utilisation abusive de 'apprentissage automa-
tique pour encourager 1'utilisation responsable des données et de I'Intelligence
artificielle.
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1.4 Contributions

Amélioration de la performances: analyse des visages a 1’aide de don-
nées RVB-D

Etude préliminaire: Etude de I'utilité des données de profondeur
pour la classification des visages Dans la premiere partie de cette recherche,
I’'objectif était d’améliorer les performances de classification en exploitant le po-
tentiel fourni par les images de visage couleurs et de profondeur fournies par
le capteur Kinect. Dans un premier temps, nous avons réalisé une étude ex-
périmentale en comparant la performance des images de profondeur par rap-
port aux images couleur et leur combinaison pour comprendre 'utilité d’utiliser
I'information de profondeur et d’évaluer sa pertinence pour trois problémes
de classification. A savoir, la classification du genre, du groupe ethnique et
des expressions. Nous avons proposé un schéma de fusion des informations
multimodales en sélectionnant le sous-ensemble constitué des caractéristiques
pertinentes de chaque modalité a 'aide du classificateur Adaboost. L’avantage
d’Adaboost est qu’il sélectionne les caractéristiques individuelles qui peuvent
le mieux distinguer les classes. En effet, en faisant une analogie entre entre
les classifieurs faibles d’Adaboost et les variables, chaque classificateur faible
est associé a une caractéristique de I’ensemble complet. Ainsi, I’ensemble des
meilleurs classifieurs faibles construits correspond au meilleur sous-ensemble de
caractéristiques permettant une bonne séparabilité. Les résultats obtenus pour
les trois taches de classification montrent que 1'utilisation des données de pro-
fondeur avait conduit a des résultats compétitifs par rapport a ceux des données
RGB. Bien que nous ayons utilisé des descripteurs qui sont généralement utilisés
pour les données RGB, elles peuvent toujours extraire des informations perti-
nentes dans les deux types de données. De plus, la fusion des deux informations
basée sur le paradigme Adaboost a amélioré remarquablement les résultats, par
rapport a l'utilisation d'une modalité, par rapport aussi la combinaison basée
sur une simple concaténation et une autre sur la technique d’analyse en com-
posantes principales.

Reconnaissance faciale multimodale a aide de données RGB-D
Nous avons étudié le probleme de classification de visage a partir des don-
nées RGB-D en l'attribuant a un systeme de classifieurs multiples. L’ensemble
de composants de classifieurs correspond a 1’ensemble de classifieurs formés sur
des parties faciales séparées extraites des visages RGB et Profondeur. L’objectif
était d’aborder 'apprentissage a partir des parties du visage locales pour d’abord
traiter le probleme de grande la variation intra-classe présente dans le visage et,
ensuite, de comparer 'efficacité de la représentation locale de la fusion multi-
modale par rapport a la représentation globale de information. Nous supposons
que chaque partie faciale est caractérisée par une forme et des
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propriétés de texture spécifiques par rapport a l'autre partie. Ainsi, les
modeles formés sur chaque partie du visage sont différents les uns des autres
et diversifiés. Apres avoir créé I'ensemble, la décision finale est obtenue en
utilisant une approche de fusion comme suit. Pour chaque classifieur, un score
correspondant est calculé sur la base de sa performance d’apprentissage mesurée
par le rapport entre la précision d’apprentissage et le taux d’erreur. Nous
calculons la somme des scores des modeles ayant le méme label. Le label final
attribué a un élément de ’ensemble de test est égale au label correspondant a la
classe avec le score maximum. Nous examinons la pertinence de notre approche
a travers trois expériences. Nous évaluons d’abord notre approche en comparant
les résultats obtenus en utilisant ’ensemble proposé avec les résultats fournis
par le visage et par une approche de combinaison a score égale. Deuxiemement,
nous évaluons la pertinence du potentiel local par rapport au potentiel global
de l'information unimodale et multimodale. Troisiemement, nous testons la
diversité des différents composants de 1’ensemble.

Problémes de confidentialité: Extraction de la voix a partir des cap-
teurs de mouvement Dans la deuxieme partie de notre these, nous nous
concentrons sur la mise en évidence des risques potentiels liés aux capteurs
de mouvement intégrés dans les appareils mobiles et portables qui fuient des
informations privées sur la parole, et les implications éthiques du mal utilisa-
tion de 'apprentissage automatique (profond) sur les données non protégées en
étant une menace pour la vie privée. Nous présentons une attaque simple dans
laquelle les données collectées a partir de 'accélérometre et des capteurs VEH
(Vibration Energy Harvester) peuvent étre utilisées pour fuir des informations
sur la parole. Nous proposons un modele basé sur un réseau de neurones Auto-
Encodeurs (AE) a plusieurs niveaux qui apprend la représentation temporelle et
fréquentielle de chaque capteur. Apres avoir extrait les caractéristiques séparé-
ment de chaque représentation, temporelle et fréquentielle, nous les combinons
dans une représentation jointe temporelle-fréquentielle en utilisant une stratégie
d’apprentissage par couche. Dans celui-ci, les caractéristiques apprises dans une
couche cachée sont utilisées comme une entrée de I’AE suivant pour produire
une nouvelle représentation des données. En représentant les données a travers
couches, le modele peut apprendre et découvrir des variations et corrélations
dans les données. Nous démontrons l'efficacité en étudiant trois taches de clas-
sification: l'identification du genre (i), la détection des mots clés (ii) et (iii)
la reconnaissance de phrases simples sélectionnées a partir d’'un ensemble de
données préalablement bien étudié. Nos expériences démontrent 'efficacité de
notre modele et confirment que les capteurs mouvement sont une source riche
de données personnelles, d’ou émergent des informations hautement sensibles
et privées sur utilisateurs des appareils mobiles.



Chapter 2

Introduction

This chapter introduces the research directions of this thesis and points out the
investigated issues that will be addressed in subsequent chapters. Section 2.1
introduces the overall picture and context. Section 2.2 describes the research
questions raised in this thesis. Section 2.3 presents the main aspects. Section
2.4 summarises the main contributions of this work and outlines the content of
each subsequent chapter.

2.1 Context

This thesis addressed multimodal learning in the context of two applications.
The first application concerned face classification using two types of visual in-
formation provided by the Kinect sensor, namely RGB images and depth data.
The second one tackled the problem of speech recognition using motion mea-
surements, namely the accelerometer data and the vibration energy harvester
recordings. The current thesis explores two different perspectives. The first
perspective looks at the tasks from a machine learning point of view, and the
second centres around the practical relevance of the applications addressed in
this research.

From a machine learning point of view, the research presented in this thesis
delves into multimodal learning. This learning could be described as simultane-
ously learning task-specific representations using the experience acquired from
two or more different types of information to learn complementary information
and improve learning performance. With the digitally connected world of today,
a rapidly growing amount of data is involved presented in many forms (images,
text, videos, to name a few). This increasing growth offers rich and diverse in-
formation about a given phenomenon or an activity of interest. Consequently,
it raises questions and gained remarkable attention from the machine learn-
ing research community. The multimodal machine learning research field has
several advantages over unimodality since it offers a more unified picture and
global view of the system at hand. Moreover, it can overcome the limitations of
unimodal systems, which leads to improving decision making and exploratory
research. However, learning from multimodal data has been one of the most
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challenging problems in the machine learning field, given the data heterogeneity
and difficulty of combining high-level semantic information delivered by various
sources. According to Morency et al. [1], the core challenges surrounding multi-
modal machine learning consists of five categories: representation, translation,
alignment, fusion and co-learning. In our thesis, we mainly tackled the fusion
and representations aspects.

From an application point of view, the research presented in this thesis ex-
ploited multimodal data in two different contexts. The research starting point
addressed the problem of face classification using two kinds of visual infor-
mation, namely the RGB images and depth data. With the development of
affordable depth-sensing technology such as the Microsoft Kinect, acquiring
high-quality images containing colour (texture) and depth (shape) information
becomes easy. This attracted many computer vision researchers seeking to
exploit this information in classification and recognition tasks. This section
addressed the problem of face classification in the context of RGB images and
depth information (RGB-D data). The purpose was to study how much depth
data can improve the recognition quality of the standard vision systems and
to understand how we can exploit the potential that this data provided. We
demonstrated through gender, ethnicity and expressions classification tasks that
depth data is relevant information which leads to improved classification per-
formance. Following the growing popularity of sensing technology and artificial
intelligence, society began to realise that systems designed to assist people in
their daily lives can also harm individuals and society. Such harm may occur
across several dimensions, ranging from privacy intrusion caused by personal
data misuse by advanced machine learning algorithms, discrimination caused
by algorithms trained on biased data, or untransparent algorithms causing a
serious downside. This brings us to the starting point of the second part of
this current research. We studied the privacy concerns related to the misuse of
machine learning when personal data is not protected. We focused primarily
on the data collected from zero-permission sensors built into mobile devices,
mainly the accelerometer and the vibration energy harvester. Recent studies
reveal that mobile motion sensors are sensitive to human speech and are thus
prone to side-channel attacks. Our aim here is to raise awareness about the
potential risks related to these sensors leaking sensitive information about the
speech. Therefore, we studied how much the privacy of smartphones and wear-
able users can be compromised by the extraction of voice information through
multiple motion sensors. We investigated the feasibility and complementarity
between the motion sensors modalities in a scenario of a device with multiple
sensors. Through this work, we demonstrated that multimodal learning makes
speech privacy attacks based on motion sensors easier to achieve by extracting
the useful acoustic properties from the complex data structures.
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2.2 Goal and research questions

Based on the discussion above, the two main goals of this research are: to
improve the recognition performance in multisensory systems by combining in-
formation provided by multiple sensors and to increase public awareness of the
ethical implications of the misuse of multimodal machine learning when the
data is not protected. Addressing these two goals brings us to the following
questions:

e When and why additional information might help in a pattern recognition
problem?

e How to effectively combine data from multiple sources in order to exploit
the potential they provide?

e In which learning tasks does multimodal learning shows advantages over
monomodal learning?

e What are the social /ethical concerns caused by the misuse of non-protected
data by machine learning algorithms?

e To what extent does combining data from multiple sources can increase
the risks related to privacy violation of users?

2.3 Aspects studied during the thesis

In responding to the research questions, three major aspects were explored,
principally, learning problems, multimodal learning challenges and the ethical
concerns of machine learning.

2.3.1 Learning problem challenges

Among different machine learning tasks, we focused in this thesis on classi-
fication tasks. In a classification model, the learning algorithm reveals the
underlying relationship between the attribute set and class label and identifies
a model that best fits the training data. Then the built model aims at predict-
ing the class labels for any unseen input objects [2]. Therefore, the objective
function is learning with good generalisation capability such that the model
can make accurate predictions. For the best generalisation, the model should
fit the training data properly. Thus, the quality and quantity of training data
are critical. However, in real-world classification applications, datasets suffer
from many issues, including the noise, the imbalance ratio, the high dimen-
sionality and the small sample size. Learning algorithms need a sufficient and
representative amount of data to make generalisations about the distribution of
samples [3]. Without a large and informative training set, a classifier may be
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misled and may underfit or overfit on the training data. Thus, it is important
to explore the dataset well and understand the learning goals in order to design
a suitable machine learning approach. This thesis focuses on handling classifi-
cation problems with noisy, imbalanced, and small datasets, where we explore
different machine learning tools to overcome such issues.

2.3.2 Multimodal learning challenges

Real-world information can be described by various data types provided by
different sensors. In this thesis, we develop different learning algorithms for dif-
ferent data types by exploiting their complementarity and their potential. Two
problems where data is provided from two sensors are investigated. In the first
application, a fusion approach was proposed to combine RGB and depth data
provided by the Kinect sensor to solve different face classification tasks. This
approach allows to exploit the potential of the RGB-D information effectively
and at the same time to cope with the high intra-class variance of the face
images. In the second application, the multimodal representation was learned
from data provided by two motion sensors built-in mobile devices—namely, the
accelerometer and the vibration energy harvester. The aim is to learn a useful
representation by discovering through layers the high-level correlations across
the two representations.

2.3.3 Ethical implications of (multimodal) machine learn-
ing

The data revolution, coupled with machine learning algorithms, is rapidly be-
ing adopted across the economy and society. Although it has many benefits,
debates are raised to increase the public awareness of the potential concerns
to the society such as a lack of algorithmic fairness (leading to discrimina-
tory decisions), potential manipulation of users, privacy violation, and related
safety and cybersecurity risks. Hence, we have studied, in particular the privacy
risks raised from the misuse of machine learning through unwanted inferences,
mainly when using data from multiple sensors. As an application, we studied
the privacy risks related to data provided by motion sensors, built-in mobile
and wearable devices. The goal of this work is to keep the users fully aware of
how to keep themselves protected against any types of privacy threat and to
encourage the responsible use of data and Al
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2.4 Organization of the manuscript and contri-
butions

The remainder of this thesis is organised in two main parts. Before getting into
the details of the proposed approaches, background information about the main
notions used in this research is explored in chapter 3. Part I focused on face
classification tasks using RGB-D images provided by the Kinect Sensor. Part 11
tackled the problem of learning acoustic information from mobile motion sensors
data, principally, the vibration energy harvester sensor and the accelerometer.
For each part, we started by first presenting the application background. Then,
we described our approaches and used systematic evaluations. Finally, chapter
9 summarises the main findings and conclusions across all parts and chapters.
In the following section, we present the outline of the thesis and an overview of
each contribution as well.

2.4.1 Enhancing performance: Face analysis using RGB-
D data

Preleminary study: On the usefulness of depth data in face classifica-
tion In the first part of this research, the goal was to improve the classification
performance by exploiting the potential provided by RGB and Depth face im-
ages provided by the Kinect sensor. As a preliminary step, we carried out a
comprehensive experimental study comparing the performance of the depth im-
ages versus the RGB images and their combination to understand the usefulness
of using depth information and to evaluate its relevance for three classification
problems, primarily, gender, ethnicity and expressions classification tasks. We
proposed a fusion scheme of the multimodal data by selecting the subset consist-
ing of the relevant features from each modality based on the Adaboost classifier.
The advantage of Adaboost is that it selects the individual features that can
best discriminate among classes. In fact, by making an analogy between weak
classifiers and features, each weak classifier is associated with one feature from
the complete set. Thus, the set of best weak classifiers identified corresponded
to the best subset of features that leads to good separability. The results ob-
tained for the three classification tasks showed that the use of the depth data
had led to competitive results compared to those of RGB data. Although we
used state-of-the-art handcrafted features that are usually used for RGB data,
they still able to extract relevant information in both types of data. Also, the
fusion of the two information based on the Adaboost paradigm improved re-
markably the results, compared to the use of one modality, the combination
based on a simple concatenation and based on principal component analysis
technique.
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Multimodal face recognition using RGB-D data We studied the RGB-
D face classification problem by attributing it to a multiple classifiers system.
The set of classifiers components corresponded to the set of classifiers trained on
separated extracted facial parts from the RGB and Depth faces. The goal was to
address learning from local facial parts to first deal with the intra class-variation
present in the RGB and Depth faces and second to compare the efficiency of the
multimodal fusion from local versus the global representation of the unimodal
information. We assumed that each RGB and depth facial part is characterised
by a specific shape and texture properties from the other part. Thus the models
trained on each facial part is diverse from the other. After creating the ensem-
ble, the final decision is obtained using a scored fusion approach. For each
component classifier, a corresponding score is computed based on its training
performance measured by the ratio between the training accuracy and loss. We
computed the sum of scores of the models with the same label output. The
final label assigned to a given input pattern from the testing set is equal to
the label of the class with the maximum scores. We examine the pertinence
of our approach through three experiments. We first evaluate our approach by
comparing the obtained results using the proposed ensemble with the results
provided by the whole face and by an equal score combination approach. Sec-
ond, we evaluate the relevance of the local versus the global potential of the
unimodal and the multimodal information. Third, we tested the diversity of
the different components in the ensemble.

2.4.2 Privacy concerns: Extracting speech from motion
sensors

In the second part of the research, we focused on highlighting the potential risks
related to motion sensors built-in mobile and wearable devices are leaking pri-
vate information about speech, and the ethical implications of the misuse of ad-
vances in (deep) machine learning on non-protected data as a threat to privacy.
We showcase a simple attack in which collected data from accelerometer and
Vibration Energy Harvester (VEH) sensors can be used to eavesdrop on speech.
We then proposed a multilevel stacked auto-encoder model that learns the time
and frequency representation from each sensor. After extracting the features
separately from each source, that is time and frequency, and we combine them
into a joined time-frequency representation using layer-wise training strategy.
Therein, the features learned in a hidden layer are used as input to the next AE
to produce a new representation of the data. By representing the data through
layers, we enable the learning of complex patterns across data variations. This
joint representation leads to a shallow model, thereby making it difficult for
a single hidden layer model to find correlations between representations that
have been joined. We demonstrate the efficiency of our model with poor qual-
ity data and a very low sampling rate. We investigated three classification tasks:
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gender identification (i), hotwords detection (ii), and (iii) recognition of simple
phrases selected from a previously well-investigated dataset. Our experiments
demonstrate the efficiency of our model and confirm that motion-sensitive sen-
sors are a rich source of personal data, from which highly sensitive and private
information about people close to the sensor emerges.

2.4.3 List of Publications
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Safaa Azzakhnini, Lahoucine Ballihi, and Driss Aboutajdine, A learned
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Safaa Azzakhnini, Lahoucine Ballihi, and Driss Aboutajdine, Machine
perception in gender recognition using RGB-D sensors, 13th IEEE/ACS
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General background

In this chapter, we provide the reader with the background knowledge necessary
to follow the explanations and descriptions in this thesis. We outline the related
work in three sections. We first present the main machine learning definitions
and challenges that have been explored in this thesis. Second, we discuss the
main challenges of multimodal machine learning provided in the literature. We
then provide a background on the commonly discussed concerns of machine
learning and data by the research community.

3.1 The pattern recognition problem

This section introduces the main concepts of machine learning used in the thesis.
It also covers the main challenges in a pattern recognition problem that have
been investigated.

3.1.1 The learning problem

Machine learning is the field of research that aims at studying learning systems.
According to [4], a computer program is said to learn from experience E with
respect to some class of tasks T and performance measure P, if its performance
at tasks in T, as measured by P, improves with experience E. In other words,
a machine learning algorithm is an algorithm that is able to learn from data to
perform a specific task. Then, a quantitative measure of its performance must
be designed for evaluation [5].

Learning algorithms can be divided into two main types, supervised and
unsupervised. Supervised learning experience a dataset containing a set of ob-
servations, but each example is associated with a label or a target. Given a
dataset D = {(z1,v1), (z2,y2), -, (Tn,yn)}, where z € X is the set of ob-
servation and y € Y the corresponding target. The objective is to estimate
a function f : X — Y that maps inputs x to target values y, given a set of
n training examples D. Such type usually benefits from the construction of a
model that predicts targets from a set of input values. The differences in algo-
rithms for prediction problems typically arise from the properties of the inputs
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(observations) and the properties of the targets. If the target values are cate-
gorical, the task is called classification. Here the algorithm aims at constructing
a function that predicts discrete class labels called a classifier. While learning
with continuous target values is referred to as regression. The second type is
the unsupervised learning, where the dataset D = {(x1,22, -+ ,z,)} do not
obtain a supervised target outputs. The objective is of finding patterns in the
data. It can usually be interpreted as density estimation where the objective
is to find a good model of the data distribution [6]. Applications of unsu-
pervised learning are dimensionality reduction, clustering and feature learning.
Roughly speaking, the term supervised learning involves observing several ex-
amples with a corresponding value or label, so an associated value is provided
by an instructor who shows the machine learning system what to do. While
unsupervised learning involves observing several examples and attempting to
learn some interesting properties of that distribution, so there is no instructor
and the algorithm must learn to make sense of the data without this guide.

— - Training error

Underfitting zone | Overfitting zone . .
i i — Generahzatlon error

Error

0 Optimal Capacity

Capacity

FiGURE 3.1: Typical relationship between capacity and error

[7].

The main challenge in machine learning is that the learning algorithm must
generalise well from the training data to any data from the problem domain.
A good generalisation requires that the learning algorithm must (i) making the
training error small, and (ii) making the gap between training and test error
small. There is a terminology used in machine learning about how well a ma-
chine learning model learns and generalises, namely overfitting and underfitting.
Overfitting and underfitting are the two central challenges in machine learning.
Underfitting occurs when the model is not suitable for the task, so it is not able
to obtain a low error value on the training set and to capture the underlying
pattern of the data [5]. However, overfitting occurs when the gap between the
training error and test error is too large. This happens when the model fits
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the training data too well, so the model is viewed as a memoriser rather than
a learner, since it lacks the aspect of generalisation, namely, of using observed
data to predict the labels of unseen examples [7]. Controlling these two prob-
lems depend mainly on both the capacity of the model defined as its ability
to fit a wide variety of functions and to the sample size. Models with small
capacity are unable to solve complex tasks, and with high capacity can solve
complex tasks, but when their capacity is higher than needed, they may overfit
and memorise. Therefore, a machine learning algorithm performs best when its
capacity and the used sample size are appropriate with the complexity of the
task (as illustrated in figure 3.1).

Pattern recognition can be defined as the development of learning systems
that can learn and identify the regularities in the data, going from a low level
of collected data from sensors to a higher level of decision making. Learning
patterns from real-world data is a challenges problem [2]. The challenges come
from either the collection of representative data that can help to build a good
learning model or from the suitable machine learning algorithm that can gener-
alise well on the data. In this thesis, we explored a number of issues related to
pattern recognition while studying several classification tasks that are related
to the used dataset described in section 3.1.2.

3.1.2 Major issues in pattern recognition

In this section, we discuss some of the issues in pattern classification that are ex-
plored in this thesis—mnamely, issues related to learning from noisy, imbalanced
and small datasets.

Noise and outliers Noise in the data is defined as any property of the sensed
pattern due not to the true underlying model but to randomness in the world,
or the sensors [2]. It occurs when the data has been corrupted by various errors
such as systematic uncertainty, measurement error, human error, etc. Various
types of Noise can be present, including randomness in measurements, outliers
and missing data. Learning from noisy data is difficult due to many reasons.
In fact, a learner may not be able to distinguish between representative cases,
and noise-induced ones [2, 6]. It may also hinder extracting useful properties
from the data and thus increase the complexity of the task and making the
classifier less effective. To deal with noisy data, data cleaning, preprocessing
and feature selection techniques are important steps in a pattern recognition
system to identify and overcome outliers [2].

Imbalanced datasets Another major issue in pattern recognition is dealing
with imbalanced datasets, which is considered as a crucial problem in machine
learning. This problem occurs when having many more instances of certain
classes than others, in which one class is represented by a large set of samples,
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while the other one is represented by only a few. The degree of imbalance is
represented by the ratio of the size of the sample size of the one class versus
another. There are a large number of real-world applications that give rise
to data sets with an imbalance between the classes such as in the medical
diagnosis, image classification, biological data analysis, text classification, and
fraud detection, among many others. The imbalance between the classes is
a major challenge when learning from imbalanced datasets. Basically, when
training a classifier, the goal is to maximise the accuracy of its predictions.
When the classes are imbalanced, the classifier is affected by the majority class
and tend to ignore the minority class or treat the minority samples as Noise.

Small datasets and overfitting Small data challenges have emerged in
many learning problems. In pattern recognition, the collection of large size
of examples is very expensive or not always possible. The issue when using
a small sample size is dealing with overfitting where the dataset is too small
for the chosen complexity of the model [7]. Thus techniques helping to re-
duce the model complexity such as unsupervised learning, feature learning and
data compression, feature selection, and using of a meta-classifier are common
approaches used to deal with the small sample size, and to improve the gener-
alisation performance of the learner [5, 6].

Separability and intra-class variance In classification problems, the intra-
class variance is defined as being the variance within the objects of the same
class, while interclass variance is the variance between different classes. Thus
a good discriminative model should be able to minimise the intraclass variance
and maximise interclass variance. In many classification problems, a single class
is composed of various sub-clusters where samples of a class are collected from
different sub-clusters. The presence of within-class sub-clusters increases the
intra-class variance and therefore increases learning concept complexity of the
data set [2]. Various approaches have been proposed in the literature to mitigate
the negative impact of the intra-class variance such as addressing the problem
based on local features, or proposing metric learning, which aims to maximise
inter-class similarity and meanwhile minimise intra-class distance [5, 6].

3.2 Multimodal machine learning

In our real-world, human interactions and learning are naturally characterised to
be multimodal. We use multiple senses - hearing, touching, smelling, seeing - to
explore our environment and to confirm with a unified view and to confirm our
uncertain interpretations through perceived properties from each modality. In
contrast to human experience, computer systems learned using information that
come from different sources and through different channels. With the increasing
availability of multiple sensors and daily user interactions with the internet, a
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different type of information about a given task become easily affordable. Such
growth gained remarkable attention from the machine learning a community
to finding suitable learning algorithms that allow exploiting those multimodal
databases to form a unified picture, disambiguating and increasing the system
robustness [8].

Learning from diverse modalities aims at building models able to learn mean-
ingful structures from multiple sources to gain an in-depth understanding of
natural phenomena, by exploiting the complementary information and elimi-
nating the redundancy. Multimodal machine learning has the potential to learn
more generalisable representations and to improve the learning performance
using the information acquired from different sources. For instance, the visual
properties of a face image and the sound properties of the individual give jointly
a more abstract characterisation of the given user emotional state. Similarly,
combining text and visual cues lead to a certain and clear interpretation of
a given image. However, learning from modalities brings many challenges for
machine learning researchers [8-12]. The challenges arise from the complexity
of the data to be fused and the diversity of the sensor technologies, which leads
to the heterogeneity between the different information. Furthermore, Because
of sensors acquisition imperfection and the application environment, the data
provided by sensors is always affected by some level of uncertainty and Noise
in the measurements. Thus combining the data needs to tackle the uncertainty
issue and to exploit the multimodal information effectively by reducing the re-
dundancy efficiently.

3.2.1 Multimodal Fusion

Multimodal fusion is one of the original topics in multimodal machine learning.
It consists of integrating the information provided from multiple sources with
the the goal of predicting an outcome to improve the learning performance
and to capture complementary information. The fusion of different modalities
is generally performed at two levels: feature level or early fusion and decision
level or late fusion [13, 14]. In the feature level, the features extracted from each
input data are first combined (often by concatenating their representations) and
then fed to a single model. The goal here is to exploit the correlation between
low-level features of each modality. While late fusion performs integration after
each of the modalities has made a decision. It consists of the fusion of unimodal
the decision values using a fusion mechanism such as voting[15]. Both the two
approaches have been used in many applications including audio-visual speech
recognition (AVSR) [14], multimodal emotion recognition [16], medical image
analysis [17], multimedia event detection [18], etc.

For the fusion based on the feature level, feature vectors are generated sepa-
rately for each modality using different feature extraction algorithms then fused
to produce a single representation. A common way is to simply concatenate
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Modality 1{ Features }

extraction
ML
Ea.rly . Decision
Feat fusion algorithm
Modality 2 catures
extraction
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them or calculate the weighted average of the individual feature vectors[19-22].
An advantage of this approach is that it requires only one learning phase and
can exploit at an early stage the correlation between multiple features provided
by different types of information [23]. However, this approach has limitations to
learn the correlation among heterogenous features when the number of modal-
ities is large.

In contrast, late fusion uses unimodal decision values and fuses them using
a fusion mechanism such as averaging [24], voting schemes [15, 25], a linear
weighted sum or product [14, 26, 27], or a learned model [28, 29]. For the late
fusion approach, the decision level fusion strategy offers more flexibility in terms
of the modalities used in the fusion process when the number is large of when
one of the modalities is missing [30]. This type of approach allows the use of the
most suitable technique to learn from each modality. However, only a limited
amount of information is available at this level where the correlations between
the different multimodal variables the learning cannot be considered, also the
learning process can be time-consuming [31].

Modality 1 H{ Featurg > H ] M-ItJh J
extraction algoritnm Late fusion

\
. Features ML Hiasion
Modality 2 : . . .
cfay { extraction H algorithm mechanism J—’ Decision

FIGURE 3.3: Late fusion

3.2.2 Multimodal representation learning

Learning representation from multiple modalities called also features learn-
ing aims at automatically discovering the good representations from multiple
sources in a meaningful way that exploits the complementarity and redundancy
between them. Representation learning has become a field in itself in the ma-
chine learning community after the remarkable success of deep neural network-
based models to automatically discover abstract and useful correlations between
variables without relying on human prior knowledge. However, learning the
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good representation from many types of information still a challenging task due
to the data heterogeneity, uncertainty and the different levels of Noise of each
modality. According to Bengio et al.[32], a good representation should have
properties such as smoothness, dealing with multiple priors about the world
around and capturing temporal and spatial coherence.

There are two categories in multimodal representation : joint and coordi-
nated [8]. The first type aims at learning the multimodal representation X; by
projecting the unimodal representations (1,2, ..., x,) into one space using a
neural network model or a graphical model such as restricted boltzman networks
as the following: X; = f(z1,22,...,2y). A simple way of a joint representa-
tion is a concatenation of individual modality features. While in a coordinated
representation separate representations, each unimodal representation x1, xs is
learned separately with two separate models (f(z1), g(x2)), but with enforcing
certain similarity constraints. Then the resulting space is coordinated between
them as follows f(x1) ~ g(z2)

Xm=f(X1Xz,....Xn)

(00---00) (00:--00) (00-:-00)

FIGURE 3.4: Joint representation (left) and coordinated repre-
sentation (right)

Joint representations are learned using neural networks which have become
a very popular method for unimodal /multimodal representation in various ap-
plications involving computer vision, natural language processing, and speech
recognition such as video classification, event detection, sentiment analysis, and
visual question answering [33-38]. Representing data using the neural network
can be performed using a supervised way (trained to perform a specific task),
requiring a lot of labelled training data, or unsupervised way (without inte-
grating the supervised information). To construct a multimodal representation
using neural networks, each modality starts with several individual neural layers
followed by a hidden layer that projects the modalities into a joint space. Then
joint multimodal representation could be passed through other multiple hidden
layers used directly for prediction. By learning through layers, the heterogene-
ity gap of different modalities is minimised, and a more abstract representation
and correlations can be discovered between the variables. Several works have
been proposed in this context. In [39], the authors extended the idea of using
autoencoders to the multimodal domain. Each unimodal representation was
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learned separately using a denoising encoder and then fused in multimodal rep-
resentation using another autoencoder layer. The features are learned in the
hidden layer of the autoencoder by minimising the reconstruction loss. It is also
common to fine-tune the obtained representation on a specific supervised task
[40]. To exploit the intra-modality dynamics in sentiment analysis, the authors
in [41] proposed to fuse language, video, and audio modalities in a tensor, which
is constructed from the out product of all the modality-specific feature vectors.
Probabilistic models are also used to construct multimodal joined representa-
tions. The common models are deep Boltzmann machines. A multimodal deep
belief network was introduced by [42]. It was applied in many applications such
as audiovisual emotion recognition in [43], gesture recognition [44] and human
pose estimation [45].

Another alternative to joint representations is a coordinated representation,
where the multimodal subspace is coordinated by learning separated but con-
strained representations for each modality. This approach has used the similar-
ity to enforce between representations through the applied constraint, moving
on to coordinated representations. Examples of constraints include minimizing
cosine distance [46], maximizing correlation [47], and enforcing a partial order
[48]. This way allow persevering the exclusive and useful characteristics specific
for each modality [49]. One of the earliest works proposed a mapping function
between images and their annotations by maximising the inner product between
the image and textual features [50, 51]. A model proposed in [52] enforces a dis-
similarity metric and implements the notion of partial order in the multimodal
space. The goal is to capture a partial order of the language and image repre-
sentations. Coordinated models constructed based on maximising the canonical
correlation analysis have been used [53-57]. Deep canonical correlation analysis
(DCCA) [58] was introduced as an alternative which leads to better-correlated
representation space.

3.3 Ethical and societal implications of ML al-
gorithms and data

The implementation of Al systems, particularly machine learning algorithms,
is increasingly being used in the products and services that shape our daily life.
Individuals and society trust smart algorithms not only to perform tasks like
accounting and automatic manufacturing but also to make decisions on their
behalf. Meanwhile, data, in the form of observations, permeate modern society.
Every field has data. We use data to discover new knowledge, to make decisions,
and to predict the future.

The growing advancement of machine learning algorithms coupled with the
large availability of data is causing an explosive interest in machine learning
and its applicability to all fields. The presence of Al-based system is expanding
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rapidly, without adequate governance oversight, or accountability regimes. Al-
though it enables the development of many tools with the potential of bringing
good to the society, it raises at the same time many concerns and risks that
pose pressing ethical impacts on society [59, 60]. Only from 2017, a range of
unexpected adverse consequences has affected society at many different levels,
where the lack of transparency and accountability creates many privacy issues,
risk of bias, error, accountability questions and lack of transparency. Figure
3.9 present the most revealed scandals in 2018, which was a dramatic year in
Al A series of data breaches and privacy violation were reported, such as the
Cambridge Analytica scandal seeking to manipulate national elections in the
US and UK using social media data. On the ethical level, the project Maven
revealed by Google, which aims at building Al systems for the Department of
Defense’s drone surveillance program. In the safety and human rights level,
it was reported that a voice recognition system in the UK designed to detect
immigration fraud ended up cancelling thousands of visas and deporting people
in error, and IBM Watson recommended unsafe and incorrect cancer treatment.
Concerns are also increasing discrimination, such as the racial discrimination
reported in the criminal justice system by using Amazon’s Rekognition system
[61-66].

Research on the ethical and social impacts of Al have become topics of inter-
est to both machine learning and social science communities. It gained a remark-
able interest as a response to many unexpected consequences on society and so-
cietal harms that the misuse of data, poor design, or unintended consequences
of Al systems may cause. The two communities started the FAT /ML organisa-
tion [67], which since 2014 has held excellent technical workshops annually on
Fairness, Accountability, and Transparency in Machine Learning [65, 66, 68—
78]. In this section, we provide an overview of the most discussed ethical
consequences in the literature related to discrimination and bias, privacy and
manipulation concerns, human-robot interaction and the effects of autonomy
[60, 65, 66, 77, 78]. The goal here is to first, increase consciousness about the
risks related to misuse of ML algorithms and data. Second to encourage the
responsible use of data and Al

To understand how these concerns are caused, let’s first recall a simple ma-
chine learning pipeline. It consists of building a mathematical model based on
sample data, known as "training data' by minimising or maximising an objective
function. Then, test data is used to validate the model based on an evaluation
metric. With such a machine model, the idea is that when new, not seen before,
data come along, they are fed into the model, and on this new data, the model
can make predictions or decisions without being explicitly programmed to do
so. Thus, data and machine learning fit together, and unethical use of Al could
be caused by misuse of data and/or the learning algorithm (Figure 3.5).
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FIGURE 3.5: A simple machine learning system

3.3.1 Bias and disrimination

Bias is defined as a prejudice for or against one person or group (gender, ethnic,
religious, ideology or underrepresented groups), especially in a way considered
to be unfair. A bias in automated decisions means that the model we build is
used to make unbiased decision or predictions. Unfortunately, there is a growing
consensus that the designed algorithmic bias, increase and amplify the biases al-
ready present by nature and culture, leading to even more discrimination which
can be dangerous mainly in sensitive applications such as medical, political and
even justice domains[59, 60]

Biased
Biased ' )
Training data :> Learning
algorithm
A J
Training
A\
4 Bi d N
iase :
Testing data |:> Model ’ > Decis%r?l?ﬁ'gdiction

FIGURE 3.6: A simple machine learning system with bias

Potential sources of unfairness and discriminatory in machine learning out-
comes arise at different points in the ML pipeline. It could arise from biases
in the data or the black-box models. Concerning the first type, there are mul-
tiple ways that discriminatory bias can seep into data. For instance, using
unbalanced data can create biases underrepresented groups (historical bias). It
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can also obtain through the unbiased representation of certain properties in
the dataset by choosing and measuring the particular features and labels of
interest that be relevant to the outcome are chosen (representation bias). Re-
ferring to the above diagram 3.7, When we feed biased data into the algorithm,
then we are training with biased data, and therefore, we can build a biased
model that produce a biased outcome [79, 80] Bias may also come from the
algorithm, reflecting political, sexual, religious, or other kinds of preferences as
a result of intentional or unintentional decisions by its designers. Algorithms
could be designed to take advantage of seemingly innocuous factors that can
be discriminatory in tuning the hyperparameters and setting metrics at the
modelling, testing, and evaluation stages that involve human choices and may
have discriminatory effects in the trained moded. For example, the accuracy as
an evaluation metric represents is an evaluation over the average, which may
systematically discriminate against a specific minority. Finally, the outcome of
a model could be biased, again reflecting the inherent bias present somewhere
upstream from the final result [81, 82].

3.3.2 Privacy

Our society is increasingly relying on algorithms in all aspects of its operation.
Most of these algorithms use personal data to learn from them and provide deci-
sions. Data is connected to a single Internet, and there is more and more sensor
technology in use that generates more and more data about many aspects of
our lives. Thus, large and diverse amount of data are collected, enabling richer
analysis of our behaviour, preferences, interests and possibly disclosing informa-
tion that we prefer to keep private. The ability of machine learning algorithms
to analyse complex correlations and patterns in data makes it difficult to know
how the data will be used and for what purpose, and therefore the misuse or
disclosure of such data can reveal serious concerns of privacy and respect of
human rights [60, 83, 84].

Threats to privacy are posed by Al systems as a result of the bad design
or the misuse of the machine learning model. Machine learning allows us to
extract information from data and discover new patterns and can turn them
into sensitive and private information. This new information could not directly
be observed but is deducible from what has already been shared or inferred.
Moreover, even if this information is not directly present in one source, it can
be inferred by learning a combined analysis from multiple sources. Many threat
of privacy has been revealed in the past years that go beyond a simple collec-
tion of data. They include the use of information to manipulate behaviour in
a way that affects our personal choices and life decisions. For example, the
Facebook-Cambridge Analytica "scandal" showed that Al could be used to tar-
get and manipulate individual voters by using the personal data of more than
50 million Facebook users. Sensitive information can be obtained by recovering
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FI1GURE 3.7: Privacy issues in a machine learning pipeline

the built model, or the information about data used during training [61, 62].
These attacks are a major concern as Al models represent valuable intellec-
tual property trained on potentially sensitive data, including financial trades,
medical records, or user transactions. Another privacy issue can be caused by
attacks on training data called the poisoning attack. Here, the attackers able
to inject bad data into your model’s training pool, and hence can manipulate
and change the algorithm and the way it learns [85-90].

3.3.3 Autonomy and ethics

Autonomous systems are systems that operate without human intervention,
based on the interaction with their environment. New technological devel-
opments in autonomy, AI and robotics have broad applications across soci-
ety. Examples of such applications include self-driving cars, drones, robots,
autonomous weapons systems and software agents, such as bots, etc. These
systems give rise to a range of important opportunities. However, a core con-
cern with autonomous systems is the loss of human control and responsibility
for ethical and life-and-death decisions. Autonomous systems are already re-
vealed consequences for human safety, and well-being [91-93]. In June 2005,
a surgical robot at a hospital in Philadelphia malfunctioned during prostate
surgery, injuring the patient. In June 2015, a worker at a Volkswagen plant in
Germany was crushed to death by a robot on the production line. In June 2016,
a Tesla car operating in autopilot mode collided with a large truck, killing the
car’s passenger.

Recently much attention has been given to the ethical dilemmas to au-
tonomous systems when needing to deal with life-threatening decisions. As an
example, self-driving cars or vehicles gave rise to many opportunities in reduc-
ing the significant damage that human driving causes. However, there seem to
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What should the self-driving car do?

FIGURE 3.8: The “Trolley Problem for self-driving cars" [94]

be questioned on how autonomous vehicles should behave in ethical problems
in driving [95, 96|, not only in issues such as speeding or not keeping a safe
distance but on how responsibility should be distributed in the complicated
system the vehicles operate in to guarantee the public safety. There is some
discussion of the canonical "trolley Car problem" in this context which raises the
ethical question of whether it is better to kill one person or five [94, 97]. This
problem is used as a theoretical tool to investigate ethical intuitions, mainly
the difference between intended vs tolerated consequences. In the original for-
mulation, a human has to decide. With the advent of Al-based systems such
as self-driving cars, we can no longer ignore these unanswerable questions be-
cause the machine is going to have to make a decision: Does the car stay the
course and kill the people standing or swerve to the right on the corner and
run over the pedestrian in the crosswalk? (Figure 3.8). The loss of human
control is a potential concern in the example of military use of autonomous
weapons systems [98-100] . In such systems, the autonomous use of force may
also give rise to significant risks of unintended, and potentially unlawful harms
and consequences. Ethical issues are raised with robotics as well, such as using
chatbots and robots in healthcare [93, 101-103]. In such a case, if the chatbot
is giving medical advice or recommendation, how much should humans trust
and what kind of ethical responsibility do we have to remind users when they
are interacting with a chatbot?

Finally, Al technology has serious several social and ethical impacts if not
used responsibly. As a response to these concerns, new privacy regulations have
been established, such as The EU General Data Protection Regulation (GDPR)
(GDPR 2018) [104]. IBM started an initiative on data transparency with
Columbia University (University 2018) to enable the development of trusted
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and fair machine learning systems. Besides, the Partnership on Al, an ethics-
focused industry group was launched by Google, Facebook, Amazon, IBM and
Microsoft by adopting principles that have been defined by the FAT/ML or-
ganisation [67] which since 2014 has held excellent technical workshops and
maintains a list of scholarly papers summarised by the acronym FATE "F" for
Fairness Fairness, which means that the models we build are used to make
unbiased decisions or predictions, thus, we then need ways to detect bias and
ways to remediate detected bias. "E" for Accountability means to determine
and assign responsibility to someone for a judgment made by a machine. "T"
for Transparency, by being open and clear to the end-user about how an out-
come, e.g., a classification, a decision, or a prediction, is made. "E" for Ethics
by paying attention to both the ethical and privacy-preserving collection and
use of data as well as the ethical decisions that the automated systems we build
will make [59, 65, 66, 6878, 105].
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Part 1

Enhancing performance:
Face analysis using RGB-D data
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Chapter 4

Background

4.1 Introduction

The development of sophisticated sensor technologies gave rise to an interesting
variety of data. With the appearance of affordable devices, such as the Microsoft
Kinect, depth-maps, and three-dimensional data became easily accessible, which
attracted significant attention in the vision research community. This research
contributes to several face classification tasks using two types of visual data,
the RGB images and the depth maps provided by the Kinect sensor. The goal
is to improve the recognition performance by exploiting the potential provided
by this information and to overcome limitations that the RGB information
suffers from. Such limitations include the high variance in data caused by the
variations in pose, expression, illumination, resolution, and occlusion. Our work
consists first, on studying the relevance of depth data and how much it can be
a promising source of information. Second on exploiting both the RGB and
the depth information to enhance the performance of the classification system.
Namely, three classification tasks including gender, ethnicity and expressions
classification.

This chapter provides background information about face recognition, the
Kinect sensor and the available RGB-D databases. Finally, we present related
studies associated with face recognition using RGB-D data issued from the
Kinect sensor.

4.2 Face recognition

4.2.1 Formulation and challenges

The human face plays an important role in transmitting visual information
from one person to another. The diversity of information provided by the face
enables us simultaneously to recognize another person, identify his gender and
ethnicity, and estimate his age and emotional state. The characteristics of
human face have long been a source of interest to a wide range of scientists and
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have become a widely active research area for computer vision and machine
learning communities.

Face analysis is a task that refers to a set of tasks that could be used for
solving different problems related to facial recognition, classification, and de-
tection, that humans perform easily in their daily lives. Facial related analysis
has been an important research direction in the fields of computer vision for
many decades. The importance of this field is mainly due to its wide range
of applications such as biometric authentication, security systems, multimedia
management, and advanced human-computer interaction. Even though many
accurate modalities such as fingerprint and iris technologies, the need for face
biometrics still important information to exploit [ref].

Face recognition with 2D images gained significant interest among the com-
puter vision community. Nevertheless, they are still limited to variations in
illumination conditions, occlusions, and facial expressions. Several algorithms
that have been proposed during the last decade can achieve high accuracies.
However, these approaches perform adequately only when the face is frontal
and normalized. Recently, facial data was captured in unconstrained environ-
ments and algorithms were developed to tackle this problem. Some approaches
have attempted to solve this problem by taking advantage of recent machine
learning algorithms. Nevertheless, the general problem of recognizing faces un-
der unconstrained conditions remains largely unsolved under illumination, and
pose conditions.

While 2D images are not robust to these covariates, 3D face recognition was
introduced to overcome these challenges. 3D images can capture more informa-
tion about a face, thus enabling higher preservation of facial detail under varying
conditions. Several 3D approaches have been proposed and discussed the use of
3D data alone for face recognition tasks, including identity, ethnicity and gen-
der classification [106-109], or, in combination with 2D intensity images [110].
Furthermore, incorporating 3D information with colour data demonstrates the
improvement compared to the use of only 2D images in real-world applications
with unconstrained acquisition [111]. Nevertheless, a major inconvenient was
the high cost of 3D scanners which limits their usage in large scale applications.

With advancements in sensor technology, low-cost sensors have been de-
veloped that provide 3D information in the form of RGB-D images. With the
recent success of low-cost RGB-D cameras, such as the Microsoft Kinect devices,
the depth information becomes affordable. RGB image provides the texture and
appearance information, whereas the depth map provides the distance of each
pixel from the sensor. The depth map is a characterization of the geometry of
the face with grayscale values representing the distance of each point from the
sensor. Compared to RGB data, which provides information about appearance
and texture, depth data contains additional information about object shape,
and it is invariant to lighting or colour variations. On the other hand, the qual-
ity of the depth maps is very low compared to that provided by existing 3D
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scanners.

Since the appearance of the RGB-D sensors, many computer vision re-
searchers started investigating the use of depth information mostly to preprocess
the face and to assist the RGB images based systems. Particularly, depth data
has been used in head pose variation to normalize the face into a reference pose
or in face detection and segmentation. However, face analysis tasks using depth
data were less investigated in the literature. Thus our motivation through this
part of our thesis is to study the complementary properties between these two
types of modalities by addressing different face classification tasks, including
gender ethnicity and expressions classification.

4.2.2 Progress from hand-crafted features to deep learn-
ing

Face representation delves in the field of computer vision, which aims at un-
derstanding and analyzing images to define a mapping function from the visual
input to a description of its content. Defining such a mapping is not trivial
and consists of different steps. The main two crucial components in a given
task first are to represent the image with a robust representation or a set of
relevant features that are suitable for the task. Then, this representation can
then be learned to perform the target task. It differs from image processing
where the image input is an image, and the output is an image. Image process-
ing steps often include processing rotation, contrast enhancement, and other
transformations which preserve all the original information. In this section, we
explore briefly how the feature extraction methodologies for face representation
have evolved with time and migrated from hand-crafted way based on specific
properties of the face to a learned way extracting higher abstractions based on
end-to-end neural network approaches.

One of the original traditional approaches in face representation is Eigen-
faces [112], which consists of using the PCA algorithm to find the principal
eigenvectors, corresponding to the largest eigenvalues in the face images. Mo-
tivated from that, Fisherfaces [113] was proposed by using Fisher’s Linear Dis-
criminant (FLD) [114] learning algorithm which deals with the problem of the
high intra-class variance. Some other global approaches extend Eigenfaces and
Fisherfaces, such as Independent component analysis (ICA) [115]. In the early
2000s, this problem gave rise to local-feature-based approaches which achieved
robust performance through some invariant properties of local filtering. Exam-
ples of such approaches include Gabor wavelets methods [116]. These meth-
ods exploit the fact that Gabor wavelets coefficients encode both facial shape
and local appearance features. Following this direction, Local Binary Patterns
(LBP) has rapidly been developed as one of the most efficient descriptors in face
recognition systems [117] and many of their variants were proposed addressing
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multi-scale/multi-resolution challenges [118]. There are also some other success-
ful local approaches such as Haar wavelets [119] and Local Phase Quantization
(LPQ) [120]. Some other local descriptors, such as Scale Invariant Feature
Transform (SIFT) [121] and Histograms of Oriented Gradients (HOG) [122]
have been commonly used for encoding edge or local shape information.

Despite the efforts made last decades to develop feature representations and
provide useful low-level information from images, these feature representations
are often hand-designed and require domain knowledge and human labour to
achieve state-of-the-art performance in image classification and recognition. Re-
cently, more advanced approaches based on deep neural network models in com-
puter vision has shifted from hand-crafted features to automatically learned
representations within an end-to-end neural network [123]. Methods for obtain-
ing high-level representations based on deep neural network models have been
exploited both supervised, and unsupervised learning [124]. The most used
learning paradigm is the Convolutional neural network. This type of neural
networks has achieved considerable success in face recognition, and computer
vision [125]. The name "convolutional' refers to the used convolution oper-
ator during the optimization process. CNN has achieved significant progress
due to their remarkable ability to learn prominent and robust features using
multiple layers of processing units for feature extraction and transformation.
The extraordinary success was first achieved by famous CNN architectures on
the ImageNet object classification such as AlexNet, VGGNet, GoogleNet and
ResNet [126-129]. As an application of in face recognition, many successful
architectures have been proposed. Deepface [130], DeepID [131] and DeepID2
[132] on the Labeled Faces in the Wild (LFW) [133]. This remarkable success
motivates the face recognition and computer vision communities to focus on im-
proving CNN’s either by proposing effective architecture or enhancing the loss
function or activation layers to improve the CNNs performance. However, the
main inconvenient is that a CNN architecture usually contains a large number
of parameters, and require a large number of training samples for an accurate
model fitting.

4.3 The Kinect sensor and the RGB-D face
databases

Over the last years, a wide range of accessible sensing technology has been devel-
oped. Technological advances in image acquisition have known a considerable
improvement. It has made it feasible to deploy low-cost alternatives to the tra-
ditional 3D scanners. More specifically, the appearance of the Microsoft Kinect
has allowed the three-dimensional information to become easily accessible in the
form of depth maps or 2.5-dimensional representation which opened a wide ar-
ray of opportunities to computer vision research community. Additionally, the
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FIGURE 4.1: Kinect sensor and its components

acquired data from the Kinect has different and complementary natures, com-
bining geometry with visual attributes that can be used to improve computer
vision systems.

FIGURE 4.2: An rgb image and its depth map acquired from
the Kinect sensor

The Microsoft Kinect sensor was first introduced in 2010 as a natural user
interface of the Microsoft game console Xbox 360. It captures both conventional
RGB images and depth maps of the scene. It has an RGB camera and an in-
frared (IR) emitter and camera. They are capable of capturing a coloured image
and a depth scene, i.e., the distance to the observed points in the scene. How-
ever, the Kinect depth data is very noisy, and the distance computation of far
objects often fails. Figure 4.1 represents the Kinect sensor with its components.

Several datasets have been built using the Kinect sensor, most of them were
created in a time range from 2011 to 2014. Examples of these databases in-
clude EURECOM Kinect database, Curtinfaces database, IIT face database,
FaceWarehouse database, the Aalborg university RGB-D database. We will
describe publicly available RGB-D datasets mainly for face analysis applica-
tions—namely, EURECOM Kinect database, Facewarehouse database and Curt-
inFaces database.
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EURECOM Kinect database: This database [134] contains both RGB and
depth facial images of 52 subjects acquired using the Kinect sensor. There are
14 females and 38 males in the database. The people in the database belong
to six different ethnicity groups (Asian, Black, Hispanics, Indian, Middle East
and White). The data is captured in two sessions separated by two weeks.
In each session, the facial images of each person are captured under 9 different
facial variations (neutral, smile, open mouth, strong light, eyes occlusion, mouth
occlusion, paper occlusion, left profile and right profile). Tmages of the database
are cropped and manually marked facial feature points are provided 4.3.
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FIGURE 4.3: Eurocom Kinect database

()

CurtinFaces Database: The CurtinFaces database [135] contains 52 sub-
jects of 10 females and 42 males. Three ethnic groups (Caucasians, Chinese
and Indians) are included. The facial images have various variations in pose,
illumination, facial expression, as well as sunglasses and hand disguise. The
faces of each subject are acquired under many combinations of these challenges.
For each subject, there are 97 images.

FIGURE 4.4: CurtinFaces Kinect database

The FaceWarehouse Database [136] comprises 150 individuals aged from
7 to 80. For each person, we captured the RGBD data of her different ex-
pressions, including the neutral expression and 19 other expressions such as
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mouth-opening, smile, kiss, etc. For every RGBD raw data record, a set of
facial feature points on the colour image such as eye corners, mouth contour
and the nose tip are automatically localized, and manually adjusted if better
accuracy is required. We then deform a template facial mesh to fit the depth
data as closely as possible while matching the feature points on the colour im-
age to their corresponding points on the mesh. From these fitted face meshes,
we construct a set of individual-specific expression blendshapes for each person
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FIGURE 4.5: FaceWarehouse Kinect Database

4.4 Related works to face recognition using Kinect
data

RGB-D data provided by the Kinect offer a new opportunity for computer
vision and pattern classification researchers. It gained remarkable attention
from the computer vision research community. Since the release of the Microsoft
Kinect in late 2010, many recent papers discuss the use of RGB-D images for
recognition tasks.

There are two categories of papers. The first one is related to the stud-
ies associated with face recognition using RGB-D data issued from the Kinect
sensor. While the second category sees the depth information as a comple-
ment to the colour image used to improve the recognition quality. During the
past decades, the performance of the combination of 2D and 3D information
was heavily utilized to improve the quality of recognition [137]. Several RGB-
D databases for face recognition applications have been introduced. A face
RGB-D database has been proposed for recognition applications [138]. From a
real-time perspective, a 3D face identification system using a depth camera has
been proposed [139]. An approach based on the HOG descriptor computed on
the entropy and saliency of RGB-D faces for identification applications has been
introduced [140]. In the paper, it is shown empirically that depth data improve
the accuracy of recognition. In another work, the problem of face recognition
under different poses, illuminations, expressions, and disguise has been tackled
using Kinect images [135]. The authors propose a robust preprocessing step for
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estimating a canonical frontal view from non-frontal view based only the nose
tip position. Another approach considers the gradient LBP descriptor for gen-
der recognition applications [141]. The proposed approach is very efficient as it
improves the recognition rate when compared to classical 2D images. A contin-
uous authentication and monitoring system that uses 3D face images have been
proposed [142]. The authors in [143] proposed the use of SURF descriptors
with various enhancements on automatically generated training images using
RGB-D data and a weighted score fusion for the three methods were used for
making the final decision. Based on the Gabor and Gauss-Laguerre filters, the
authors in [144] has developed an interesting paper to describe RGB and depth
information. Authors in [145] propose a face recognition method using RGB-D
data consisting of 3D face reconstruction to avoid the inconvenient of depth
map corrupted by quantization noise. In a recent study, the authors explore
the usefulness of depth images using four local feature extraction methods ap-
plied to identity, gender, and ethnicity recognition tasks [146]. Furthermore,
in a recent work, the authors in [147] proposed the fusion of 3DLBP [148] the
method with the Histogram of Averaged Oriented Gradients (HAOG) [149], a
variant of HOG (Histogram of Oriented Gradients) for face recognition when
Kinect is used as the 3D face scanner. Moreover, a new multi-modal approach
was proposed for face recognition problem. Authors in [150] propose a method
based on the entropy of RGB-D faces along with the saliency feature obtained
from a 2D face. The recognition quality was performed by a tree bagger classi-
fier. Besides, a new raw depth pose estimation and an automatic crop of facial
the region was proposed in [151]. A new local descriptor (ELMDP) has been
proposed by [152] applied independently on the depth and RGB images, and
combined with a score fusion methodology. From a different perspective, some
researchers proposed approaches based on the geometry of the face. An algo-
rithm based on AAM methods to locate the detailed facial features from depth
images has been introduced [153]. The algorithm can effectively and accurately
locale facial features in various poses and complex backgrounds.

Most of these papers investigate the depth maps to improve the prepro-
cessing task or by addressing the face recognition problem. To the best of our
knowledge, by the time of our work, no research investigated the other face
analysis problems from Kinect depth data such as ethnicity and expressions
classification.
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Chapter 5

Preleminary study: On the
usefulness of depth data in face
classification

Face classification problem can be formulated as a pattern recognition problem
which consists of the automatic search of patterns and discovery of regularities
in data to use them for data classification. Typical components of a pattern
recognition system are data collection, data preprocessing, feature extraction
and classification. The feature extraction and the classification are two cru-
cial components of the recognition system, and the boundary between them
is somehow arbitrarily. A good feature extractor needs to produce a repre-
sentation that makes the job of the classifier easier. Meanwhile, a performant
classifier must find out the relevant patterns and would not need the help of a
sophisticated feature extractor. Thus, a robust pattern recognition system does
not depend only on the choice of suitable approach in one of its components,
but its performance relies on the interaction between the whole components
2, 6

Before tackling a specific pattern recognition problem using multiple types of
data, understanding the performance of the unimodal information is an impor-
tant preliminary step to understand its usefulness for the target task. Through
this preliminary work, we aim especially to answer to the following question:
How much depth data can be a relevant feature using shape and texture mea-
surements? Our goal is to gain insights into the usefulness of the depth im-
ages for face classification. To answer this question, we carried out a set of
experiments comparing the performance of the depth information versus the
RGB images and their combination by considering three case studies of pattern
recognition, namely gender, ethnicity and expression classification as binary
and multiclassification cases. Comparing the performance of the RGB images
against depth maps will allow us to understand the benefits of using depth
information and to evaluate its relevance to the considered task. To get a com-
plete evaluation, we conduct experiments on every component of the pattern
classification system performed on two publicly available benchmark databases.
More specifically, we considered five well-known descriptors that compute the
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texture and the shape properties from the data. Furthermore, we investigate
three learning algorithms to find out the good learner that can recognize the
extracted patterns.

To combine the information provided from both the RGB and the depth
data, a feature-level fusion-based approach is proposed to deal with the dif-
ferent visual properties of each modality. To effectively combine the features
extracted from RGB and the depth data, we used a feature selection strat-
egy that automatically selects the most discriminative features from existing
feature descriptors in a supervised way. The importance of features selected
are based on AdaBoost performance on learning the relevant RGB and depth
features according to the discrimination information and the target. This se-
lectivity allows reducing the dimensionality of the feature space. Furthermore,
the subset of combined features from both sources will contain a richer source
of discriminative information and less redundant and noisy one.

The general procedure used for our face classification system is explained,
and the techniques used are briefly described in section 5.1. In section 5.2,
our experimental protocol is presented. The obtained results are reported and
discussed in section 5.3. Section 5.4 concludes the paper and outlines some
future perspectives.

5.1 System overview

In this section, we present our experimental pipeline comprising data collec-
tion, preprocessing, feature extraction and classification. Figure 5.1 illustrates
a diagram of the components of a typical face recognition system.

Preprocessing Features extraction

Preprocessing Features extraction

RGB input

Rgb and
Depth
fusion

mechanism

Classiﬁcation}

Depth input

FI1GURE 5.1: The general model of our procedure for face clas-
sification
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5.1.1 Preprocessing

This step is essential in face analysis. It serves to normalise the face geometri-
cally by transforming faces into a standard frame, and photometrically, based
on properties such as illumination [154]. The images acquired by the Kinect
sensor are characterised to be noisy and with low quality. In this framework,
the preprocessing step consists first on the segmentation (or face localisation)
step, which determines the location of the face in the image and segments the
face area from the background. We use the Stasm package for locating a face
accurately [155] which is based on the Active Shape Model [156]. The next
step is face normalisation. For RGB images, Histogram equalisation is used to
normalise image intensity. To eliminate the noise for depth images, we used the
Median filter. An example of a preprocessed face image is presented in figure
5.1. Besides, figure 5.2 shows steps of face localisation using stasm library.

RGB image Landmarks of the face

Depth image

FIGURE 5.2: Face localization using stasm library

5.1.2 Features extraction

The traditional goal of the feature extractor is to characterise an object to be
recognised by measurements whose values are very similar for objects in the
same category and very different for objects in a different category [2]. Also,
it consists of the extraction of the important information and the isolation of
particular areas in the image to facilitate the processing in the next step. The
choice of prominent features depends essentially on the characteristics of the
problem. It must be chosen carefully. Since in this work, we are interested in
face classification tasks, we consider especially texture and shape properties.
Texture and shape are the most promising features for characterising the face.
For this reason, we suggest applying four of the most successful descriptors
used for face representation for measuring these characteristics. Namely LBP
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operator and its variant for 3D images 3DLBP, the HoG descriptor, SIFT and
Gabor descriptor.

Local Binary Pattern (LBP) LBP is an efficient texture operator which
labels the pixels of an image by thresholding the neighbourhood of each pixel
and considers the result as a binary number [157]. The computational simplicity
of LBP makes it a very efficient choice for real-time applications. In LBP,
each pixel is compared with its eight neighbours in a 3 x 3 neighbourhood by
subtracting the center pixel value. The resulting strictly negative values are
encoded with 0, the other values are encoded with 1. For a given pixel, a binary
number is obtained by concatenating all these binary values in a clockwise
direction, which starts from one of its top-left neighbours. The corresponding
decimal value of the generated binary number is then used for labelling the
given pixel.

3DLBP (3D Local Binary Patterns) Motivated by the original LBP, The
authors in [148], proposed 3D Local Binary Patterns (3DLBP) operator based
on both global statistics of geometrical features and local statistics of correlative
features of 3D facial surfaces. In 3DLBP, the information of depth differences
(DD) is encoded into binary patterns. The authors observe that more than 93 %
of the DD between points in the radius R = 2 are smaller than 7. Hence, they
use just three bits to represent the DD. Three binary units can characterize
the absolute value of DD from 0 to 7. for each pixel surrounding the center
point, there are four bits representing that position {ijigigis} where ijigigiy
represents the absolute value of the DD and 41 represents the sign (encoded as
the original LBP). The four bits are then separated into four layers. Then, for
each layer, the corresponding bits of all the DD from the surrounding pixels are
concatenated and generate one LBP code. In total, there are four LBP codes
P1, P2, P3, P4, where the first LBP code is the same as the original LBP. They
are called 3D Local Binary Patterns (3DLBP). For matching, the histogram of
each LBP code is computed, then the four histograms are concatenated to form
a unique descriptor for the image.

Histogram of Gradient (HOG) The histogram of oriented gradients (HOG),
is a feature descriptor used in computer vision and image processing mainly for

the purpose of object detection [158]. This technique counts occurrences of gra-

dient orientation in localised portions of the image. The basic idea behind HoG

is that an object appearance and shape can be characterised by the distribution

of local intensity gradients or edge directions. To compute the HoG descriptor

of a given image I, the gradients are first obtained at each pixel by computing

two 1D derivatives in both horizontal and vertical directions.
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Scale-invariant feature transform (SIFT) SIFT is a feature extraction
technique used in computer vision to detect and describe local features in im-
ages [159]. This approach transforms the image into scale-invariant coordinates
relative to local features. The scale-invariant features are efficiently identified
by using a staged filtering technique. First, the key locations are identified in
scale space by looking for locations that are maxima or minima of a difference-
of-Gaussian function. Then, Each point is used to generate a feature vector that
describes the local image region sampled relative to its scale-space coordinate
frame. The features achieve partial invariance to local variations by blurring
image gradient locations.
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FiGure 5.3: Example of image outputs using the four de-

scriptors: LBP (right top), hog(top left), gabor(right bottom),

SIFT(left bottom) . The rgb image in left and the depth image
in right

5.1.3 RGB and Depth fusion

Since we want to study the usefulness of the combination of the depth with the
RGB data for different pattern recognition problems, we propose a fusion scheme
of the multimodal information by selecting the subset consisting of the relevant
features from each modality. Here by 'relevancy", we mean the importance of
the features for a specific classification task.

We select the pertinent subset based on Adaboost classifier [160]. AdaBoost
is a supervised binary learning algorithm based on the boosting paradigm. The
advantage of Adaboost is that it selects only those individual features that can
best discriminate among classes. Each data point is given an associated weight-
ing parameter. At each stage of the algorithm, AdaBoost trains a new classifier
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using a data set in which the weighting coefficients are adjusted according to the
performance of the previously trained classifier so as to give greater weight to the
misclassified data points. Finally, when the desired number of base classifiers
have been trained, they are combined to form a committee using coefficients
that give different weight to different base classifiers. Making an analogy be-
tween weak classifiers and features, each weak classifier is associated with one
feature from the complete set. Thus, the set of best weak classifiers founded
correspond to the best subset of features. AdaBoost is an effective procedure
for searching out a small number of good 'features" which nevertheless have
significant variety and lead to good separability [161]. In our implementation,
we used the decision tree as a base classifier for the boosting paradigm. The
depth of the tree is set to 1 to guarantee that each tree is only a decision stump,
so only one feature is contained in each weak learner.

Formally, let z; and z;4 be the feature vectors of a the i, face image ob-
tained from an rgh and depth component respectively, where i € {1,2,--- | N}
and N is the size of the training set. y¥ where k € {1,2,3} is the set of the
corresponding labels for the three considered classification tasks. The input to
Adaboost algorithm is the set of training samples Xy, = [x,24] and targets yy, .
The aim is to choose from the set X of n features, a subset S of m features such
that S contains the information in X relevant for the classification task y. We
fixed the number of features to select according to classification performance.
As AdaBoost is a binary classifier, we need to extend the fusion approach for
the multiclassification case. To do so, we get the set of features by using One
Versus the Rest approach [162]. Given M-class classifiers, it is common in ma-
chine learning to construct a set of binary classifiers f1, f1,--- , fin. We trained
each binary classifier to separate one class from the rest and obtain the set of
the selected features for each. The final subset is obtained by combining the
obtained subsets and removing the redundant indices(alg.1,2).

Algorithm 1 Feature selection for the binary case

: Input: Xy, v

: training

: for ¢ < 1, weaklearner do

for j «+ 1,nodeinthetree do
get the variable index

: Return S

S O N I
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Algorithm 2 Feature selection for the multiclassification case

: Input: Xy, v

construct a set of binary classifiers

: for ¢ < 1,binary classifier do

for j < 1, set of selected features do
combine the obtained indices
eliminate the reduduant features

: Return set of indices of selected features

A T ey

5.1.4 Classification

The goal of the classifier is to use the vector provided by the feature extractor
to assign the object to a category. Techniques used for classification are useful
for recovering the model that generates the pattern accordingly to the pattern
complexity and depending on the type of candidate models themselves [2]. In
this work, we compared the performance of three learning paradigms to recog-
nise the binary and the multiclass patterns in the extracted features. Namely
margin-based classifiers, bagging and boosting methods. Four popular classi-
fiers are used. Namely, Support Vector Machines, Random Forest, Adaboost,
and Gradient Boosted Trees [161, 163-165].

5.2 Experimental study

In this set of experiments, we compare the obtained results for the three clas-
sification tasks using information extracted from only one modality, RGB or
Depth and their combination. We performed the classification by comparing
three learning paradigms. We first introduce the dataset used in our experi-
ments. Details about our experimental procedure are presented. Furthermore,
the obtained results are reported and discussed.

5.2.1 Datasets

Our approach is tested on the combination of the two benchmarking RGB-D
databases: EurocomKinect Database [134] and Curtinfaces Database [135].
In fact, the most existing RGB-D databases contain a small number of indi-
viduals, and many of them are biased. In addition, we do not have access to
other private databases such as FaceWarehouse 4.5. A good approach to avoid
these drawbacks might be to combine multiple Databases. Nevertheless, the two
databases contain variations in illumination, different poses, and various facial
expressions. Thereby, the combination led to a rich RGB-D dataset, which al-
lows a good evaluation for recognition systems. The resulting dataset consists
of 572 images of 104 individuals with variations in gender, ethnicity, expressions
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and illumination. The images in the datasets contain three basic facial expres-
sions: neutral, smile, disguised/angry, and three ethnic groups (white, Asian
and others) and different illumination variations (strong and poor illumination)
(figure 5.4). While the two databases have different acquisition settings, only
useful images for the studied tasks were considered.
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FIGURE 5.4: Some individuals from the used database

5.2.2 Experimental setting

As described in section 5.1.1, we used the Stasm library to locate faces for RGB
images. Stasm is a toolkit for finding features in faces. The software takes a
facial image in input and returns the positions of the facial landmarks. For
depth images, faces are obtained by projecting the face coordinates from the
RGB image on the depth image. After the face location step, faces are resized in
a uniform size (77 x 99). We use five face representation techniques, HOG, LBP,
3DLBP, SIFT and GABOR. The resulting vector is normalized and passed to
the classifier. For AdaBoost feature selection, we limit the number of the weak
classifiers to a thousand as the optimal found size in our experiments. In PCA,
we use the total variance of data of 95%. The classification was performed
by comparing three types of classifiers. Principally, Support Vector Machine
(SVM) using the RBF kernel with v = 0.001 and C' = 100, the Random Forest
algorithm uses a population of 1000 trees and Boosting classifiers uses 1000 weak
classifier. The optimal hyperparameters were optimized by cross-validated grid-
search over a parameter grid. To evaluate the overall performance, we employed
the receiver operating characteristic (ROC) curve. It is plotted by calculating
sensitivity (True Positive Rate; TPR) against the specificity (False Positive
Rate; FPR) under different thresholds. The area under the ROC curve, termed
as AUC, is often used as a metric to access the overall performance. The AUC
score ranges from 0.5 to 1. The larger score a predictor achieves, the better
performance it has. Here, the stratified variation is used as a variation of
KFold cross-validation where the folds are made by preserving the percentage
of samples for each class with k£ = 10. For this, we divided the data into k equal
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folds (portions). We then trained the model on the k£ — 1 folds and tested it
against the remaining folds. That process was repeated k = 10 times. The final
performance after that corresponds to the average of the obtained values. We
used cross-validation analysis to ensure that all data was used for both training
and test.

5.3 Results and disscussion

The results are presented for the three classification tasks. Figures 5.5, 5.6,
5.7 represent the obtained ROC curves for gender, ethnicity and expressions
classification tasks. Three classifiers are used for this classification. Namely,
SVM, Random forest (RF), AdaBoost (AB) for the binary case and the Gradient
Boosted Tree classifiers (GBT) for the multiclassification case. In this set of
experiments, we compare the obtained results using the information extracted
from only one modality, RGB or depth for each task. Single modality and
bimodality experiments have been executed with four features extractors and
three classification algorithms.
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FIGURE 5.5: Gender classification with SVM (top row), Ran-

dom Forest(middle row) and boosting classifiers(bottom roow)

using LBP, HOG, SIFT, GABOR feature extractors from right
to left respectively
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FIGURE 5.6: Ethnicity classification with SVM (top row), Ran-

dom Forest(middle row) and boosting classifiers(bottom roow)

using LBP, HOG, SIFT, GABOR feature extractors from right
to left respectively

5.3.1 Single modal comparison

In this set of experiments, we use information extracted from only one single-
modality. The aim is to compare the performance of the recognition system
using only RGB or depth information for different classification tasks. Thus, we
reviewed four different types of shape and texture-based feature representation
encoding algorithms in order to investigate which features are more informative.
The obtained results show that the use of the depth data had led to compet-
itive results compared to those of RGB, mainly when using LBP/3DLBP and
HoG features. For example, for gender recognition, using the LBP descriptor
achieved an AUC of 95% and 97% for RGB and depth images, respectively using
the SVM classifier. Likewise, as for the HoG feature, the achieved performance
was 97% for both modalities. These observations are similar for ethnicity and
expressions classification tasks. As for the other classifiers, the SVM, RF and
AB are competitive with each other, while the performance achieved by the
SVM classifier is generally higher than using other classifiers among the five
compared descriptors in terms of AUC. However, when using sift and Gabor
features, the results of the depth still not good enough compared with RGB data
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FIGURE 5.7: Expressions classification with SVM (top row),

Random Forest(middle row) and boosting classifiers(bottom

roow) using LBP, HOG, SIFT, GABOR feature extractors from
right to left respectively

which shows that those descriptors are not suitable to extract useful character-
istics from depth data. This shows that relevant information can be extracted
from the depth images alone, despite the fact that we used state-of-art descrip-
tors that are usually used for RGB data.

5.3.2 Bimodal performance

In this set of experiments, we use information extracted from both modalities,
RGB and depth. As described in section 5.1.3, multimodal data is fused on the
feature level for the different types of feature sets. We used the best RGB and
depth features for combination, i.e. the selected features using AdaBoost-based
for each classification task. We first extract all RGB features for depth features
and concatenate them. Then we apply AdaBoost to select the best 1000 fea-
tures. This choice is based on the fact that the best performance of AdaBoost is
achieved with 1000 features. Figures 5.5, 5.6, 5.7 shows the ROC curves for the
obtained performance compared with a simple concatenation and with PCA
based dimension reduction approach. These results indicate that integrating
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information from both RGB and depth data leads to a significantly improved
performance over single-modal. When comparing the two different types of fu-
sion, the feature level fusion by the AdaBoost-based selection performs better
well for the three classification tasks and for the four descriptors. The PCA-
based features resulted in lower performance, mainly when using Random Forest
classifier and achieved a good performance only when using the SVM classifier.
This is not surprising since a supervised feature-level fusion is expected to take
advantage of the correlation between the two modalities which is stronger and
select the best features sets from each modality that contains the most infor-
mative features for the task. In addition, it allows of a smaller set of the most
informative and correlated features from each modality.

5.3.3 Features analysis

FicURE 5.8: Distribution of the selected rgb depth feature for
each descriptor for the three classification tasks
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As the concatenation of RGB and depth by AdaBoost performs better when
the best features set useful for each task from each modality are used. Therefore,
it is worthy of investigating which RGB and depth features are selected. Figures
5.8, show the distribution of the AdaBoost-selected RGB and depth features and
the importance of the features from the various descriptors for each classification
task respectively. The features that have been most frequently selected by
the AdaBoost from either RGB and depth features are those belonging to the
LBP and HOG features. The depth features being least frequently selected
are those from the SIFT and Gabor feature sets, and the dominant features
that belong to the RGB data. This can be explained by the fact that these
descriptors are not suitable to extract informative representation from depth
data. Furthermore, the selected features vary according to the discriminative
relevancy of the features to perform the classification.

On the other hand, the state-of-art papers discuss the usefulness of the depth
with a focus on feature extraction only for face recognition. In contrast, our
work tries to address the classification task. As far as we know, we are not
aware of a similar study for RGB-D images.

5.4 Conclusion

In conclusion, we investigated in this preliminary work the usefulness of depth
information for gender, ethnicity and expression classification. Five state-of-
the-art descriptors, three classification approaches were investigated and tested
for RGB, depth, and their fusion. The results show that depth data can be
a rich source of information which has promising and beneficial uses in face
recognition applications. Moreover, the results show that the accuracy of a
recognition system depends on the choice of the most suitable combination be-
tween the classifier and the feature extraction technique. Mainly, using HoG
and LBP showed promising results with both SVM for binary classification and
muti-classes case. The results also suggest that integrating the information
from both modalities lead to improved reliability over single-modal approaches.
The experimental results have demonstrated that the proposed fusion approach
improves the system performance and shows the effectiveness of the candidate
features selected for fusion according to the studied classification task. We
consider the content of this paper to be a preliminary work on this topic. Per-
haps it can be a promising direction to use as a starting point for the next
investigations.
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Chapter 6

Multimodal face classification
using RGB-D data

The obtained results in the previous experimental study (chapter 5), showed
that the additional information carried by the depth modality is promising and
beneficial for solving the face classification problem. We extend our work by
studying how can we select an optimal strategy for the face classification system
that can better exploit the texture and shape characteristics provided by the
two modalities, and therefore improve the recognition performance. In this
chapter, we first, present the motivation of this research in section 6.1. Section
describes 6.2 the proposed approach. Our experiments are detailed in section
6.3. The results are reported in section 6.4 and disscussed in section 6.5. Finally,
conclusions and future directions are presented in section 6.6.

6.1 Motivation

Face analysis is a long-standing challenge in the field of pattern recognition.
The goal is to not only to create systems that detect, verify and recognise faces
but also to understand characteristics of the human face and facial diversity.
The human face presents great potential containing a wide variety of fea-
tures. The diversity of information provided by the face enables us to simultane-
ously recognise another person, identify his gender and ethnicity, and estimate
his age and emotional state. However, we cannot say precisely how we make that
judgment. In the literature of psychology and neurophysiology, many studies
have made significant progress at understanding the effectiveness of the global
versus the local discriminative information in visual processing such as gender
identification and expression analysis. These studies focus on the understanding
of what kind of features are more distinguished in the perception of gender [1],
2], [3], [4]. For instance, to figure out how human brain discriminates between
males and females, several approaches have been used in the previous studies,
based on presenting in isolation, masking or replacing within a full image in-
dividual features (brows, eyes, nose, mouth, and chin) or pair ones (brows and
eyes, eyes and nose, nose and mouth, mouth and chin). These studies have
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produced varying results indicating the influence of each part in sex discrimi-
nation. In general, the results showed that the eye region and the face outline
(particularly the jaw) has the highest load in judging the gender.

From a pattern recognition point of view, face classification is a challenging
problem. The challenges mainly come from the large variations in the visual
stimulus caused by the changes in illumination conditions, gender, ethnicity,
expressions and age variations etc. This wide range of variations leads to a
high degree of intra-class variance. One approach to handle the problem of
the large intra-class variation is to address the problem based on local features.
Existing face representations methods consist into two categories: global-based
approaches where the feature vector contains some holistic characteristics about
the face and local-based approaches corresponding to a particular local region
in the face and encoding the specific traits within this specific area. While
global-based face representations have shown a good performance, however,
local approaches are believed to be more robust to the intra-class variations to
some extent. Based on these observations, we aim here at studying the RGB-
D face classification problem, by first understanding the facial diversity in the
presence of the unimodal and multimodal information, and second by studying
an optimal strategy that allows the system to better exploit the multimodal
information. Therefore, this problem is addressed as a multiple classifiers system
where the set of classifiers is trained on separated facial parts from the RGB
and Depth faces. We assume first that extracting features from local face areas
encode more detailed local features. Second, that each RGB and depth facial
part is characterised by a specific shape and texture properties from the other
part, and therefore they contain diverse information. Then, in order to exploit
this diversity all these classifiers are combined as an ensemble classifier system
to predict the final decision based on the proposed sum rule based on each model
performance. Three classification tasks were considered gender, ethnicity and
expressions classification. In summary:

e We aim at finding out which are the most discriminative facial parts that
play an essential role in recognising the gender, ethnicity, and the expres-
sions using the unimodal information and the combined RGB-D data.

e We address learning from local facial parts to deal with the intra class-
variation present in the RGB and Depth faces and to evaluate the local
representation of the RGB versus the Depth information and their com-
bination. We further explore the imbalance issue and noise issue present
in the dataset jointly.

e We propose an ensemble classification approach based on combining the
complementary and diverse information learned from each separated facial
part as a component classifier. Then, to exploit the facial diversity, the
final decision is rendered by a proposed scoring rule that combines all
components decision based on their training performance.
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6.2 Proposed approach

In this section, we first present the global mathematical framework of the pro-
posed approach, next a detailed description of each component of the ensemble
system, is provided.

6.2.1 Mathematical formulation

Considering a face classification problem, where patterns have to be assigned to
one of the possible m classes (y1,%2 - - ym). Let us assume that for a given face
F, we extract a set of n parts denoted P = {Py,--- , Py}, where F' = {U"_ F;}.
Each part P; is representing the given pattern by the input rgb and depth
features space denoted respectively ! and x¢.

Given a set of training examples, the learning algorithm outputs a set of
hypothesis (classifiers) denoted h = {h1, ha,-- , h,} trained on each element
from P. Let a = {aj,a2, -+ ,an} and I = {l1,l2, -+ ,l,} be respectively the
set of (balanced) training accuracies and missclassification loss. A score S; is
assigned to each part based on its training performance as the following:

S; = i (6.1)
i
For a given input sample I from the testing set, let Dy = {dy,da,--- ,dy} be
the set of the decisions corresponding to the label outputs (decisions) predicted
by h. We compute first, the sum of scores of the models with the same label
output j € {1---m}:

n
SCOT@j(I) = Z S; with d; = d]' (6.2)
i=1
Then the class which receives the highest score is then selected as the final
decision assigned to the sample.

dpinal = d; with Score; > Score; (6.3)

6.2.2 Ensemble components description

A multiple classifiers system consists of constructing a set of classifiers in the
training step, also called an ensemble of classifiers. The predictions made by
this collection are aggregated to predict class labels in the testing set. Building
an ensemble of classifiers consists of two phases—the creation of the ensemble
and the combination of decisions. In this section, we describe in details the
used techniques in each step.
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Creation of ensembles

Two architectures can be used, a serial or a parallel one. In the proposed ap-
proach, the set of classifiers are trained in parallel, and their output is combined
afterwards to give the final decision. Before combining the decision, the system
is designed on three levels (Figure 6.1), the data level, the feature level, the
classification level:

A. Data level | B.Featurelevel | C.Classifier level | D. Combination level
[ I - [
o) ' [ ] (] !
o

L A

Final
decision

Combiner

Input face ¢ :

FIGURE 6.1: Global architecture used for the ensemble

Data level The set of base classifiers is generated on the data level. We
divide the input set of samples into a different subset of samples. As mentioned
previously, the studies done on understanding the face perception showed that
each facial part represents different properties and representations of patterns.
Thus, different subsets are constructed by dividing the face into separated facial
parts. By using this prior knowledge about the problem, we aim at by this
way at creating diverse classifiers that are good to combine. We automatically
extract six face parts from the RGB and depth face images. Namely, eyes, cheek
with the nose, nose with the mouth, chin, chin with mouth and jaw, nose.

Feature level On the feature level, we use different methods for the prepro-
cessing and extracting the features vectors from the constructed subsets:

Pre-processing: To preprocess the RGB images, we apply the Histogram
equalization in order to normalize the image intensity. Further, to eliminate the
noise for depth images, we used the Median filter.

Feature extraction: In order to extract the distinguishing features from
the images, we suggest applying two of the most state-of-art successful descrip-
tors used for face classification. Namely, LBP [157] and 3DLBP [148] operators.
Moreover, we investigate deep learned features, which are automatically learned
from the images differently from handcrafted feature representations. As we are
dealing with a small dataset, we choose the autoencoders as an unsupervised
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learning algorithm. Our primary goal is not to propose a good descriptor ap-
proach but to study the usefulness of the depth data through using separated
facial parts. Therefore, we selected some of the best performing state-of-the-art
feature extractors to test our ideas.

Rgb and depth fusion: The multimodal fusion of RGB and depth modal-
ities is performed using the previous method based on AdaBoost algorithm as
a feature selection method.

Classifier level On the classifier level, we apply the same learning paradigm
to train each subset. After feature extraction, we obtain feature vectors from
each facial part.

Combination of decisions

After creating an ensemble, many rules can be used to obtain the final decision
from the classifiers combination. In order to effectively combine the individual
learner in the context of classification, we aim at selecting an appropriate way to
fuse the outputs that can highly improve the performance of the system. Thus,
we defined a score associated with each classifier based on its discriminative
performance in the training step (equ. 6.1). The ensemble constructed with
classifiers is combined using a sum rule as the following. We add the scores
provided by each base classifiers and which predict the same output (equ. 6.2).
Then the class label with the maximum score is assigned to a given input pattern
(equ. 6.3).

6.3 Experimental study

In this section, we are describing our experiments in more detail. The approach
is tested on the same dataset used in the previous work 5.2.1. Therefore, we
start by explaining how we preprocessed it and performed the feature learning
and classification.

6.3.1 Pre-processing Pipeline:

To extract the facial parts from the face image, the Stasm library is used to
locate face parts for RGB images [155, 156]. Stasm is a software library for
finding features in faces. Based on the Active Shape Model (ASM), it takes a
facial image in input and returns the positions of 77 facial landmarks. For each
input rgb image, 77 face key-points using are extracted. These landmarks are
used to comprise the measures which characterise all the horizontal and vertical
dimensions which localise each facial part (Fig. 6.2) For depth images, faces are
obtained by projecting the face coordinates from the RGB image on the depth
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image. All parts are normalised in a uniform size. Figure 6.2 shows the steps
of face parts extraction using a Stasm library.
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FIGURE 6.2: In left, the 77 key-points extracted using STASM
from each face (small enumerated dots). In right, the prepro-
cessing steps to extract facial part from rgh and depth faces

6.3.2 Experimental setting and evaluation

In all the experiments we performed, the data set was randomly divided into
two sets: 70% as the training set and the remaining 30% as the testing set.
This process was repeated 25 times. Then the results obtained are averaged
in order to get the final results. In order to assess if the performance of the
ensemble is statistically significant than using the whole face image, t-tests
have been conducted with 95% confidence interval. There are three stages of
our experiments. In the first stage, we evaluate the training performance of
the extracted parts for gender, ethnicity, and expression classification tasks in
the context of RGB-D information. Training performance is evaluated using
the stratified 10-fold cross-validation. To compute the score used for each facial
part, we calculated the balanced accuracy in both binary and multiclass cases to
deal with imbalanced datasets. It is defined as the average of recall obtained on
each class (equ. 6.5). The misclassification rate is calculated as the percentage
of incorrectly classified instances. The classification was performed using the
Support Vector Machine (SVM) using the RBF kernel with v = 0.001 and C' =
100. For rgh and depth fusion based on AdaBoost, we limit the number of weak
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classifiers to 1000 as the optimal number. Three evaluation metrics are used.
The Fl-measure (equ. 6.6), the balanced accuracy and the misclassification
rates.

TP
Precision = ————— 4
recision = o p (6.4)
TP
= ———— .
Reca TPLEN (6.5)

Precision x Recall
F1- =2 )
meseare * Precision + Recall (6.6)

where, T'P and T'N correspond respectively to true positive and true nega-
tive samples, while F'P and F'N represented the false positive and false negative
erTors.

6.4 Results and analysis

In order to have a general idea about the behaviour of the ensemble and be able
to account for questions that we have set out, we conducted a series of exper-
iments and have divided this section into three main points according to each
one of the goals of the study and a final one where we discuss and sum up the
results obtained. First, we examine the performance of the ensemble. Second,
we evaluate the relevancy of the local versus the global unimodal/multimodal
information. Third, we evaluate the diversity of the different components. The
experiments were performed for three classification tasks, including binary and
multiclassification cases.

6.4.1 Ensemble performance

Through this experiment, we carry out a comparison of the proposed approach
with both the performance obtained using the whole face and with individual
component classifiers (facial parts). The aim is two-fold. First, to determine
if the proposed ensemble improves the results and second to investigate the
approach improvement w.r. to using one single model. That is whether the
tradeoff between complexity increment and performance enhancement is justi-
fied or not. We have compared our approach with a simple combination without
considering the score affected to each base classifier as well. Tables 6.1, 6.2 and
6.3 show the general results for respectively, gender, ethnicity and expressions
classification tasks.

Compared to using the global face information, the results showed a con-
siderable improvement for the three classification tasks in term of the balanced
accuracy and the F-measure. For gender classification (table 6.1), an improve-
ment of 5% is shown when using RGB only, or depth only, enhancing mainly
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the performance evaluated by the F-measure metric. The noticed difference
between the values obtained by both evaluation metrics is mainly due to the
imbalance in gender classes. However, the results have remarkably increased
using both modalities, from the accuracy of 91% and an F-score of 84.71% to
a stable value of ~ 94% for both evaluation metrics. For ethnicity classifica-
tion (table 6.2), the results have improved with approximately 4% using the
RGB and the RGB-d information achieving a recognition performance of 89%.
Using only the depth information, the performance is similar. For expressions
classification (table 6.3), the results have increased especially when using the
RGB information and the combined RGB-D information with ~ 4%. When
using the depth information, the results reached an improved with 2 % over the
evaluation metrics.

Compared to the individual facial parts, the performance of an ensemble is
much better than any of the individual classifiers in the ensemble. As a first
observation, the performance of the ensemble has increased significantly when
using RGB-D information. An improvement of 6 % and an 11 % in term of
respectively the accuracy and the F-score was achieved for gender classifica-
tion achieving a stable recognition rate of 94 %. For ethnicity classification, an
improvement of 11 % was obtained for both metrics. For expressions classifi-
cation, the results were increased with 7 %. In the case of using one modality,
the proposed fusion approach has improved the classification performance from
the individual base learners, especially for the depth modality, which shows the
diversity among individual learners. A remarkable improvement of 5 % and 11
% over the obtained accuracy for respectively gender and ethnicity classifica-
tion tasks. Moreover, an improvement if 9 % and 12 % was achieved over the
F-score metric for the two tasks, respectively. Meanwhile, when using the RGB
information only, the ensemble performance for gender recognition reached the
same accuracy of the best individual learner; however, the f-score score was
increased with 6 %. For ethnicity classification, the recognition performance
increased with 3 % and 8 % over the accuracy and the F-score. However, for
expressions classification, an improvement of 4 % was obtained using the RGB
and depth information in term of both metrics

Finally, the results obtained by combining the predictions using the proposed
score are much better than a simple combination (non-scored fusion), which
shows the effectiveness of the approach.

6.4.2 Global versus Local combiner

Herein, we evaluate the approach for each modality individually, and the bi-
modal combination with using the whole face. We compare the local(facial
parts) versus the global(whole face) potential using the unimodal and for the
bi-modal information. First, we discuss the discriminative relevancy of each fa-
cial part for each task. Second, we discuss the local and the global relevancy of



6.4. Results and analysis 61

each modality to determine how much using the local cues of each information
is more useful in exploiting the potential that the data provided.

TABLE 6.1: Performance of the ensemble for gender recognition
using rgb, depth and rgb-d information

rgb depth rgb-d
balanced balanced balanced
F-score F-score F-score

accuracy accuracy accuracy
cheeknose 70.90 57.14 73.82 59.64 86.56 77.27
chin+mouth+jaw 79.62 65.51 78.19 69.23 84.09 76.15
eyes 84.30 72.41 61.39 52.29 84.71 77.70
chin 67.59 46.66 69.27 52.83 74.32 58.97
nose 67.59 46.66 58.82 45.33 77.99 66.33
nosemouth 72.17 53.33 65.18 45.83 84.75 76.75

non-scored fusion 79.41 74.41 74.09 69.77 92.20 91.59

TABLE 6.2: Performance of the ensemble for ethnicity classifi-
cation using rgb, depth and rgh-d information

rgb depth rgb-d
balanced balanced balanced
F-score F-score F-score

accuracy accuracy accuracy
cheeknose 64.72 63.40 69.75 69.69 78.31 78.37
chin+mouth+jaw 62.45 58.47 63.55 63.14 66.70 66.87
eyes 74.37 72.34 71.14 71.30 7707 77.71
chin 54.25 49.40 51.46 51.12 61.36 61.59
nose 64.06 60.98 62.63 62.34 69.80 69.62
nosemouth 69.00 68.69 65.13 65.14 68.67 68.47

non-scored fusion 74.07 72.70 75.11 75.84 85.62 85.69

Regarding the facial parts relevancy for each classification task, the results
show that the most informative part using the RGB information to recognise
the gender is the eyes region and is the lower part of the face when using
the depth information. By combining the RGB-D information, almost all part
achieved a good performance except the nose and the chin parts. For ethnicity
classification, the eyes are the most discriminative local parts for the cases
when using the RGB information or the Depth information. For expressions
classification, the middle and the lower parts of the face are the most informative
using both the unimodal and multimodal information.

Next, we report the potential of local versus global (whole face) information
for each type of information. We see from the results that the relevancy of
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TABLE 6.3: Performance of the ensemble for expressions classi-
fication using rgb,depth and rgb-d information

rgb depth rgb-d
balanced balanced balanced
F-score F-score F-score

accuracy accuracy accuracy
cheeknose 70.66 72.01 71.43 73.61 76.31 77.90
chin+mouth+jaw 69.36 70.15 65.20 66.68 72.08 73.59
eyes 51.16 51.85 45.01 44.81 52.89 52.93
chin 44.00 43.54 43.88 44.02 55.76 57.79
nose 56.31 57.03 60.39 60.51 60.03 61.89
nosemouth 60.55 61.67 57.15 57.71 70.15 71.47
face 71.09 72.72 72.95 75.30 79.36 80.20
non-scored fusion 66.91 70.11 62.71 66.31 71.49 75.43
scored-fusion 74.67 76.88 74.95 7717 83.21 83.99

each modality depends on the considered classification task. For the case of
gender classification, the RGB information is more relevant in using local in-
formation (eyes region) than the global RGB face. The classification accuracy
of the ensemble remained of a similar value than the best individual learner
(eyes region), while it performed significantly better in terms of F-measure.
The global depth information is more effective. However, the combination of
local parts showed a considerable improvement in the accuracy compared with
global information. the RGB-D fusion for the global face performs better than
individual learners.Nevertheless, the ensemble approach as a combination of
the local parts achieved a significant and stable performance for both metrics.
In the case of the ethnicity classification task, even though global information
performs better when using the RGB, depth and their combination, the combi-
nation of the models built from local parts improves and achieved a more stable
performance especially when using fusing the RGB and the depth. Finally, for
expressions classification, the local parts perform better than the global face.
The performance of the ensemble improves classification performance. Using
the RGB-D features lead to obtaining a more stable performance for both eval-
uation metrics.

Features analysis:  In this section, we present the selected features for each
facial part for each classification task. The aim is to visualise the features that
have been frequently selected by Adaboost from either the RGB and depth
information. The distribution of the selected features is presented in figure 6.3.

From the results, we see that the percentage of selected RGB and depth
features differ for each classification task. In general, the RGB features are
the most selected mainly for the eyes region, the cheeknose and the lower
part(mouth+jaw) of the face. For the chin and the nose parts, the number
of selected features are equal. For the nosemouth part, the RGB cues are more
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selected than depth for gender classification. However, for the ethnicity and
expressions tasks, both types of information are equally selected.
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FIGURE 6.3: The distribution of the selected features from rgh

and depth for each facial part for the three classification tasks

respectively. In right the correspondng obtained accuracy for
each case.

6.4.3 Diversity and Ensemble Performance

Tables 6.1, 6.2, 6.3 do not provide information about how individual patterns
are diversified and has committed to influence the ensemble performance. In
this section, we aim at understanding the diversity among the members of
the ensemble being an important factor in classifier combination. Diversity is
associated with the level of dependence among the base learners, which form
the whole classification system. We first present a didactic example where
the ensemble performed successful patterns to classify 16 unknown subjects
from the testing set for the three classification tasks. We also provide the
output labels predicted using the whole face image, and we compare them with
the ground truth labels. Furthermore, we compared the performance of the
ensemble by changing the ensemble size based on the greedy forward selection
technique. In each iteration, a model is added to the ensemble according to its
performance. We consider as performance both the balanced accuracy and the
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F-score. Moreover, we compared the percentage of the misclassified samples
in the test set. Figures 6.5 show the ensemble testing errors, accuracy and F-
score as a function of the ensemble size for respectively, gender, ethnicity and
expressions classification tasks.
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FIGURE 6.4: Ensemble diversity example

Figure 6.4 illustrates an example of the patterns that have been correctly
and incorrectly classified by the individual learners and how the ensemble can
produce correct prediction from their predictions. By this example, we see that
the individual classifiers built from separated facial parts perform different and
uncorrelated errors which shows that they are independent and not identical.
Intuitively, an ensemble model is not efficient when the ensemble members are
correlated. In this example, we see how the output of the learners are correlated
mainly when they predict the correct output. For the other cases, uncorrelated
ensemble members contributed to predicting the correct pattern. Also, even
the worst-case scenario (only two individual learners are correct), the parallel
approach is very positive, as the decision- making process has the advantage of
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FIGURE 6.5: The performance and errors vs ensemble size for
gender, ethnicity and expressions respectively from right to left

considering the score calculated before finally rejecting or making a misclassi-
fication. By this example, it is clear that when independence is assumed, we
can have incorrect or correct classification independency, which contributed to
a performance increase. Furthermore, compared with the outputs predicted
using the whole face image, we can see that in the case of gender recognition,
the incorrect predictions are mainly those belonging to the minority class which
shows how learning from different errors by a variety of classifiers can help to
overcome the imbalanced problem in the data.

The plots in figure 6.5 show that when the size of the ensemble increases,
the overall performance of the ensemble increases and the misclassification rate
decreases. In addition, we see that for all the classification cases, mainly the
gender recognition task, the obtained performance between the two metrics
become identical. Therefore, the parallel combination of decisions leads to a
stable performance.

6.4.4 Handcraftred versus learned representations

Here, we investigate learned features, which are automatically learned from the
images differently from handcrafted feature representations. Our goal is not to
propose a good descriptor approach but to study the effectiveness of the pro-
posed approach using different feature extraction method. Therefore, we simply
choose to apply stacked autoencoders neural network as an unsupervised learn-
ing technique without incorporating any prior knowledge (see section 8.4.2).
Table 6.4 present the obtained accuracies, f-scores and loss for each learner
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and their combined decision compared with the performance of the whole face.
The results are presented for the three classification cases using the combined
RGB-D features.

gender ethnicity expressions
classification classification classification

accuracy f-score loss | accuracy f-score loss | accuracy f-score loss
pl

82.79 68.57 0.15 | 60.95 59.13 0.38 | 69.18 70.66 0.23
(cheeknose)
P2
(chin+ 90.36 7.7 0.11 | 64.95 64.46 0.34 | 65.29 64.23 0.30
mouth+jaw)
p3

85.94 76.19 0.10 | 0.73 0.74 0.22 | 57.15 56.82 0.39
(eyes)
p4

81.14 65.75 0.17 | 59.50 58.33 0.4 57.99 52.29 0.46
(chin)
P5

85.14 71.64 0.13 | 67.73 65.20 0.34 | 67.55 66.50 0.27
(nose)
p6

79.09 63.76 0.17 | 65.27 65.14 0.32 | 71.46 71.41 0.23
(nosemouth)
face 93.51 86.15 0.06 | 76.34 74.76 0.24 | 74.17 74.95 0.21
scored

96.74 94.90 0.02 | 81.28 80.62 0.18 | 77.35 77.58 0.18
decision

TABLE 6.4: Obtained results using stacked auto-encoders

Similarly to the previous results, we see from the table above that the best
performance was obtained using the combined decision by individual learners
achieving a stable performance and low misclassification rate. The combined
performance improve remarkably the performance of the individual learner,
which shows the effectiveness of the approach to exploit the diversity among
them. Furthermore, it outperformed the performance obtained using the whole
face image. Therefore, the results confirm our hypothesis for different used
features sets.

6.5 Disscussion

From the comparative results, we conclude that the combination of multiple
facial parts using the bimodal information into multiple classifier system is ef-
fective in enhancing the recognition performance. Based on the reported results
in section 6.4, we can draw the following conclusions and summaries:

The fusion based on combining multiple classifiers built from local facial
parts improve the bimodal performance considerably for the three classification
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cases, including gender, ethnicity and expressions face classification. The im-
provement in performance is arising from the reduction in variance achieved
using the divide and conquer strategy. Learning from the local facial parts,
reduces the images noise and lead to the effective exploitation of the potential
of the unimodal and therefore the bimodal information.

Furthermore, the averaged results of different base learners have demon-
strated that this approach can achieve higher F-score rate and produce more
stable over the two evaluation metrics. This show that the proposed ensemble
strategy is much more useful than individual learning methods on imbalanced
data learning, especially for the case of gender recognition, where the class dis-
tribution is highly skewed (80:20). In such case, a learner can achieve good
accuracy and low loss simply due to a high bias of the classification results to-
wards the majority class where the minority class instances might be identified
as noise, discarded by the classifier and misclassified. Therefore, choosing the
classifier that gets high F1 scores on both classes, as well as a high accuracy
is more reliable as the F-measure emphasises both accuracies on positive and
negative classes. The comparison with the face performance also shows that
an ensemble approach is more robust than single classifier and more effective
to deal with the imbalance problem for both binary and multi-class imbalance
problems.

Another important point is that the efficiency of the multi-classifier sys-
tem to solve the learning challenges and enhance performance is mainly since
individual learners are independent of each other. Such independence among
classifiers is known as the diversity within the ensemble. The diversity is consid-
ered one of the essential properties of a compelling ensemble. It is important to
have independent and uncorrelated estimation errors; otherwise, the combined
decision will not provide any improvement to the recognition process. From the
experiments, we can conclude that as long as each facial part is different from
the others due to the high diversity present in the human face image, divid-
ing it into separated facial parts approach can generate several datasets which
may have different distribution such that ensemble members may work better.
Therefore, each classifier will realise a different model which will help to build
a diversified multi-classifier system. In addition to the diversity provided from
the input space, the fact that the combination approach is based on the use
of discriminative criteria leads to a consistent recognition improvement over a
variety of tasks. Combining the decisions by assigning discriminative scores is a
good way to take into account the relative strengths and weaknesses of the par-
ticipating models, and directly manipulating the class distribution of the data.
Moreover, as each modality offer a specific characterisation to the face and the
separated facial parts, Combining both RGB and depth features provide the
classifiers with complement and informative features from both shape and tex-
ture characteristics. Hence, their performance will be higher and maximising
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the diversity term. Thus, understanding facial diversity leads to building infor-
mative and diverse individual learner, so their combination allowed to effectively
enhance the overall recognition capability from the individual estimators and
both types of information.

To sum up, the understanding of the relationship between data issues, such
as the high variance and the high imbalance ratio and learning model complex-
ity, will be useful to provide fundamental insights and critical technical tools to
overcome such issues and therefore enhancing the performance. Furthermore,
the use of context and a priori information is very important in designing effec-
tive practical classification systems. Thus, in this context, understanding facial
diversity is vital to justify the choice of algorithms used to exploit the used
information better and build a good recognition system.

6.6 Conclusion

This part of the thesis has been focused on the analysis and development of
ensembles of facial parts using the RGB-D information to solve classification
problems. Throughout this research, we designed and implemented an approach
using different tools from the domain of machine learning, such as ensemble
classification algorithms, and feature selection methods to evaluate not only
the effectiveness of ensemble learning methods but to better to exploit the
different used types of information as well as to present a more in-depth insight
into the underlying data. Furthermore, to alleviate issues such as difficulty-
of-learning, class imbalance, high dimensionality, noisy data, and small sample
size. Through this approach, it has been demonstrated that the generalisation
capability of the ensemble is high than using a single classifier. The results,
along with statistical analysis, show that the combination of local information
outperforms using a global classifier and maximise the classification performance
in most scenarios. Dividing the face into local parts reduce the presence of noise,
and the high intraclass variance present mainly in RGB data and therefore
exploit better the used information.
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Chapter 7

Background

7.1 Introduction

Privacy is increasingly a concern in today’s digitally connected world. Person-
nel data is being collected and stored in a number of ways and mediums such
as smartphones, mobile devices, wearables, multiple social networks, internet
providers services, government, etc. When data is collected, particularly per-
sonal data, it can be hard to know the purpose for which it will be used for
or by whom it will be used. Personal information may be obtained in differ-
ent ways: being provided by the person, observed by the person, derived from
the observed /provided data or inferred from individuals through learning from
such data. Thus privacy involves controlling the collection, the use and the
share of any personal data that may give rise to concerns about the privacy of
the individuals and making it feasible to infer private information.

Machine learning is a field of research that became a core component of
many real-world applications in many domains including health, transportation,
energy, education, banking, biometrics to cite a few. The increasing availability
of Al-based systems which contain a rapidly growing availability of multiple
sensors and the daily user interactions with the internet, give rise to multiple
types of information. This diverse and large availability of data, coupled with
rapid technological advances in machine learning algorithms (which learn from
data), is changing society markedly. Although it enables the development of
many tools with the potential of bringing good to society, their misuse might
also generate or inflate risks that harm society. Wider debates are raised from
the increase of information technologies, and more specifically the development
of machine learning models and have warned about their ethical and social
concerns [166-169].

In the second part of our thesis, we are mainly focusing on the privacy con-
cern raised when the combination of unprotected data collection and advanced
learning algorithms may lead to non-transparent inferences and manipulation
of the private life of individuals, for example, their personality, intentions, rec-
ommendations, tracking, religious activities, political affiliations and so on (e.g
the Cambridge Analytica scandal [61]). Moreover, by combining data sources
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we can learn more than would be the case from analysing single source indepen-
dently, and more accurate predictions may be inferred which increases issues
about privacy or decreases the privacy guarantee.

To address these issues, we focus on a specific application around this phe-
nomenon: Analysis of private information, mainly the speech information, that
is inferred from the data provided by zero permission motion sensors built-in
both mobiles and wearables, as a promising source of data, using advanced ma-
chine learning models. Mobile devices and warables are one of the commonly
used technologies which attract people to improve their quality of life. These
devices are equipped with rich sensors that provide an advanced and compre-
hensive user experience. However, it is a well known problem that the presence
of numerous sensors is of major concern to the privacy of users and their social
environment. We propose a deep neural network model which learns the acous-
tic information from two kinds of motion sensors . We investigate the obtained
results to analyse to what extent private information can be derived from such
personal unprotected data. Our goal is to raise awareness about the misuse of
machine learning as a threat to privacy by inferring private information about
the individuals speech from unprotected motion data collection as vulnerable
sources. Moreover, our study shows that combining data from multiple sensors
can lead to more accurate inferences and therefore increases the privacy risk.

7.2 Mobile motion sensors

In this section, we provide a background information about the investigated
sensors in our work.

7.2.1 Vibration Energy Harvester (VEH)

A VEH is a transducer that converts kinetic energy from vibrations to electri-
cal power. For low-power electronic devices in specific environments they can
harvest enough energy to actually operate the device [170-172]. A VEH can be
seen as having three parts: the transducer to convert the kinetic to electrical
energy, a power-electronic interface, and some electrical energy storage, like a
battery [173]. Common VEH transducers are piezoelectric, as this type has
shown the highest potential for harvesting energy [174, 175].

Suitable vibration sources are diverse, as for example human motion, waves,
wind, or vibrations of machinery. A typical piezoelectric element as used in
VEHs is illustrated in figure 7.1 where one end of a cantilever beam is fixed to
the device, while the other is set free to oscillate (vibrate). When the piezoelec-
tric is affected by vibrations, an AC voltage is generated by the accumulation
of positive and negative charges on the two opposing sides. The AC voltage
generated in general is proportional to the applied stress.
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FIGURE 7.1: Piezoelectric transducer [176] (on the right) and
the effect of shouting on VEH piezoelectric cantilever beam [176]
(on the left)

Acoustic effect Sound waves, when emitted, are moving through air and
cause pressure on the cantilever beam. Experiments [176] have demonstrated
this effect by having a person shout three times while physically near to the
piezoelectric part. The generated signal (see figure 7.1) shows how the VEH’s
voltage peaked with each shout.

7.2.2 Accelerometer

Accelerometers turn acceleration into an electrical signal based on the same
operating principles as VEHs. The acceleration in different dimensions can be
translated to changing positions. Raw gyroscope data consist of three values
indicating the acceleration along the x-axis, y-axis, and z-axis (usually corre-
sponding to the up-down, right-left, and front-back movement respectively).

Acoustic effect Recent work [177] showed that accelerometers are sensitive
enough to draw conclusions about human speech. The authors there recorded
sensor output while a speaker was spelling the vowel “A”. The spectrum analysis
of the output signal shows a considerable variation of the accelerometer readings
during speech. They reported that the human voice has sufficient sound pressure
to have detectable impact on smartphone accelerometers.

7.2.3 Gyroscope

The gyroscope is mainly used to measure the motion along an axis by measuring
rotation across a given axis. This includes pitch, yaw, and roll motions. The
obtained values correspond to the angular motion in terms of degrees-per-second
about the x, y, and z axes[18]. In recent research works, it is observed that
gyroscope is sufficiently sensitive to acoustic signals. Acoustic signal affects the
gyroscope readings by vibrating the driving mass in the sensing axis (axis which
senses the Coriolis force). The acoustic signal has a strong effect on gyroscope
measurements when its frequency is close to the resonance frequency of vibrating
mass. But acoustic signals with frequencies lower than the resonance frequency



74 Chapter 7. Background

also have the measurable effect on gyroscope readings that makes it possible to
reconstruct the acoustic signal

7.3 Related works to speech inference from mo-
tion sensors

Sensor data has already received remarkable attention from the security re-
search community, as to better understand the potential impact of this data
on user privacy. Projects have investigated opportunities to identify and track
users [178-181]. This was investigated in particular with the acceleration sen-
sor [182-189]. These studies did also show that the motion sensors included
in smartphones are sufficiently sensitive to allow the identification of acoustic
information based on the readings induced by sound waves. An according in-
vestigation of data provided by gyroscopes was performed by [190]. This paper
was inspired by works discussing such effects of acoustics on gyroscope measure-
ments [191-193]. The authors there demonstrated by a rich experimental study
that gyroscope data is sufficiently sensitive to extract information about the
original audio signal. This included the identification of the speaker’s gender as
well an isolated hot-word.

In [177] the authors investigate accelerometer data for hot-word detection.
The main motivation is to enable accurate low-energy and low-cost implemen-
tation of voice control by using the accelerometer instead of the microphone.
The obtained accuracies were competitive with voice control applications such
as “Google Now” and “Samsung S Voice”. However, mobile operating systems
limit the sampling rate (usually to 200Hz). Low sampling rates pose a hard
limit on the available data and therefore are a significant challenge to speech
reconstruction.

To overcome this challenge, a recent work [194] has proposed an eavesdrop-
ping attack by leveraging a distributed form of time-interleaved analog-digital-
conversion to approximate a higher sampling rate. Combining the data provided
by a geophone, an accelerometer, and a gyroscope they were able to reconstruct
intelligible speech. A threat analysis of extracting speech signals from motion
sensors of smartphones is provided by [195]. The authors there examined the
presence of speech information in accelerometer and gyroscope data by studying
many possible attack scenarios and analysing the behaviour of these sensors.

Furthering this track of investigations a recent publication explored vibra-
tion energy harvesters (VEH) and whether they can be used like a sensor [176].
VEHs convert physical movement into electric energy, often to extend battery
life. Because of the high availability of vibration sources, VEHs are consid-
ered an effective energy harvesting option for low-power mobile devices, like for
the Internet of Things (IoT). The authors there also notice that VEHs can be
sensitive enough to detect hot-words in speech.
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Chapter 8

Extracting speech from
motion-sensitive sensors

8.1 Introduction

The increasing presence of wireless sensor networks and the blanket re-use of
the resulting data volumes by Al-based systems raises pressing ethical questions
about the impact of these technologies on our society. One of the commonly
used technologies are Smart Phones and similar mobile communication devices
which attract people to improve their quality of life. These devices are equipped
with rich sensors that provide an advanced and comprehensive user experience.
However, it is a well known problem that the presence of numerous sensors is of
major concern to the privacy of users and their social environment. Specifically
previous studies already revealed that motion-sensitive sensors actually react to
human speech. In this regards Deep Neural Networks (DNN) proved very suc-
cessful to model high-level abstractions in data. Our main focus is highlighting
(i) the potential risks related to these sensors leaking private information about
speech and (ii) the ethical implications of advances in (deep) machine learning
as a threat to privacy. In this work we showcase a simple attack in which col-
lected data from accelerometer and Vibration Energy Harvester (VEH) sensors
can be used to eavesdrop on speech. We propose a multistage stacked auto-
encoder model that learns the distinctive time and frequency characteristics
independently without user interaction. We demonstrate the efficiency of our
model with poor quality data and a very low sampling rate. We investigated
three classification tasks: gender identification (i), hotwords detection (ii), and
(iii) recognition of simple phrases selected from a previously well investigated
dataset.Our experiments demonstrate the efficiency of our model and confirm
that motion-sensitive sensors are a rich source of personal data, from which
highly sensitive and private information about people in close proximity to the
Sensor emerges.
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8.2 Motivation

Mobile devices are often equipped with sensors to provide services based on
the according sensor readings, like location, movement, temperature, and alike.
The data from such sensors, however, can also be used for other purposes.
Here we investigate how data created by a movement sensor and an energy
harvesting component can be used to extract information about human voice
communication.

Advances in machine learning, particularly deep neural networks (DNN),
achieved remarkable success in complex classification tasks and pattern recog-
nition problems [196-198]. In comparison with handcrafted methods, deep neu-
ral networks have been successfully to learn high-level features from complex
patterns in data [32]. However, learning the acoustic information from the mo-
tion data remains a complex and difficult challenge due to many factors. In
fact, the data obtained from these sensors are correlated with multiple sources
which leads to challenges in extracting useful features and increases the level
of uncertainty. A commonly used approach to overcome this problem is to
combine data from multiple sources of information. Compared with that of
single sensor data, multi-source information fusion often contain redundant and
complementary information and lead to more reliable and accurate information
representations. Basically, the fusion of multiple modalities is performed using
two levels of fusion. Namely early fusion (feature-based) which consists of com-
bining the features before the learning process and late fusion (decision-based)
which performs integration after each of the modalities has lead to a decision. In
the latter the decisions are combined using what is called a decision fusion [199].
DNN based models have been proposed to learn from multimodal data whereas
auto-encoders have shown a high efficiency in learning abstract joint represen-
tation from multiple sources of information [39, 200, 201]. As mobile devices are
often equipped with more than one sensor to acquire a variety of possible infor-
mation, multimodal deep learning approaches thus can be used by an attacker
to eavesdrop on the contents of human voice communication [202, 203].

In this work we propose to use DNNs on sensor data to increase the accuracy
in recognising voice patterns. We want to determine the potential risks related
to privacy when such data is not protected. Here we focus on the data collected
from a VEH and an accelerometer while users were speaking as collected in a
preceding study by [176].

Our intentions are twofold: Firstly we want to highlight the improved ability
of extracting acoustic patterns from sensors not primarily used for acoustic
information by using DNNs. Secondly we want to explore if the combination of
data from different sensors can significantly improve the detection rates. Our
aim is to raise awareness about the dangers related to privacy when unwanted
data collection through zero permission sensors data is combined with the in-
transparent classification capabilities of deep learning models.
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FIGURE 8.1: Example for an attack scenario

We perform an experiment by using a DNN based on a stacked auto-encoder
upon the collected data. Our model extracts acoustic features by exploring
both time and frequency representations. The extracted features are then used
in supervised classification to identify the speaker’s gender, detect a simple
hot-word, and distinguish it from short sample phrases.

We show how the combination of the data provided by the VEH with the
data of the acceleration sensor significantly improves the recognition rates in
comparison to [176]. To that end we train the DNN with both sources.

To the best of our knowledge the effect of speech on motion sensors has so
far only been performed using manual feature extraction techniques or only one
way sensor data [176, 177, 190, 195, 204]. We, therefore, assume our approach
of using deep neural networks in this context is novel.

8.3 Threat model

When sensor readings expose voice communication additional threats to privacy
become apparent. The threat model changes as an attacker then only needs
access to sensor readings instead of the microphone directly. The attack vector
thereby is extended to any application having access to the readings of relevant
sensors, as for example on the user’s device in figure 8.1.

The attacker here can identify acoustic patterns in the accelerometer and
VEH readings. With the sensors used in the experiment the user needs to be
physically close to the device [176]. However, this seems very likely when using
a mobile phone or a smart watch, which also happen to be the devices where
accelerometer and VEHs are (to be) used. Furthermore the attacker does not
necessarily require direct access to the sensor data. We assume that access to
locally cached sensor readings may be sufficient to allow offline attacks.

We consider two scenarios in our study: In the first scenario, the attacker
only has access to the data of one source. With the available data we can
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compare having access to only the accelerometer or only the VEH. We determine
how well the DNN identifies the speaker’s gender, detect the hot-word, and
identify short sample phrases for each of those data sets. In the second scenario,
we assume the attacker to have access to both, the accelerometer and the VEH.
Here we combine the data sets of the accelerometer and the VEH to train the
DNN. Again we determine how well the DNN identifies gender, hot-words, and
phrases, so that we can compare these results with those derived by using a
single data source.

This chapter is organised as follows. Section 8.4 explains our approach
in detail and background information about the used the auto-encoder based
model. In section 8.5 we present the results of our experiments. We disscuss
our findings in section 8.7. Finally, the conclusion is provided in section 8.8.

8.4 Learning Acoustic Information

Here we present an overview of our proposed approach and discuss details,
before presenting the experiments in the next chapter.

8.4.1 Classification task

Classification tasks are tied into information representation. The learning pro-
cess on how to represent data is a critical step that on the one hand should pre-
serve as much information as possible from the input data. On the other hand
this process should eliminate redundancies to foster the extraction of structures
and properties. Motion sensors are designed to respond to movement. Their
output signals originate from physical movement of an accordingly designed
part of the sensor. They are particularly used for tasks related to motion recog-
nition, such as identifying physical activity. Modelling motion sensor data to
perform sound recognition is an especially challenging task, because the sensor‘s
sensitivity is optimised towards such movements and not sound.

The artificial learner requires preprocessed data in form of features to learn
from. A feature is a measurable property fed to the learning algorithm. These
are normally manually extracted relying on knowledge of a human expert. This
expertise is domain- and/or sensor-specific and is required for each new dataset
or sensor modality in order to engineer the suitable features for a specific ap-
plication. Therefore, the use of manual feature extraction is very limited. Fur-
thermore it cannot be generalised across different application domains.

As accelerometer and VEH sensors are of a non-acoustic nature, we do not
benefit from a prior knowledge about useful measurements to apply in order
to extract the acoustic information. To deal with this issue, we propose an
unsupervised deep learning approach to automatically learn suitable features
without relying on hand-crafted features. Here features are automatically ex-
tracted from data through layers were each successive layer acts as a feature
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encoded using the autoencoder. The layers are stacked using

layer wise training strategy. The last layer represents the clas-

sifcation step performed after the unsupervised features learning
from previous layers.

extractor and is hypothesized to represent the data in a more abstract way. This
process is unsupervised, which means that it is independent to a specific clas-
sification task. To this end we propose a Stacked Auto-Encoder (SAE) based
model to discover relevant complex structures underlying speech and to learn
a deep and high-level representation robust to intra-class variability including
the sensor direction and the speaker speaking.

Abackground information about an Autoencoder neural network is presented
in section 8.4.2. An architectural overview of our approach is illustrated in figure
8.2. It is divided into two main phases: unsupervised feature learning (section
8.4.3), where we added the combination of the data-sources as well (section
8.4.4), and supervised classification (section 8.4.5).
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used as an input to second (below) based on the Greedy layer-
wise training

8.4.2 Stacked Auto-Encoders

An auto-encoder (AE) is a type of artificial neural network (ANN) for unsu-
pervised learning that applies the back-propagation learning algorithm. Back-
propagation is the standard learning algorithm for the training of feed-forward
neural networks as used for supervised learning. Feed-forward neural networks
are very simple neural networks with an input layer, an intermediate hidden
layer, and an output layer. The neurons in the input layer forward some repre-
sentation of the input data to the hidden layer of the neural network. The hid-
den layer transforms that input data for subsequent layers using some learned
function. The output layer is the final layer with the scaled target values.
The learning objective of the AE is to map the data of the input layer to the
output layer in the way it is desired. Enforced limitations of the neural net-
work structure complicate training for the learning algorithm. The result is an
approximation of the so-called identity function, where the output is a repre-
sentation of the input. The architecture of an AE divides the ANN into an
encoder and a decoder. The encoder takes the data at the input neurons and
creates a “restricted” representation of it at the hidden layer. Since the hidden
layer is smaller than the input layer it learns only the most relevant aspects of
the input. The decoder then tries to reconstruct the original input from the
representation in the hidden layer. This produces a higher-level representation
from the lower-level representation of the input [205].

A stacked auto-encoder (SAE) is an ANN consisting of multiple hidden
layers creating a deep neural network architecture. SAEs overcome limitations
preventing deep architectures of multi-layer feed-forward neural network trained
with back-propagation. The SAE applies the so-called greedy layer-wise pre-
training strategy (Figure 8.3) which addresses the error-causing vanishing gra-
dient problem. In SAEs the input layer is the encoded layer trained on the
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raw input. The output then is used as input to the next AE to obtain the
next encoded layer and this process is repeated for subsequent layers. Stacking
layers like this can then lead to deep stacked auto-encoders that carry some of
the interesting properties of deep models [205].

8.4.3 Feature learning

In this step, we investigate time and frequency data separately to train a bi-
modal representation from each sensor. We perform Fourier transformations on
the frequency data. Then we use the greedy layer-wise training for the SAE.
Therein, the features learned in a hidden layer are used as input to the next AE
in order to produce a new representation of the data. By representing the data
through layers we enable learning of complex patterns across data variations.
After extracting the features separately from each source, that is time and fre-
quency, we combine them into a joined time-frequency representation. This
joint representation leads to a shallow model, thereby making it difficult for a
single hidden layer model to directly find correlations between representations
that have been joined. We, therefore, again apply greedy layer-wise training to
improve discovery of high-level correlations across the two representations.

8.4.4 Data From Multiple Sources

With the assumed availability of different sensors, we then have separate types
of data sources about a given moment. The machine learning community as-
sumes potential in improved learning algorithms to specifically exploit such
multi-modal data to form a unified picture [206]. Modelling speech recogni-
tion from data of non-acoustic sensors is challenging. Additional problems to
tackle are the limited sampling frequency and the interference from the device’s
original function (detecting movement, harvesting energy) with our intended
function (detecting spoken language). Our study specifically aims to deter-
mine to what extent combining data provided by different sensors can provide
improved results. To that end, our multi-layer approach combines separately
trained models into a joint representation.

8.4.5 Supervised classification

We then use supervised classification on the extracted features. For this the
fused representation functions as the input, thus providing features across the
original data sources. We repeat the three classification tasks for the speaker’s
gender identification, the hot-word detection, and the recognition of the sample
phrases.
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8.5 Experimental study

In this section we are describing our experiments in more detail. We start by
presenting the available data and then explain how we pre-processed it and
performed the feature learning and classification.

8.5.1 Dataset

The dataset we used is described in more detail in [176]. It is the only work we
are aware of that already studied the potential of detecting acoustic information
from VEH data. It contains the data for both, a VEH and an accelerometer,
while different persons performed identical tasks repeatedly. Involved were eight
individuals, four being male and four female, and the experiments were per-
formed with two different orientations of the devices (horizontal and vertical).
The devices were positioned close to the persons (3 cm) and the experiments
repeated 30 times for the hot-word “Ok Google” and at least ten times for the
phrases “Good morning”, “how are you”, and “fine thank you”. Overall the
data-set contains 1155 samples. Figure 8.5, 8.4, represents the accelerometer
and VEH sensor outputs while a person spoke the four phrases.
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FI1GURE 8.4: The VEH signal while the user is speaking the four

phrases (”good morning”, "okay google”, "fine thank you” and
"how are you”)
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FIGURE 8.5: The accelerometer outputs (x axis,y-axis, z-axis on
left) while the user is speaking the four phrases (”good morning”,
"okay google”, "fine thank you” and "how are you”)

8.5.2 Preprocessing

In the pre-processing we apply our domain knowledge to address the specifics
of the different data sources.

VEH: As we face varying lengths of the samples, we started by interpolating
all the samples in the data to the mean length. We separately handle the
temporal and frequency representations of the VEH signal. To minimize the
signal-to-noise ratio we normalise and filter the temporal representation. On
the frequency representation we apply a fourier transformation to obtain the
frequency values. Since they are complex valued, we calculate the real part
which corresponds to the magnitude of the amplitudes, which we then also
normalised.

Accelerometer: For the accelerometer data, we down-sample the signal
to 200Hz. This is the limit on sampling frequency as posed by the mobile
operating systems Android and iOS. We then interpolate the samples to their
mean length and normalize the data. The three acceleration channels were
combined as one using square summing to obtain the magnitude acceleration,
which is orientation independent.

8.5.3 Feature Learning and Classification

The training procedure for time and frequency representations each is executed
for 50 epochs, using a mini-batch size of 30 and learning rate of 0.001. The
RMSprop variant of the stochastic gradient descent is used as the optimization
algorithm. For the feature learning step, we used a hidden layer of size 1200. For
the classification we used and compared three common learning algorithms, that
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is Support Vector Machine (SVM), K-nearest neighbours (KNN) and Neural
Network Classifier (NN), in order to study their performance.

8.5.4 FEvaluation

In the evaluation we used a k-fold cross-validation with £ = 10. For this we
divided the data into k equal folds (portions). We then trained the model on the
k — 1 folds and test it against the remaining folds. That process was repeated
k = 10 times. The final performance after that corresponds to the average
of the obtained values. We used cross-validation analysis to ensure that all
data was used for both, training and test. The classification of the proposed
framework was performed using the four metrics accuracy, precision, recall, and
F-measure.

8.6 Results and discussion

In this section we present the results from our experiments in detail.

8.6.1 Single modal performance

We first evaluate the results from using the data of the accelerometer or VEH
on their own, each. Tables 8.1, 8.2 present the classification performance for
each of our metrics, that is accuracy (acc), precision (prec), recall (rec) and
F-measure (f-score), as determined for each of the classifications (gender iden-
tification, and hot-word detection, and phrase recognition) for each of the used
learning algorithms KNN, SVM, and NN (alg) for each of the data represen-
tations time-only, frequency-only, and our model. These allow us to see how
our model compares to using only the time- or only the frequency-data. On
the hot-word classification the KNN and SVM algorithms with our model both
achieved an accuracy of 75% when used on the VEH data and 76% when used
on the accelerometer data, in all cases out-performing the use of only time-
or frequency representations. For gender identification results, the best clas-
sification performance was achieved by our model in combination with SVM,
having an accuracy of 86% using the accelerometer data and near 80% using
the VEH data, again out-performing the use of only one data-representation.
The accuracy of our model in recognizing the phrases was in the range of 64-
65% for all combinations but using NN on the accelerometer data and once
more out-performed the use of single data representations in all combinations.
The F-score shows comparable values. Therefore, we can conclude that features
learned from the joint representation of time and frequency information leads
to a considerable improvement of the classifications. Both, frequency and time
representations, contain important information that can be combined for better
results here. We assume that more abstract features have been learned in the
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process. We highlight that sufficient information about the original activity of
shouting can already be extracted with relevant accuracy even when using only
one of the data sources.

Hot-word detection |Gender identification | Sentences recognition

alg. rep acc | prec| rec |f- acc |prec| rec |f- acc |prec| rec |f-
score score score

time 74 | 76 | T4 74 7L | 72 | 71 70 62 | 62 | 62 60

KNN freq 69 | 69 | 69 | 69 | 76 | 77 | 76 | 76 | 55 | 55 | 55 53

our model| 75 | 76 | 75 75 79 | 80 | 79 79 64 | 65 | 64 62

time 717271 71 70 | 71 | 70 69 63 | 64 | 63 61

SVM freq 69 | 70 | 69 | 69 | 76 | 77 | 76 | 76 | 54 | 54 | 54 53

our model| 75 | 76 | 75 (0] 80 | 80 | 80 80 64 | 65 | 64 64

time 70 | 72 | 70 70 62 | 64 | 62 61 61 | 62 | 61 60

NN freq 65 | 68 | 65 | 63 | 72 | 74 | 72| 72 | 54 | 54 | 54 51

our model| 75 | 76 | 75 7 79 | 77 7 65 | 65 | 65 64

TABLE 8.1: The obtained results (%) using the VEH data for
the obtained time features, frequency features and the joint time-
frequency representation (our model).

8.6.2 Bimodal performance

Next we examine if access to multiple data sources further increases the clas-
sifications. For this we repeated the training using both, the VEH and the
accelermeter data, as described above. The results are — formatted as the pre-
vious tables — shown in table 8.3. Combining the data-sources has significantly
increased the accuracy of the classifications across the board by around 10%.
The highest F-scores of 91%, 85%, and 77% for gender identification, hot-words
detection and recognition of phrases respectively, were achieved when using the
SVM classifier with our model. The increase was higher for our model than
if using only the time or the frequency representation. In each of its levels,
the ANN must have learned additional correlations between the data variables
across frequency and time representations. Overall, the joint representation has
lead to remarkably improved accuracy. We then performed the k-fold cross-
validation (figure 8.6), to ensure that our model was trained and tested on
representative samples. We considered five k values (k = 4,5,7,9,10). The
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Hot-word detection | Gender identification | Sentences recognition
alg. rep acc | prec| rec |f- acc | prec| rec | f- acc | prec| rec | f-
score score score

time 710 72 | 71 71 83 | 83 | 83 83 58 | 59 | 58 56
KNN freq 55 | 55 | 55 | 55 | 64 | 65 | 64 | 63 | 42 | 38 | 42 37
our model| 77 | 77 | 77 7 83 | 83 | 83 83 65 | 65 | 65 63
time 58 | 60 | 58 54 80 | 80 | 80 80 48 | 31 | 48 33
SVM freq 58 | 58 | 58 | 58 | 71 | 72 | 71 | 71 | 41 | 39 | 41 39
our model| 76 | 76 | 76 76 86 | 86 | 86 86 65 | 65 | 65 64
time 53 | 55 | 53 48 61 | 65 | 61 58 47 | 23 | 47 30
NN freq 54 | 56 | 54 | 50 | 66 | 68 | 66 | 65 | 45 | 35 | 45 | 34
our model| 68 | 70 | 68 67 80 | 81 | 80 79 54 | 57 | 54 50

TABLE 8.2: The obtained results (%) using the accelerometer
data for the obtained time features, frequency features and the

joint time-frequency representation (our model).

results show, that the accuracy of our model does not decrease on repeated
validation runs, and, therefore, was not just a lucky pick of matching data.
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FIGURE 8.6: Obtained accuracies (%) combining VEH and ac-
celerometer data with repeated k folds using the SVM classifier

In table 8.4 we compare our model with the results from the original work
from [176] which only used the VEH data. The authors there compared results
for different positions of the VEH. Recognising the importance of positioning,
we specifically wanted the DNN to cope with this, as we hardly can influence
the positioning in the scenario of spying. This way our results should be better
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Hot-word detection |Gender identification | Sentences recognition

alg. rep acc | prec| rec |f- acc |prec| rec |f- acc |prec| rec |f-
score score score

time 78 | 79 | 78 78 81 | 81 | 81 81 69 | 69 | 69 67

KNN freq 69 | 70 | 69 | 69 | 79 | 80 | 79 | 79 | 55 | 55 | 55 52

our model| 83 | 83 | 83 83 88 | 88 | 88 88 73] 74| 73 72

time 76 | 76 | 76 76 791 79 | 79 79 66 | 66 | 66 64

SVM freq 73| 73| 73| 73 | 8 | 8 | 8 | 8 | 59 | 59 | 59 58

our model| 86 | 86 | 86 86 91 | 92 | 91 91 T T8 | 7T T

time 68 | 69 | 68 67 73| 74 | 73 73 61 | 64 | 61 59

NN freq 12| 7 71 79 | 80 | 79 79 59 | 59 | 59 57

our model| 81 | 82 | 81 80 88 | 89 | 88 88 T4 | 75 | T4 74

TABLE 8.3: The obtained results (%) combining the VEH and

the Accelerometer data for the each representation (time, fre-

quency and their combination) acheiving the highest perfor-
mance compared to one modality.

suited to assess the practicality of an according attack vector. Moreover, we
applied our model to the gyroscope data used by [190] for isolated words
recognition. We compare our results with those obtained by the authors for
the user independent case. The results show that our model provided better
accuracy than the state of the art works, that were based on manual features.

The results show that our deep auto-encoder approach can improve the
recognition of acoustic patterns from non-acoustic sensors, here acceleration
and voltage readings. We do not claim that the proposed approach represents
a direct substantial risk to privacy, yet, as the data-set is small and was derived
in a very specific setting. However, mobile sensors beyond the obvious micro-
phone and camera could become targeted by attackers as they — as of today
— are often less protected. Despite the fact that the data provided by such
sensors is always cluttered due to their main purpose, it still is possible to draw
conclusions on audio information from them by using two main approaches.
The first is to combine data from multiple sources by considering a multimodal
architecture. This will exploit the complementary between multiple modalities
(information obtained from multiple sensors) and will lead to more accurate
results. The second is to include a de-noising component in the autoencoder.

In fact, de-noising data is one of the areas where auto-encoders have been most
successful [207].
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method accuracy

Hot-words detection using VEH
in a horizontal position [176] 73%

Hot-words detection using VEH
in a vertical position [176] 63%

Hot-words detection using VEH

invariant to sensor orientation (our model) 75%

Hot-words detection combining VEH

with accelerometer (our model) 86%

Isolated words recognition (11 words) using gyroscope

with SVM (Speaker-independent) [190] 10%

Isolated words recognition (11 words) using gyroscope (our model)

Speaker-independent case 25%

TABLE 8.4: Comparison with state of the art methods

Considering that such sensors might generally not be considered as sensible
and therefore be less protected, they could rise to become popular attack sur-
faces in the future. Based on our results an attacker with access to the readings
of multiple sensors must be regarded dangerous, even if the primary function
of the sensors seem harmless at first. With today’s mobile devices many people
already carry a multitude of sensors around and the trend seems to be for even
more. Based on our experiment, it seems clear to us that uncontrolled access
to these sensors imposes serious security and privacy risks to the users.

8.7 Disscussion

The findings compiled in this work show that motion data are a rich source
of personal data. The misuse of such data using learning algorithms that can
extract visible and invisible patterns and correlations from it can lead to leak-
age of sensitive information such as the individual’s speech. Furthermore, by
combining different data sources we can learn more than from one source inde-
pendently. Thus, more accurate information can be inferred from a combined
analysis (in the studied case the accuracy has increased by 10%), which increases
the risk of the privacy breach.

Recognizing the speech does not give only information about what a speaker
says, but also its attitude toward the listener and the topic under discussion,
and the speaker own current state of mind as well. Many works have discussed
the inferences that can be drawn from human speech extracted from audio data
[208]. Such inferences include information about identity, body features, gender,
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age, personality traits, mental and physical health condition, emotions, origin,
and socio-economic status [209-214].

Therefore, the inferred speech information from motion sensors, in turn, can
be used to deduce more non-transparent insights about individuals and manipu-
lation about their private life [167, 169, 215]. Several examples of data breaches
where personal information was exploited for political purposes [61], financial
ones [62], and other purposes [216]. Therefore, the misuse of such data can
seriously affect an individual’s relationships, employability, or financial status,
or lead to negative consequences for essential rights and social values such as
freedom of expression, respect for private life. In addition, the violation of pri-
vacy can be extended from individual privacy risks to groups privacy violation.
It can be easily applied to large numbers of individuals such as political col-
lectives, ethnic and religious groupings, group in commercial companies, and
governmental institutions [217].

The privacy threat of unexpected inferences from unprotected data sources
are not limited to those discussed in this work. The problem of undesired
inferences goes far beyond motion sensors and the deduced insights are related
to the samples present in the used dataset. Thus, a larger database will contain
a variety of characteristics from personal attributes in addition to the gender
and identity or age. Such attributes may include, emotions, personality traits,
sexual orientation, ethnicity, religious and political views to cite a few. This
diversity of data will allow discovering other correlations, and obtaining more
analysis. Therefore, given appropriate training data, more private insights may
be derived mainly with the increasing evolution in machine learning algorithms,
which offer complex mechanisms for predicting future values and even predicting
causal correlations[218-220].

In sum, the aim of the work is mainly to raise awareness about the ethical and
privacy implications of the advancement of learning algorithms coupled with the
growing availability of data. This is achieved by demonstrating how machine
learning can be used as a tool for privacy breach and manipulation. Advances
in technology change how personal information is collected and analysed, and
therefore create new privacy risks. Thus the continued debate is needed to guide
the development not only of technology but also of the policies that enable its
use. And governments need to be more serious about finding a solution to limit
the power that larger companies have over citizens.

8.8 Conclusion

In this work, we investigate the technical feasibility of speech inference from
motion data using advanced machine learning models. we explore how non-
acoustic sensor readouts can be used in uni-/multi-modal attacks. We propose
a multi-level time-frequency based deep neural network to extract acoustic pat-
terns from an accelerometer sensor and an energy harvesting component. Our
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model detects gender, single hot-words and spoken phrases with an accuracy
of up to 91%, 85%, and 77% respectively. This findings show that motion sen-
sors data are a rich source of personal data. They can be sufficient to obtain
information about a device holder’s speech especially when used data is com-
bined from multiple sensors. By combining data sources we can learn more
than would be the case from analysing single source independently, and more
accurate predictions may be inferred which increases issues about privacy or de-
creases the privacy guarantee. An attacker with access to an accelerometer and
some sensitive energy harvesting module is able to eavesdrop on human speech
and draw conclusions about its content. Therefore, they could be considered
private data in the same sense as audio data.

The privacy of mobile device and wearables users, is a concern of growing
importance. The zero permission nature of embedded motion sensors make ac-
quiring the data easier. The collection of such data combined with a misuse
of machine learning algorithms (which learn from data) can lead to a serious
privacy risks and leakage of sensitive inferences about the user including his
speech. The problem of undesired inferences goes far motion sensors data and
needs to be addressed for other data sources as well. Therefore, further research
is required into the privacy implications of unprotected data collection taking
into account the evolving state of the art in machine learning algorithms. Fur-
thermore, a continued debate is needed not only about control over all sensor
data, but also to guide the development of technology and of the policies that
enable its use.



91

Chapter 9

Conclusion and perspectives

This chapter provides a summary and conclusion. Recommendations for future
research are also given.

9.1 Summary

In this thesis, various experiments were carried out to investigate machine learn-
ing solutions for learning classification problems using the information provided
by multiple sources. The goal is first to study how to exploit multiple types of
information as an opportunity provided by the affordable sources of informa-
tion, second to study the benefits versus the implications of such an opportunity.
The thesis is divided into two main parts; each one corresponds to a specific
application.

In part I, an ensemble learning-based model was proposed to exploit the po-
tential of the RGB-D information provided by the Kinect sensor for solving face
classification related tasks. Machine learning techniques were proposed to tackle
pattern recognition related issues to the data and the model. Such issues in-
clude the noise, class imbalance, small sample size and high intra-class variance.
Various experiments were performed to understand how different techniques can
be used to solve such issues. For better evaluation, the proposed model used
various performance metrics to evaluate the model performance such as the
ROC curves, the balanced accuracy and F-measure. The results show the effec-
tiveness of the proposed approach. They also show that the understanding of
the relationship between data issues and learning model complexity is crucial to
propose suitable solutions and to enhance the system performance. In addition,
the right formulation and understanding of the problem are required to design
accountable and transparent models. Also, to avoid ethical concerns related to
the misinformation and discrimination that can result from a bad model design.

In part II, we investigated the privacy problems of mobile devices users raised
by the misuse of machine learning and personal data. In particular, we proposed
an attack scenario using motion sensors data to infer private user information
such as his speech. We designed an unsupervised feature learning model that
can learn useful features and reduce both overfitting and underfitting. We then
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studied various classification problems and discussed the implications of the
obtained results. The results show the efficiency of our model. They also show
that the data provided by these sensors can be a rich source of private and
sensitive information through unintended inferences, especially when multiple
sources are combined. These inferences are not only limited to the information
obtained from raw data, but also all types of derived information from them.
Given these risks, calls for accountable and responsible use of data and Al
technologies become with crucial importance. Collaborative work is required
from both machine learning and cybersecurity communities. First, to control
data sources and second to build accountable, robust and privacy-preserving
machine learning models. Furthermore, additional law restrictions are needed
on controlling not only personal data collection but also data processing and
data subjects.

9.2 Future work

Research and experiments conducted in this study suggest that many more di-
rections can be identified. Mainly exploring more challenges related to learning
the complement information from multiple sources, and investigating proba-
bilistic models to deal with uncertainty in data. Moreover, we consider the
contents of the last work to be early work on this topic. An interesting next
step would be to examine the attack vector under real-world conditions. For
further experiments, a larger annotated dataset including more sensors as found
in smartphones and a possibly large set of recorded situations would be needed.
Only then would it be possible to realistically judge the threat that, for ex-
ample, is posed by smartphones today, when installed applications are allowed
access to sensors without care. Many factors usually do affect sensors and dif-
ferent sensors each have their specifics in how they are affected. This provides a
large variety of possible experiments from recording and annotating data to per-
forming analyses on that data then. Concerning the neural network, it might be
beneficial to use recurrent neural networks with long-short-term-memory to cap-
ture the temporal relationships in the data. Also working on privacy-preserving
machine learning will be an interesting direction to help to build robust and
trusted machine learning models against privacy violations and data breaches.
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