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Abstract

The sum of this computer and the Shor algorithm will compromise the security of many com-
monly used cryptographic algorithms based on number theory. Then, many researchers have
begun to investigate to develop cryptographic algorithms that would be secure against quantum
computers. In this thesis we developpe a new code-based cryptographic primitives schemes.
Our contribution to code-based cryptography starts with showing that it is possible to reduce
the public key length of the first provably secure group signature scheme from code-based
assumptions without losing the security properties. Thereafter, we propose a new dynamic
code-based group signature without trapdoor matrix. The general idea of this scheme con-
sists in finding a collision between two ciphertexts using two different QC-MDPC matrices in
McEliece cryptosystem. Our contribution continuous by using random double circulant codes
to design a rank metric version of AGS identification scheme which is a five pass protocol
with a cheating probability of % An other way of our contribution is the presentation of the
first mutual authentication protocol for RFID systems based on difficult problems from rank
metric codes. We finish our contribution with a proposition of a cryptographic accumulator
scheme and a fully dynamic group signature scheme. We instantiate our protocol with a double

circulates code which allows us to get a small key size.

Keywords Error Correcting Codes; Post-Quantum Cryptography; Zero-knowledge Identifi-
cation Scheme; Group Signature; Cryptographic Accumulator; Tag RFID
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Résumé

L’ordinateur quantique associé a 1’algorithme de Shor pourrait compromettre la sécurité de la
majorité des algorithmes cryptographiques a base de théorie des nombres. Pour parer a cette
menace, des recherches ont été entreprises en vue de développer des nouveaux algorithmes
cryptographiques, appelés cryptographie post-quantique, qui seraient str face a 1’ordinateur
quantique. Dans cette these nous nous sommes attelé a développer de nouveaux schémas en util-
isant des primitives cryptographiques a base de code correcteurs d’erreurs. Nous avons débuté
nos travaux en montrant qu’il était possible de réduire la taille de la clé publique du premier
schéma de signature de groupe prouvé siir a base de codes correcteurs d’erreurs tout en conser-
vant les propriétés de sécurités. Ensuite, sans utilisé de matrice a trappe, nous avons proposé
un nouveau schéma de signature de groupe dynamique a base de codes correcteurs d’erreurs.
L’idée général de ce schéma est de trouver une collision entre deux textes chiffrés par deux
différentes instances de la version QC-MDPC du crypto systeme de McEliece. Nos travaux
s’enchainent avec I’utilisation de codes aléatoires doublements circulants pour proposer un
schéma d’identification a divulgation dinformations nulles cing-passes avec une probabilité de
triche de % Dans ces travaux, nous avons aussi proposer le premier schéma d’authentification
mutuelle pour les tags RFID basé sur les codes en métrique rang. Nos travaux se terminent par
la proposition d’un schéma d’accumulateur cryptographique que nous avons utilisé pour pro-

poser un schéma de signature totalement dynamique basé sur les codes correcteurs d’erreurs.

Mot-clés Codes Correcteurs dErreurs, Cryptographie Post-Quantique, Protocole a Divulga-
tion dinformations nulle, Schéma de signature de groupe, Accumulateur Cryptographique.



Résumé étendu

Ces dernieres années ont été le théatre d’une recherche acharnée dans le domaine I’ ordinateur
quantique. Ces recherches ont vu naitre 1’ordinateur quantique qui associé a I’algorithme de
Shor pourrait compromettre la sécurité de la majorité des algorithmes cryptographiques a base
de théorie des nombres et de courbes elliptiques. Pour parer a cette menace, des recherches
ont été entreprises en vue de développer des nouveaux algorithmes cryptographiques, appelés
cryptographie post-quantique, qui seraient siir face a 1’ordinateur quantique. Il existe plusieurs
candidats a la cryptographie post-quantique, les plus connus sont celle basées sur les codes
correcteurs d’erreurs, les réseaux euclidiens, les isogénies entre courbes elliptiques et celles
basées sur les polyndmes multivariés. La rédaction de cette these sest faite au tour des chapitres
suivants : le chapitre 1 a été consacré a lintroduction générale, ensuite dans le chapitre 2 nous
avons fait les rappels sur les codes correcteurs derreurs et des primitives cryptographiques
nécessaire a la compréhension de la these. Dans Le chapitre 3, nous avons montré qu’il était
possible de réduire la taille de la clé publique du premier schéma de signature de groupe prouvé
stir a base de codes correcteurs d’erreurs tout en conservant les propriétés de sécurités. Ensuite,
dans le chapitre 4, sans utilisé de matrice a trappe, nous avons proposé un nouveau schéma de
signature de groupe dynamique a base de codes correcteurs d’erreurs. Nos travaux s’enchainent
avec le chapitre 5 ou il est question dutiliser les codes aléatoires doublements circulants pour
proposer un schéma d’identification a divulgation dinformations nulles cing-passes avec une
probabilité de triche de 1/2 qui est une version en métrique rang du schéma d’identification
ags. Le chapitre 6 a quant a lui été dédié a la proposition du premier schéma d’authentification
mutuelle pour les tags RFID basé sur les codes en métrique rang. Ensuite dans le chapitre 7,
nous proposons un schéma d’accumulateur cryptographique utilisé pour proposer un schéma de
signature totalement dynamique basé sur les codes correcteurs d’erreurs. Enfin dans le dernier

chapitre, nous faisons la conclusion générale de notre these.

Dans le domaine des codes correcteurs derreurs il existe deux schémas de signature de groupe,
le second est un schémas de signature de groupe statique proposé par Ezerman et al. Ce premier
schéma de signature de groupe basé sur les code correcteurs derreur prouvé siir proposé par Ez-

erman et al a été proposé sans tenir compte de la taille des clé qui sont treés grande, ce qui rend

vii
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ce schéma impraticable en situation réelle. Dans le chapitre 3 nous montrons quil est possible
de réduire la taille de la clé publique premier schéma de signature de groupe basé sur les code
correcteurs derreur prouvé siir sans pour autant perdre les propriétés de sécurité. En effet, en
utilisant une variante du cryptosysteme McEliece qui utilise les codes ayant leur matrices de
controle a densité modéré quasi-circulantes pour le chiffrement de lidentité su signataire et les
codes doublements circulantes aléatoires pour le systeme dargument a divulgation dinforma-
tion nulle nous avons obtenu une clé publique 466 fois plus petite que dans le schéma original.
Typiquement, pour un groupe de 16 personnes nous obtenons une clé publique de 1.34 Kilos-
bites tandis que dans le schémas originale la clé publique obtenue est de 625 Kilo-bites. Notons
que tous les schémas de signatures de groupes dynamiques post-quantiques utilisent des ma-
trices a trappe. Ces matrices a trappe représentent un gros probléme vu quils sont difficiles a
trouver en pratique et le seul candidat a ce jour reste la matrice CFS et qui nest pas efficace
en pratique. Dans le chapitre 5 nous proposons un nouveau schéma de signature de groupe
dynamique basée sur les codes correcteurs derreurs sans utiliser de matrice a trappe. Lidée
générale ici consiste a créer une collision entre deux texte chiffré avec deux instance de la ver-
sion du cryptosysteme McEliece qui utilise les codes ayant leur matrices de contrdle a densité
modéré quasi-circulantes. Au lieux d’utiliser la version original d’AGS, qui a comme clé privée
(e,m) tel que le poids w(e) < t la capacité de correction et clé publique (G, x,) avec x = mG +e,
nous avons utilisé une version modifier de AGS, dans cette version nous avons utilisée deux
instance d’AGS afin d’éviter de conserver dans une matrice les clés publiques des utilisateurs.
Pour créer une collision et passer outre les matrices a trappe, nous avons utilisé les codes QC-
MDPC . Cette nouvelle version d’AGS a pour clé privée (e,m) tel que le poids w(e) < ¢ et
mG + e = 0 et clé publique (G,#). Nous utilisons aussi une variant du schéma didentification
a divulgation dinformations nulle AGS pour prouver la possession de la clé publique par le
signataire, ensuite nous utilisons la transformation CFS pour obtenir une signature de groupe.
Dans le schéma proposé ici, la taille des clés et de la signature reste constantes et indépendantes
de la taille du groupe et restent plus petites que celles proposées dans la littérature. En 1995
Chen a proposé un nouveau schéma d’identification a divulgation dinformations nulle basé sur
les codes correcteurs derreurs en utilisant une autre métrique appelée métrique de rang avec une
probabilité de triche de 2/3 mais avec une clé publique de grande taille. Dans ce chapitre, en
utilisant les codes doublements circulants aléatoires, nous concevons une version métrique rang
du schéma d’identification AGS qui est un protocole a cinq passes et avec une probabilité de
triche de 1/2. De plus, les matrices utilisées pour masquer les secrets des utilisateurs pendant
lexécution du protocole sont également circulantes. Cette technique combinée a la métrique
Rank au lieu de la métrique Hamming fournit un schéma d’identification efficace avec une pe-
tite taille de clé et un faible colit de communication. En pratique, notre schéma est plus efficace
avec une taille des données publiques de 276 bits au lieu de 350 bits dans le protocole AGS



pour un niveau de sécurité¢ de 80 bits ce qui implique une réduction de 21%. Aussi, pour un
niveau de sécurité de 128 bits, nous obtenons 434 bits comme taille de données publiques au
lieu de 550 bits dans le cas du protocole AGS, ce qui implique un gain de 21%. Le chapitre 6
présente le premier protocole d’authentification mutuelle pour les systemes RFID basé sur des
problémes difficiles de codes correcteurs derreurs en métriques rang. De plus, notre protocole
propose deux grandes améliorations, la premiere consiste a utiliser des codes ayant leur matri-
ces de contrdle a faible rang doublements circulantes. Cette amélioration permet de réduire les
colits de communication et d’obtenir une taille de clé plus petite que les précédents protocoles
a base de codes correcteurs derreurs. La seconde amélioration consiste en un renforcement
de la sécurité en utilisant une fonction de hachage pour obtenir une propriété de sécurité que
nous appelons "Full Inside secrecy” , ce qui signifie que méme si nous avons un oracle qui
arrive a corrompre un lecteur contenant des secrets, un adversaire ne peut pas extraire les clés
privées des Tags RFID. De plus, si un adversaire peut corrompre un ou plusieurs Tag RFID, il
ou elle ne peut pas produire un lecteur qui peut étre authentifié par un Tag RFID qui n’a pas été
corrompu. De plus, notre protocole économise au moins 42% en termes de données de commu-
nication par rapport aux protocoles d’authentification basés sur les codes correcteurs derreurs
pour les systemes RFID. Un accumulateur cryptographique est une primitive cryptographique
qui produit un agrégat succinct d’un ensemble d’éléments. Ce type de schéma permet de pro-
duire une preuve d’appartenance pour chaque élément de I’ensemble. En 2019, a ’aide des
arbres de Merkle, Nguyen et al. ont proposé un premier accumulateur cryptographique basé
sur des codes correcteurs derreurs. Leur schéma proposé utilise des codes aléatoires qui né-
cessitent une grande capacité de stockage et ils ne fournissent pas une implémentation de leur
schéma. Dans Le chapitre 7, nous proposons un nouvel accumulateur cryptographique basé sur
les codes correcteurs derreurs. Comme dans premier accumulateur cryptographique basé sur
des codes correcteurs derreurs, notre accumulateur cryptographique utilise les arbres de Merkle
en utilisant une famille de fonctions de hachage résistantes aux collisions basées sur un code
binaire [2k,k|. De plus, cette technique utilise des codes doublements circulants qui fournissent
des clés compactes et repose de maniere sécurisée sur la robustesse du probleme de décodage
par syndrome. De plus, pour montrer la faisabilité de notre schéma, nous proposons une im-
plémentation de notre accumulateur cryptographique qui est aussi, a notre connaissance, la
premiere implémentation directe d’accumulateurs cryptographiques post-quantiques. En effet,
les autres implémentations d’accumulateurs cryptographiques sont déduites des implémenta-
tions de primitives cryptographiques qui utilisent les accumulateurs cryptographiques. Pour
finir, notre construction permet de déduire un schéma de signature de groupe entierement dy-
namique basé sur les codes correcteurs derreurs qui a une complexité logarithmique en fonction

de la taille du groupe.
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We begin by griving a brief history of old and modern cryptography. Thereafter, we present
post-quantum cryptography; espicially code-based cryptogrphy. To finish, we give the related

works and a presentation of our contibution.

Etymologically, cryptology comes from the Greek p v to( that means hidden and Aoyt o that
means science. Then, cryptography can be defined as the science of the secret. This science
has a vital importance in communications since it is used when two peoples want to be sure that
no one can read and process their exchanges. The science of secret consists in two essential
disciplines that are cryptography and cryptanalysis. The cryptography has as goal to secure
and protect the communications using secret codes; however cryptanalysis has as goal to break

theses codes. In this manuscript we focus on the cryptography.

The cryptography uses mathematics algorithms to make an information intelligible for all ex-
cepted the recipient. The information security using the cryptography have to meet the follow-

ing requirements:

» Confidentiality means the information cannot be understood by anyone for whom it is

unintended;

* Integrity means the information cannot be altered in storage or transit between sender

and intended receiver without the alteration being detected;
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* Non-repudiation means the creator/sender of the information cannot deny at a later stage

his or her intentions in the creation or transmission of the information;

* Authentication means the sender and receiver can confirm each other’s identity and the

origin/destination of the information.

1.1 Historical Cryptography

Throughout its history, the cryptography has get several improvements from many algorithms.
Here, we present some of these algorithms. Used by the Spartan in 404 before Jesus Christ,
the skytale is a first known transposition cipher scheme where the ciphertext and the plaintext
have the same letters, only the orders has changed. The idea of skytale is to wrap a paper web
around a staff and then write the message out in rows aligned with the staff. When the paper
is taken off the staff, the order of the letters changes. To recover the message, the receiver
may have a staff of the same diameter. This technique is simple but very easy to break. In
fact, if someone has intercept the paper web, he can recover the staff diameter by counting the
number of letter and getting all divisors of this number and then for all divisor he advances
a supposition of the staff diameter. This attack is possible, because all letters of plaintext are
in the ciphertext. Unlike the skytale, the Casar cipher is a monoalphabetic substitution cipher
where a given letter is consistently replaced by the one that comes three places later in the
alphabet. But another monoalphabetic substitution cipher that not just use a cyclic shift but
replace arbitrary one letter in plaintext alphabet by another one. These types of monoalpha-
betic substitution cipher have 26! Possible keys that make the key guessing difficult to do.
However, each letter is always enciphered in the same manner that make all monoalphabetic
substitution cipher easy to break using a frequency analysis. Because of the frequency analysis
attack, we saw above that the monoalphabetic cipher is not secure. To combat this attack, the
polyalphabetic substitution cipher which encode a character in a text in deferent way is a good
candidate. A famous example of polyalphabetic cipher called Vigenere cipher. Enigma was the
famous cryptographic machine used by the German during the Word War II. Enigma uses both
permutation and transposition operations that make it a very complex cryptographic system.
Depending on its version, Enigma is composed by at most five rotors that act like a big gearing,
so that a complete round of a first rotor imply one move of a second rotor and so on. Besides the
rotors, Enigma add to its composition a table of permutation, a mirror and a keyboard. A tape
on the keyboard produces one move on the first rotor that shuffle the initial configuration. The

way to decrypt one message is to find the initial configuration. One of the famous contribution
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of cryptography to stop the Word War II is the break of Enigma by Bletchley Park and Alan
Turing. It is believed that the break of Enigma has shortened the Word War II by two years.

1.2 Modern Cryptography

The coming of the computer gave a new skin of the cryptography which was only for military
and diplomatic uses. The simple fact that it is possible to perform hundreds operations in a
second is an opportunity to design a more complex and secure cryptosystems. There are two

kind of cryptography: the symetric cryptography and the asymetric cryptography.

1.2.1 Symmetric Cryptography

Symmetric Cryptography uses a same key to encrypt and to decrypt a message. Symmetric
cryptosystem is devised in two big categories. The first category is the stream cipher that crypt
the message by buffer regarding the size. And the second category is the bloc cypher, here the
message is split in blocs of same size and crypt each bloc by using permutation and substitution.
The most popular bloc cypher was the Fresnel scheme [60] and has been standardized in 1977
as Data Encryption Standard (DES) algorithm. Later, du to its smaller key size, using the recent
computers, it is possible to recover the DES secret key in a few time. Then to get a bigger key
size, Triple-DES [117] has been proposed in 1996. Parallelly, a contest has been launched
by the National Institute of Standards and Technology (NIST) for the Advanced Encryption
Standard (AES) to replace DES. From this contest, it was output that the proposed of Johan
Damien and Vincent Rijmen [51] became the AES in 2001. For now, AES is still secure and
is widely used by many applications and processors. Symmetric cryptography is very speed
but need that booth the sender and the receiver know the secret key before the encryption and
decryption operations. To avoid this problem, Whitfield Diffie and Martin Hellman proposed
in [55] the use of two different keys: one for the encryption which will be public and another
one which remains private for the decryption. In [55] they also proposed a method to get a
common secret remotely. This kind of scheme is called asymmetric cryptosystem.

1.2.2 Asymmetric Cryptography

The most disavantage of of symetric cryptography is the sharing of the key. Unlike symetric
cryptography, Asymmetric Cryptography, called also public key cryptography, uses two differ-
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ent keys: one key, called public key, to encrypt the message and another key, called private key,
to decrypt the cypher-text. The fist asymmetric Cryptography was proposed in 1978 by Ronald
Rivest, Adi Shamir and Leonard Adleman [115]. The Rivest Shamir Adleman (RSA) cryptosys-
tem is widely used in bank applications. In RSA we choose two big prime numbers p and g,
and we compute N = p-q. Thereafter we chose an integer e prime with ®(N) = (p—1)-(¢—1)
and we compute the integer d such that e x d =1 mod ®(N). The public key is the couple
(N,e) and the private key is d. Here to encrypt a message m € [0,--- , N[ we compute C = m®
mod N and to decrypt a message we compute C? = (m®)? = m*? = m! =m mod N. There-
after, the concept of using two different keys allow the emergence of signature scheme and
Zero-Knowledge identification (See Chapter 2). In these type of scheme the private key is used

to sign the message and anyone can use the public key to verify the signature.

~
All Problems
( Computable N
[ EXP )
BQP
N < )/
. J

Fig. 1.1: Venn Diagram of Complexity Classes

The main tool to evaluate the strongest of a cryptographic scheme is the complexity. The
complexity of a problem is the number of operations needed to solve this problem. As it is
shown in Figure 1.1, complexity is organised in many classes. In cryptography only the class P
which resume the decisional problems that there exist a determinist solution that can be evaluate
in polynomial time. Also, the NP class that resume the decidable problems that we can not find
a solution in polynomial time. The most public key cryptographic scheme have there security
based on NP class problems, it is the case of RSA or the Diffie-Hellman cryptosystem.

Remark 1. Figure 1.1 is commented as follow:

P: Solution can be found in polynomial time in the data size.

NP: Solution can be checked in polynomial time.

NP COMPLETE: Any NP problem can be reduced to one of these.
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BPP: Solution in polynomial time at probability > 1/2.

BQP: Solution in polynomial time at probability > 1/2 on quantum computer.
PSPACE: Solution requires a polynomial amount of memory.

EXP: Solution can be found in exponential time.

COMPUTABLE: Solution can be found eventually.

The RSA problem is to find a ¢ root modulo the number N, then it is the same thing to find
the factorisation of N which is p - g to after compute ®(N) = (p—1)- (¢ — 1) and compute the
inverse of ¢ mod ®(N) to finally find the secret d. Then it is clear that the RSA problem is

reduced to the factorisation problem. For now, the best know algorithm to solve the factorisa-

tion problem is the algebraic sieve [113] which have a complexity of L, {%, \ %4] where the

complexity function L, is as follow:

(c+o(1)) (nm)(InInn)!—

L,lo,c] =exp , where 0 < o0 < 1. (1.1)

The Diffie-Hellman problem is also based on the discrete logarithm problem. Concretely, the
discrete logarithm problem consist in inverting the exponential function in a group (]Ffj, X).
Given a prime number p and g € [, a generator of F, the Diffie-Hellman protocol allow two
challengers to get a common secret. At this moment, there is no yet a generic algorithm to solve
the Diffie-Hellman problem. Du to there efficiency, the discrete logarithm and the factorisation
problems are the most used problem in the modern cryptography like in signature scheme, e-
voting schemes, e-bidding, digital right management systems, controlled anonymous printing

services and other domains.

1.2.3 Post-Quantum Cryptography

In 1994, assuming the existence of a quantum computer, Shor [121] showed that it is possible
to solve the factorisation problem in & ((log n)?(loglogn)(logloglog n)) time. In other words,
the discrete logarithm and the factorisation problems become obsolete.

The quantum computer is based on two principles: The fist one is the use of g-bits. Instead
of classical bit that can take a value 1 or O, the g-bit which can be 1, 0 or the superposition of
these two state. The second principle is the quantum entanglement. This phenomenon occur
between two particles when they are make together a linked system. From these two principles,

an entangled g-bit vector of size n can take simultaneously all of 2" possible states of classical
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bits vector. But at the end of the computing, the g-bit vector take only one of the 2" states
(the most probable). It is clear that the existence of a such algorithm allow the emergence of

alternatives cryptosystem such as the post-quantum cryptography.

In 2016, the NIST has lunch a contest to develop a new cryptographic algorithms that would be
secure against both quantum and classical computers. These algorithms could serve as replace-
ments for our current public-key cryptosystems to prepare for the eventuality that large-scale
quantum computers become a reality. The most known post-quantum cryptography candidates
such as Lattice-based cryptography, Isogeny-based cryptography, code-based cryptography and
multivariate-based cryptography have their security linked on difficult problems for which their

exist no classical or quantum algorithms to solve them.

Lattice-based Cryptography Introduced in 1996 by Mikl6s Ajtai [2], lattice-based cryptog-
raphy is based on the hardness of the well studied lattice problem called Short Integer Solutions
(SIS). The SIS problem consists in finding a non trivial solution to a linear equation modulo
an integer, so that the coefficients of this solution are not too big. Two years latter, Jeffrey
Hoffstein, Jill Pipher and Joseph H. Silverman introduced a famous lattice-based public-key
encryption scheme called NTRU [80]. But the NTRU cryptosystem has not been proved at least
as hard as solving a worst-case SIS problem. In 2005, using the Learning with Errors (LWE)
problem, Oded Regev [114] introduced the first lattice-based public-key encryption scheme
whose security was proven under worst-case hardness assumptions. Since then, much more
work has been devoted to constructing another cryptographic primitive based on SIS and LWE.
The famous example of cryptographic primitives introduced from lattice-based cryptography
is the fully homomorphic encryption [71] by C. Gentry.

Isogeny-based Cryptography In 1997, Couveignes introduces the Hard Homogeneous Spaces
framework [49] which is the fundamental of isogeny-based cryptography. But his work stayed
unpublished for 10 years. In 2006, Rostovtsev and Stolbunov [116] independently rediscover
Couveignes ideas, suggest isogeny-based Diffie-Hellman as a quantum-resistant primitive. Since
then, many others isogeny-based cryptosystems have been developed. One of them, is an an
efficient post-quantum key exchange called SIKE and introduced by Jao and Feo [84]. SIKE is
the only isogeny-based candidate submitted to the NIST competition.

Multivariate-based Cryptography A Multivariate-based Cryptography or a Multivariate Public-
Key Cryptosystem (MPKC) is a public-key cryptosystem where the public map, or trapdoor

one-way function, is given as a set of m polynomials of a small degree d equations over n
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variables in a finite field where m, d and n are non null integers. Even if the idea of using
Multivariate polynomial in cryptography appear early [56, 61] , it is in 1988 that T. Matsumoto
and H. Imai [102] presented the first MPKC in the modern form. Since this paper, many other
work for MPKC has been proposed.

Code-based Cryptography In 1949, to establish a communication without noise, Shannon
[119] developed the theory of error correcting code. The mains idea of Shannon is to use error
correcting codes to detect and correct errors after the reception of a message from noisy channel.
Here, each message m is represented by an n-tuple (mj,---,m,) called word of length n also
the elements (m;);=1 ... . are from a set A called the alphabet and the set of all words obtained
is called a code of length n over A. We have to wait 1978, to see the first first code-based
cryptosystem proposed by Robert McEliece [103]. The most important code characteristic is
the quantity of error that a code can detect and correct. To measure these quantity we need to
use metrics. In error correcting codes we commonly use two metrics: the Hamming metric and
the rank metric.

In this thesis we focus on code-based cryptography. Code-based cryptography uses two dif-
ferent metrics: the first metric is the Hamming metric which is very known and studied and
the rank metric which is less known, but have a good promises. These two metrics propose a

difficult problems which are very useful in many primitives cryptographic.

1.3 Thesis Context and Related Works

The goal of this thesis is to contribuate to code-based cryptography which is supposed to
be resistant to the quantum computer attacks. Our contribution focus on rich cryptographic
algorithms like signature scheme, authentication scheme for Radio Frequency Identification
(RFID), Zero-Knowledge identification scheme and cryptographic. Hereafter we describe our
contributions.

A Code-based Group Signature Scheme with Shorter Public Key Length [8] Group sig-
natures allow members to sign on behalf of a group while maintaining signers identity anony-
mous. Group signature was introduced in [42]. Since then, many works have been proposed in
this area [11, 30, 37, 75]. For anonymity and traceability properties of these schemes, group
signatures are highly useful in various real-life scenarios such as controlled anonymous print-

ing services, digital right management systems, e-bidding and e-voting schemes. The majority
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of group signature schemes are based on number theory assumptions [30, 32, 38, 94], but
number-theoretic based cryptography will not resist to the quantum computing. Recently, the
research for post-quantum group signatures is quite active as shows these publications [3, 75,
89, 90, 95]. The majority of these works are based on lattice assumptions, while in code-based
cryptography we denote two group signature schemes: the first one is based on BSZ model
[22] and it is presented in [3]. The second one is based on BMW model [20] and it is presented
in [58]. It is know that One of the big issue in code-based cryptography is the size of the public
key. While in [58], Ezerman et al. proposed a first provably secure code based cryptography
regardless on the size of the public key. Because of the big size of the public key, it is not
practical to use the group signature scheme. In the Chapter 3 of this thesis, we show that it
is possible to reduce the public key length of the first provably secure group signature scheme
from code-based assumptions without losing the security properties. More precisely, the pub-
lic key can be 466 times shorter than the original scheme, typically for a group of 16 users
when the public key length is 1,34 kilo-bytes, while the size is 625 kilo-bytes in the original
scheme[58]. Our technic consist in using a QC-MDPC variant for encrypting user identity and

a random double circulant matrix for the underlying Zero Knowledge Argument System.

A New Dynamic Code-Based Group Signature Scheme [14] Group signature is a crypto-
graphic primitive where a user can anonymously sign a message on behalf of group users. The
dynamic case in group signature is more interesting than the static one. For many years, sev-
eral group signatures have been introduced namely the ACJT [11], which was the first provably
secure coalition-resistant scheme under the Strong RSA and Decisional Diffie-Hellman (DDH)
assumptions. Boneh, Boyen and Shacham in [30] and later Camenisch and Lysyanskaya in [36]
proposed very efficient group signature schemes using bilinear maps. Independently, Nguyen
and Safavi-Naini presented in [108] another group signature scheme using bilinear maps. We
note that all these schemes are analyzed in the random oracle model [21]. Bellare et al. in
[20] gave formal definitions of the security properties of group signatures, they proposed the
first scheme provably secure in the standard model (while totally unpractical). Independently,
Kiayias and Yung [86] (and later [87]) defined a security model. Bellare et al. [22] extended
the [20] model to the case of dynamic groups. All the aforementioned group signature schemes
are based on number theory assumptions. However, number-theoretic based cryptography will
not resist to the quantum computer. Recently, the research for post-quantum group signatures is
quite active as shows these publications [3, 8, 75, 89, 90, 95]. The majority of these works are
based on lattice assumptions, while in code-based cryptography we denote three group signa-
ture schemes. The two first schemes presented in Asiacrypt 2015 [58] and [8] in Secrypt 2016
are based on BMW (Bellare, Micciancio and Warinschi) model [20]. The last one is based on
a slight relaxation of the BSZ (Bellare, Shi and Zang) model [22] and is proposed in [3]. In [3],
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Quentin et al. proposed the first dynamic code-based group signature. But all proposed scheme
uses trapdoor matrix which is actually hard to find and the only current candidate for instanti-
ating there construction is the Courtois-Finiasz-Sendrier (CFS) matrix which is not efficient in
practice. In the Chapter 4 of this thesis, we propose a new dynamic code-based group signature
without trapdoor matrix. The general idea of this scheme consists in finding a collision between
two ciphertexts using two different QC-MDPC matrices in McEliece cryptosystem. We use a
variation of AGS Zero-Knowledge protocol to prove the possession of the secret key and then
we use the Fiat-Shamir transformation to turn it into a signature. The public key and signature
sizes are constants and independent of group users size and are shorter than those presented
in the literature for 80 bits security level. Furthermore, the proposed group signature scheme
presents several advantages: it is a dynamic group signature based on error correcting code

assumptions which are supposed to be resistant to quantum computing.

An Efficient Identification Scheme Based on Rank Metric [15] Identification protocols
are very useful in the electronic communications area. For example, identification protocols
are used in ticketing, e-passport, e-health, control access systems, etc. The choice of code-
based cryptography for identification schemes is mainly motivated by the capacity of future
quantum computer. An identification scheme is said to be Zero-knowledge if it is an interactive
protocol where one proves the knowledge of something, without revealing any information on
this knowledge. This implies that the verifier cannot learn the secret, also he or she cannot
replay the protocol and especially he or she cannot convince another person that the prover
was aware of the secret. Over the years, many Zero-knowledge identification schemes have
been proposed using Hamming metric [1, 40, 123, 127]. Based on the instances of Syndrome
Decoding problem, Stern presented in [123] a pioneering work that is the first code-based Zero-
knowledge identification scheme whose cheating probability is % In this scheme, the prover
has to convince the verifier that he or she knows a word e of small weight such that He =y
where the matrix H € '///(n—k)xn(FZ) which is a parity check matrix of a linear binary code
of length n and dimension k and the vector y € Fg"ik) are public parameters. Thereafter, to
decrease the cheating probability to % Stern proposed in [123] an extended version of his first
protocol that consists on five pass rather than three pass. This improvement impacts a reduction
of the signature size. But on the other hand, it increases the communication cost. The second
advanced work was presented in [127] by Veron where he proposed a different formulation of
secret key using the General Decoding (GD) problem (see below). In this case the prover has
to prove his knowledge of a couple of vectors (f,e) that verifies x = fG®d e € Fén_k) where
the matrix G € .#,,xx(F,) and x are public parameters. This new formulation decreases the
communication cost but increases the key size. In [65], Gaborit and Girault proposed to use a

double circulant matrices to represent the public matrix. This proposition enables to decrease
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dramatically the public key size. In [40] using a g-ary codes, Cayrel et al. proposed another
protocol with cheating probability of % The last and the most efficient protocol in Hamming
metric has been presented by Aguilar ef al. in [1] which is based on the Veron’s scheme and
achieves a cheating probability of % while preserving a low communications cost. Chen in [44]
proposed a new code-based Zero-knowledge identification scheme using another metric called
rank metric. This new three pass identification scheme differs from Stern protocol [123] on the

following points:

e The lack of hash function; the first version of Chen identification scheme [44] did not
use hash function but matrix multiplication. This property has been very useful since the

use of hash function increases the complexity of the identification scheme.

* The choice of another family of error correcting codes; Stern has used a family of error
correcting codes using Hamming metric but Chen protocol [44] has used codes in rank
metric. This choice can provide smaller key size than Hamming metric.

A few month after the publication of Chen’s identification scheme [44], Chabaud and Stern
have presented in [41] the first attack on the syndrome decoding problem in rank metric. Thus,
to keep Chen’s protocol safe, Chabaud and Stern [41] proposed to recalibrate the security pa-
rameters. However, the second attack presented by Gaborit et al. in [67] that is based on the
lack of a hash function allows a passive attacker to quickly recover the user secret. To repair the
Chen’s protocol, Gaborit et al. [67] proposed a new version with hash function. This new pro-
tocol can be seen as the rank version of Stern’s protocol. Recently the research in rank metric
codes applied to the cryptography area is quite active with the publication of many paper like
[67, 79]. In the Chapter 5, we present a five pass Zero-knowledge code-based identification
scheme in metric rank with a cheating probability of % Like in AGS protocol [1], our proto-
col uses double-circulant matrices to represent public generator matrix. Moreover the matrices
used to mask user secrets in the protocol running are also circulant. This technique combined
with rank metric instead of Hamming metric provide an efficient identification scheme with
small key size and low communications cost. In practice, our scheme is more efficient since
the public data are 276 bits rather than 350 bits in AGS protocol for 80 bits security level which
implies a reduction of 21%. Moreover, for a security level of 128 bits, we get 434 bits as public
data size that is better than 550 bits in the AGS protocol, which implies a gain of 21%. Also,
for a security of 280 we get a signature size of 83160 bits whitch is better than AGS [1] case
where the signature size is about 93000 bits. By applying the Fiat-Shamir paradigm [62] to a

Zero-knowledge identification scheme it is easy to obtain a signature scheme.
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Rank-Metric Code-Based Mutual Authentication Protocol for RFID [16] Thanks to their
small size, low cost, low voltage and long lifetime, Radio Frequency Identification (RFID) sys-
tems are becoming increasingly popular and are used more and more frequently in applications
such as access control, supply chain management, e-health and so on. RFID is an automatic
identification technology that uses radio frequency radiation to identify tagged objects. We

consider RFID system with Reader and Tag only, described as follows:

Tag, denoted as T, it is a small electronic chip supplemented with an antenna that can transmit
and receive data. RFID Tag can be divided into three categories: passive Tag, which is
powered by the radio wave from an RFID Reader and communicates with the Reader
through backscattering. Active and semi-passive RFID Tags use internal batteries to
power their circuits. An active Tag also uses its battery to broadcast radio waves to
the Reader, whereas a semi-passive Tag relies on the Reader to supply its power for

broadcasting.

Reader, denoted as R, it is a device to communicate with Tag by radio waves.

The authentication process of RFID Tags by an RFID Reader is necessary to ensure the au-
thenticity, the freshness and the presence of the RFID Tags. During this authentication process,
RFID Tags can check the authenticity, the freshness and the presence of the Reader, which
is so-called mutual authentication. The main issues in RFID systems are the constraint of
resources and the security requirements. In addition to anonymity and untraceability, an au-
thentication protocol for RFID systems must verify the following six properties as defined in
[47] namely: Mutual Authentication, Desynchronization Resilience, Anonymity, Untraceabil-
ity, Forward Secrecy and Resistance to Replay Attack. Our protocol also verifies the Full Inside
Secrecy property, which is an extension of the Inside Secrecy property presented in [10]. We

define the Full Inside Secrecy property as follow:

Full Inside Secrecy means that even if we have a genuine corrupted Reader with some se-
crets, an adversary cannot extract the private keys from the Tags. Furthermore if an
adversary can corrupt one or many Tags, he or she cannot produce a Reader which can

be authenticated by a Tag which has not been corrupted.

To figure out the importance of this property, consider a practical example of a shop where
each article is equipped with a Tag. In this case, no one should be able to pick up an article
and get out from the shop without paying it. But in various authentication schemes, if someone

can get access to a Tag memory then he or she can get the necessary information to produce a
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reader which can be accepted by another Tag and then get the article marked as paid. The Full
Inside Secrecy property gives a direct response to the previous issue by ensuring that even if
an adversary can corrupt one or many Tags, he or she cannot produce a Reader which can be
authenticated by a Tag which has not been corrupted. The Full Inside Secrecy property also
ensures the Inside Secrecy property, which means that even if we have a vulnerable Reader, an
adversary cannot obtain any more Tag’s identifier since this identifier has been never revealed
by the Tag in the authentication process. In the literature there exist four types of RFID au-
thentication protocols. The first one consists of protocols that support cryptographic functions
whether symmetric or asymmetric [101]. The second type is composed of protocols that use
pseudo random generator number PRNG and hash functions [10, 52, 82]. The third type of
protocols called lightweight protocols is generally based on some error correcting codes such
as Cyclic Redundancy Check (CRC) and checksum [17, 106, 129]. The last type of protocols
called ultra-lightweight are those protocols that use only basic binary operations like XOR,
AND and NOT [81, 122]. Over the years, many authentication protocols for RFID systems
have been proposed and the majority of them are based on number theory and elliptic-curve
cryptography [43, 106]. Hung-Yu [82] presented in 2006 an RFID authentication protocol
which provides the anonymity property besides other properties. Later, Naved et al. [106]
presented a reliable and low cost RFID authentication protocol. In [50] Cui et al. proposed
a code-based authentication which does not achieve forward secrecy property. Thereafter, in
[46] Chien and Laih used a confusion scheme to ensure the untraceability of their protocol
based on error correcting codes. However, it does not achieve the inside secrecy property. In
[100] Malek et al. based their authentication protocol on randomized McEliece cryptosystem,
however this scheme cannot achieve desynchronization resilience. In [92], a mutual authenti-
cation code-based protocol is presented by Li ef al. However, this scheme is not resistant to
traceability and forward secrecy attacks. A year later, this scheme was improved by Chikouche
et al. [47] to achieve untraceability and forward secrecy properties. In [10], two mutual authen-
tication protocols using code-based Zero-Knowledge identification scheme proposed by Assidi
et al. [10], that achieved Inside Secrecy. However an inconvenience of [10] is the fact that it is
possible to produce a reader which can be authenticated by a tag which is not corrupted. With
the hypothetical deployment of quantum computers, code-based cryptography is a valid alter-
native to number theoretical cryptography. Besides, code-based cryptography is used in many
cryptographic primitives such as identity-based cryptography, group signature and ring signa-
ture [9, 14, 66, 104]. In the Chapter 6, we present the first mutual authentication protocol for
RFID systems based on rank metric codes which does not use Zero-Knowledge identification
schemes as in [10]. Furthermore, our protocol uses two improvements, the first one consists
in using double circulant low rank parity check codes. This improvement permits to reduce

communication costs and to get smaller key size than previous code-based protocols. The sec-
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ond security enhancement consists in using a hash function to get full inside secrecy property
and the following properties: mutual authentication, desynchronization resilience, anonymity,

untraceability, forward secrecy and resistance to replay attacks.

A Code Based Cryptographic Accumulator And Fully Dynamic Group Signature The
cryptographic accumulator notion was first introduced by Benaloh and De Mare [24] in 1993.
A cryptographic accumulator is a cryptographic primitive which allows accumulating a finite
set of elements into a single value that is called Accumulated Value. Therefore, for each el-
ement, it is possible to generate a short membership proof called Witness, which attests the
belonging of the element to the set. The accumulated value is public. For a cryptographic
accumulator to be secure, it should not be possible to find a valid witness for an element not
belonging to the set. In the classical example, to accumulate a finite set X = {x;} of big prime
integers, we compute the product x of all elements of X. To prove the membership of an ele-
ment x; of X, we just compute g; = fl where g; is an integer and is called the witness of x;. Then
everyone can check the membership of x; by checking if x;g; = x which is an easy computation.
But the factorization of x to extract x; is hard for usual computers but not for the hypothetical
quantum computer. In the first scheme introduced by Benaloh ef al. [24], it is not possible
to add or remove elements from the set of accumulated values. This type of accumulator is
said to be static. Thereafter to overcome this lack, in 2002 Camenisch and Lysyanskaya [35]
proposed a first dynamic accumulator based on RSA assumptions which allow elements to be
added or removed from the set of accumulated values, but they do not have an efficient non-
membership proof. Later, many other constructions have been proposed like the ones based
on bilinear pairing [34] and vector commitments [39]. But all of them cannot allow providing
non-membership proofs. Li et al. proposed in [91] a construction of an accumulator which
supports both membership and non-membership proofs. But the proposed scheme requires
a trusted accumulator manager and does not completely fit the accumulator definition given
firstly by Benaloh et al. namely, to provide a membership proof without necessarily the need
of a trusted accumulator manager. To fix this lack, Camacho et al. [33] proposed a strong
universal accumulator which does not need a trusted accumulator manager. All of the schemes
proposed above have their security based on the discrete logarithm or the factorization pro-
blems that are not resistant to the quantum computer. This fact among others has enabled the
emergency of post-quantum cryptography, like lattice-based cryptography, code-based cryp-
tography, multivariate cryptography or isogeny-based cryptography. Then in 2015, based on
lattice assumptions, a first direct construction of post-quantum cryptographic accumulator has
been proposed by Jhanwar and Safavi-Naini in [85]. One year later, using Merkle-Tree, Lib-
ert et al. [93] presented another lattice-based cryptographic accumulator. Recently using the

same technique, Derler et al. [54] presented a post-quantum accumulator from symmetric-key
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primitives, but their scheme is also static and cannot support non-membership proofs. In 2018,
Ling et al. [96] proposed a dynamic lattice-based accumulator scheme by adding to Libert
et al. [93] scheme an efficient update algorithm. Also in 2018, Yu et al. [128] proposed a
lattice-based universal accumulator by adding the support of non-membership proofs to Libert
et al. [93] scheme. In 2019, using Merkle-Tree, Nguyen et al. [107] proposed a first code-
based cryptographic accumulator. Their proposed scheme uses random codes which need a big
storage capacity and they do not provide an implementation of their scheme. Cryptographic
accumulators are very useful in many privacy-preserving technologies like anonymous creden-
tial systems, group signatures, efficient time-stamping, sanitizable signatures, ring signatures,
redactable signatures, identity-based encryption, Zerocoin, efc... (for more detail see [53]).
Group signature is a cryptographic primitive where a user can anonymously sign a message
on behalf of group users. In dynamic group signature, the group manager has the possibility
to add or remove users. When a group signature scheme allows to add and remove user it is
called fully dynamic group signature (F DGS) scheme. The first post-quantum FDGS scheme
is from lattice-based cryptography [96]. In code-based cryptography, as far we know, they are
two dynamic group signature schemes [3, 14] which allow the group manager to just add users.
In Chapter 7, we propose a new code-based cryptographic accumulator. Like in [93], our cryp-
tographic accumulator proceeds by computing a Merkle tree using a collision-resistant family
of hash functions based on a [2k,k]-code over the binary field ;. Moreover, this technique
uses double circulant codes that provide compact keys and is securely based on the hardness
of the syndrome decoding problem. Furthermore, to support the feasibility of our scheme, we
give an implementation of our cryptographic accumulator which is also, as far as we know, the
first direct implementation of post-quantum cryptographic accumulators. Indeed, the others
are the implementations of rich cryptographic primitives that use cryptographic accumulators.
Our construction allows to deduce a fully dynamic code-based group signature scheme which
is logarithmic complexity on the group size.

1.4 Manuscript Organisation

The remainder of this thesis is organized as follows. Chapter 2 is devoted to definitions and
backgrounds. In Chapter 3, we propose a technique to decreases the public key size of the
signature scheme presented in [58]. After, we propose in Chapter 4 a new dynamic code-
based group signature scheme. Thereafter in chapter 5, we design an efficient identification
scheme based on rank metric. Chapter 6 is devoted to our new rank-metric code-based mutual
authentication protocol for RFID and in Chapter 7 we proposed a code based cryptographic



Edoukou Berenger Ayebie

accumulator and a fully dynamic group signature scheme. Finally, we make a conclusion with

some open researches axis.
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To make this thesis self contained, in this chapter, we give some definitions on difficult pro-
blems behind coding theory from Hamming metric and the rank metric codes. Second, we
recall fundamentals of zero-knowledge identification scheme. Third, we recall definition and

security model for group signature. And we finish this chapter with the definition and security

model for cryptographic accumulators.

2.1 Linear Codes

In 1950, Hamming introduced the linear codes[78] by designing the Hamming code which

encodes four data bits into seven bits by adding three parity bits. Informaly, a linear code is an
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error-correcting code for which any linear combination of codewords is also a codeword. We

can give a formal definition of a linear code.

Definition 1 (linear code). An (n,k)-linear code of length n and dimension k over the finite
field Fq is a subspace of F, of dimension k.

In order, an important code characteristic is the quantity of error that a code can detect and
correct. To measure these quantity we need to use a metric. In error correcting codes we

commonly use two metrics: the Hamming metric and the rank metric.

2.1.1 Hamming metric

Let A be a finite alphabet, n a non null integer and d the function as follow:

d : A"xA" - N

| @.1)
(X,y) = d(x,y)z#{le{1,“',1’[}1)61'75)71'}

where #S means the cardinal of the set S.

Proposition 1. The function d is a metric on A".

We define from the Hamming distance (metric) the weight of a vector of A",

Definition 2 (Hamming weight). The Hamming weight of a vector v € A" denoted wt (V) is the

distance between the vector v and the vector null of A". Then we can write wt(v) = d(v,04n)

Now we can easily define the minimum distance of a code.

Definition 3. Let ¢ be a code over F,. The minimum distance d of € is the integer
d = min{d(x,y) : x,y € €,x # y} (2.2)

From the minimum distance we define the packing radius or the correction capacity by:

d—1

Another important notion in error correcting code is the decoding. When a word c is transmitted

over a noisy channel, the received word is y = ¢ 4 e where e is the error inducted by the noisy
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channel. Then the receiver must to recover the original codeword this operation is called the

decoding.

Proposition 2 (Unique decoding). Let € be a code of length n over F, with a minimum distance
d and correction capacity t. For 'y € Fy, there exists at most one codeword c € € such that
d(y,c) <t.

Proof. Lety € Fj. We assume that there exist c1,¢2 € ¢ such that d(y,c1) <tand d(y,cz) <t.
We have

d(y,er)+d(y,c1) <2 <d—1 (2.4)

and thus,
d(cr ) <d-—1 (2.5)
Since d is the minimum distance it is clear that ¢; = ¢;. O

Due to their linear properties, linear codes are very useful in code-based cryptography. We give
in the following some definitions of linear codes. Lets n, k and ¢ be non null integers and let I,
be a finite field of ¢ elements. Usually, we use (n,k)-code to denote an (n,k)-linear code. Also
we will use (n, k,d)-code to denote an (n,k)-linear code of minimum distance d. An (n, k)-code

can be represented by a specifics matrices: the generator and the parity-check matrices.

Definition 4 (Generator Matrix). Let € be an (n,k)-linear code over Fy. We call a generator

matrix of € a k x n matrix G whose rows form a basis of €. We can then write:
¢ ={m-G,meF,} (2.6)

Definition 5 (Parity-Check Matrix). Let ¢ be an (n,k)-linear code over F,. We call a parity-
check matrix of € a matrix H such that for all word ¢ of € we have H -¢" =0

The General Decoding Problem

In the following, we define the general decoding problem which is used by many code-based
cryptosystem. The general decoding problem is the problem of decoding a received word to
the closest codeword in an arbitrary code. It was first used in 1978 by McEliece[103] to prove
the security of his cryptosystem. The Syndrome Decoding (SD) problem (Problem 2) and the
GD problem (Problem 1) are two problems based on coding theory proved to be NP-complete
in [26].
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Problem 1 (GD Problem[26]). The GD(n,n — k,®) problem is defined as follows: Let k,n
and w be integers, and let (G,x,®) be a triple consisting of a matrix G € My,_jx,(F2), vector
x € ) and an integer @ < n. Find a vector m € IF’;’]‘ and a vector e € T} such that wt(e) < ®
andx=m-G+e.

General decoding problem can be formulated using the parity-check matrix, it is called syn-

drome decoding problem.

Problem 2 (SD Problem[26]). The SD(n,k,®) problem is formulated as follows: Let n, k
and @ be integers, given a uniformly random matrix H € M..,(F2) and a uniformly random
syndrome y € F%, find a vector s € F3 such that wt(s) < w and H-s" =y,

Random Double-Circulant Codes

We say that a matrix H is double circulant if H = [B|A] where B and A are circulant matrices

of length k, i.e. a k X k matrix generated from its first row a = (ag, - ,ax_1)
ap  ar - @
ag—1 ap -+ Ak—2
A= , 2.7)
al az DY ao

We define a new problem, which adapts the syndrome decoding problem to the case of random
double circulant codes:

Definition 6. The SD(2p, p, ®) problem is formulated as follows:

Instance: given a random double circulant matrix H € Fg “2P and a vector yE€ Fg .

Question:find a vector s € B(2p, ®) such thatH-s" =y'.

It is not known whether this problem is NP-complete, but the problem is probably as hard as
syndrome decoding problem, and on practical point of view (see [65]) the practical security is

almost the same for the best known attack that syndrome decoding for random matrices.
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The McEliece Cryptosystem

Let G € Mjxn(F, be a generator matrix of an (n,k) code over I, which can correct ¢ errors
in polynomial time. The McEliece cryptosystem is described as follow: Keys generation is
achieved by the following steps:

1. Randomly choose n x n permutation matrix P and a k x k invertible matrix S over [F,,.

2. Compute G’ =S~'-G-P~ .

3. Output the public key (G',¢) and the private key (S, G, P).
To encrypt a vector m € Fg we use the following steps:

1. Choose a random vector e € Iy, of Hamming weight <17.

2. Compute the cipher text ¢ = m -G’ +e.
To decrypt a cypher text ¢ € Fj we use the flowing steps:

1. Compute y =c-P.

2. Use an efficient decoding algorithm to find the vector y = mS~!.

3. Compute S -y to get the plaintext m.
The security of McEliece cryptosystem depend on the family of codes used, and the chosen
parameters. In his original paper, McEliece [103] proposed to use the (1024,524,101)-binary
Goppa code. Then it is clear that its security is based on two difficult problems:

* The difficulty of decoding a random linear code.

 The difficulty of recovering a decoding algorithm from a public matrix representation of
a binary Goppa code.

In table 2.1, we give some parameters of the McEliece cryptosystem as described in [103].
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Table 2.1: Parameters and key size for McEliece with Goppa codes [28]

Security level (bits) (n,k) t  Public Key size (bits)
80 (1632,1269) 33 460647
128 (2960,2288) 56 1537536
256 (6624,5129) 115 7667855

Due to their big size, these parameters cannot be used in practice. There is a way to reduce
considerably the key-size which consists in choosing codes with a large automorphism group,
such as quasi-cyclic codes [64]. However, an structural algebraic attack [59] succeeds in break-
ing many of them. In 2012, Misoczki et al. in [105] proposed QC-MDPC with no algebraic
structure which meet a very simple combinatorial property.

QC-MDPC Codes

A code C is called Quasi-Cyclic (QC) if there exists some integer ng such that every cyclic shift
of a codeword ¢ € C by ny positions give another codeword ¢’ € C. The main characteristics of
QC-MDPC code are:

* For n = ngp where p is an integer, both parity-check and generator matrix are composed
by ngp x p circulant blocks.

* We just need to stock the first line of each circulant block to describe QC matrix.

Finally note that a (n,r,w) — MDPC code is an (n,k) binary linear code defined by a parity-
check matrix with constant row weight w and a (n,r,w) — QC — MDPC code is a (n,r,w) —
ModerateDensityParity — Check(MDPC) code that is quasi-cyclic with n = ngr.

Now, we describe the QC-MDPC version of McEliece cryptosystem presented in [105]. We
present the key generation, the encryption and the decryption mechanisms.

Key generation. To generate a pair-key (z-error correcting (n,r,w)-QC-MDPC code where
n = ngr) for the QC-MDPC version of McEliece cryptosystem we follow these steps:

1. Select the firstrows hg, - - - , h,,—1 € I} of the ng parity-check matrix blocks Hy, - - ,H,,,_1 €

5" with weight Z?ialwt(hi) < w uniformly at random.
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2. Generate the parity-check matrix blocks Hy,---,H,,—1 by r — 1 quasi-cyclic shifts of
h07 T 7hn0—1-

3. The parity-check matrix H, witch is the private key, is formed by concatenating Hy, - - - , Hy,—1.

4. Generator matrix G = [[;|Q], witch is the public key, is computed from H in row reduced
echelon form by concatenating the identity matrix I with:

Encryption. To encrypt a message m € FX, we follow just two steps:

1. Generate an error vector e € I with at most ¢ set bits uniformly at random.

2. Computex =m-G+e.

Decryption. To decrypt a ciphertext x € 5 , compute mG <— Ry (x) using a ¢-error correcting
QC-MDPC decoder Ry . Since G is of systematic form, extract m from the first k positions of
m-G.

We present the advantage of using QC-MDPC crypto-system as follow:

* Its security is based on the syndrome decoding problem which is resistant to quantum
computer;

* It provides a compact public key size since we just need to stock the first line of our

matrix generator;

* It is easy to implement and very fast since its implementation uses only bitwise and bit

rotation operations.
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To study the security of the QC-MDPC version of McEliece cryptosystem, we recall the fol-
lowing definition from [105].

Definition 7 (Codeword Finding Problem). The CwF (n,k,w) problem is as follows: given a
matrix H € FIEX” and an integer w, the problem is to find a codeword of weight at most w in the

code of parity-check matrix H.

We also recall the following proposition from [105].

Proposition 3 ([105]). Given the hardness of Codeword finding problem from MDPC and QC-
MDPC codes:

* Breaking the MDPC variant of McEliece is not easier than solving the syndrome decod-

ing problem for a random code.

* Breaking the QC-MDPC variant of McEliece is not easier than solving the syndrome

decoding problem for a random quasicyclic linear code.

Table 2.2: Some proposed QC-MDPC instances [105].

n r w t no KeySize Security
9602 4801 90 84 2 4801 80
19714 9857 142 143 2 9857 128

65542 32771 274 264 2 32771 256

In [105], Misoczki et al. proposed many parameters (see Tab 2.2) and recommended, for 80

bits of security, to use following parameters:
ny=2,n=9602,r =4801,w = 90,r = 84. (2.8)

In [77], Qian Guo et al. showed that it is possible to successfully recovers the proposed instance
of QC-MDPC for 80 bit security secret key in a few minutes. So it is recommended to use the
proposed instance of QC-MDPC for 128 bit security.

2.1.2 Rank metric

In coding theory, beside using the Hamming metric, we can also use the Rank metric. Let g
be a power of a prime p and m an integer > 0. We denote by GL,,(IF,) the group of invertible
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m x m matrices over IF,. Let B = (Bi,---,Bu) be a basis of Fyn over F,. Let .%; be the map
from F n to F, where .%;(x) is the i’ coordinate of x in the basis . For any v = (vy,---,v,) in

Fyn we construct the matrix v € . »(Fq) where
v= (i) = Filv)) (2.9)

The rank weight of a vector v denoted rank(v) is defined as the rank of the associated matrix v
defined by (2.9). For a given basis 3, we denote by ®g the inverse computed in the basis  of
the map

Fgn = Mnn(Fg) vV (2.10)

Like in Hamming metric, the minimum rank distance of a code C is the minimum rank weight
of non null vectors of the code C. Loidreau showed in [99] that random rank-metric codes

satisfy a Gilbert-Varshamov-like bound and that random codes can easily reach this bound.

Let S(n,m,q,t) be the sphere of center 0 and radius ¢ in [Fgn and B(n,m,q,t) be the ball of
center 0 and radius 7 in Fgm. The number of elements of S(n,m,q,t) is given in [99] by:
(@ —a')(q" —4)

#S(n,m,q,t) = . (2.11)
H) q—q’

From (2.11), the volume of B(n,m,q,t) is given by:

t
#B(n,m,q,t) =Y #S(n,m,q,i) (2.12)
i=0

Now we recall from [99] the bounds for rank metric codes.

Singleton Bound. The Singleton bound for a rank metric code C over F » of length n, size M

and minimal rank distance r is given by:

M< qmin(m(n—r+1)7n(M—V+1)) (2.13)

Rank Gilbert-Varshamov bound. The bound of Gilbert-Varshamov for rank metric codes is
the conditions of existence of these ones. We give these conditions in Theorem 1.

Theorem 1 ([99]). If M x #B(n,m,q,r — 1) < g"™ then there exists a code C of length n, size

M + 1 and minimal rank distance r.
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Properties of the Asterisk Product

In [25], T. Berger computed the isometry group for the rank distance using right multiplication
by an invertible matrix over I, and multiplication of columns by a non-zero element of [Fym.
These families give the possibility to transform a word with fixed rank to any other word with
the same rank. In Hamming metric, to transform a word with given weight to any other word
with the same weight, we use a permutation. We now recall from [69] the definition of the

asterisk product 7 x .

Definition 8 (Asterisk Product ” x”). Let Q € M, (Fy) and let V(n) be an n dimensional
vector space over the finite field Fyn, v € V(n) and B a basis of Fgn over F,. We define the
product Q xv by

Q*V:(Dﬁ(QV),

where V is constructed from the basis 3 as in (2.9) and Dg as in (2.10).

Proposition 4 ([69]). The asterisk product has the important following properties :
1. Forallx € V(n) and Q € GL(F,), rank(Q *x) = rank(x).
2. Forallx eV (n), P € Myn(Fy) and Q € My m(Fy), we have (Q*x)-P = Qx*(x-P).

3. For all x,y € V(n) and rank(x) = rank(y), it is possible to find P € My, ,(F,) and Q €
M m(Fg) such that x = Qxy-P.

The General Decoding Problem in Rank Metric

The Syndrome Decoding Problem in Hamming metric (Problem 2) can be extended to the rank
metric :

Problem 3 (Rank Syndrome Decoding (RSD) Problem [41]). Let n, k and r be non negative in-
tegers, given a uniformly random matrix H € My_xn(Fyn) and a uniformly random syndrome
yE Fé’,ﬁ,—k), find a vector s € Fyn such that rank(s) = r and H - st =yT.

Problem 4 (Rank General Decoding (RGD) Problem [41]). Let n, k and r be non negative
integers, given a uniformly random matrix G € Myxn(Fyn) and a uniformly random vector
x € Fp, find vectors e € Fpn and f € ]Fgm such that rank(e) =rand f-G®e = x.
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The Rank Syndrome Decoding Problem is proved to be difficult in [70] with a probabilistic
reduction to the Hamming metric Syndrome Decoding Problem. In other words, if there were
efficient probabilistic algorithms for solving the RSD problem, then there would exist efficient
probabilistic algorithm to solve the Syndrome Decoding problem in Hamming metric. Fur-
thermore, a recent combinatorial attack against RSD in [6] showed the average complexity is
of

ﬁ((l’l _ k)3m3qr(k+1)m/n—m)

operations in [Fy, where parameters are as in Problem 3.

The McEliece Cryptosystem in Rank Metric

In [68], a McEliece-like cryptosystem using DC-LRPC codes is presented by Gaborit et al. A
particularity of DC-LRPC codes is the fact that it is difficult to compute a parity check matrix

(secret key) from the generator matrix (public key). We recall this cryptosystem as follow.

The keys generation step starts with a random choice of a DC-LRPC code C of length n = 2k,
rank weight d and dimension k over F,», which can corrects errors of rank r. In a second time,
we generate a parity check matrix H = (A|B) which is a k x 2k double circulant matrix over
Fym where A and B are k X k circulant matrices and A is invertible. Then, in a third time, we
compute the code C generator matrix G as follow: G = ((A~'B) " |I;) where I is the identity
matrix of size k. Finally, the secret key is set to be H and the public key is set to be G. To
encrypt a vector x € F’;m, we choose a random vector e € . of rank r and we compute the
cipher text ¢ = x- G +e. To decrypt a cipher text ¢ € I}, we compute the syndrome s = H - cr
and recover the error vector e by decoding the DC-LRPC code and we compute xG = ¢ —e to
recover then the vector x. Recently in [5], Aragon et al. proposed a new decoding algorithm

which can correct %(n — k) errors with a failure probability less than q(l”) (d-2),

In Table 2.3, we give parameters of the McEliece-like cryptosystem using DC-LRPC codes.

Table 2.3: Some proposed DC-LRPC instances [68].

n k m g d r publickey size(bits) security (bits)
82 41 41 2 5 4 1681 80
106 53 53 2 6 5 2809 128
74 37 23 2% 4 4 3404 110
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2.2 Zero-Knowledge ldentification Scheme

A Zero-knowledge identification scheme is an interactive protocol where one proves the knowl-
edge of something, without revealing any information on this knowledge. This implies that the
verifier cannot learn the secret, also he or she cannot replay the protocol and especially he or
she cannot convince another person that the prover was aware of the secret. A zero-knowledge

proof must satisfy three properties:

Completeness: if the statement is true, the honest verifier (that is, one following the protocol
properly) will be convinced of this fact by a honest prover.

Soundness: if the statement is false, no cheating prover can convince the honest verifier that
it is true, except with some small probability.

Zero-knowledge: if the statement is true, no verifier learns anything other than the fact that
the statement is true. In other words, just knowing the statement (not the secret) is suffi-
cient to imagine a scenario showing that the prover knows the secret. This is formalized
by showing that every verifier has some simulator that, given only the statement to be
proved (and no access to the prover), can produce a transcript that "looks like" an inter-

action between the honest prover and the verifier in question.

Zero-knowledge proofs was first introduced by Shafi Goldwasser, Silvio Micali, and Charles
Rackoff in [74] where they introduced the hierarchy of interactive proof systems and the con-
cept of knowledge complexity. They also gave the first zero-knowledge proof. Based on the
instances of Syndrome Decoding problem, Stern presented in [123] a pioneering work that is
the first code-based Zero-knowledge identification scheme whose cheating probability is % In
this scheme, the prover has to convince the verifier that he or she knows a word e of small
weight such that He' =y where the matrix H € M (1) xn(F2) which is a parity check ma-
trix of a linear binary code of length » and dimension k and the vector y € an_k) are public

parameters. We recall the Stern identification scheme in Algorithm 2.1.

We also use AGS identification scheme [1] which is based on the Veron’s Protocol [127]. Their
scheme presented two improvements, the first one is about using double-circulant codes to
increase the number of possible challenges, and the second one consists in a better use of

commitments by compressing them. We recall this protocol in Algorithm 2.2. Let r be an
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Algorithm 2.1 The Stern identification protocol[123]

1. The prover & randomly chooses a binary string u of length n and a permutation ¢ € .%,.
He then sends ¢y, ¢; and ¢3 to ¥ defined by:
c1 =h(c|Hu"); co = h(o(u)); c3 = h(c(uD e)) (where h is a hash function).

2. ¥ sends a random challenge g € {0, 1,2} to &.

3. three possibilities occur:
a) if g =0: & reveals u and ©.
b) if g=1: P reveals (ude) and o.
c) if g=2: & reveals o(u) and o (e).

4. Verification step by the verifier:
a) if g =0: ¥ checks that c¢; and c».
b) if g = 1: ¥ checks that ¢; and c3 received at Step 1 were correctly computed.

c) if g =2: ¥ checks that c3 and ¢, received at Step 1 were correctly computed and
that the weight of o (e) is exactly w.

integer such that 0 < r < k, we denote by Rot, the left shift rotation of r positions applied to
vectors of IE"E, this map is applied by blocks of size k.

Private key: (e, f) with e € F% of Hamming weight w and f a random element of F5.

Public key: (G,x,w) with G a random matrix of size k xnandx=e® f - G.

Fiat-Shamir paradigm. It is possible to transform an identification protocol into a signature
scheme through the Fiat-Shamir paradigm [62]. The general difference between authentication
and signature is the number of characters involved. In fact, an authentication protocol consists
of an interaction between a prover and a verifier while a signature needs only one signer. Fiat
and Shamir proposed an idea consisting in the generation of the challenge with a random oracle.
We explain in the following how it works: Firstly, a signer generates all the commitments at
once. By applying an oracle to these elements, he obtains challenges that are used to compute
the answers to send to the verifier. We use a hash function as a random oracle and the challenges
are deduced from the hash value of the message and the commitments.

The Fiat-Shamir paradigm has been proved secure for the three-pass protocols in [111] and
more recently for five-pass protocols in [4].
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Algorithm 2.2 The AGS protocol [1]

1. A prover & randomly chooses u € ]FS and a permutation ¢ of .#;,. Then & sends to a
verifier 7 the commitments c; and c; such that: ¢; = h(o) and ¢; = h(o(u- G)) where
h is a hash function.

2. The verifier 7 sends 0 < r < k— 1 (the number of shifted positions) to .

3. The prover & builds e, = Rot,(e), f, = Rot,(f) and sends the last part of the commit-
ments: ¢3 =h(c(u-Gde,)).

4. The verifier ¥ sends g € {0,1} to &7:
5. Two possibilities:

e if g=0: Z reveals (u® f;) and o.
o ifg=1: P reveals o(u-G) and o(e,).

6. Verification Step, two possibilities:
e if g =0: 7 verifies that ¢y, c3 have been honestly computed;

o if g =1: ¥ verifies that c,, c3 have been honestly computed and that wt(c(e,)) = w.

2.3 Group Signature

The fundamental cryptographic primitive which allows group users to anonymously sign doc-
uments on behalf of the whole group is called group signature, but in case of abuse, an admin-
istrator can revoke the anonymity of the signer. Group signature was introduced in [42]. Since
then, many works have been proposed in this area [11, 30, 37], [75]. Group signature can be

static, dynamic or fully dynamic.

2.3.1 Static Group Signature

Here, we are interested in the static group signature case. For that, we will follow the definitions
presented in the BMW model [20].

Definition 9. A group signature scheme GS is a tuple of four polynomial time algorithms
(KeyGen, Sign,Verify, Open). The description of these algorithms is as follows:

1. KeyGen : this randomized algorithm takes as input (1’1; 1Y), where N € IN* is the number
of group users, and outputs (gpk, &msk> &sk)» where gy is the group public key, gy is the
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group manager’s secret key and gg = {gs[J]} jejon—1] With gs[J] being the secret key
for the group user of index j.

2. Sign : it is a randomized algorithm, it takes as input a secret signing key gg[j| for some

J € [0,N — 1] and a message M and returns a group signature ¥ on M.

3. Verify : it is a deterministic algorithm that takes as input the group public key g, a

message M, a signature ¥ on M, and returns either 1 (Accept) or O (Reject).

4. Open : this deterministic algorithm takes as input the group manager’s secret key gpsk.
a message M, a signature ¥ on M and returns an index j € [0,N — 1] associated with a

particular user, or False indicating failure.

A group signature scheme as described in BMW model [20] must verify three security

requirements:

* Correctness: for all integers A and N, all (g pk, 8msk, &sk) obtained from KeyGen algorithm
with (1*;1V) as input, all j € {0,..,N—1} and M € {0,1}*

Verify(gp,M,Sign(gpn,gskljl,M)) =1

and

Open(gpk, 8msk>, M, Sign(gpi, gsk[J], M)) = j

* Traceability: requires that all signatures, even those produced by a coalition of group

users and the group manager, can be traced back to a member of the coalition.

* Anonymity: requires that, signatures generated by two distinct group users are computa-
tionally indistinguishable to an adversary knowing all the user secret keys.

Formal definitions of these properties are described in the following definitions:

Definition 10 (CPA anonymity). We say that a group signature GS = (KeyGen, Sign,Verify, Open)
is CPA-anonymous if for all polynomial N(-) and any Probabilistic Polynomilal Time (PPT)

adversaries <f, the advantage of </ in the following experiment is negligible in A:

1. Run (gpk,&msk>8sk) < KeyGen(ll, 1Y) and send (&pk-8sk) to A .
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2. o outputs two identities jo, j1 € [0,N — 1] with a message M. Choose a random bit b
and give Sign(gsjp], M) to <. Then, </ outputs a bit by.

</ succeeds if by = b, and the advantage of <7 is defined to the modulus of Pr|</ suceeds| —
1

5
Definition 11 (Traceability). We say that a group signature GS = (KeyGen, Sign,Verify, Open)
is traceable if for all polynomial N(-) and any PPT adversaries <, the advantage of </ in the
following experiment is negligible in A:
1. Run (gpkagmskagsk) A KeyGen(ll7 1N) and send (gpkagmsk) to .
2. o/ may query the following oracles adaptively and in any order:
« A OCP! oracle that on input j € [0,N — 1], outputs gg]j.
s A 058" oracle that on input j, a message M, returns Sign(gy|j],M).
Let CU be the set of identities queried to Q™!

3. Finally, o outputs a message M* and a signature X*.

 succeeds if (1) Verify(gp,M*,X*) = 1 and (2) Sign(gw|j],M*) was never queried for j ¢
CU, yet (3) Open(gmsk, M*,X*) ¢ CU.

2.3.2 Dynamic Group Signature

In this section, we are interested in the dynamic group signature case which is very useful in
many applications such as sybil attack detection in a vehicular ad hoc network and privacy

preserving data mining. We follow the definitions presented in [29].

Definition 12. A group signature scheme GS = (Setup,Join,Sign,Verif,Open) is a sequence

of protocols such as:

o Setup( 1’1): this algorithm generates global public parameters of the system params, the
group public key g i and the group manager secret key g,q encompassing the opening
key, SkO>
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o Join(%;): this is an interactive protocol between a user %; and the group manager. At
the end of the protocol, the user obtains a secret signing key si|i|. The group manager

adds the new user %; and updates syo;

o Sign(gpk,sklil,m;1): to sign a message m, the user uses his secret key si|i] and some

randomness [l to output a signature G valid under the group public key g,

* Verif(gpk,m,0): anybody should be able to verify the validity of the signature & on the

message m with respect to gpy. It thus outputs 1 if the signature is valid, and 0 otherwise;

* Open(sio,&pk,m,O): for a valid signature & with respect to g, the group manager can
provide the signer identity. It thus outputs the user ;.

Following [29], to be claimed secure, a group signature scheme has to prove its correctness and
fulfill three properties: anonymity(anon), traceability(tr) and non frameability(nf). For more
details on security requirement of group signature, see [29].

Correctness: this notion guarantees that honest users should be able to generate valid signa-
tures and the opener should then be able to revoke anonymity of the signers.

Unforgeability: informally, the unforgeability notion guarantees that no one can produce a
valid signature that cannot be opened in convincing way (traceability) and that no one can pro-
duce a signature on behalf of some group member (non-frameability).

In the following experiments, to join the group, an adversary(<?) runs the joinP-oracle (passive
join). &7 creates a honest user for whom he does not know the secret key: the index i is added
to the HU (Honest Users) list.

For users whose secret keys are known to the adversary, we let the adversary play on their
behalf. For honest users, the adversary can interact with them granted some oracles:

* corrupt(i), if i € HU, provides the secret key si[i] of this user. The adversary can now

control it. The index i is then moved from HU to the list of corrupted users CU;

e sign(i,m), ifi € HU, plays as the honest user %; would do in the signature process. Then

i is appended to the list S[m].

We also define the open-oracle which on input (m, o) returns Open(sio,&pk,m, C).
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Algorithm 2.3 Unforgeability Notions [29]
(a) Experiment Expg ., (1)

1. (gpkagmskaskO) — Setup(ll)
2. (m,0) < o/ (gpk : joinP,corrupt,sign,open)
3. if Verif (gpk,m,0) = 0, return 0

4. if 3j ¢ CUUS[m],
Open(gmskagpkama G) = .]
return 1
else return 0
Advgsw(l) = P”[EXPI(;S,%(M =1]

(b) Experiment Expggd(l)

1. (8pks&msk» Sk0) < Setup(1*)
2. (m,0) < o (8pk:8msk : joinP,corrupt,sign,open)
3. if Verif (gpk,m,0) = 0, return 0

4. if 3i € HU \ S[m], Open(gmsc, gpk,m,0) = i
return 1
else return O
Advgs /(M) = PriExpls ,(2) = 1]

Traceability and Non-Frameability

Traceability (see Algorithm 2.3(a)) says that nobody should be able to produce a valid signature
that cannot be opened in a convincing way. Furthermore, non-frameability (see Algorithm
2.3(b)) guarantees that no dishonest player (even the authorities, i.e. the Group Manager ¥ .#,
hence the keys when g, is provided to the adversary) will be able to frame a honest user: a
honest user that does not sign a message m should not be convincingly declared as a possible

signer. Non-frameability also shows that the group manager cannot cheat. Thus, we say that:

* GS is traceable if, for any polynomial adversary <7, the advantage Adv{g ,(1) is negli-
gible.

» GS is non-frameable if, for any polynomial adversary .o#, the advantage Adv'g; 4(A) s
negligible.
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In both games, the adversary generates a signature ¢ on a message m of its choice. In the latter

game, the adversary itself can play the role of the opener trying to spoof a honest user i.

Anonymity
Given two of honest users iy and i, the adversary should not have any significant advantage in

guessing which one of them have issued a valid signature.

Algorithm 2.4 Anonymity notion

Experiment Exp(¢",, (1)
1. (gpk» gmskSk0) + (1%)
2. (m,ig,iy) <= &/ (FIND, gy : joinP,corrupt,sign)
3. 0 < Sign(gpk,ip,m,si[i])
4. b' + o/ (GUESS, G : joinP,corrupt,sign)
5. ifip ¢ HU ori; ¢ HU return 0
6. return b’

Adviien (A) = PriExp@; ' (A) = 1] = PrlExpg O(A) = 1]

The adversary can interact with honest users as before (with sign and corrupt) but the challenge
signature is generated using the interactive signature protocol Sign. The adversary plays the

role of corrupted users whereas honest users are activated to play their roles.

GS is anonymous if, for any polynomial adversary o7, the advantage Adv‘é’gffg(),) is negligi-

ble.

2.3.3 Fully Dynamic Group Signature

In this section, we are interested in the dynamic group signature case. For this reason, we

follow the definitions presented in [31].

Definition 13. A Fully Dynamic Group Signature (FDGS) is a tuple of polynomial-time algo-

rithm described as follow:
GSetup( ll) This algorithm generates global public parameters of the system p,.

(GKgengpm (Pp), GKgenty (pp)> In this interactive protocol ran the group manager GM and

the tracing manager, algorithm GKgengy, outputs a manager public and private keys
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(Mpk; Mek ). At the same time, GM initializes the group information J and the registration
table v. The algorithm GKgenty outputs the tracing public and private keys (tpk,tsk)-
At the end le group public key is gy = (Pp, Mpk; tpk)-

UKgen(p,) This algorithm generate a user public and private keys (upk, Usk)-

(Join(Jz,,,,...-8pk- Upk- Usk): Issue(Tz, .M uig)) In this interactive protocol runt by the
user and GM, the algorithm Join is used to add a user as group member and to store
private group signing key gq[uiq]. While the algorithm lssue is used to store registration

information in the table r with index ujq.

GUpdate(gpy, Msk; Iz, S, 1) In this algorithm ran by the GM, the group information is
updated while advancing the epoch. Given gy, Msk, Jz,,,,...» Tegistration table v, a set S
of active users to be removed from the group, GM computes new group information J,,,

and may update the table .
IsActive(J¢,r,uiq) This algorithm outputs 1 if this user is active at epoch T and 0 otherwise.

Sign(gpk, sk (Uid), I¢, M) This algorithm outputs a group signature ¥. on message M by user

Uid.

Verify(gpk, I, M, L) This algorithm checks the validity of the signature ¥ on message M at
epoch 7.

Trace(gp, tsk, Iz, v, M, %) This is an algorithm run by TM. Given the inputs, TM returns an
identity u;q of a group member who signed the message and a proof indicating this tracing

result I;,qce.

Judge(g,; big, It, [irace, M, X) This algorithm checks the validity of I;yac. outputted by the

Trace algorithm.

Following [31], An FDGS is secure if it is correct, anonymous, traceable and non-frameable as
defined below.

Before starting to define these property we need to introduce some oracles. In these oracles the
following global variables: H is a set of users whose keys are generated honestly. B is a list of

users whose secret signing keys are revealed to the adversary; DD is a list of users whose public
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keys are chosen by the adversary; Sg is a set of signatures that are generated by the oracle

GenSign; Sc is a set of signatures that are generated by the oracle Chalp,.

AddHU(u;g) This oracle adds a single honest user ujq to the group. It output the user public
key upk [uig] and adds ujg to the list HL.

CrptU(uiq, py) In this oracle the adversary .o/ can create a new user by choosing the key
Upk [Uid] as py. It also adds ujq to the list D. It returns null if ujg € HUD.

SndToM(u;gq, M) In this oracle the (Join, Issue) protocol is engaged between the adversary <7,
who corrupts the group manager u;q in the list D, and the honest Issue-executing group

manager.

SndToU(u;jg, M) In this oracle the (Join,Issue) protocol is engaged between the adversary <7,

who corrupts the group manager, and the honest Join-executing user ujq in the set H.

ReadReg(u;q) given a session identifier u;q, this oracle returns the corresponding entry in the

registry r[uiq].
ModReg(u;q,p) This oracle modifies r|ujq] to any p chosen by the adversary 7.

RevealU(u;q) This oracle returns the user u;q secret key gg [uiq] to the adversary <7, and adds
this user to the list HL.

GenSign(ujq,M,7) This oracle returns a signature on the message M by the user u;q at epoch
7, and then add the signature to the list [H.

Chaly, (T, uigo, uig1, M) This oracle takes as input some group information J, a message m,
and two honest users u;qg, Ujq1 sent by the adversary 7. It returns a group signature on
the message using key gy, for b € {0,1} and adds the signature to the set S.

GenTrace(M,X,J;) This oracle returns the signer of the signature together with a proof, with
respect to the epoch 7. We require that the signature is not in the set Sc.

GenUpdate(S) In this oracle, the Adversary <7 can update the group at current epoch Teyyren; -

Here S is a set of active users at current epoch.
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Correctness Correctness guarantees that if a honest user joins the group and produce a signa-
ture, this signature will be accepted by the Verify algorithm. In the Exp$7/i.¢ .,(4) experiment
(Algorithm 2.5), the adversary </ can access to the AddHU, ReadReg and GenUpdate oracles.
An FDGS is correct if for any PPT adversary <, Pr[Expgi g .,(A) = 1] is close to 1.

Algorithm 2.5 Experiment Exp§s sA)

Require: A security parameter A.
Ensure: A value O or 1.
pp < GSetup(A), H=0.
<(jv Mpk; msk); (tpkytsk)> A <GngnG|\/| (pp)7 GngnTl\/l (pp)>
Set 8pk — (pp7 mpkytpk)'
The adversary </ using g, and J, with access to AddHU, ReadReg and GenUpdate oracles,
generate the tuple (ujg, M, 7)
if ujq ¢ H or g [uiq] = null or I; = null or IsActive(J¢,r,uig) =0 then
return O.
end if
X < Sign(gpk» 8sk (Uid), I, M), (uly, Irace) < Trace(gpk, tsk, Iz, 1, M, X)
if Verify(gyy, Jc,M,X) = 0 or Judge(g, Uid; Iz, irace, M, ) = 0 or ujg # uiy then
return 1.
end if

Anonymity Anonymity guarantees that it is infeasible for any PPT adversary to distinguish
signatures generated by two active users of its choice at the chosen epoch, even if it can corrupt
any user, can choose the key of GM, and is given access to the GenTrace oracle. The anonymity

experiment Exp?,’gggl;{ (A) for b € {0, 1} is described in Algorithm 2.6.

anon—b

Algorithm 2.6 Experiment Exp} 5" (L)

Require: A security parameter A.
Ensure: A value O or 1.
Pp < GSetup(A), set H, D, B, Sg and Scto 0.
The adversary </ uses GKgengy and p, to generate the tuple (J, mpy, Mgy ).
if GKgenc) did not accept or <7’ output is not well-formed then
return O.
end if
set &pk to (ppa mpkatpk)
The adversary o/ using 8pks with access to AddHU, CrptU, RevealU, SndToU, GenTrace,
ModReg and Chal,, oracles, outputs a bit &'.
return b’

Non-Frameability guarantees that the adversary cannot generate a valid signature that is as-

sociate to a honest user even if it can corrupt all other users, and can choose keys of group
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and tracing managers. The non-frameability experiment Exp;,l%ggffme (A) is described in Al-

gorithm 2.7.

non—frame()t)

Algorithm 2.7 Experiment Exppp-s s

Require: A security parameter A.
Ensure: A value O or 1.
pp < GSetup(A), set H, D, B and Sg to 0.
The adversary <7 uses p,, to generate the tuple (J, mpy, Mg, tok, tsk)-
if &/’ output is not well-formed then
return O.
else
Set gpk t0 (Pp, Mpk; tpk)-
end if
The adversary .o/ using 8pks with access to CrptU, RevealU, SndToU, ModReg and Sign
oracles, outputs a tuple (M, X, uig, ;race, I7)-
if Verify(gok, Iz, M,X) = 1 and Judge(gp; Uid; It, irace, M,X) = 1 and ujq € H\B and
(M,X,T) ¢ Sg then
return 1.
end if

Traceability ensures that the adversary cannot produce a valid signature that cannot be traced
to an active user at the chosen epoch, even if it can corrupt any user and can choose the key of

trace

TM. The traceability experiment Expi/¥¢¢ (A ) is described in Algorithm 2.8.

Tracing Soundness requires that it is infeasible to produce a valid signature that traces to
two different users, even if all groups user and both managers are fully controlled by the adver-

sary. The tracing soundness Exp%%%;f;””d(l) is described in Algorithm 2.9.

2.4 Cryptographic Accumulator

The cryptographic accumulator notion was first introduced by Benaloh and De Mare [24] in
1993. The cryptographic accumulator is a cryptographic primitive which allows accumulating
a finite set of elements into a single value that is called Accumulated Value. Therefore, for
each element, it is possible to generate a short membership proof called Witness which attests
the belonging of the element to the set. The accumulated value is public. For a cryptographic
accumulator to be secure, it should not be possible to find a valid witness for an element not

belonging to the set. In the classical example, to accumulate a finite set X = {x;} of big prime
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trace

Algorithm 2.8 Experiment Expi{&s ,(A)

Require: A security parameter A.
Ensure: A value Oor 1.
Pp < GSetup(A), set H, D, B and Sg to 0.
The adversary </ uses GKgengy and p, to generate the tuple (tpy, tsk)-
if GKgengy did not accept or <7’ output is not well-formed then
return 0.
end if
set gpk 10 (Pp, Mpks tpk)-
The adversary </ using 8pks with access to AddHU, CrptU, RevealU, SndToM, ModReg,
GenUpdate and Sign oracles, outputs a tuple (M, X, 7).
if Verify(gok, Iz, M,X) = 0 then
return O.
end if
(uid; Mtrace) = Trace(gpk, tsk; Iz, 1, M, X).
if IsActive(J¢, r, uig) = null or Judge(gyk, Uid, Iz, irace, M, X) = 0 or ujg = 0 then
return 1.
end if

Algorithm 2.9 Experiment Exp%%c(e;giz‘;””d (A)

Require: A security parameter A.
Ensure: A value O or 1.
pp < GSetup(A), set D to 0.
The adversary .o/ uses GKgeng), and pp to generate the tuple (T, mMpk, Mgk, tpk, tsk)-
if «7’s output is not well-formed then
return 0.
else
Set gk t0 (Pp, Mpk, tok)-
end if
The adversary &/ using gy, with access to CrptU and ModReg oracles, outputs a tuple
(M X, 7).
if Verify(gox, Iz, M,X) = 1 and ujqo # uiq1 7 null and Judge(gpy, Uidb, I7, iracep, M, L) =0
or uig =0 for b € {0,1} then
return 1.
end if

integers, we compute the product x of all elements of X. To prove the membership of an el-
ement x; of X, we just compute g; = % where g; is called the witness of x;. Then everyone
can check the membership of x; by checking if x;q; = x which is an easy computation and g; is
an integer. Cryptographic accumulators are very useful in many privacy-preserving technolo-
gies like anonymous credential systems, group signatures, efficient time-stamping, sanitizable

signatures, ring signatures, redactable signatures, identity-based encryption, Zerocoin, etc....
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Cryptographic accumulator can be static or dynamic, in this thesis we focus on the static case.
We recall from [53] the definition and security requirements for a static cryptographic accu-

mulator.

Definition 14 (Static Accumulator). A static accumulator is a quadruple of efficient algorithms
(Gen, Eval, WitCreate, T Verify) defined as follows:

o Gen(1%). This algorithm takes a security parameter A and returns a public key py.

» Eval(py,2"). This algorithm takes public key py and a set Z" to be accumulated in A 9

and returns an accumulator A o~ together with some auxiliary information &.

o WitCreate(p,, 2, Ay, &, x;). This algorithm takes public key py, the accumulated set
2, an accumulator A gy, auxiliary information & and a value x;. It returns error, if

xi ¢ 2, and a witness Wy, for x;, otherwise.

» TVerify(py, Ag-, Wy, x; ). This algorithm takes a public key p, an accumulator A g,
a witness Wy, and a value x;. It returns true if Wy, is a witness for x; € X" and false

otherwise.

Remark 2. We recall that a universal cryptographic accumulator allows proving both member-
ship and non-membership. While in a non-universal cryptographic accumulator we can just

prove either membership or non-membership.

According to D. Derler et al. [53] to be clammed secure, a non-universal cryptographic accu-
mulator must first be correct and prove its collision freeness and its indistinguishability which

we define hereafter.

Correctness:  This notion guarantees that for all honestly generated keys, all honestly com-
puted accumulators and witnesses, the T Verify() algorithm will always return true.

Collision Freeness: Informally, this notion states that it is neither feasible to find a witness
for a non-accumulated value. In Definition 15, we will give a formal definition of Collision
Freeness for static and non-universal cryptographic accumulator. A cryptographic accumulator

is secure if it is correct and collision-free.

Definition 15 (Collision Freeness). Let o be the output of Algorithm 2.10. A static and

non-universal cryptographic accumulator is a collision-free, if for all probabilistic polynomial-
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time (PPT) algorithm of an adversary <, the probability o of Collision Experiment (Algo-
rithm 2.10) is negligible.

Algorithm 2.10 Collision Experiment

Require: The security parameter A.
Ensure: The probability & of collision.

1. p, « Gen(1%), (where « is the affectation symbol.)
2. 0« {0, 0"}

3. The adversary .«7 ¢ with the assess to p, generates the tuples (W, x;, Z")

o = Pr[TVerify(py,A 2 ,Wy,,xi) = true and x; ¢ 2]

Notation: In the following, & represents an oracle for the algorithm Eval() and an adversary
<7 that have access to an oracle ¢ is noted «7“. An adversary is allowed to query them an
arbitrary number of times. The oracle &' allows the adversary to obtain membership witnesses
for members. In Collision Freeness Experiment (Algorithm 2.10), A - is the execution result
of Eval(py, 2") and the adversary .7 has oracle access to 0F and ¢". In Indistinguishability

Experiment (Algorithm 2.11), Z( and .2 are two distinct subsets of the accumulation domain
Atimes

. o . . A — .
and state is additional informations on 2y and Z7. We define 1* = 11...1 as a string of
ones A times where A is a security parameter and Pr[A] is the probability to have the event A

realized.

The notion of indistinguishability is that, given two different sets of values and an accumulated
value, an adversary cannot decide from which accumulator comes the accumulated value. In
Definition 16, we give a formal definition of indistinguishability for static and non-universal

cryptographic accumulator.

Definition 16 (Indistinguishability). A static and non-universal cryptographic accumulator is
indistinguishable, if for all probabilistic polynomial-time (PPT) algorithm of an adversary <,
the probability B of Indistinguishability Experiment given by Algorithm 2.11 is close to %

If the probability B is exactly %, we have unconditional indistinguishability, whereas we have

computational indistinguishability if the probability is negligibly different from %
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Algorithm 2.11 Indistinguishability Experiment

Require: The security parameter A.
Ensure: The probability B 8 of Indistinguishability Experiment.

1.
2.
3.

Pk < Gen(lk)
pick a random b € {0, 1}

(2o, Z1,state) < o/ (py), the adversary </ with the access to py, generates a tuple
(20, 21, state)

(A2;, ) « Eval(py, Z)
0« {OF, 0"}

The adversary .7“ with the access to (pw,Az;,,state), generates a bit g € {0,1}

p=Prib=g]

2.5 Conclusion

In this chapter we have presented some definitions and background in code-based cryptography,
zero-knowledge identification scheme, group signature scheme and cryptographic accupulators.
These notions presented above are needed for the well understanding of the remaining chap-

ters.
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In this chapter based essentially on [8], we show that it is possible to reduce the public key
length of the first provably secure group signature scheme from code-based assumptions with-
out losing the security properties. More precisely, the public key can be 466 times shorter
than the original scheme, typically for a group of 16 users when the public key length is 1.34
kilo-bytes, while the size is 625 kilo-bytes in the original scheme [58]. Our technic consist
in using a Quasi-cyclic Moderate Density Parity-Check McEliece variant for encrypting user
identity and a random double circulant matrix for the Underlying Zero Knowledge Argument
System.

3.1 Introduction

A fundamental cryptographic primitive which allows group users to anonymously sign docu-
ments on behalf of the whole group is called group signature, but in case of abuse, an adminis-
trator can revoke the anonymity of the signer. Group signature was introduced in [42]. Since
then, many works have been proposed in this area [11, 30, 37, 75]. For anonymity and traceabil-
ity properties of these schemes, group signatures are highly useful in various real-life scenarios

such as controlled anonymous printing services, digital right management systems, e-bidding
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and e-voting schemes. The majority of group signature schemes are based on number theory
assumptions [30, 32, 38, 94], but number-theoretic based cryptography will not resist to the
quantum computing. Recently, the research for post-quantum group signatures is quite active
as shows these publications [3, 75, 89, 90, 95]. The majority of these works are based on lattice
assumptions, while in code-based cryptography we denote two group signature schemes: the
first one is based on BSZ model [22] and it is presented in [3]. The second one is based on
BMW model [20] and is presented in [58], this scheme satisfies the CPA-anonymity and trace-
ability requirements in the random oracle model. But the size of the signature and the public
key makes this scheme impractical.

In this chapter, we propose a new provably secure group signature scheme based on code
assumptions presented in [58]. In this construction we replace the original McEliece cryptosys-
tem used to encrypt the signer identity by the Quasi-cyclic Moderate Density Parity-Check
(QC-MDPC) version of McEliece. The advantage of QC-MDPC codes is that for the same se-
curity level, the QC-MDPC version of McEliece has very short public key size than the original
version. For example, for 80 bits security level, the QC-MDPC public key is 4801 bits unlike
the original McEliece public key which is around 500000 bits. The second improvement con-
sist in using a random double circulant matrix for the Underlying Zero Knowledge Argument
System as proposed in [65], we suggest to replace a random matrix used by Stern [124] in the
Zero-Knowledge identification scheme by a random double circulant matrix. This construction
allows to have a very short public key, only 349 bits to obtain 233 of security level in the Zero-
Knowledge identification scheme. These two improvements reduce dramatically the public key
size of the group signature scheme without impacting the security level. For instance, in the
case of 16 users we achieve a public key size of 1.34 KB, while the size is around 625 KB in
the original scheme [58]. Moreover, the structure of these matrices makes the implementation
easier and efficient, since the product of a circulant matrix and a vector can be obtained by
multiplying only the first row of the circulant matrix with shifts of the vector.

The organization of this chapter is as follows: in Section 3.2 we recall the main tools of
code-based cryptography, then we explain in Section 3.3 how to decrease the size of the public
key by using the QC-MDPC version of McEliece cryptosystem and double circulant matrices.
In Section 3.4, we consider the security of this new construction, while Section 3.5 compares
the performances of the new provably secure group signature with the previous one. Section

3.6 is devoted for conclusion.
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3.2 Preliminaries

In this section, we provide the notations that will be used all along this work and we give
background in code-based cryptography.

3.2.1 Notations

Let A denotes the security parameter and negl(A) denotes a negligible function in A. We denote
by a & Sif ais chosen uniformly at random from the finite set S. The symmetric group of all
permutations of k elements is denoted by S;. We use bold capital letters, (e.g., A), to denote
matrices, and bold lowercase letters, (e.g., X), to denote row vectors. We use x| to denote the
transpose of x and wz(x) to denote the Hamming weight of x. We denote by B(m, ®) the set
of all vectors x € [}’ (x is a vector of m bits) of hamming weight ®: wt(x) = @. Throughout
the chapter, we define a function /2B which takes a non-negative integer a as an input, and
outputs the binary representation (ag, -+ ,a;_1) € {0, l}é of a such thata = ):f;ol a2~ and
a function B2I which takes as an input the binary representation (ag,--- ,a,_1) € {0,1}¢ of a,
and outputs a. All logarithms are of base 2. By 1* we denote the string of N ones. We denote
by @ the bitwise XOR operator.

3.2.2 Code-based Cryptography Background

Now we give some necessary notions in code-based cryptography for the well understanding
of our work.

The Randomized QC-MDPC McEliece Encryption Scheme.
We derive from the QC-MDPC McEliece encryption scheme [105] a randomized variant as it is
suggested in [109] for the original version [103] with Goppa codes, where a uniformly random

vector is concatenated to the plaintext. We describe the scheme as follows:

« Let .(1*) be the setup algorithm, it selects parameters n, g, t and w which are chosen
based on A for a binary ¢-error-correcting (n,q,w)-QC-MDPC code. Choose integers ¢,
q> such that n — g = g1 + g». Set the plaintext space as ng.
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* Let . (n,q,w,t) be the algorithm that generate the keys, it performs in two steps:

1. Generate a parity-check matrix H € ]ngn of a t-error-correcting (n,q, w)-QC-MDPC
code.

2. Generate its corresponding generator matrix G € Fé"fq) " in row reduced echelon

form.
Output encrypting key prye = G and decrypting key sy g = H.

* Let &(pye,m) be the encryption algorithm, it encrypts a message m € F22, sample

ud F1' and e & B(n,t), then output the ciphertext
c=(ulm)-GPeclF}.

* Let Y(sime,c) be the decryption algorithm and let %y be a t-error correcting Low-
Density Parity Check (LDPC) decoding algorithm equipped with the knowledge of H.
To decrypt ¢ € I :

1. compute y = Zy(c)

2. get the plaintext m as follow: extract (u|/m) from the first (n — g) positions of y.

Definition 17 (The Decisional McEliece problem). The DMcE(n,k,t) problem is as follows:
given a matrix G € ]FIEX”, distinguish whether G is a uniformly random matrix over ]FIEX" orit
is generated by algorithm % (n,q,w,t) described above.

When n, g, t are chosen based on A and k = n — g, we say that the DMcE(n,k,t) problem is
hard, if the success probability of any probabilistic polynomial time (PPT) distinguisher is at
most 5 +negl(1).

Definition 18 (The Decisional Learning Parity with (fixed-weight) Noise problem). The
DLPN(k,n,B(n,t)) problem is as follows: given a pair (A,v) € FSX” x %, distinguish whether
(A,v) is a uniformly random pair over FIEX” x 5 or it is obtained by choosing A & IFSX" ,
u (i ]Fg ;e g B(n,t) and outputting (A,u-A ®e). When n, k, t are chosen based on A, we say
that the DLPN(k,n, B(n,t)) problem is hard, if the success probability of any PPT distinguisher
is at most 5 +negl(A).

Remark 3. The Proposition 3 shows that DMcE and DLPN problems from (n,q,w)-QC-MDPC

code are both very hard as the random case of these problems.
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In the standard model assuming the hardness of the DMcE (n, k,t) problem and the DLPN(q,n,B(n,t))
problem described in [57, 109] and assuming the Remark 3, the scheme described above is
CPA-Secure.

The Underlying Zero-Knowledge Argument System.
We recall the Underlying Zero Knowledge Argument System used by Ezerman and al in [58]
which is based on Stern Zero Knowledge Protocol [124] using random double circulant matrix
instead of random matrix .

Let n,q,t,w, p,®, £ be positive integers, and N = 2. In this protocol, the public input consists
of matrices G € anfq)xn ,He ]ngzp ; N syndromes yg, -+ ,yy_; € F5 ; and a vector ¢ €
3. It allows prover & to simultaneously convince verifier #* in Zero Knowledge that &2
possesses a vector s € B(2p, ) corresponding to certain syndrome y; € {¥0,"**,¥y_1} with
hidden index j, and that ¢ is a correct encryption of I12B(j) via the randomized QC-MDPC
McEliece encryption. Specifically, the secret witness of & is a tuple (j,s,u,e) € [0,N — 1] X
F%p X Fg_q_g x I such that:

H-s" =y/ and (u || I12B(j))-G ®e = ¢ where s € B(2p,w) and e € B(n,1).

3.3 Our Proposed Group Signature Scheme

In this section, we present our improved group signature scheme of [58] which is a the static
group signature (see Section 2.3.1). The improvement concern the KeyGen algorithm which is
responsible to generate group public key g, group manager secret key g, and group secret
key gs. We aim to reduce the group signature public key’s length, for that, we proceed in
two steps: first we use a generator matrix G of QC-MDPC code, as described in [105], to run
the randomised QC-MDPC McEliece cryptosystem variant in order to have a reduced length
of public key for the same security level achieved using Goppa codes. Second, we act at
the choice of the matrix H used in the Zero Knowledge interactive protocol by using random
double circulant matrix than a random one as presented in [65]. The algorithms Sign, Verify

and Open remain unchanged.

Our scheme is as follows:

KeyGen(1%,1") : takes as input a security parameter A and the number of group users N = 2¢.
Outputs: the group public key g, group manager secret key g, and the group secret keys
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8sk-
Then, we select:

- Parameters: n =n(A), ¢ = g(A), w = w(t) for the (n,q,w)-QC-MDPC code.

- Parameters: p = p(14), ® = o(A) for the syndrome decoding problem.

- A collision-resistant hash function

A :{0,1}* — {1,2,3}* (where k = @(log(1))) used in the Fiat Schamir paradigm [62].

Let G be the public key of QC-MDPC variant of McEliece cryptosystem, G € Iﬁ‘gn_Q)X" is the
generator matrix of a (n,q,w) QC-MDPC code. As described in Remark 2.1, to generate the
matrix G we need only (n — g) bits. Unlike the original scheme where G € anfq)xn (of length
(n—q) x n) is a generator matrix of (n,k,t) Goppa code.

LetH=[I, | A] € F} “2P be a random double circulant matrix, where I p 1s the identity matrix
and A is a p X p circulant matrix of length p . Therefore, we need only p bits (corresponding
to the first row of A) to generate H which is not the case in the original scheme where H is

chosen uniformly random. The KeyGen algorithm proceeds as follows:

1. Run % (n,q,w,t) to obtain a key pair (pyyr =G € an_q)xn;SkME) for the QC-MDPC
variant of McEliece encryption scheme.

2. Choose a random double circulant matrix
H= [Ip | A]-

3. For each j € [0,N — 1], pick s; & B(2p,m) ,andlety; € % be its syndrome, i.e., y]T =
H-s;.

4. The keys are as follows:

gpk - (G7H7y07 T 7yN—])7 8msk = SKME»> 8sk = (S())' o 7SN—1)'

Sign(g[j], M) : the user j sign a message M € {0,1}* under g using his secret key s = g /]
by following these steps:

1. Encrypt the binary representation of j, i.e., vector I2B(j) € F5 using the QC-MDPC
randomised McEliece public key G. The cipher text is

c=(ul||12B(j))-GhecF;

where u & Fg_q_g ande & B(n,t)
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2. Generate the signature Il by running the Zero Knowledge variant of Stern in order
to prove the possession of s & B(2p,w) corresponding to a certain syndrome y i €
{¥0,- -+ ,¥ny_1} with hidden index j, and that ¢ is a correct QC-MDPC McEliece encryp-
tion of 12B(j). This is done by employing the Underlying Interactive Zero Knowledge
Protocol with public input (G,H,yy, - ,yy_1,¢) and prover’s witness (j,s, u, e) that sat-
isfies:

H-s' =y;As € B(2p,0)
(u||I12B(j))-G®e=cAec B(n,t)

3.D

3. The protocol is repeated k = @(log(A)) times to achieve negligible soundness error, and
then apply the Fiat-schamir heuristic [62] to transform it in a signature.
Let IT be a non-interactive zero-knowledge arguments of knowledge
= (CMT(I),--- ,CMT(k);(Ch(l),--- ,Ch(k));
RSP ... RSP®)) where CMT' and RSP are respectively the commitment and the re-
sponse for the " iteration in the interactive protocol
and
(ChD ... .ch®) = sz (M;cMTW - .cMTW; g 1 ¢) € {1,2,3}F

4. The signature is X = (¢,IT).

Verify(g,x,M,X) : since X = (¢,II) and
= (CMT(I),--- ,CMT(k);(Ch(l),--- ,Chk));
RSP(I), ‘e ,RSP(k)), the verification occur in two steps:

1. If
(chV ... .ch®y £ 2 M;eMTD ... .cmT®;

gpk-€), then return 0.

2. Fori=1 to k, run the verification step of the interactive protocol in Section 2 with public
input (G,H,yy, - ,¥y_1,¢) to check the validity of RSP with respect to CMT®) and
chd . 1f any of the verification conditions does not hold, then return O else return 1.

Open(gsx,M,X) : Parse X as (¢,IT) and run Z(g,u,¢) to decrypt c. If decryption fails, then
return False. If decryption outputs g € ]Fg then return j = B2I(g) € [0,N —1].
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Theorem 2. The group signature scheme is correct, CPA anonymous, traceable and the public
key has size of ((n—q)+ (N +1)p) bits.

A sketch of proof of this theorem is in Section 4.

3.4 Security Analysis

Our code-based group signature scheme satisfies all the security properties listed in Subsec-
tion 2.3.

It is clear that the size of the public key is
((n—q)+ (N+1)p) bits, since G and H have size of (n — g) bits and p bits respectively and
forall j € [0,N —1]y; is of length p bits.

* Correctness
Let j € [0,N — 1] be a honest user. Consequently, there exists a tuple (j,s, u, ) that satisfy
Equation 3.1. IT is a valid signature thanks to the perfect completeness of the underlying
Zero Knowledge Protocol, then the algorithm Verify(g,x, M, X) always outputs 1 for all
M € {0, 1}*. On the other hand, let ¢ be a ciphertext of the form ¢ = (u || I2B(j)) -G de.
If we run the algorithm Z(g,,s,¢), the output will be I2B(j) by the correctness of the
randomised QC-MDPC variant of McEliece. Finally, Verify and Open are correct which

implies the correctness of the signature scheme.

* Anonymity
Since we use a randomized version of QC-MDPC McEliece and given the hardness of
DMCcE (n,k,t) problem and the DLPN(q1,n,B(n,t)) probleme in the QC-MDPC case
(Remark 3), the CPA anonymity proof will be the same as [58].

* Traceability
We consider </ a PPT adversary against the traceability of the scheme with success prob-

ability equal to €. We construct a PPT adversary .% that is able to solve a SD(2p, p, ®)

problem with success probability polynomially related to €. Algorithm .# receives a
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challenge SD(2p, p.®) instance (H,§) € ) 2P Y with H a random double circulant

matrix.

The goal of .7 is to find a vector s € B(2p, @) such that Hs” = y?. It then proceeds as
follows:

1. Pick a guess j* € [0,N — 1] and sety ;. =Y.

2. Set H = H. For each j € [0,N —1] such that j # j*, sample s; & B(2p, ) and set
y; € ]Fg be its syndrome, i.e., yJT = HsJT~ .

3. Run J (n,q,w,t) to obtain a key pair (pye =G € anfq)xn, SKME)-

4. Sent gpr = (G, H,Y,-,Yn_1)> Emsk = SkME 10 .

The forger .# then initializes a set CU = & and handles the queries from .27 as follows:

— Queries to the random oracle H are handled by consistently returning uniformly

random values in {1,2,3}*

— OCormupt(J) forany j € [0,N —1] : if j # j*, then .Z sets CU = CU U j and gives S
to o ; If j = j*, then .% aborts.

— 0%isniM)  for any j € [0,N — 1] and any message M : if j # j*, then .Z honestly
computes a signature since it has s;; If j = j*, then .% returns a simulated signature
)

The adversary .o/ give a forged signature ¥* on a message M*. The requirements
of the traceability experiment implies that:

Verify(gp,M*,X*) =1 and

Open(gmsk, M*,2*) = j*.

By applying the same technics used in the traceability proof [58], .% is able to solve
the SD(2p,p, ) with non negligible probability which contradicted the hardness of
SD(2p, p, ®) problem.
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3.5 Results

In Table 3.1, we compare our results with the original scheme one [58] for different size of

group users and for 80 bits security level.

We use a (n, g, w,t) QC-MDPC code of parameters n = 9602, g = 4801, w = 90, t = 84 the size

of the matrix G is n — g = 4801 bits (parameters for 80 bits security). It is shown in [105]

280.70

that for this parameters a key distinguishing attack have a cost of operations and a Key

281.04

recovery attack have a cost of operations.

We also use a double circulant matrix H of size p = 350 bits to achieve the same security level
(80 bits) as it was detailed in [65].

Table 3.1: Public keys in the original scheme case and in our new scheme case

N old key size Our key size factor reduction

N=2% 625 KB 1.34 KB 466
N=28 642 KB 11.84 KB 54

N=212 906 KB 179.84 KB 5

N=21¢ 513 MB 2.86 MB 1.79
N=22Y  72.8 MB 45.87 MB 1.58
N=2>*  1.16GB 0.73 GB 1.58
N=22  18.45GB 11.74 GB 1.57

We notice that our results, for the public key size, are better than ones obtained in the original
scheme especially for groups with small size. For instance, when we have a group of N = 2% the
size of our public key is 466 times shorter than the previous scheme. However when N > 216,

the reduction factor tends to 1.57.

3.6 Conclusion

In this chapter, we have proposed a provably secure code based group signature scheme with
reduced public key length, the public keys can be 466 times shorter than the original scheme,
typically for a group of 16 users when the public key is 1.34 kB, while the size is 625 kB in
the original scheme. The proposed scheme also satisfies the correctness, CPA anonimity and
traceability properties which are the security requirements for a static group signature scheme.
In a future work, we will try to reduce the signature size. We can also construct a scheme

achieving CCA-anonymity and supporting revocation mechanism.
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In this chapter based on [14], we design a dynamic code-based group signature. The dynamic
case in group signature is more interesting than the static one. The general idea of this scheme
consists in finding a collision between two ciphertexts using two different Quasi-cyclic Moder-
ate Density Parity-Check (QC-MDPC) matrices in McEliece cryptosystem. We use a variation
of AGS Zero-Knowledge protocol to prove the possession of the secret key and then we use
the Fiat Schamir transformation to turn it into a signature. The public key and signature sizes
are constants and independent of group users size and are shorter than those presented in the
literature for 80 bits security level. Furthermore the proposed group signature scheme presents
several advantages: it is a dynamic group signature based on error correcting code assumptions

which are supposed resistant to quantum computing.
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4.1 Introduction

Group signature schemes have been introduced by Chaum and van Heyst [42], in order to
provide revocable anonymity to a signer, who is allowed to sign on behalf of a group. In
such a scheme an authority is able, in exceptional cases, to open any group signature and
thus recover the actual signer. The properties of group signature schemes make them a very
important cryptographic primitive, with several applications in real-life scenarios such as e-
voting schemes, e-bidding, digital right management systems, controlled anonymous printing

services and other domains.

For many years, several group signatures have been introduced namely the ACJT [11], which
was the first provably secure coalition-resistant scheme under the Strong RSA and DDH as-
sumptions. Boneh, Boyen and Shacham in [30] and later Camenisch and Lysyanskaya in [36]
proposed very efficient group signature schemes using bilinear maps. Independently, Nguyen
and Safavi-Naini presented in [108] another group signature scheme using bilinear maps. we

note that all these schemes were analyzed in the random oracle model [21].

Bellare et al. in [20] gave formal definitions of the security properties of group signatures, they
proposed the first scheme provably secure in the standard model (while totally unpractical).
Independently, Kiayias and Yung [86] (and later [87]) defined a security model. Bellare et al.
[22] extended the [20] model to the case of dynamic groups.

All the aforementioned group signature schemes are based on number theory assumptions.
However, number-theoretic based cryptography will not resist to the quantum computer. Re-
cently, the research for post-quantum group signatures is quite active as shows these publica-
tions [3, 8, 75, 89, 90, 95]. The majority of these works are based on lattice assumptions, while
in code-based cryptography we denote three group signature schemes. The two first schemes
presented in Asiacrypt 2015 [58] and [8] in Secrypt 2016 are based on BMW (Bellare, Mic-
ciancio and Warinschi) model [20]. The last one is based on a slight relaxation of the BSZ
(Bellare, Shi and Zang) model [22] and is proposed in [3].

In this chapter, we present a new dynamic code-based group signature scheme which is an
improvement of [3]. It is based on two main ideas: the first one consists in using as Zero-
Knowledge argument system the AGS (Aguilar, Gaborit and Shrek) identification scheme [1],
this choice implies lower signature and public key sizes. For example, to achieve a 80 bits

security level, the public key and signature sizes are 2.5 Ko and 1.32 Mo respectively in our
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scheme instead of 2.5 Mo and 20 Mo in [3].

We explain in the following points how we reduce the signature and public key length:

* We use two double circulant matrices (concatenation of an identity matrix and a circulant
matrix) as public key. Therefore, we can generate such matrices only from the first row

of the circulant matrix since the others are obtained by applying a shift.

* AGS identification scheme [1] have low communication data than all existing code based
identification schemes. In addition, the cheating probability is around % witch implies

less number of rounds. Thus the signature size is reduced.

The second difference between our construction and that presented in [3] consists to find cipher
collision instead of syndrome collision in the joining protocol. In [3], the authors generate
trapdoor matrix to make syndrome collision. Notice that in Hamming metric, the one existing
trapdoor matrix is CFS signature instance [48]. To generate cipher collision, we use QC-MDPC
McEliece variant where in [105] the authors assume that QC-MDPC decoding algorithm is fast

and simple to implement.

This chapter is organized as follows: in Section 4.2, we explain our proposed group signature
scheme and we prove its security in Section 4.3 with specific parameters. We conclude in
Section 4.4.

4.2 The proposed dynamic group signature

In this section, we first propose a variation of AGS identification protocol (See Section 2.2) then,
we present a high level overview of our scheme. Finally, we describe precisely the operations
of the different algorithms required in the proposed group signature scheme which is a dynamic

group signature (See Section 2.3.2).

Let u denotes some randomness and the symbol || is for concatenation. v[r] denotes the r —th
coordinate of the vector v and s, denotes the r — th symbol of the string s. I, denotes the finite
field of cardinality g. .#,x.(F,) denotes matrices over IF, of m rows and n columns. S}, is the
set of vectors of weight w lying in 5. J# denotes a generic random oracle. Let i : 5 — 7,
W : % — Myn(F2) and B : T3 — T4 be random oracles model. For protocols, we denote by

& and ¥ respectively the prover and the verifier. We use coding theory notation, where G and
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H respectively denote generator and parity check matrices of a code. Let H € .#»,(IF;) and
x € Iy . The product H -xT is called the syndrome of x and wt(x) refers to the Hamming weight

of x. We define 1* as a string of ones A times. We denote by a & §if ais chosen uniformly at
random from the finite set S.

We define Pr[A = a] as being the probability to have the event A = a. Let Expg;xb (A) and
Advg 4(A) define respectively the experiment where adversary .27 attack the properties C of the
scheme B, where the objective is to output the bit » and the advantage of the adversary <7 in
the experiment Ex pg’zb (A).

We define p, as a left shift rotation of r position applied to vector u as follows:

pr: Iy — I}
u = pru)

4.2.1 Setup algorithm

The following algorithm aims to output global parameters to generate our code (n,k,w), group

R
signature public key g,x = (( 0

initialize the secret key of the opener s to empty set.

) ,w) , group manager secret key g = (H,sro). We

Algorithm 4.1 Setup algorithm

Require: 1%
Ensure: params, g
(A, k,n,w) € N* « params(1*)
(Q,H) € Myscn(F2) X M y—yxn(F2) < OQC — MDPC(params)
R € My, (F2) a generator matrix of a QC — MDPC(params) codes

(R W>
gpk Q 9
Spo < 0
Smsk < (H, ko)

4.2.2 AGS variant protocol with collision

To build our variation of AGS protocol with ciphertext collision, the idea consists in using two

related instances of AGS protocol as described below.

* The matrices R, Q and H are generated as explained in the setup algorithm (Algorithm
4.1) such that R and Q are two different generator matrices of QC-MDPC code (See
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Section 2.1.1) of the same parameters. Let wi, wy and w3 be three integers that will
constitute the weight of the error vectors and all of them are bellow to the capacity

correction ¢ of codes generated by R and Q.

* The user construct the first instance by choosing randomly (ey,m;) € I x ]FS such that
wt(e1) = wy then, he calculates ¢; = m - R+ e;. The user must also choose (f>,my) €
% x ]Fé such that wt(f) = w' < wy, calculate ¢, = m; - Q + f> and sends ¢y, ¢; to the
group manager (m, must be chosen by the user because it is a part of its secret key and

in the process we use it to verify that the group manager have H).

» The group manager receives cy, ¢, and applies the efficient decoding algorithm, of the
QC-MDPC code using the secret matrix H, Wy to ¢; (Wi (¢2) to get my). The next step
consist in: the generation of e, € I} of weight wy, computing ¢; = my - Q + e and e3 as
follows e3 = c¢] + . He sets the opener secret key as follows s;pli] = (e2,e3,m) and

sends to the user the second part of his secret key (e2,m»).

* After receiving (ep,my) from the manager, the user must verify if m, has been well
calculated and sets his secret key as follow: si[i] = (e1 + e, (m1||mz)) with the following
condition ¢| 4+ ¢2 +e3 = 0.

ci+cp+e3=0 < e +m-R+ex+my-Q+e3=0 4.1)
< ejt+ert+es+m-R+m-Q0=0

R
<~ €1+€2+€3—|—(ml ||m2) ( 0 ) =0

R
We note e = ¢ + e +e3, m= (my || mp) and G = ( 0 )

The equation (3) becomes
et+m-G=0

withe € %, m € IF%" and G € Myxn(IF2).
private key: (e,m) with e of weight wt(e) < wy + w2 +ws, of length n and m € F3~.
public key: (G,w;,w,,ws3) with G a matrix of size 2k x n and e +m-G = 0.
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Algorithm 4.2 The AGS variant

1. 2 randomly chooses (u,v) € X x T4 and permutations (7, 7) of {1,2,...,n}. Then & sends
to ¥ the commitments ¢, dj, ¢; and d, such that: ¢; = h(w), d; = h(n'), ¢ = h(7w(u-R)) and
dy = h(7'(v-Q))
rnd < {7’ wu,v}

2. ¥ sends a value 0 < r < k— 1 (number of shifted positions) to &.

3. Z build p,(e1), pr(e2), pr(e3) and sends the last part of the commitment: ¢3 = h(m(u-R+
prler) +v-0 -+ prle2) + py(es))) and
d3 = h(7'(u-R+ p,(e1) +v-Q+pr(ez) + pr(e3)))
o+ {c1,d1,c2,da,c3,d3}

4. ¥ sends b € {0,1} to 2.

5. Two possibilities:

/

o if b=0: & reveals p,(u+pr-(m1)), pr(v+pr(m2)), @, .
ans < {p,(u+p:(m1)), pr(v+ pr(m2)), 7, 7'}

e ifb=1: P reveals n(u-R), '(v-Q), m(p,(e1)) and ’'(p,(e2)), w(pr(e2) + pr(e3) +v- Q)
and 7' (p,(e1) + pr(e3) +u-R).
ans <« {(u - R), % (vQ), w(p,(e1)), 7 (py(e2)), T(pi(e2) + piles) + v - 0), 7 (py(er) +
pr(es) +u-R)}

6. ¥ computes ¢ := check(a,b,ans) where check is defined by:
o if b=0: ¥ verifies that ¢, d;, c3 and d3 have been honestly computed.

e if b= 1: ¥ verifies that ¢,, d3, c3 and d3 have been honestly computed. and that the weight
of m(p,(e1)) and 7' (p,(ez)) are wy and w; respectively.

if all checks passed
c+1

Else

c+0

7. ¥ outputs Accept if ¢ = 1 and Re ject otherwise

8. Additional check for " who knows my ac := addcheck(my, «, 3, ans):
e If b=07Y checks if dy = h(7'(p,(m2) 0+ (v+ pr(m2))Q)).
— If d, is well calculated ac < 1 else ac <+ 0

* else their is no additional checks to verify.

Remark 4. In the case where b =0, ¢ and d can be easily calculated and

c3 = h(x((u+p(m1))-R+(v+pr(m2))-Q))
= h(z(u-R+v-Q+my-R+my-Q))
= h(n(u-R+v-Q+prler)+prlea) +pr(ez)))
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By analogy, we verify ds. In addition, the opener can do additional checks by verifying d» =
(7' (pr(m2)Q+ (v+ pr(m2))Q)) (the opener have my and Q is public).

In the case where b = 1, the verifier can check ¢, and dy by applying h on T(u-R) and 7' (v- Q)
respectively. We compute c3 and d3 as follows: ¢z = h(n'(n(u-R) + w(p,(e1)) + w(pr(e2) +
pr(e3)+v-0)))and ds = h(n'(v- Q)+ ' (p,(e2)) + 7' (pr(e1) + pr(e3) + u-R)). We note that
in our AGS variant protocol, we keep the same properties of Zero-Knowledge, correctness and

soundness as the original AGS identification scheme and even the same cheating probability.

4.2.3 High level overview

In our signature scheme, we consider the following actors:

Group manager (¢.7) represents the authority and he is able to run the setup algorithm
(Algorithm 4.1) by giving as input a security parameter, to add new members to the group
(by the join protocol) and to revoke the anonymity of the signers (by open algorithm).

Group members or users who sign on behalf of the group (by executing Sign algorithm).

Outsiders users who do not belong to the group but can verify a signature granted the group
public key g, (by running Algorithm 4.5 ).

The signature scheme occur in three steps: firstly, the user %/ asks the manager ¢.# for
joining the group and then he gets his secret signing key; secondly, the user sign on behalf
of the group using his secret key and finally, the group manager ¢.# is able to recover the
signer’s identity.

First step: the user % chooses randomly e; € F% of weight wy, my € F5, my € FX and f> € 3
such that wt(f,) < wp. He compute ¢; = mj-R+ e and ¢ = mp - Q + f>. The user % sends
c1 and ¢, to the ¥.# who generate e, € I; of weight wy, my € ]FS and e3 € I such that
cy =my-R+e; =my-Q—+er+ ez (the collision as explained in Algorithm 4.3), the user’s
secret key is (e + ep,my|/my). The &.# has access only to (ep,e3,my), while (e1,mj) is
known only by the user himself.
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Second step: every group user possesses a secret key verifying

R
(e1 +ex+e3)+ (my|lma)- ( 0 ) =0
The possession of such secret key will be proved in Zero-Knowledge way using the AGS variant

identification protocol.

Third Step: the open algorithm is running by the group manager ¢.# using the second part

of the user’s secret key.

4.2.4 Join scheme

The Join protocol (Algorithm 4.3) is an interactive protocol between the group manager G
and the user %;. Firstly the user randomly chooses two pair (egi) , mgi)) € F3 x F& and ( f2 N )) €
F% x F& such that wt(fz(i)) < wy and wt(egi)) = wji. He sends cg) = mg) R+e§) and cg) =
mg) -0+ fz(i) to 4.# where R,Q € M.« ,(F,) are two generators matrix of two QC-MDPC
codes of same parameters. Secondly the ¥.# uses H € M (;,_y)x,(IF2) from his g,,g and
O from gpk to make cipher collision and compute (eg),egi),mg)) € S@z x 5 x Iﬁ‘é such that

cg )= m2 -0+ e2 —|— eg) as explained in the Subsection 4.2.2.

Algorithm 4.3 Join interactive scheme

1. %; chooses (egi),mgi)) F x IF’;, (f2 7mZ)) € IF" x F such that wt(f2 ) < wy, wt(e;) =wy, then
send cgl) () R+e() and c( Q+f Y4

2. GH computeS'

e mi 0= yu(e)

* retrieve mg) from the first k positions of mg) -Q

* generate eg) & S,

e compute cg)—m2 Q%—e2 andeg)—cg)—i-cg)

if Jig : sxolio] = (eg),eg),mg)) return false
else sioli] = (¢, ey, mY)) and send i, m{" 10 %

(i)

is different to the received m,’ return false

3. if the computed mg)

else si[i] = (egi) +e§i),m5i) | mg))
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4.2.5 Signature algorithm

This algorithm outputs a signature ¢ of a message m valid under g, using secret key si[i] of
user %;. The signature is obtained by applying the Fiat-Shamir transformation to our AGS
Zero Knowledge identification variant. We repeat the variant /; times until achieving cheating
probability close to 0 corresponding to A security level. To sign a message m (Algorithm 4.4),
a group member %; produces a transcript Tr = (o, B, ans) of the AGS variant protocol (Algo-
rithm 4.2) executed on public key g, and secret key s [i] simulating the interaction through the
use of a random oracle 4”. In the round r, rnd|r] are the random elements generated by gen(u)
(gen(u) is a function that generate random elements in the AGS variant protocol). To run the
AGS variant, a[r| are the commitment calculated as described in Algorithm 4.2 the value of
B € {0,1} depends on the random oracle 4" (we choose h” such that [ > I, ) and ans|[r] are
responses obtained in the AGS variant protocol.

Algorithm 4.4 Sign(g i, s¢[i],m, [y, 1)
a0, rnd < Q,ans<—0Qand r <0

1. While(r < ;)
rnd[r] < gen(U)
o[r] <= com(gpk, sk[i], rnd[r])

r<r+1
2. B=h"(m,a)
3. r=0

4. While r < [,
ans|r] < resp(si[i], Br, rnd|r])
r<r+1

5. Output (m, ) where o = (a,ans)

4.2.6 Verification algorithm

To verify a signature ¢ of a message m generate by Algorithm 4.5, the verifier should firstly
split the signature as 6 = (@, ans). Then he generates 8 from m and @ using the random oracle
h" to verify the integrity of the message m and the membership of the user. Thereafter, we
check the responses ans|r| corresponding to o[r| and B, for each iteration. If all checks passed,

the signature is valid if not the verification fails.
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Algorithm 4.5 Verif(g x,m,[; ,0)

1. Split o = (a,ans)
B=nh (m,OC)

2. r<0
While (- < I;)
¢ = check(alr], By, ans|r])
if(c ==0)
Output 0
r<r+1

3. Output 1

4.2.7 Open algorithm

We note that the manager secret key s;o consists on a part of users secret key. We have for all
users i, sxoli] = (egi),egi),mg) ). We note also that a group manager can check more commit-
ments than a classical verifier. Consequently ¢.# may check additional requirements at Step
6 of our AGS variant protocol (Algorithm 4.2).

In the case b =0, 4 .# can check

dr = h(0'(pr(m2) 0+ (v+ pr(m2))Q))

in addition to ¢y, di, c3, d3 as described in Remark 4.

We define the function addcheck(soli], @[r], Br, ans[r]) which is similar to the function
check(alr], B,,ans|r]) but checks additional requirements as described above, we note that only
& ./ can run the function addcheck using si(.

Given a signature ¢ = (o,ans) on a message m, the group manager (who execute the open
algorithm 4.6) acts like in algorithm Verify but now with additional checks. If there exists a
user i such as all iterations on r are successful, the signer can only be i.

Moreover, addcheck(soli], &t[r], B, ans[r]) outputs 1 with a probability around to 3 when i is
not the real signer of the message m. Because only the case B, = 1 who can pass (their is no
additional check to do). We recall that the cheating probability in our AGS variant protocol is
asymptotically equal to %, thus /) rounds required for algorithms Sign and Verify ensure an
opening probability close to 0.
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Algorithm 4.6 Open algorithm

Require: si0,8p1,m, 0
Ensure: i : the signer identity
Split 6 = (&, ans)
B = h”(m? OC)
i1
while i < number of Users do
r<0
while » < 7, do
¢ < addCheck(sioli], a[r], By, ans|r])
if c = 0 then
i<—i+1
r<0
elseifc=1andr=/¢; — 1 then
return i
else
i+—i+1
end if
end while
end while
return False

4.3 Security Analysis and Practical Results

4.3.1 Security Analysis

In this part we study the security requirements as it was defined in Algorithm 2.3 and Algorithm
2.4 of our signature scheme. We start with anonymity properties and finish with Soundness

properties. Our methodology is similar to the one used in the extended version of [3].

Anonymity: We now study the anonymity property.

Theorem 3. If there exists an adversary <f that can break the anonymity property of the scheme,
then there exists an adversary 9 that can break the Zero-Knowledge property of our AGS

variant.

63



64

Chapter 4 A New Dynamic Code-Based Group Signature Scheme

Proof. Let o7 be an adversary against the anonymity of our scheme with advantage €. We will
prove that € is negligible using the Zero-Knowledge property of our AGS variant. We consider
the following sequence of games : ¥,, %, and ¥,.

* &, : the challenger run Serup( 1’1) and gives g, to &7 who has also access to oracles
joinP, corrupt, sign and open. This game is the same as the real anonymity experiment
(Algorithm 2.4), <7 outputs (ig,i1,m), but the challenger generates a simulated signature
o” by programming the random oracle .74} accordingly.

* % : in this game the challenger and the adversary .« has the same way and access to
oracles as in game ¥,. Now the challenger and the adversary execute the real anonymity

experiment (Algorithm 2.4) for b = 0. <7 outputs (ip,i;,m) and the challenger outputs
oo = Sign(gpk: sk lio];m; 1).

* ¢ : in this game the challenger and the adversary .« has the same way and access to
oracles as in game ¥,. Now the challenger and the adversary execute the real anonymity

experiment (Algorithm 2.4) for b = 1. &/ output (ip,i;,m) and the challenger outputs

o1 = Sign(gpk: sklir];m; 1).

Given that our AGS version is Zero-Knowledge, in first time, we have that, o, is statistically
close to oy and in second time, we have that, o, is statistically close to . It then follows that
Exp‘é’gg_l(l) and Exp“G'go’Z_O(l) are indistinguishable so Adv{g"} () = Pr[Exp%’gg_l(l) =
1] — Pr[Exp?;’g"f(o(l) = 1] (where Exp?;’?ﬁ*l(l) and Expgg(ﬁ*o(l) are as defined in Algo-

rithm 2) is negligible.

Soundness: the soundness of our group signature scheme allows us to prove the traceability
and the non-frameability.
We suppose that the adversary 27 can forge a signature on user %+ which is considered as an

uncorrupted user. The adversary .o/ produces a signature
o = (emt;rsp) = (emt[1],--- ,emt[ly],rsp[l],--- ,rsplly])

such as Verif(gpk,m,0) = 1. o/ does not have any knowledge on the user secret key s[;*|
where [/, is the number of iteration required in the AGS variation to achieve a certain security

level.
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Producing such as forgery by .27 means that he have been able to successfully run [, iterations
of AGS variation protocol without knowing a valid secret whereas the cheating probability
is close to % Then .o/ has either broken the soundness of the AGS variation or enabled the
design of a knowledge extractor reaping benefits of the forgery to produce a valid solution to

the general syndrome decoding problem.

The traceability and non-frameability are two notions closely related, consequently we treat
both of them simultaneously. In both cases, the adversary <7 that can produce a valid forgery
o verifying:

Verif(gpk7m7 G) =1
However, breaking traceability implies for .7 to produce ¢ such as the group manager could

not trace it back to any group member. More explicitly, to attack the traceability on user %+,
<7 should produce a forgery 6 on message m such that:

Verif(gpk,m,0) = 1 and Open(sio,8pk,m,0) =0 4.2)

while the non-frameability requires to produce a signature that does trace back to an actual

group member. The adversary produce o verifying:

Verif(gpk,m,0) = 1 and Open(syo, gpk,m,0) = j* 4.3)

With the evidence that & # Sign(gpk, sk[j*],m; 1).

Theorem 4. [f there exists an adversary </ against the traceability (resp the non frameability)
of the scheme, then we can build an adversary 9 that can either break a general decoding

problem GD, or the Simulation-Soundness of the AGS variation protocol.

Proof. Assume that their exists an adversary .7 against the traceability of our group signature
with success probability equal to €. We use a sequence of games to show that if .7 is efficient
which means he can break the traceability property (rep the non-frameability) then it’s possible

for an adversary 4 to solve a difficult problem with non negligible probability related to €.

%o: this is the original game of the traceability (non frameability) as defined in Algorithm
2.3 a (resp in Algorithm 2.3 b) when the adversary 2 runs algorithm Serup(1*), he chooses

R
a user %+ on witch </ will be challenged. Then % provides g, = (( 0 ) ,(o) (resp
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R
gpk = (( 0 > ,@ | and szp) to &/ which has access to the following oracles: joinP, Sign,

Open and corrupt (resp joinP, Sign and corrupt but not Open since he has s;). For any query
of o, % responds honestly but the game aborts if .27 tries to corrupt %
At some point .o/ produces a forgery (m, o) such that for all j € CU, the signature on m were

never queried and the probability for .27 to have Verify(g,x,m,0) = 11is equal to €.

¢ this game is similar to the previous one % <7 still knows g, (resp g,x and s;p) with
the same oracle access. It differ from % by the following: whenever <7 queries oracle sign on
user %+, % generates a simulated valid signature. Like previously, the game aborts if .27 tries
to corrupt %+

At some point, <7 produces a forgery (m, o) under the condition that for all j € CU, signatures
on m were never queried and signatures honestly produced on behalf of %« in game % are
indistinguishable from random ones produced in this game.

Consequently, for the adversary .o/, games % and ¢ are indistinguishable and the probability
for o7 to have Verif (g, m,0) = 1is still €.

Under the soundness of AGS variation protocol, we now treat separately traceability (game

&™) and non-frameability (game %1" f ).

¢/"¢: of has been given a forgery o verifying (4.2). Since the AGS variation protocol is
sound, Z could thus apply a knowledge extractor algorithm on o to generate a (e*,m*) pass-
ing AGS variation protocol (m* - G+ e¢* = 0). During this game .« queried for oracle corrupt
on all users except for %/ meaning that he may have obtained many secret keys solving the
instance of general decoding (G, ®; + ®; + @3,0). It mean that .7’ has obtained the following
GD instance (G, 01 + @ + @3,0,usk[i);ccyy). If (e*,m*) ¢ uskli]i € CU, </ has then enabled
2 to find solution to the previous GD instance with probability directly related to &, else, <7

replays the game until Z gets a new solution to the aforesaid GD instance.

7 . in the non frameability game, .7 has a forgery o verifying (5). Since </ has the
sxo it means that he has a knowledge of a part of the user’s secret key because uskl[i] =
(e(li) + egi),m(li)ng)) and o/ has the ( g),egi),mg)) for all i, we have that </ can compute
Cgi) _ mg) -Q+e§i) —l—egi) _ (m(li) -R-l—egi)).

Using the corrupt oracle, </ can learn the entire (e;,m;) = (egi) + eg) + egi),mgi)ng)) for
every user (different from %+) he might corrupt. In fact, .27 has obtained the following un-
solved GD instances (R,cgi), o) )icyy containing the particular one (R,cgj *), ;). Now, under

the soundness of AGS variation protocol, %, by programming the ROM, exploits ¢ to get
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(e*,m*) = (e} + €5+ e3,m]||m3) from which he can issues signatures verifying (5) just like o.
In particular, it means that applying algorithm Open on signatures issued with (e*,m*) returns
J5. It leads to (e5,e3,m5) = (eéj*),egj*),méj*)) and then that (e}, m7) is a solution to the GSD
instance (R,cgj *), ;).

At the end of game ¥, £ has either broken the soundness of AGS variation protocol or been
able to solve a computational problem with non negligible probability related to €. This con-
cludes the proof. O]

4.3.2 Practical results
To instantiate our scheme, we propose the following parameters :

* In [76], Qian Guo et al. show that it’s possible to successfully recovers the secret key
of QC-MDPC instance for 80 bit security proposed by Misoczki et al. in [105]. Con-
sequently, it’s recommended to use this proposed instance of QC-MDPC for 128 bit
security: n = 19714, p = 9857, w = 142, and t = 134.

* We generate R and Q two QC-MDPC matrices for the same parameters (n, p,w,t). Gen-
erating each one of these matrices require only 9857 bits and w = 142 can be stocked
using 8 bits which implies a public key of size sizeg, = (2 x (n— p) +8)-bit= 19750 bit

R
= 2.5KB since g, = ( ( ) W).

* To achieve a A = 80 bits security level in our AGS variation protocol, the number of

rounds must be equal to /; = 88. We parse a signature o as follows:
o = (emt[1],..,emt[ly],rsp[1],..,rsp[l;])

. For each round 1 <i <1y cmtli] = (c1,d1,c2,d2,c¢3,d3) and we choose a hash function
that returns a 160 bit then the size of each cmt[i] is size.,[;) = 6 x 160 bits = 960 bits.
Now we calculate the size of rsp[i] such 1 <i <A, for this reason we calculate the size
of permutations as follow:

—“"&2(2” )1 which implies a permutation of size

Sizeperm = 2 X m x 2™-bit where m =
size perm = 4096 bits.

We distinguish 2 cases:
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— The first case: where the challenge b = 0, the size of the response is sizeysp0 =
2 X p+2 X sizeperm = 27906 bits

— The second case: where the challenge b = 1, the size of the response is size 1 =
6 x n = 118284 bits

The size of a signature 6 = (cmt[1],..,cmt[ly ], rsp[l],..,rsp[ly]) is
sizeg = Iy X (sizecmt[i] + max(sizeyspo, sizersp1)) = 10493472 bits, which means a signa-
ture of size 1.32MB.

Comparing our results with the first dynamic group signature based on coding theory [3] for
80 bits security level, Our schema is more efficient in terms of public key and signature sizes
which are respectively equal to 2.5MB and 20MB in [3] and only 2.5KB and 1.32MB in our
scheme.

Our construction is not based on trapdoor matrix, to make syndrome collision. Notice that in
hamming metric, the one existing trapdoor matrix is CFS signature instance [48]. We propose
an other approach in the join protocol based on QC-MDPC McEliece to make cipher collision

instead of syndrome collision.

4.4 Conclusion

In this work, we have proposed a new dynamic group signature scheme based on coding theory
assumptions which improve the first code based group signature presented in [3]. In this pro-
posed scheme, group public key and signatures sizes remain independent of group length but
just depending on the security level. Our technique consist in using the QC-MDPC version of
McEliece cryptosystem in the join protocol and AGS identification scheme as Zero-Knowledge
argument system unlike using the trapdoor matrix and Stern identification scheme as described
in [3]. Even if in [76] the authors proposed a key recovery attack for 80 bits security level,
our scheme remain still secure because we use parameters for 128 bits security level. We have
started to develop this idea before the publication of [76]. These choices make the join pro-
tocol very fast and decreases the public key and signature length typically from 2.5MB in the
original scheme to 2.5KB in our one for the public key and from 20MB in the original scheme
to 1.32MB in our scheme for the signature. In future work we will try to add the revocation

properties and try to turn this scheme to a List signature scheme.
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In this chapter based on [15], using random double circulant codes, we design a rank metric
version of Aguilar, Gaborit and Schrek (AGS) identification scheme which is resistant to attacks
using quantum computers. We achieve optimum results in different scales comparing public
key size, secret key size and communication cost with known identification schemes. Moreover,
our protocol is more efficient and practical for different resource constrained devices such as
smart cards or Radio Frequency Identification (RFID) tags. Furthermore, using the Fiat-Shamir

paradigm, we design an efficient signature scheme.

5.1 Introduction

In 1994, assuming the existence of a quantum computer, Shor has proved in [120] that the dis-
crete logarithm and the factorization problems can be solved in polynomial time. This paper
has enabled the emergence of post-quantum cryptography. The security of the most important
post-quantum primitives relies on the difficulty of solving decoding problems in specific met-
rics (Hamming metric for codes, Euclidean metric for lattices for example). The security of an

identification scheme is based on the security of the difficult problem to which it is linked.

Identification protocols are very useful in the electronic communications area. For example,

identification protocols are used in ticketing, e-passport, e-health, control access systems, etc.
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The choice of code-based cryptography for identification schemes is mainly motivated by the
capacity of future quantum computer. An identification scheme is said to be Zero-knowledge
if it is an interactive protocol where one proves the knowledge of something, without revealing
any information on this knowledge. This implies that the verifier cannot learn the secret, also
he or she cannot replay the protocol and especially he or she cannot convince another person

that the prover was aware of the secret.

Over the years, many Zero-knowledge identification schemes have been proposed using Ham-
ming metric [1, 40, 123, 127]. Based on the instances of Syndrome Decoding problem, Stern
presented in [123] a pioneering work that is the first code-based Zero-knowledge identifica-
tion scheme whose cheating probability is % In this scheme, the prover has to convince the
verifier that he or she knows a word e of small weight such that He' = y where the matrix
H e .//(n_k)xn(Fz) which is a parity check matrix of a linear binary code of length n and di-
mension k and the vector y € anik) are public parameters. Thereafter, to decrease the cheating
probability to % Stern proposed in [123] an extended version of his first protocol that consists
on five pass rather than three pass. This improvement impacts a reduction of the signature
size. But on the other hand, it increases the communication cost. The second advanced work
was presented in [127] by Veron where he proposed a different formulation of secret key us-
ing the General Decoding (GD) problem (see below). In this case the prover has to prove his
knowledge of a couple of vectors (f,e) that verifies x = fGD e € ]an_k) where the matrix
G € My« (F2) and x are public parameters. This new formulation decreases the communi-
cation cost but increases the key size. In [65], Gaborit and Giraut proposed to use a double
circulant matrices to represent the public matrix. This proposition enables to decrease dramat-
ically the public key size. In [40] using a g-ary codes, Cayrel et al. proposed another protocol
with cheating probability of % The last and the most efficient protocol in Hamming metric has
been presented by Aguilar ef al. in [1] which is based on the Veron’s scheme and achieves a

cheating probability of % while preserving a low communications cost.

Chen in [44] proposed a new code-based Zero-knowledge identification scheme using another
metric called rank metric. This new three pass identification scheme differs from Stern protocol
[123] on the following points:

e The lack of hash function; the first version of Chen identification scheme [44] did not
use hash function but matrix multiplication. This property has been very useful since the

use of hash function increases the complexity of the identification scheme.
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* The choice of another family of error correcting codes; Stern has used a family of error
correcting codes using Hamming metric but Chen protocol [44] has used codes in rank

metric. This choice can provide smaller key size than Hamming metric.

A few month after the publication of Chen’s identification scheme [44], Chabaud and Stern
have presented in [41] the first attack on the syndrome decoding problem in rank metric. Thus,
to keep Chen’s protocol safe, Chabaud and Stern [41] proposed to recalibrate the security pa-
rameters. However, the second attack presented by Gaborit et al. in [67] that is based on the
lack of a hash function allows a passive attacker to quickly recover the user secret. To repair
the Chen’s protocol, Gaborit et al. [67] proposed a new version with hash function. This new
protocol can be seen as the rank version of Stern’s protocol. Recently the research in rank met-
ric codes applied to the cryptography area is quite active with the publication of many paper
like [67, 79].

In this chapter we present a five pass Zero-knowledge code-based identification scheme in
metric rank with a cheating probability of % Like in AGS protocol [1], our protocol uses
double-circulant matrices to represent public generator matrix. Moreover the matrices used to
mask user secrets in the protocol running are also circulant. This technique combined with
rank metric instead of Hamming metric provide an efficient identification scheme with small
key size and low communications cost. In practice, our scheme is more efficient since the
public data are 276 bits rather than 350 bits in AGS protocol for 80 bits security level which
implies a reduction of 21%. Moreover, for a security level of 128 bits, we get 434 bits as public
data size that is better than 550 bits in the AGS protocol, which implies a gain of 21%. Also,

280 we get a signature size of 83160 bits whitch is better than AGS [1] case

for a security of
where the signature size is about 93000 bits. By applying the Fiat-Shamir paradigm [62] to a

Zero-knowledge identification scheme it is easy to obtain a signature scheme.

The reminder of this chapter is organized as follows: Section 5.2 is devoted to our Zero-
knowledge identification scheme. We present the security analysis of our protocol in Section
5.3 and give some practical results in Section 5.4. Then we conclude in Section 5.5.
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5.2 The Proposed Zero-knowledge Identification
Protocol

In this section we describe our proposed Zero-knowledge identification protocol that we call
RankId. The Zero-knowledge protocols such as Shamir’s Permuted-Kernel-Problem-based pro-
tocol [118], Chens scheme [45], Stern’s Constrained-Linear-Equations-based scheme [125],
Cayrel-Véron-ElYousfi protocol [40] and Aguilar-Gaborit-Shreck protocol [1] are all of them
a five pass protocol and their security is not based on number theory. Beside having a cheating
probability close to % they all have one more thing in common: after a prover has sent the
commitments, a verifier 7" chooses a random element in the base field that it sent to a prover
. Then using this element combined with its secret and all masked using various techniques,
the prover sends a last commitment to the verifier. In this chapter we propose to adapt these
techniques to the syndrome decoding problem in rank metric. Our technique is mainly based
on the well exploiting of the double circulant structure of the public matrix. We first introduce

a special multiplication law that we will use in our protocol.

Let g be a power of a prime p, m an integer and let V (n) be an n dimensional vector space over
the finite field F,». We denote by GL,,(FF,) the group of invertible (m x m) matrices over F,.
Let B = (B1, -, Bm) be a basis of Fym over IF,,. Let .%; be the map from Fyn to F, where .%;(x)
is the i-th coordinate of x in the basis 8. To any v = (vy,---,v,) in V(n) we associate the matrix
V € Mpun(F,) where

V= (Vi’j)izl,...7m;j:1’...7,, = %(Vj) (5.1)

The rank weight of a vector v noted rank(v) is defined as the rank of the associated matrix v.

For a given basis 3, we denote by @g the invert of the map
V(n) = Mun(Fy) :vi=v (5.2)

computed in the basis . let S be a finite set and a be an element of S we write a & Sifa
is chosen uniformly at random in the finite set S. We denote by & the bitwise XOR operator.
We define P(A = a) as being the probability to have the event A = a. We denote by /4 a hash

function.
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Let r be an integer such that r > 1, to any o € ]FZm we associate the symmetric matrix ¢, €
AMy.r(Fgn) such that:

a, = . (5.3)
a}’

Definition 19 (Bullet Product ” ™). Let o be an element of ]F;;m, r be an integer such that r > 1

and v = vy || vo (where || is the concatenation symbol) be a vector of F gn such that vy, vo € V(r).

We define the product v e o as follow:
veo =vi0, || v2Q (5.4)
Proposition 5. For any integerr > 1, o € F;m and v a vector of Fm.

rank(ve o) = rank(v) (5.5)

Proof. Let A be an (m x n)-matrix over F ». In this proof we denote by ¢'(A) the subspace
of Fyn generated by the vectors column of A. Since v = (vy || v2) where vy, v, are in V (k) we
have:

rank(v) = rank(vy || v7) (5.6)
= Dim(€(v1)+%C(m)) '
Then we have:
rank(vea) = rank(viQ, || v2G)
= rank(v10, || v14,) 5.7
= Dim(€(v16,)+ € (v20,))
Because @, is symmetric and invertible(a # 0) we get the following equation:
Cma) = C(a&v)) = €m) (5.8)
and
Cma) = C(a&v,) = €m) (5.9)
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by (5.6), (5.7), (5.8) and (5.9) we deduce that:

rank(vea) = Dim(€(v))+ € (V1))

= rank(v) -10)

5.2.1 Key Generation

Our Zero-knowledge protocol uses a public k x n (with n = 2k) random double circulant matrix
G over F . This matrix G can be considered as a generator matrix of an [n, k] rank-metric code
over F n. To get a very compact public key we can consider the matrices of type G = (I, G1)
where G is a k x k matrix over F » and I; is the k X k identity matrix. Let K be a security
level. The key generation process which is described in Algorithm 5.1 takes as input x and
outputs the public parameters (k, m, g, r), the user public key p; and the user secret key sy.
Let W denotes the workfactor of the best known attacks on Rank Syndrome Decoding Problem
(Problem 3).

Algorithm 5.1 Key generation algorithm

Input: k¥
Output: py, s, (k, m, g, r)

Choose k, m, g and r such that W (k,m,q,r) > 2¥
$

G &+ «%k,Zk(qu)

el V(2k) such that rank(e) =r

FEvK
x+— fGde
Dk < (G,F,X), Sk < (€7f)

5.2.2 lIdentification Protocol

In our Zero-knowledge protocol (Rankld) described in Algorithm 5.2, to prove its identity, a
prover has to prove the knowledge of the secret key (e, f) by using two blinding techniques.
The first one is to Xor a random vector to the secret key f and unlike the case of Hamming

metric where it is common to use a permutation, the second blinding technique is to use the
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”e” and 7 x” products (See Definition 8) to multiply the secret e to random values. Moreover
the security of our protocol relies on the hardness of the rank general decoding problem, that is

on the difficulty of finding a couple (e, f) such that x = fG @ e where x and G are public.

Algorithm 5.2 The proposed identification protocol (RankId)

1. A prover & randomly chooses u € V(k), P € Gly(F,) and Q € Gl,,(F,). Then & sends
to a verifier ¥ the commitments ¢; and ¢, such that: ¢; = h(P || Q || (uG; @ f)) and
¢ = h(Q* (uG)P). Where h is a hash function.

2. A verifier ¥ sends a & Fyn to 2.

3. A prover & builds c3 =h(Q* (uG D (eo x))P).

4. A verifier ¥ sends g € {0,1} to Z:

5. Two possibilities:
o if g=0: P reveals (u® fd%), (uG @ f) and (P || Q).
o ifg=1: P reveals Qx* ((uG))P and Q x (e ® o¢)P.

6. Verification Step, two possibilities:

* if g = 0: ¥ verifies that ¢, c3 have been honestly computed;

o if g = 1: ¥ verifies that ¢y, c3 have been honestly computed and rank(Q * (e o
o)P)=r.

5.3 Properties and Security of the Scheme
Rankld

In this section we study the completeness and soundness of our identification scheme presented
in Algorithm 5.2. We also show that this protocol is Zero-knowledge with cheating probability

around %

Completeness. We obtain the completeness of RankId described in Algorithm 5.2 by show-
ing that if an honest prover & and an honest verifier 7 execute our protocol it always suc-

ceeds.
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Theorem 5. If a prover & and a verifier ¥ honestly execute Rankld, we have for any round

Pr[Rankld g v = Accept] = 1.

Proof. The completeness proof is natural since a prover & and a verifier ¥ are supposed to be

honest. We just notice that to verify c3 in the case g = 0 the verifier 7" can compute

(ud fay)Goxea = uGdfaGGd(fGDe)oa
= uGO fouGO fGeabeot
uG® foG® (fO || fGi10y) Deoar
uGe fa,Ga (fay || faxG) deot
= uGB fouGD foxGdeor
= uGdeox

And in the case g = 1 by applying Propositions 4 and 5 we can check that

rank(Q* (ee a)P) =r.

Zero-Knowledge. To ensure the Zero-knowledge, we use the classical idea of resettable sim-
ulation presented in [72].

Theorem 6. The protocol defined in Algorithm 5.2 is a prover-verifier Zero-knowledge protocol

in random oracle model.

Proof. Let . and 0 be respectively a simulator using a dishonest verifier and the number of
rounds that take an honest identification process execution. Given two interactions with the
prover, we assume that the dishonest verifier could construct the two following strategies: the
first one St (c1,c2) takes as input the prover’s commitments and outputs a value & € Fyn. The
last one St>(c1,cp,c3) takes as input the prover’s commitments and the answer c¢3 and outputs
the challenge b € {1,2}. The simulator . will generate a communication transcript represent-
ing the interaction between a prover and a verifier. The goal is to generate an indistinguishable
communication transcript from a real communication transcript generated by a honest interac-
tion. The simulator . is defined in three steps:

Step 1. The simulator .# chooses randomly b € {0,1}.
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* If b=0, ¥ chooses randomly u € V (k), P € Gly(F,) and Q € GI,,(F,) and solves
the equation x = fG @ e without necessary satisfying the condition rank(e) = r.
Then he computes ¢; = (P || Q || (uG1 & f)) and ¢, is taken as random value.
7 simulates the verifier by applying Sti(c1,c2) to get & € Fyn and then . can
computes ¢3 = h(Q* (uG @ (eea))P). Now .7 has the needed information to gen-
erate a simulated communication data between a prover and a verifier. Therefore
the elements to be written in the communication transcript consist of components
C=(c1,c2),c3and R= (P || Q,(u® fd),(uGy & f)). Given the variables used to
compute C, c¢3 and R were chosen randomly, it follows that the distribution of these

elements is indistinguishable from the resulting from a honest interaction.

« If b =1, . chooses randomly u € V(k), P € Gly(F,) and Q € Gi,(F,). This
time he randomly choses f € V (k) and e € V(2k) such that rank(e) = r. Then he
computes ¢, = h(Q * (uG)P) and c; is taken as random value. .7 simulates the
verifier by applying St (c1,c¢2) to get o € Fyn and then .’ can compute ¢3 = h(Q *
(uG @ (ee a))P). Now .# have the needed information to generate a simulated
communication data between a prover and a verifier. Therefore the elements to
be written in the communication transcript consist of components: C = (c1,¢2), €3
and R = (Q* (uG)P,Q * (ee a)P). Given that the variables used to compute C, c3
and R were chosen randomly, it follows that the distribution of these elements is

indistinguishable from the resulting from an honest interaction.
Step 2. The simulator . uses the verifiers strategy St;(cy,c,¢3) to get as result b'.

Step 3. If b =1’ , the simulator . writes on its communication transcript the values of C, o,

c3, b and R. Else, nothing is written and the simulator returns to Step 1.

Therefore, in 28 rounds on average, . generates a communication transcript indistinguish-
able from another communication transcript that corresponds to a honest identification process

execution. n

Soundness. Let [ the used finite field. To prove the soundness of our scheme we start to

show that for each round a dishonest prover can cheat with a probability that does not exceed
qu

2(gm=1)"

We assume that a dishonest prover can use the following strategies to deal with the challenge
that the verifier should send. The first strategy Sty corresponds to the actions taken by the
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dishonest prover when he or she hopes to receive 0 as challenge. He or she randomly choses
u, P and Q and solves the equation x = f'G & ¢’ without necessary satisfying the condition
rank(e') = r where f € V (k) and ¢’ € V(2k). Then he or she computes ¢; = (P || Q|| (uG &
f)) and set ¢, at random data. Thus the dishonest prover will be able to answer the challenge
b = 0 regardless the value of & chosen by the verifier. The second strategy St; corresponds to
the case where the dishonest prover hopes to receive 1 as challenge. He or she randomly choses
u, P and Q and then randomly generates the couple (f’,¢’) such that rank(e’) = r. In this case
he or she can compute ¢, = h(Q * (uG)P) and set ¢; at random data. In this case the rank of
¢’ is valid. Thus the dishonest prover can correctly answer the challenge b = 1 regardless the
value of .

By trying to guess a, the two strategies can be improved. Let V' the guessed value of a. Thus
the dishonest prover can compute 4(v) where v = Q0 * (uG G eeoV')P.

In Sto, instead of randomly generating c;, the dishonest prover computes ¢; = h(v @& v”) where
v is a random vector of rank r which will be sent as an answer if b = 1 instead of Q x (¢’ #V')P.
With this strategy, the dishonest prover can answer to b = 0 regardless the value of o chosen
by the verifierandto b =1if ¢ ='.

Let B be a vector in V (m) and n an integer with m > n, By, represents the n last components of

B. In Stq, instead of randomly generating c1, the dishonest prover computes

ct=h(P| QI (@ *vP & (V)@ f)).

With this strategy, the dishonest prover can answer to b = 1 regardless the value of & chosen
by the verifier andto b =0if ¢t =/,

Therefore, the success probability of a strategy St for one round is given by:

P = Yl P(St=St)P(b=1i)+P(St=5t;)P(b=1—i)P(a =)
qm
2(¢"-1)

(5.11)

We now show that if a dishonest prover successes to cheat with a probability higher than

(2(;,,—"1_10 where & is the number of rounds then he or she can solve the Rank Syndrome

Decoding Problem (Problem 4).

Theorem 7. Let € be a real number > 0, if V' is an honest verifier who accepts a cheating

m 1)
prover € proof with probability (W) + €, then there exists a polynomial time probabilis-
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tic algorithm <f which, with a big probability, either computes a valid secret (f,e) or finds a

collision for the hash function h. Where h is used to hash the commitments.

Proof. LetI be the interaction tree between a cheating prover ¢ and a verifier 7 corresponding
to all challenges sended by #” when the adversary has a random transcript 7. The verifier 7" has
to ask 2(¢™ — 1) challenges at each round. Each challenge is a couple (&, b) where o € F» and
b € {0,1}. In the following, we will show that a secret key (f,e) can be found from a vertex of
¢+ 1 children. So we will show that .7 can find a such vertex in I" with a big probability.

Let A be a vertex with ¢ 4 1 children. We are in the case where % is able to answer to
q" + 1 queries. It means that for a fixed commitments c¢; and ¢, there exist & such that the
cheater answered correctly to the challenges (a,0), (a, 1). Thus the cheater sends the following

answers:
* (v, p,q) for the challenge (c,0),
* (y,z) for the challenge (a, 1).

where v=(u® fc&), p=uG & f),q=(P|| Q),y=0* (uG)Pand z= Qx (ee )P and G,
is a k x k matrix over F » such that G = (I, G1). Thus we have either that the cheater can find
a collision in hash function % or get the following equations:

0+x(vG@(eo))P=zDy (5.12)

rank(z) =r (5.13)

from the above equation we get:
vG & (Q_l *ZP_I) = (Q_] *yP_]) @ (xe ) and rank(z) = rank(Q_] *ZP_l) =

Therefore the values (Q~! xyP~1) @ (xe o) and (v, (Q~! xzP~ 1)) can be respectively used as
public and private keys to impersonate a legitimate prover.

Now we focus on the probability for I' to get such vertex of ¢” + 1 sons. Let T and Y be
respectively a random transcript where % chooses randomly its values and a non empty set in
Fgm X {0,1}. We notice that the sets 7 and Y are considered as probability space with uniform

distribution. Now let (¢, a,b) be the communication data between € and ¥ for a complete
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identification process where ¢, & and b are a set of commitments and responses, the set of
first challenge and the set of second challenge respectively. We say that (c, @, b) is valid if the
identification of € by 7 is a success.

Let us consider A a subset of (T XY )5, the set of all possible communication transcript data
between ¢ and ¥ for a complete identification process, composed by all valid triple (¢, @, b)

(by #E we mean the cardinal of the set E'). By Theorem 7 assumption we have:

#A " \°
> (7o) *+° o

Let Qg be a subset of 9 such that:
« if ¢ € Qg, then (¢")% +1 < #{(a,b) such that (c,a,b) be valid } < (2(g" —1))?;
e if c € 79\ Q;, then 0 < #{(a,b) such that (c, o, b) be valid } < (¢"™)°.
Then A = { valid (c, &, b) such that ¢ € Q5}U{ valid (c, &, b) such that ¢ € 7%\ Qg}, therefore

#A < #Qs(2(g" — 1))° + (#(1°) —#Qs5) (¢")°. (5.15)

Thus

#A #Q m\ 8 m ) #Q
o) = woe T@") ((2(‘] -1) _#((rxg)5)>

fo)
#96 qﬂl
w00 T (2<q'"—1)> :

IA

It follows that

> ¢. (5.16)

By (5.16) we have the probability that a cheater prover can answer to at least (q’")5 + 1 chal-
lenges, by choosing random values, is greater than €. Whereas, if a cheater prover can answer
to more than (qm)5 + 1 challenges then we can find at least a vertex with g™ + 1 sons at an
interaction tree between ¢ and A. Thus it is possible to find an interaction tree with a vertex
with ¢” + 1 sons with a probability close to 1, by reseting and repeating [%] times the cheater
% . Therefore, it is clear that our protocol has a cheating probability too close to % ]
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5.4 Parameters and Results

In this section we present sets of parameters for our identification scheme. Let k,m,g,n and r
be integers with n = 2k. Our scheme uses as public matrix a random double circulant matrix
G = (It|G1) where G| is k x k circulant matrix over Fy». Then to stock a public matrix G we
just need log,(g) x k x m-bits. For each user, we use as private key the couple (f,e) where
f € V(k) and e € V(2k) such that rank(e) = r and as public key we use x € V(2k) such that
x = fG @ e. Thus to stock a public key we need 2 X k X log,(g)-bits and to stock private key
we need 3 X k x log,(g)-bits. All sets of parameters proposed lie on the Gilbert-Varshamov
bound for rank metric codes [99]. Also the proposed sets of parameters deal with the com-
plexity of the best known attack on Rank Syndrome Decoding problem [7] and the complexity
of the attack proposed in [67], because in the case of double circulant code we have always
((kﬂ)(rtl)*(nﬂ)w < k, which is about

min(0 ((n — k)3m3q’[(k+nl)mw_m> ,O <k3r3q’[<k+l><r+rl)7(n+l)1)).

The first one is to get a security of 280 for a standard using. The second set of parameters is
to get a security of 2!28. We propose these latest parameters to prevent the fast evolution of

computer processors.
Now let /; be the length of the hash function 4 and & be the number of rounds of our protocol.
To authenticate the prover in 8 rounds, the prover and the verifier have to exchange:

(6 xmxk+2xk+m)xlog,(q)
2

0 X (1+lh+10g2(q)><m+ )—|—2><lh-bits

To have a cheating probability of 2716 with a security of 80 bits we propose the following
parameters:
gq=2,m=23 k=12, r=7, 6 =16 and [;, = 160. (5.17)

In this case the known attacks on Rank Syndrome Decoding problem lead to a complexity of
at least 2°2 operations and we get:

* The needed space to store the public matrix is 276 bits,
* the needed space to store the public or private key is 552 bits,

* and the total data exchanged to authenticate a prover is 16888 bits.
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Rounds Matrix(bit) Public Key(bit) Secret Key(bit) communication(bit)

Stern [123] 28 122500 350 750 42019
Veron [127] 28 122500 700 1050 35486
CVE [40] 16 32768 512 1024 31888
AGS [1] 18 350 700 700 20080
Stern Rank [69] 28 1980 180 400 22400
RanklId 16 276 552 552 16888

Table 5.1: Comparison between different code-based Zero-knowledge schemes for a 27! cheating
probability with a security of 280

Rounds Matrix(bit) Public Key(bit) Secret Key(bit) communication(bit)

CVE [40] 16 86528 832 1664 47248
AGS [1] 18 550 1100 1100 32304
RanklId 16 434 868 868 26064

Table 5.2: Comparison between different code-based Zero-knowledge schemes for a 27! cheating
probability with a security of 228

We also propose the following parameters to get a cheating probability of 27'® with a security
of 128 bits:

g=2,m=31, k=14, r=8, 6 =16 and [;, = 236. (5.18)

In this case the known attacks on Rank Syndrome Decoding problem lead to a complexity of
at least 2'3! operations and we get:

* The needed space to store the public matrix is 434 bits,
* the needed space to store the public or the private key is 868 bits,
* and the total data exchanged to authenticate a prover is 26064 bits.

To end this section we show in Tables 5.1 and 5.2 the performances of our scheme compared
to existing code-based Zero-knowledge identification protocols.

Through the practical results presented in Tables 5.1 and 5.2, it is easy to see that our Zero-
knowledge identification protocol is the most efficient from code-based ones. Indeed, in the
case of the parameters for a cheat probability of 271° with a security of 280 (Table 5.1), the
storage of the public matrix, the public key and the secret key requires 1380 bits in our pro-
tocol and 1750 bits in the best Zero-knowledge code-based authentication protocol [1], which

represents a gain of 21%. Then, the size of the communication data needed to authenticate
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a prover is 16888 bits in our protocol and 20080 bits in the best code-based Zero-knowledge
identification protocol [1], which represents a gain of 16%. In addition, in the case of parame-
ters for a cheat probability of 276 with a security of 21?8 (Table 5.2), the storage of the public
matrix, the public key and the secret key requires 2170 bits in our protocol and 2750 bits in the
best Zero-knowledge code-based authentication protocol [1], which represents a gain of 21%.
Next, the size of the communication data needed to authenticate a prover is 26064 bits in our
protocol and 32304 bits in the best code-based Zero-knowledge protocol [1], which represents
a 19% gain.

Computational cost. We divided the computational cost in two parts. the first part is the

verifier’s computation which is about 2!

operations in ;. The second part is the prover’s
computation witch is about 214 operations in [F, while in AGS identification scheme [1] the

prover’s computation is about 22! in IF,.

Signature. Let n be an integer > 1. In [4] Dagdelen ef al. gave a generic methodology to
prove the security of signature scheme obtained by applying the Fiat-Shamir paradigm [62] to
(2n 4+ 1)-pass identification scheme. Then we can apply in safe the Fiat-Shamir paradigm to
our five-pass Zero-knowledge identification scheme to obtain a signature scheme. In our case

to generate a signature for a security of 239

, we use parameters presented by expression (5.17)
and we perform 80 rounds to keep a cheating probability of 2739, Thus we get a signature size

of 83160 bits which is better than AGS [1] case where the signature size is about 93000 bits.

5.5 Conclusion

In this chapter, we have proposed an efficient Zero-knowledge identification scheme based on
coding theory assumptions which is supposed to be resistant to quantum computers. We have
used rank metric rather than the classical Hamming metric. This choice implies a significant
reduction in public data size and in communication cost. For instance, we achieve a gain of
47% in our protocol if compared to AGS identification scheme [1] for a 80 bits security. Our
scheme presents optimal results in comparison with all code based identification schemes. It
is also possible to turn it into a signature scheme by applying the Fiat-Schamir Transformation
described in [62].
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In this chapter based on [16], we present the first mutual authentication protocol for RFID sys-
tems based on hard problems from rank metric codes, and we discuss its security in the post
quantum scenario. Furthermore, our protocol uses two improvements. The first one consists in
using double circulant low rank parity check codes and permits to reduce communication costs
and to get smaller key size than previous code-based protocols. The second one consists in us-
ing a hash function to get the full inside secrecy property. Moreover, our protocol saves at least
42% in terms of communication data compared to the most recent code-based authentication

protocols for RFID systems.

6.1 Introduction

Thanks to their small size, low cost, low voltage and long lifetime, Radio Frequency Identifica-
tion (RFID) systems are becoming increasingly popular and are used more and more frequently
in applications such as access control, supply chain management, e-health and so on. RFID is
an automatic identification technology that uses radio frequency radiation to identify tagged

objects. We consider RFID system with Reader and Tag only, described as follows:

Tag, denoted as T, it is a small electronic chip supplemented with an antenna that can transmit
and receive data. RFID Tag can be divided into three categories: passive Tag, which is

powered by the radio wave from an RFID Reader and communicates with the Reader
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through backscattering. Active and semi-passive RFID Tags use internal batteries to
power their circuits. An active Tag also uses its battery to broadcast radio waves to
the Reader, whereas a semi-passive Tag relies on the Reader to supply its power for
broadcasting.

Reader, denoted as R, it is a device to communicate with Tag by radio waves.

The authentication process of RFID Tags by an RFID Reader is necessary to ensure the au-
thenticity, the freshness and the presence of the RFID Tags. During this authentication process,
RFID Tags can check the authenticity, the freshness and the presence of the Reader, which is
so-called mutual authentication.

The main issues in RFID systems are the constraint of resources and the security requirements.
In addition to anonymity and untraceability, an authentication protocol for RFID systems must
verify the following six properties as cited in [47] namely: Mutual Authentication, Desynchro-
nization Resilience, Anonymity, Untraceability, Forward Secrecy and Resistance to Replay
Attack. Our protocol also verifies the Full Inside Secrecy property, which is an extension of
the Inside Secrecy property presented in [10]. We define the Full Inside Secrecy property as
follow:

Full Inside Secrecy means that even if we have a genuine corrupted Reader with some se-
crets, an adversary cannot extract the private keys from the Tags. Furthermore if an
adversary can corrupt one or many Tags, he or she cannot produce a Reader which can

be authenticated by a Tag which has not been corrupted.

To figure out the importance of this property, consider a practical example of a shop where
each article is equipped with a Tag. In this case no one should be able to pick up an article
and get out from the shop without paying it. But in various authentication schemes, if someone
can get access to a Tag memory then he or she can get the necessary information to produce a
reader which can be accepted by another Tag and then get the article marked as paid. The Full
Inside Secrecy property gives a direct response to the previous issue by ensuring that even if
an adversary can corrupt one or many Tags, he or she cannot produce a Reader which can be
authenticated by a Tag which has not been corrupted. The Full Inside Secrecy property also
ensures the Inside Secrecy property, which means that even if we have a vulnerable Reader, an
adversary cannot obtain any more Tag’s identifier since this identifier has been never revealed

by the Tag in the authentication process.
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By assuming the existence of a quantum computer, Shor’s algorithm (1994) showed that the
discrete logarithm and the factorization problems can be solved in polynomial time. Which
enabled the emergence of post-quantum cryptography and especially code-based cryptography
for RFID identification system.

In the literature there exist four types of RFID authentication protocols. The first one consists of
protocols that support cryptographic functions whether symmetric or asymmetric [101]. The
second type is composed of protocols that use pseudo random generator number PRNG and
hash functions [10, 52, 82]. The third type of protocols called lightweight protocols is generally
based on some error correcting codes such as Cyclic Redundancy Check (CRC) and checksum
[17, 106, 129]. The last type of protocols called ultra-lightweight are those protocols that use
only basic binary operations like XOR, AND and NOT [81, 122].

Over the years, many authentication protocols for RFID systems have been proposed and the
majority of them are based on number theory and elliptic-curve cryptography [43, 106]. Hung-
Yu [82] presented in 2006 an RFID authentication protocol which provides the anonymity prop-
erty besides other properties. Later, Naved et al. [106] presented a reliable and low cost RFID
authentication protocol. In [50] Cui et al. proposed a code-based authentication which does
not achieve forward secrecy property. Thereafter, in [46] Chien and Laih used a confusion
scheme to ensure the untraceability of their protocol based on error correcting codes. However,
it does not achieve the inside secrecy property. In [100] Malek et al. based their authenti-
cation protocol on randomized McEliece cryptosystem, however this scheme cannot achieve
desynchronization resilience. In [92], a mutual authentication code-based protocol is presented
by Li et al. However, this scheme is not resistant to traceability and forward secrecy attacks.
A year later, this scheme was improved by Chikouche et al. [47] to achieve untraceability
and forward secrecy properties. In [10], two mutual authentication protocols using code-based
Zero-Knowledge identification scheme proposed by Assidi ef al. [10], that achieved Inside Se-
crecy. However an inconvenience of [10] is the fact that it is possible to produce a reader which
can be authenticated by a tag which is not corrupted. With the hypothetical deployment of
quantum computers, code-based cryptography is a valid alternative to number theoretical cryp-
tography. Besides, code-based cryptography is used in many cryptographic primitives such as

identity-based cryptography, group signature and ring signature [9, 14, 66, 104].

In this chapter, we present the first mutual authentication protocol for RFID systems based on
rank metric codes which does not use Zero-Knowledge identification schemes as in [10]. Fur-
thermore, our protocol uses two improvements, the first one consists in using double circulant

low rank parity check codes. This improvement permits to reduce communication costs and
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to get smaller key size than previous code-based protocols. The second security enhancement
consists in using a hash function to get full inside secrecy property and the following proper-
ties: mutual authentication, desynchronization resilience, anonymity, untraceability, forward

secrecy and resistance to replay attacks.

The remainder of this chapter is organized as follows: we describe our scheme in Section
6.2 and analyze its security, Section 6.3 is devoted to practical results and comparison of our
protocol with other known schemes. Finally, we conclude our chapter in Section 6.4.

6.2 The Proposed Scheme

In this section, we first describe our RFID authentication protocol (Algorithm 6.1). This pro-
tocol achieves the mutual authentication property, using a rank metric code, elementary opera-
tions like bitwise XOR, bit shift and a hash function to hide the tag identity, which ensures the
Full Inside Secrecy property. Then we analyze the security of our scheme in the second part of

this section.

Let g be a power of a prime p and m an integer > 0. We denote by GL,,(F,) the group of

invertible m x m matrices over F,. Let B = (B1,---,Bu) be a basis of Fyn over F,. Let .%;
be the map from Fyn to F, where .Z;(x) is the i"" coordinate of x in the basis 3. For any
v=(v1, - ,vp) in Fp, we construct the matrix v € .4, »(F,) where

v=(ij) = Zi(v)) (6.1)

The rank weight of a vector v denoted rank(v) is defined as the rank of the associated matrix v
defined by (6.1). For a given basis f3, we denote by ®g the inverse computed in the basis  of
the map

Fon = Mn(Fg) v (6.2)

We following recall a decisional problem for rank metric codes.

Problem 5 (Decisional Rank Syndrome Decoding Problem(DRSD)). Let G be a full-rank k x n
matrix over Fgm , v € Fzm and x € Fn of weight r. Can we distinguish the pair (G,v-G+x)
from (G,y) with random vector y € Fyn ?
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In [66] Gaborit et al. proved that the DRSD problem is hard in the worst case. In our proposed
protocol, Problem 3 is used to prove the anonymity property and Problem 5 is used to prove
the untraceability property, while Problem 4 is used to prove the mutual authentication and the
full inside secrecy properties.

6.2.1 Description of the Proposed Scheme

Our RFID system is composed of many Readers and Tags such that:
* Each Tag and Reader has a Pseudo Random Number Generator (PRNG) function.

 Each Tag and Reader can generate random vector of F » of a fixed length with arbitrary
rank weight.

Let m, g, n, k, r and d be integers with n = 2k. We now begin the description of our RFID
authentication protocol with the initialization phase to finish with the authentication phase.

Initialization. In the initialization phase, we first choose randomly a DC-LRPC code ¢ over
Fym of length n, dimension k and minimal rank distance d which can correct error of rank r.
The code € has a parity check matrix H € .4, x(F4n) and a generator matrix G € A (Fym).
We compute G in systematic form which means that G = (G |l;) where G is a k X k circulant
matrix over F ». Now, let g| be the first row vector of G| and let U C N be a set of Tag’s index.
Thus, for each i € U, to initialize the Tag T;, we randomly choose a unique vector v; € ]F’:Im and
store v;, g1 and A (a hash function) in each Tag T;. At the end of this phase, we initialize the
Reader by creating a dataset

Q = {h(vi) }iecv (6.3)

and storing Q, H and G in the Reader.

Authentication. Let us consider a Reader R, a Tag T and let B be a vector in Fgm and &y, k>
integers such that 0 < k; < ky <n. Let B[ denotes all the components of B that are between
the indexes k| and k, where k; is included but k; is not. During this step, the Reader authenti-
cates the Tag first and then the Tag’s authenticate the Reader. We perform the authentication

phase using the steps described in Algorithm 6.1 where notations are as above.
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At the last step of Algorithm 6.1, it is easy to verify that if

Cr:=u-HD((NgrxNr)*Ng)

then G-Cy = G- ((Ng * N7)*Ng) where H = (H; |H,), G= (H; ' - H|I;) and Hy, Hy € M1 (Fym).
Indeed, we have :
G-C = G-(u-H®((Ng*Ny)*Ng))
= (G-u-H)®G-((Ng*N7)*Ng)

and
G-u-H = (H ' H|L) u-(H|H)

= (H{' Holl)- (u-H|u-H,)
(u-Hi)-(H ' Ha) @ (u-Ha) - I
0

then it is clear that

G-C; = G-((Ng*N7)*Ng) (6.4)

6.2.2 Security Analysis

In this section, we focus on the security of the proposed scheme (Algorithm 6.1). The security
analysis consists in proving the following seven security properties: anonymity, untraceability,
mutual authentication, resistance to the replay attack, resistance to the desynchronizing attack,
forward secrecy and full inside secrecy.

Anonymity: Our protocol uses a unique identifier v for a Tag T. Thus, to break the anonymity
of our scheme, an adversary %/ has to either solve the RSD problem (Problem 3) or to guess

VE IF’;m. However, this event may occur with at most negligible probability ¢<+m-

Untraceability: Let o/ be an adversary against the untraceability property presented in [110]
with an advantage €. In the following, we prove that € is negligible using the hardness of the
DRSD problem (Problem 5). We consider the experiment %Ob which depends on the bit b and

the experiment ¥

Experiment %’ . It is the original untraceability experiment presented in [110]. After the

learning and the challenge phases, since the decoding algorithm can fail, with a probabil-
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Algorithm 6.1 Our RFID Authentication Scheme

1. The Reader generates a random vector N of I Zm such that rank(Ng) < r and sends Ng
toa Tag 7;.

2. The Tag generates a random vector Ny of ., of length n such that
rank(Nr) < r and computes:

Cy:= (h(vi) ® (Nr*Nr) (o) - G® (Ng N1 )

and sends Cj to the Reader. (The bar symbol ~is as in (6.1) and the *-product is as in
Definition 8.)

3. The Reader uses his secret key H through the efficient decoding algorithm to retrieve
h(v;) and Ng x Nr from C;. If the decoding algorithm fails (LRPC Codes can have
decoding failure) then the Reader set C, to a random vector of IFZm. Else we have two
cases:

* if 4(v;) is in the dataset Q then the Tag is authenticated and the Reader generates a
random vector u € Fzm and computes

Cy:=u-HD((NpxN7)*Ng)

* else the Tag is not authenticated and the Reader sets C; to a random vector of 7.

Then it sends C; to the Tag.

4. To authenticate the Reader, the Tag checks if

G-((Nr*N7)*Ng)

is equal to the received G - C; (see (6.4) ).

ity less than q(l’r)(d’z), then with a probability larger than 1 — q(l’r) (d-2) the adversary
A gets: Ng,
Ci = (h(vp) & (Nr*N7)jo]) - G (NR N7 ) (6.5)

and

C2:u~HEB((NR*NT)*NR). (6.6)
In the Guess phase, <7 outputs b with a probability > % Where v;, € IE";m is the ID of the
Tag Tb.

Experiment ;. Let R be a random vector of length n over Fy». In this experiment, we just
modify the generation of C; as follow: C; = R.
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Now we show that if .o/ can distinguish Experiment E?é’ from ¢, then there exists a distin-
guisher Z solving the DRSD problem (Problem 5). Given a vector C*, the goal of & is to
guess whether C* is random or C* is generated by the encryption of an vector using a McEliece-
like cryptosystem described in Subsection 2.2. We give to ¥ challenges C* and the ability to
interact with o7 The distinguisher Z interacts with .7 as follow:

Setup Execute the setup and send Q and G to .<7.
Challenge 1. SetCj=C*
2. Output (Ng,Cy,C).

It is clear that if C} is generated by the encryption of a vector using a McEliece-like cryptosys-
tem described in Subsection 2.2, then the view of .27 after its interaction with & is close to %’ .
On the other hand, if C7 is random vector then the view of .27 is close to ¢;. We stress that
in ¢ the answer to the challenge bit b is computed correctly as in experiment S%’ . thus the
advantage of .7 in ¢ is null. That implies the advantage of .7 in attacking the untraceability
property is negligible.

Mutual authentication: ~We consider five integers ny, ny, n3, ng and ns polynomially bounded
in the security parameter. To study Mutual authentication property, we use the following

phases:

Learning: In this phase, <7 observes the protocol running n; times, interacts ny times with

the Reader and interacts n3 times with the Tag.
Challenge: In this phase, <7 tries to impersonate n4 times the Reader and ns times the Tag.

Let &7 be the event where o7 successfully impersonates the Tag which means that .o/ guesses
the good Tag’s ID (v € Fzm) in one of the ns sessions during the challenge phase or solves the
RGD problem (Problem 4). Thus, &} may occur with at most negligible probability ﬁ. Now
let & be the event that .o/ successfully impersonates the Reader, which means that .7’ guesses
the Reader’s secretkey (H € 4, (IFg)) in one of the ny4 sessions during the challenge phase or
solves the RGD problem (Problem 4). Thus, & may occur with at most negligible probability

n4
qﬂlﬂ .
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Desynchronizing attack: We assume that an adversary .o/ tries to desynchronize our proto-
col execution by modifying or cutting the communication data between the Tag and the Reader
in a current session. The authentication in this session will not succeed. However, in the next
session a normal execution of our protocol will succeed because we do not update any internal

state.

Replay attack: By replaying the same message from previous communication between the
Reader and the Tag, the adversary .o/ has to impersonate the Reader or the Tag. At the first time
we assume that o7 tries to impersonates the Tag. After receiving Ng, he or she picks a vector
C; from previous legitimate communication. We say that ./ has successfully impersonates
the Tag if <7 has the knowledge of v or the Reader uses a repeated Ng € Fgn. This event
may occur with at most negligible probability ﬁ. At the last time we assume that o7 tries
to impersonate the Reader. After receiving Cy, he or she picks a vector C, from previous
legitimate communication. We say that .o/ has successfully impersonate the Reader if 7 has
the knowledge of H or the Tag uses a repeated Ny € Fy,, such that rank(Nt) < r. This event
may occur with at most negligible probability.

Forward secrecy: To prove the forward secrecy of the proposed protocol, we assume that an
adversary <7 who can get access to the Tag’s memory, and we show that </ cannot compromise
the previous communication. Let (Ng,C;,C5) be the communication transcript between the
Tag and the Reader. Indeed, because C| and C) are computed using Ny and N which are
picked randomly, it is clear that even if ./ has access to the Tag’s secret key he or she cannot

compromise the previous communication.

Full Inside Secrecy: Letny, ny, n3, n4, ns and ng be six integers polynomially bounded in

the security parameter. We prove this property using the two following distinct cases:

1. Assuming that an adversary </ has access to the Reader memory i.e. an adversary .o/
gets Q as in (6.3) and H € A, (Fyn) where H is a parity check matrix. By getting
H and o, the Adversary (A) can just retrieve i(v). We study this first case using the
following phase:

Learning: The adversary .o/ observes n; times the protocol running and interacts n;
times with the Reader R.

Challenge: By nj3 times, .7 tries to impersonate the Tag T.
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We say that ./ has successfully impersonated the Tag T if ./ recovers the Tag’s ID
(ve F’;m) from h(v) or o7 guesses Tag’s ID (v € IF’;m) in one of the n3 sessions during the
challenge phase. This last event may occur with at most negligible probability q%.

2. Let T' be a corrupted Tag. Assuming that an adversary .7 has access to the memory of
T'. We study this last case using the following phase:

Learning: The adversary ./ observes ny times the protocol running and interacts ns
times with the Tag T'.

Challenge: By ng times, <7 tries to impersonate the Reader R.

We say that .7 has successfully impersonated the Reader R if o7 guesses the Reader’s
secret key (H € Mjxn(Fgn)) in one of the ng sessions during the challenge phase or
solves the RGD problem (Problem 4). However, this event may occur with at most
negligible probability q’%.

6.3 Practical Results and Comparison

In this section, we evaluate the performance of the proposed RFID mutual authentication pro-
tocol in terms of security, memory storage needed and communication data. In Table 6.1, we
present a comparison between the proposed RFID mutual authentication protocol and some
other known RFID code-based authentication protocols. Table 6.1 shows that our proposed
scheme fulfills all the security requirements, namely anonymity, untraceability, mutual authen-
tication, resilience to resynchronization attacks, replay attack, secrecy, forward secrecy and full

inside secrecy property.

[100] [92] 1[47] 1[98] [10] Our scheme

Anonymity Y N Y Y N Y
Untraceability Y N Y Y N Y
Mutual authentication Y Y Y Y Y Y
Desynchronizing attack N Y Y Y Y Y
Replay attack Y Y Y Y Y Y
Forward secrecy Y N Y Y Y Y
Full Inside secrecy N N N N N Y

Table 6.1: Comparison of security requirements
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Remark 5. For a code ¢ over Fn of length n, dimension k and r the rank weight of the error

to be decoded, we consider the similar approach in [23] to compute complexity of RSD, i.e.,
ﬁ((}’l _ k)3m3qr(k+l)m/n—m) 6.7)

which, is the best known attack, and was obtained [23] by applying Grover’s algorithm by
square rooting the exponential term in the complexity, see [27]. This, using a classical com-

puter; and the complexity is of

o ((n B *M> 6.8)

using a quantum computer by applying Grover’s algorithm again. Thus, to obtain a good level

of security, the quantities ¢"* and g™ must be large.

An algebraic attack on rank metric code-based cryptosystems is considered recently in [18].
And more recently in [19], by an algebraic approach, Bardet et al. showed that, for a code €
over Fym of length n, dimension k, r the rank weight of the error to be decoded and @ is the

constant of linear algebra, attacks on RSD problem are in complexity

G [ R G MO A

when taking the maximal value of p such that m("~? ;kil) > ("P) — 1 the complexity is re-

duced to
( (n—p—k—l)(n—p)w_l>
Ol m (6.10)
r r

operations in the field F,. And

w—1
ﬁ(q“’m(n_i_1> (n;a) ) ifm(n_];_1><(’:>—l (6.11)

where the parameter a is the number of columns of the matrix (of coordinates of the error e in
the basis of the support of e in (FZ’)r ) where the exhaustive search is performed. The parameter
p is used when the system is highly overdetermined, and we do not need all the equations to get
the solution, we can use punctured codes to get less equations and less variables, but still stay
in the overdetermined case and p corresponds to the number of columns on which the code is

punctured.
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Usually by [19], in the case of g =2, let b be the smallest positive integer such that 0 < b <r+2

b b
and satisfying Ay, — 1 < By +Cp, where Ay = ¥, (rrt) (mk]frl), By= Y (m(n—/;—l) (mk;—l)) and
J=1 j=1

G=%Y X ((—1)"+1 (1) ) (mjkjll)> then the complexity becomes

O ((Bp+Cp)AP ™) (6.12)

We discuss the performance of our schemes in two parts. The first one is about the memory stor-
age needed by the Tag and the second part treats the amount of communication data exchanged
during the authentication process between a Tag and a Reader.

Remark 6. When circulant matrices are chosen, the system might be subjected to attack based
on projecting and folding [79]. To counter this attack, the choice of k should be chosen such
that it is a prime and x* — 1 can be factored into 2 irreducible factors over Fy. Therefore, the
choice of k = 41 (for 80 security level) is subject to this attack. Nevertheless, the choice of, e.g.,
k = 53 is suitable.

Memory storage: In the proposed scheme, for the Tag 7" we need to store the Tag’s identity v
which is of size k bits, the first line g of the public matrix which is of size k bits and the hash

function A.

Finally, we generate two sets of parameters for DC-LRPC codes based on attacks’ complexity
presented in Remark 5. The first one is to get a security of 289 for a standard use. The second
set of parameters is to get a security of 2'?8. We propose these latest parameters to prevent
the fast evolution of computer processors. To have a failure probability of 2736 with a security
of 80 bits using a classical computer and a security of 53 bits using a quantum computer we

propose the following parameters:
q=2,m=23k=61,d=8andr=717. (6.13)

In this case, the memory storage needed is 2806 bits. We also propose the following parameters
to get a failure probability 272 with a security of 128 bits using a classical computer and a

security of 58 bits using a quantum computer:
q=2, m=47, k=53, d="7and r=6. (6.14)

In this case, the memory storage needed is 4982 bits.
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Communication cost: The communication cost is the amount of data exchanged between a
Tag and a Reader during one execution of the protocol. In our proposed protocol, the Tag just
needs to send a vector C; of size n bits and the Reader needs to send two vectors Ny of size n
and C; of size n. Then the total communication cost is about 3 bits.

In Table 6.2, we are comparing our scheme for 80 bits of security to the last code-based RFID
protocols in [10] and with the RFID protocols based on QC-MDPC codes [98] which can be
seen as Hamming version of DC-LRPC codes. Table 6.2 shows that our scheme needs less
memory storage than the protocol proposed in [98] which is important because of the limited
capacity of RFID devices. Furthermore, our protocol saves respectively 61% and 42% in terms

of communication data compared to the protocol proposed in [10] and [98].

Tag’s storage communication cost

Zhuohua et al. [98] 4928 14656
Assidi et al. [10] 1386 21920
The Proposed scheme 2806 8418

Table 6.2: Comparison of storage and communication performance (in bit)

6.4 Conclusion

In this chapter, we have proposed a mutual authentication protocol based on hard problems
from double circulant low rank parity check codes. These problems are supposed to be resistant
to quantum computing attacks. Our proposed protocol meets all important security and privacy
requirements. In addition to classic security and privacy requirements for RFID systems, our
scheme achieves the full inside secrecy property. Also, our protocol saves at least 42% in terms
of communication data compared to the most recent code-based authentication protocols for
RFID systems.



Chapter

A Code Based Cryptographic
Accumulator and Fully Dynamic Group
Signature

Contents
7.1 Introduction . . . . . . . .. e 98
7.2 Preliminaries . . . . . . . ... L 100
7.2.1  Code-based Cryptography . . . . ... .. ... ... ....... 100
7.2.2  Zero-Knowledge Argument Systems and Stern-Like Protocols . . . 101
7.2.3  Collision-Resistant Hash Function . . . . .. ... ... ... ... 102
7.3  The Proposed Code Based Cryptographic Accumulator . . . . . . ... ... 103
7.3.1 A Code Based Difficult Problems . . . . ... ... ........ 104
7.3.2 A Family of Code-Based Collision-Resistant Hash Functions . . . . 105
7.3.3  The Proposed Code-based Accumulator . . . . ... ... .. ... 107
734 Example . . . . ... 109

7.4  Security and Implementation of the Proposed Cryptographic Accumulator . 111

7.4.1  Security of the Proposed Cryptographic Accumulator . . . . . . .. 111
742 Implementation . . . . . . . . . ... ... 115
7.5  The Proposed Fully Dynamic Group Signature scheme . . . . ... .. .. 116
7.5.1 Logarithmic-Size Arguments of Set Membership . . . . ... ... 116
7.5.2 AnUpdate Algorithm . . . . . ... ... ... ... ... .. 119
7.5.3  Description of Our FDGS Scheme . . . . ... ... ... ..... 120
7.5.4  Analysisof Our FDGS Scheme . . . . . .. ... ... .. ..... 126
7.5.5 Efficiency . . . . ... .. 131
7.6 Conclusions . . . . . .. .. 132

we propose a code-based cryptographic accumulator that is quantum computer resistant. Specif-

ically, our scheme is based on the hardness of the Syndrome Decoding problem and satisfies
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the collision freeness and indistinguishability requirements. We also use a double circulant
codes which allows us to get a small key size. Furthermore, we use proposed cryptographic
accumulator to create a fully dynamic code based group signature. Moreover, we give an im-
plementation of our scheme which is, as far as we know, the first direct implementation of a

post-quantum cryptographic accumulator.

7.1 Introduction

The cryptographic accumulator notion was first introduced by Benaloh and De Mare [24] in
1993. A cryptographic accumulator is a cryptographic primitive which allows accumulating a
finite set of elements into a single value that is called Accumulated Value. Therefore, for each
element, it is possible to generate a short membership proof called Witness, which attests the
belonging of the element to the set. The accumulated value is public. For a cryptographic
accumulator to be secure, it should not be possible to find a valid witness for an element not
belonging to the set. In the classical example, to accumulate a finite set X = {x;} of big prime
integers, we compute the product x of all elements of X. To prove the membership of an
element x; of X, we just compute ¢; = fl where g; is an integer and is called the witness of
x;. Then everyone can check the membership of x; by checking if x;q; = x which is an easy
computation. But the factorization of x to extract x; is hard for usual computers but not for the

hypothetical quantum computer.

In the first scheme introduced by Benaloh er al. [24], it is not possible to add or remove
elements from the set of accumulated values. This type of accumulator is said to be static.
Thereafter to overcome this lack, in 2002 Camenisch and Lysyanskaya [35] proposed a first
dynamic accumulator based on RSA assumptions which allow elements to be added or removed
from the set of accumulated values, but they do not have an efficient non-membership proof.
Later, many other constructions have been proposed like the ones based on bilinear pairing [34]
and vector commitments [39]. But all of them cannot allow providing non-membership proofs.
Li et al. proposed in [91] a construction of an accumulator which supports both membership
and non-membership proofs. But the proposed scheme requires a trusted accumulator manager
and does not completely fit the accumulator definition given firstly by Benaloh et al. namely,
to provide a membership proof without necessarily the need of a trusted accumulator manager.
To fix this lack, Camacho et al. [33] proposed a strong universal accumulator which does not

need a trusted accumulator manager.
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All of the schemes proposed above have their security based on the discrete logarithm or the
factorization problems that are not resistant to the quantum computer. This fact among oth-
ers has enabled the emergency of post-quantum cryptography, like lattice-based cryptography,
code-based cryptography, multivariate cryptography or isogeny-based cryptography. Then in
2015, based on lattice assumptions, a first direct construction of post-quantum cryptographic
accumulator has been proposed by Jhanwar and Safavi-Naini in [85]. One year later, using
Merkle-Tree, Libert et al. [93] presented another lattice-based cryptographic accumulator. Re-
cently using the same technique, Derler ef al. [54] presented a post-quantum accumulator from
symmetric-key primitives, but their scheme is also static and cannot support non-membership
proofs. In 2018, Ling et al. [96] proposed a dynamic lattice-based accumulator scheme by
adding to Libert ef al. [93] scheme an efficient update algorithm. Also in 2018, Yu et al.
[128] proposed a lattice-based universal accumulator by adding the support of non-membership
proofs to Libert et al. [93] scheme. In 2019, using Merkle-Tree, Nguyen et al. [107] proposed a
first code-based cryptographic accumulator. Their proposed scheme uses random codes which

need a big storage capacity and they do not provide an implementation of their scheme.

Cryptographic accumulators are very useful in many privacy-preserving technologies like anony-
mous credential systems, group signatures, efficient time-stamping, sanitizable signatures, ring
signatures, redactable signatures, identity-based encryption, Zerocoin, etc... (for more detail
see [53]). Group signature is a cryptographic primitive where a user can anonymously sign
a message on behalf of group users. In dynamic group signature, the group manager has the
possibility to add or remove users. When a group signature scheme allows to add and remove
user it is called fully dynamic group signature (F'DGS) scheme. The first post-quantum FDGS
scheme is from lattice-based cryptography [96]. In code-based cryptography, as far we know,
they are two dynamic group signature schemes [3, 14] which allow the group manager to just

add users.

In this chapter, we propose a new code-based cryptographic accumulator. Like in [93], our cryp-
tographic accumulator proceeds by computing a Merkle tree using a collision-resistant family
of hash functions based on a [2k,k]-code over the binary field ;. Moreover, this technique
uses double circulant codes that provide compact keys and is securely based on the hardness
of the syndrome decoding problem. Furthermore, to support the feasibility of our scheme, we
give an implementation of our cryptographic accumulator which is also, as far as we know, the
first direct implementation of post-quantum cryptographic accumulators. Indeed, the others
are the implementations of rich cryptographic primitives that use cryptographic accumulators.
Practically, for a set of 16384 elements, to have an 80 bits security level, our scheme needs
only 347 bits to stock the public key, 347 bits to stock the accumulated value, 347 bits to stock
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the auxiliary value and 4872 bits to stock the witness. This implementation takes less than one
second to accumulate all the elements, to generate the witness of any element and to verify
a witness. Since this implementation is the first direct one from post-quantum cryptographic
accumulator, we cannot provide a comparison to other ones. Our construction allows to deduce
a fully dynamic code-based group signature scheme which is logarithmic complexity on the

group size.

The remainder of this chapter is organized as follows. In Section 7.2, we present some manda-
tory preliminaries and definitions to make this chapter self-contained. Section 7.3 is devoted to
the description of our code-based cryptographic accumulator. We present the security analysis
and the implementation of our code-based cryptographic accumulator in Section 7.4. In Sec-
tion 7.5, we describe our fully dynamic code-based group signature scheme. Then we conclude

in Section 7.6.

7.2 Preliminaries

In this section, we first introduce some notations and recall the definitions and security require-
ments for cryptographic accumulators. We also recall some necessary definitions related to the

code-based cryptography.

7.2.1 Code-based Cryptography

Let I, be the binary field and .4, «,(IF2) the vector space of matrices over I, of m rows and
n columns. We recall from [73] the Goldreich Levin Hardcore Predicate theorem (Theorem 8)
and from [112] the Forking Lemma (Theorem 9).

Theorem 8 (The Goldreich Levin Hardcore Predicate Theorem). Let A be a security parameter.
Let m, n, k be integers polynomially bounded in A. Let f : F3 x F}' — IF’E be an efficiently
computable injective function. Let X and Y be a distribution of ) and I respectively. Let x
and y be random elements of X and Y respectively and z = f(x,y). Let further r be a random

T, Assume there exists an efficient algorithm </ that computes

element of 5 and b =r-x
b, given r and z, with probability non-negligibly better than % Then there exists an efficient

algorithm /' that computes x given z with non-negligible probability.

Theorem 9 (The Forking Lemma). ). Let (G,X,V) be a generic digital signature scheme with
security parameter A and let T and T' be two positive integers. Let </ be a probabilistic
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polynomial time Turing machine whose input only consists of public data. We denote by Q
the number of queries that </ can ask to the random oracle. Assume that, within time bound
T, o produces, with probability € > 1Q/2* a valid signature (m,cy,h,0,). Then there is
another machine which has control over </ and produces two valid signatures (m,oy,h,0,)
and (m, o1, ,05) such that h # I, in expected T' < 84480T Q/e.

7.2.2 Zero-Knowledge Argument Systems and Stern-Like
Protocols

Let RE : 5 — I} be the function defined by Algorithm 7.1.

Algorithm 7.1 Function RE()
Require: u € [F5.

Ensure: v € 5.
Letv=0" €.
Split v into w sub-blocs v; of size

Split # in blocs of size wlogz( )

log wlog, (37)
for all bloc s of u do
Split s in w parts s1,...,s,, of logy () bits
Convert each bit string si to her corresponding integer s} between 1 and .
Set to 1 the bit at position s/ in each v;.
end for

return v

We first recall a statistically hiding and computationally binding string commitment scheme
form [107]. Let y and 6 be positives integers, such that 6 > . A statistically hiding and

computationally binding string commitment scheme work as follow.

* KGen: Randomly choose a matrices By and Bj in IF%/ Xé, and output the commitment key
B=[By| B e F1*%.

* COM: On input a message x € Fg and the commitment key B. To compute the com-
mitment of x, we randomly choose p € F g and we compute the commitment C = By -
RE(x) ® By -RE(p) € F2. Then we output (C,p).
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* Open: On input the commitment key B, the message x, the commitment C and an an
opening p, we output 1 if C = By-RE(x) ®B;-RE(p) € IF;/ and 0 otherwise.

Now, we recall from [107] a statistical zero-knowledge arguments of knowledge which are
Stern-like protocols. Let V be a subset of ]F§s . Assume that S is a finite set of IF§s such that we
can associate every ¢ € S with a permutation I'y of 6 elements with the following conditions:

(7.1)

weVe&Tw eV
if w € Vand ¢ is uniform in S, then I'y (w) is uniform in V

In [107], the authors constructed a statistical zero-knowledge arguments of knowledge for the

following abstract relation:

Rabstmct:{(M,V) GF;/XS XF%,WEVIM-w:v}‘ (72)

To prove in Zero Knowledge that w € V, the prover &2 randomly chooses ¢ € S and let the veri-
fier 7 check that I'y (w) € V. Furthermore, to prove in Zero Knowledge that the linear equation
is hold, the prover randomly chooses a masking vector r,, € ]Fg, and convince the verifier that
M- (w+ry,) =M -r,+v. The Stern-Like interactive protocol is defined in Algorithm 7.2.

In [107], Nguyen et al. proved that if COM is a statistically hiding and computationally binding

string commitment scheme. Then, the protocol in Algorithm 7.2 is a statistical zero-knowledge

arguments of knowledge with perfect completeness, soundness error %

7.2.3 Collision-Resistant Hash Function

Our proposed scheme uses collision-resistant hash functions, which we recall from [88].

Definition 20. A family of Collision-Resistant hash functions is a sequence of family of func-
tions 7 ={h:X xY — Z} where X, Y and Z are sets of values, with the following properties:

1. For any h € J, the function h(-,-) is computable in polynomial time.

2. The probability to have a colision on h(-,-) is less than €, where € is an arbitrary small

number.
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Algorithm 7.2 The Stern-Like Protocol for the relation R g4t

Require: (M,v) € F7*° x FY.
Ensure: The value 1 or O.

1. Let & randomly chooses (r,,¢) € IFg x S. Then & sends to ¥ the commitments C;, C;
and Cj such that: (Cy,p1) = COM(¢ @ (M -1, || 0°=1), M), (Ca,p2) = COM(T'4(r,,),M’) and
(C3,p3) = COM(Ty(w+ry,),M') where M' = [M || M].

2. ¥ sends a random value e € {1,2,3} to Z.

3. Depending on e, & sends R computed as follows:
e ife=1:Lett, =Ty(w), 1, =T¢(ry) and R = (t,1,,p2,p3)
e ife=2:Let¢p =@, wy =w+r, and R = (¢2,w2,p1,pP3)
o ife=3:Let g3 =@, w3 =r, and R = (@3, w3, p1,02)

4. Receiving R, the verifier ¥ proceeds as follows:
 ife=1: ¥ verifies that if r,, € V, Open(M’,1,,C>,p;) = 1 and Open(M’, t,, +1,,C3,p3) = 1.

e if e = 2: ¥ verifies that if Open(M’, ¢ ® (M -wa +v) || 08-)).Cy,py) = 1 and
Open(M/7F¢2(W2)>C3ap3) =1

«if e =3: ¥ verifies that if Open(M’,¢3 ® (M - w3 || 0= Cy,p;) = 1 and
Open(M’,F¢3 (W3),C2,p2) =1.

In each case, the verifier ¥ outputs 1 if and only if all the conditions hold.

7.3 The Proposed Code Based Cryptographic
Accumulator

This section is devoted to describe our code-based cryptographic accumulator. First, we recall
from [63] the Double Circulant Regular Syndrome Decoding(DCRSD) problem and 2-Double
Circulant Regular Null Syndrom Decoding(2-DCRNSD) problem and we introduce the Deci-
sional Double Circulant Regular Syndrome Decoding(DDCRSD) problem which will be useful
for the security proofs. Second, we construct a family of collision-resistant hash functions. And

third, we use these hash functions to propose a code-based cryptographic accumulator.
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7.3.1 A Code Based Difficult Problems

Problem 6 (Double Circulant Regular Syndrome Decoding(DCRSD) problem[12]). Given an
integer w, a vector s € F5 and a double circulant matrix H € My,(F2) split into w sub-blocs

H; of size k X 3, find w columns of H, one per block H;, such that s is the sum of the w columns.

Problem 7 ( 2-Double Circulant Regular Null Syndrom Decoding(2-DCRNSD) problem[12]).
Given a double circulant matrix H € Mj,(I2) split into w sub-blocs H; of size k X 1, find 2w
columns (with 0 <w' < w) of H, 0 or 2 per block H;, such that the sum of the 2w’ columns is

null.

In [12], Augot et al. showed that DCRSD and 2-DCRNSD problems are hard. Now we intro-
duce the Decisional Double Circulant Regular Syndrome Decoding(DDCRSD) problem.

Problem 8 (Decisional Double Circulant Regular Syndrome Decoding(DDCRSD) problem).
Given a pair (A,v) € Mpn(F2) x X, distinguish whether (A,v) is a uniformly random pair
over Mysn(F2) x FX or it is obtained by randomly choosing A € My,(F2) and outputting
(A,v), such that after splitting A into w sub-blocs A; of size k x & and choosing w columns of

A, one per block A, v is the sum of the w columns.

Proposition 6. The DDCRSD problem (Problem 8) is as hard as the DCRSD problem (Problem
6).

Proof. In this proof, we make a probabilistic reduction of DDCRSD problem (Problem 8) to
DCRSD problem (Problem 6). Compute a couple (A, v), such that after splitting A into w sub-
blocs A; of size k x [ and choosing w columns of A, one per block A;, v is the sum of the w
columns is equivalent to choose a random vector u of 5 such that when u split « in w blocs,
each bloc contains only one bit set to 1 and compute v=A-u'. We assume that there exist
a PPT algorithm & that takes as input an instance of DDCRSD problem and output 0, with
a non-negligible advantage ¢, if the couple (A,v) is a uniformly random and 1 otherwise. It

means that
Pri2(Av) =1]—Prl2(A,A-u') =1] > &. (7.3)

For r € F4, let <7/’ (Algorithm 7.3 below) be an algorithm that computes the Goldreich-Levin
hardcore-bit 7-u" of u given (A,A-u') with advantage £. (See Theorem 8)

Now let (A,A-u") and r be the input of .27’. Since A = B+v" - r it follows that

y=A-u' =B-u' +v' -r-u' =B-u" +v (r-u").
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On one hand, if 7-u' = 0, then (B,y) has the distribution (B,B-u). On the other hand, if
r-u' =1,theny=B-u' +v'. As v is a random vector, y is also random vector. Thus (B, y)
has the distribution (B,V'), for a random vector v'. Let Succ(</") be the probability of <7’
success. We get:

Succ(/') = Prit (A,A-u"),r)=r-u']
= S PriPrer (AA-uT),r) =0 r-u =0
+ %Pr[Pr[;zf’((A,A ul ) ) =1]r-u' =1]
:%ﬂmmawﬁuﬁﬁzu+%mw¢%ww%0=H
1

_ 5"’% <Pr[@(A,V) =1] _Pr[g(A,A-uT) = 1])

then from (7.3) we get Succ(</’) > 5 +

N1}

It means that <7’ computes the Goldreich-Levin hardcore bit r - u with probability non- negli-
gibly better than % By the Goldreich Levin theorem (Theorem 8) this algorithm .7’ can be
used to construct an algorithm that solves the Double Circulant Regular Syndrome Decoding
problem (Problem 6). U

Algorithm 7.3 Adversary .7’
Require: (A,y) € F5*" xF%, r € T3
Ensure: b the Goldreich-Levin hardcore-bit

choose a random v € F¥

compute B=A—v' -r

b= 2(B,y), where Z is ain (7.3)
return b

7.3.2 A Family of Code-Based Collision-Resistant Hash
Functions

In 2003, Augot et al. [13] presented a first family of code-based hash function called Syndrome
Based (SB) hash function using random codes. To improve SB that has been proved to be slow
due to its compression function that uses very big integers, Augot ef al. [12] presented Fast

Syndrome Based (FSB) algorithm. FSB has a particularity to use a compression function with
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regular coding that uses little numbers. In 2008, Finiasz et al. [63] proposed to use quasi-cyclic
codes instead of random codes which improve the speed of FSB. The family of a hash function
(7.4) presented in this chapter is mainly based on FSB. Instead of random codes used in [12],
our family of hash functions uses an [n, k] random double circulant codes where k is an integer
> (. Let n, k and ¢ be non negative integers such that n = 2k. The function family .7 mapping
Fé X F’g to IFS is defined as

H ={hy | H € Myxn(F2)} (7.4)

where H is a parity check matrix of an [n,k| code C whose correction capacity is ¢ and where

hg is computed by Algorithm 7.4.

Algorithm 7.4 Hash function hy
Require: (x,y) € F5 x FX, H € M}n(F2)
Ensure: / the hash of x || y. Where || denote the concatenation.

u<x|y
h < H -RE(u), RE is as in Algorithm 7.1.

return A

We study the security of the family of hash functions in Proposition 7.

Proposition 7. The family of hash function defined by Algorithm 7.4 is one way and collision

resistant.

Proof. We assume that there exist an algorithm .7 that can inverse the hash function iz presen-
ted by Algorithm 7.4. It means that, given a double circulant matrix H € .#}.,(IF;) and x € F¥,
2/ can find a word y € IF; of weight w that have only one non zero position per block of size
2 such that x = i (y). In other words .27 can solve the Double Circulant Regular Syndrome

Decoding problem (Problem 6) which is a difficult problem.

Now, we assume that there exist an algorithm .<7 that can find a collision on the hash function
hy. It means that &7’ can find two different words x; € IF4 and x, € F4 of weight w that are only
one non zero position per block of % such that Hx| = Hx; then, H(x; +x;) = 0. Let x = x] +x,.
It is clear that x 1s a word of weight equal or less than 2w which contains either O or 2 non-zero
positions in each block of size ;. In other words, find a collision on the hash function hy is
equivalent to solve 2-Double Circulant Regular Null Syndrome Decoding problem (Problem 7)
which is a difficult problem. ]
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7.3.3 The Proposed Code-based Accumulator

Let £ be an integer > 0. Our code-based accumulator uses a Merkle tree with N = 2¢ leaves.
This accumulator scheme is based on the family of code-based collision-resistant hash func-
tions presented above. In the following, we recall from [83], the well-known definition of
Merkle Tree.

Definition 21. A binary tree is a tree data structure in which each node has at most two children,
which are referred to as the left child and the right child.

The length of the longest path from the root to a leaf is said height, where the length between
two leafs is the number of node between these two leafs. Also, we say that a binary tree of

height ¢ is complete if it has 2¢ leaves and 2¢ — 1 interior nodes.

Let /h be a one-way hash function and ® a function which maps the set of nodes of arbitrary
length to the set of k-length strings: n +— ®(n) € {0,1}. A Merkle tree is a complete binary
tree equipped with two functions 4 and ®. For two children nodes n;.; and nygp, of any

interior node 71qyen, the function @ satisfies:

q)(nparem‘) = q)(nleft || nright)

where || is the concatenation symbol.

As defined by the cryptographic accumulator model in [53], our accumulator is composed by
Algorithms 7.5 to 7.8 hereafter.

Gen(1*): This algorithm (Algorithm 7.5 below) outputs the global parameters (1, k,¢) needed
to generate our double circulant code C and the public parameter p, = H € .#.«,,(IF2) which
is a parity check matrix of C.

Algorithm 7.5 Gen() Algorithm

Require: 1% a security parameter

Ensure: (k,n,t), py
pick (k,n,t) € N>, such that there exist an (n,k,t) double circulant code and Problems 6 and
7 get a security level of A bits where n = 2k.
Pick randomly H € .#}.,(F2), a parity check matrix of an (n,k,t) double circulant code;
Pk < H.
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Eval(p,, 2): Using a Merkle tree, Algorithm 7.6 takes as input a set of values 2" = {xo,...,xy_1}
to accumulate in a value A »- and auxiliary value &. For each j € [0,N — 1], let (ji,...,j¢) be
the binary representation of j on £ bits and write x; =y;, . ;,. We design Algorithm 7.6 from

the tree of depth ¢ based on N leaves yo . 0, ..., y1,....1-

Algorithm 7.6 Eval() Algorithm

Require: p,, 2
Ensure: Ay, &
set £ as the number of bits of N — 1
randomly chosen u € ]Fé
setyi,..1and & tou
fori=1/,...,0do
Yivseonii = BHVj1,njis0s V11 )» Where (i, i) € {0, 1}
if i = 0 then
Az < hu(yo,y1)
end if
end for

WitCreate(p,, 2',A9,&,x): Algorithm 7.7 uses the public key p, and the Eval() algorithm
to output the witness W, associate to x.

Algorithm 7.7 WitCreate() Algorithm

Require: p,, 2,&, A9, x
Ensure: the witness W, of x
ifx¢ 2 then
return error
else
set y1,1,..,1 10 &
find the relative position j of x in 2
write j in binary form: (ji,...,j¢) € {0,1}*
W = (U120 Jo)s (yjlr-wje;bﬂ’: : ’yjIJZ’yjl)) where Yitseesdtarider = Yjr Yy, 8¢ com-
puted as in Algorithm 7.6, and j; = j; @ 1, where @ is the bitwise operation.
end if

TVerify(py,A2 ,W,,x) defined in Algorithm 7.8, proves using a recursive function that W, is

or not a generated witness of x.

At the beginning, the system uses Gen() Algorithm 7.5 to output and publish the public
parameters (k,n,t) € N3 and the public key H € .#j,(F,). Thereafter the system randomly
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Algorithm 7.8 TVerify() Algorithm

Require: py, A, x, Wy
Ensure: true or false
transcript Wy to ((ji1,...,Jj¢), (we,...,w1))
Vg < X
fori=/—1to0do
if i1 =0 then
Vi = hyg (Vig1, Wig1)
else
Vi =hg(Wit1,vit1)
end if
end for
if vo = A 9 then
return true
else
return false
end if

generates a set of N — 1 values 2" = {xo,...,xy_2} where x; € F ’5 After all the operations
above, the system computes and publish the accumulated value A - and the auxiliary value &
by providing the public key p, = H and the set .2 to Eval() Algorithm 7.6. Now everyone can
compute the witness W, of any element x € .2~ by providing the public key p,, the auxiliary
value & and the element x to WitCreate() Algorithm 7.7. At the end, everyone can also verify
the membership of x to 2" by providing the public key p,; the accumulated value A 4-, the
element x and the witness W, to T Verify() Algorithm 7.8.

7.3.4 Example

We present hereafter an example of our scheme to well understand the mechanism of each

algorithm presented above.
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00010100

///\

00110101 10100011

/\ /\

10011100 11011101 11010001 11111010

00100110 00100011 01110010 01101001 10101101 11001001 10100110 10110111

Fig. 7.1: Merkel Tree Associate to the set 2

Let C be a [16, 8]-code which a parity check matrix is H is generated by Gen() function (Algo-
rithm 7.5).

10111001
11011100
01101110
- I 00110111 (7.5)
10011011
11001101
11100110

01110011

In this example we take the following set
2 ={00100011,01110010,01101001,10101101,11001001,10100110,10110111}

of 23 — 1 = 7 elements. The execution of Eval() function (Algorithm 7.6) output two values:
the accumulated value A - = 00010100 and the auxiliary value & = 00100110. In Figure 7.1
we give the Merkle tree associate to this example.

The root of the tree is the accumulated value A - = 00010100 and the 23 = 8 leaves are the
auxiliary value & = 00100110 and the elements of the set 2". The first step to generate the
witness of the element x = 01110010 which is in bold on Figure 7.1 is to get it relative position
on the set 2" which is 2 and 010 in binary representation. The second step is to use WitCreate()
function (Algorithm 7.7) to get the underlined elements on Figure 7.1. Then the witness Wy
of x = 01110010 is W, = {010,01101001, 10011100, 10100011}. The only way to check the
membership of x = 01110010 is to use T Verify() function (Algorithm 7.8) witch should output
True.
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7.4 Security and Implementation of the Proposed
Cryptographic Accumulator

In this section, we focus on the security and the implementation of the proposed scheme.

Notation: In the following, & represents an oracle for the algorithm Eval() and an adversary
<7 that have access to an oracle ¢ is noted 7. An adversary is allowed to query them an
arbitrary number of times. The oracle &' allows the adversary to obtain membership witnesses
for members. In Collision Freeness Experiment (Algorithm 2.10), A - is the execution result
of Eval(py,.Z") and the adversary .27 has oracle access to &F and ¢". In Indistinguishability

Experiment (Algorithm 2.11), 2 and .2 are two distinct subsets of the accumulation domain
Atimes

. . . . A — .
and state is additional informations on #y and Z;. We define 1* = 11...1 as a string of
ones A times where A is a security parameter and Pr[A] is the probability to have the event A

realized.

7.4.1 Security of the Proposed Cryptographic Accumulator

The security analysis of the proposed scheme consists in proving the correctness and the Col-
lision Freeness. Additionally to these properties, we also prove the Indistinguishability of our

proposal.

Correctness: To ensure the correctness of our scheme, we show that the execution of T Ver-
ify() Algorithm 7.8 will always succeed if the key is honestly generated and accumulators and

witnesses are correctly computed.

Lemma 1. If all Gen(), Eval() and WitCreate() algorithms are correctly computed, then the
execution of TVerify() algorithm outputs true.

Proof. To verify the membership of an element with a witness

W, = ((jl""’jf)’(yjlv-wj(’,—hjg’"'7yj1,327y7]))7
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the TVerifyAlgorithm 7.8 computes at the end for i = 0:

vo = hu(y1,y;3,), if j1=0and

vo = hu(y1,y;,) otherwise

witch means that vo = hy (yo,y1) = A2 . O

Collision Freeness: To ensure the collision freeness properties, we show that an adversary

cannot find a witness for a non-accumulated value.

Lemma 2. If the family of hash function defined by Algorithm 7.4 is resistant to collisions then

our cryptographic accumulator is collision freeness according to Definition 15.

Proof. Let o7 be an adversary against the collision freeness of our cryptographic accumulator
scheme with a success probability € where € € [0; 1]. We construct an adversary 4 that can find
a collision on the family of hash function defined by Algorithm 7.4 with a success probability
related to €.

The adversary % receives a hash function instance A € Mexn(IF2). The goal is to find vectors
(x1,y1) and (x2,y2) in IF’E X ]F’g such that (xy,y1) # (x2,y2) and hg(x1,y1) = hg(x2,y2). Then

2% proceeds as follows:

1. Pick arandom set 2" = {xo,...,xy_2} and a random x € IFX such that x ¢ 2" where each
X; € ]FIE

2. SetH to H.
3. Send py =H, Z and x to 7.
The adversary % then handles the queries from .7 as follows:

o ¢®val0): Call the original Eval() function. If x € 2" then 4 aborts.

o (?WitCreate()

— Ifx € Z": the adversary Z compute honestly the witness W, of x.
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- Ifx ¢ 2 the adversary A return a simulate witness W, of x.
Then, the adversary </ output a forged witness W, for x ¢ 2~ where

Wx - ((‘jl’ e 7j£); (yj17-~~,j£—177£’ Tt ’yjl 7}2’)}71))

Because .« can break the collision freeness then TVerify(py,A 9-,x, Wy) = true. It means that,
at some point of the execution of TVerify() Algorithm we hold the following equation:

ha (o, b 1, ha (- (v, 5 5,0%))) = Az

Then, there exist values vi € 2" and v, € 2" such that

H<yjly-~-7j/7177£’x) = hir (v, v2).

In other words, if .7 can break the collision freeness of our cryptographic accumulator with a
probability € then the adversary % can find a collision on the family of hash functions defined
by Algorithm 7.4 with a probability close to €. 0

Theorem 10. The proposed cryptographic accumulator is secure based on the collision resis-
tant property of the family of hash function defined by Algorithm 7.4.

Proof. A cryptographic accumulator is secure if it is correct and collision-free. Whereas, from
Lemma 1 our cryptographic accumulator is correct and from Lemma 2 we have the collision

freeness of our scheme. Then the proposed cryptographic accumulator is secure. ]

Indistinguishability:  To ensure the Indistinguishability of the proposed cryptographic accu-
mulator, we prove that from two sets and an accumulated value, an adversary cannot guess

what set was accumulated.

Theorem 11. The proposed cryptographic accumulator defined by Algorithms 7.5 to 7.8 is
Indistinguishable based on the hardness of the DDCRSD Problem (Problem 8).

Proof. Let of be an adversary who can break the indistinguishability of our cryptographic
accumulator with a probability of % + € where € € [0; %] We prove that this probability is close
to % assuming the hardness of the DDCRSD problem (Problem 8).

We consider the Experiment &xp” which depends on a bit b and the Experiment &xp as follows:
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Experiment &xp”. We describe this experiment in two phases. The first is the Challenge

phase and the second is the Guess phase.

Challenge phase:

1. The adversary .o/ receives the public key p, and two different sets 2y and 2.

2. Depending on the randomly chosen bit b € {0, 1}, the adversary </ receives
Aggj) where A‘%] = Eval(pk, %)

3. The adversary /' can make Eval() and WitCreate() Oracles at will, since
he/she does not use the sets .2 or 2].

Guess phase: The adversary <7 then outputs b with probability % +e&.

Experiment &xp. In this experiment we introduce the following modification on &xp”: in

the challenge phase we simulate the Eval() function to output a random value r € ]Fé

At this step, we show that if .7 can distinguish &xp” and &xp then there exist a distinguisher
2 which can solve the DDCRSD problem. Given a vector r* € ]Fé the goal is to guess if 7* was
randomly generated or was generated by a hash function ig. The distinguisher & receives the

challenge r* and can interact with .7 as follow:

Setup: Generates the sets .2 and 27, execute the Gen() algorithm (Algorithm 7.5) and send
2o, Z1 and py to &7. The Challenge is to set A »; = r* and output A »; .

Finally, on the one hand it is clear that if A y; is generated by the family of hash function
defined by (7.4) then the view of .27 after its interaction with & is close to &xp”. On the other
hand, if A »; is a random vector then the point of view of .27 is close to &xp. We stress that
&xp does not lie to the challenge bit b, thus the advantage of </ in &xp is null. Therefore, if
A can guess which of &xp? or &xp is interacting with the challenger with a probability larger
than % then & can use .o/’s guess to solve the instance r* of DDCRSD problem with the same

probability. ]
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7.4.2 Implementation

In this part, we evaluate the performances of our cryptographic accumulator in three parts. The
first one is about the memory space needed and the second one consists in the computational
coast. In the third part, we give the implementation details and results. There are no numerical
results in the literature, as far as we know, for post-quantum based cryptographic accumulators

to compare with.

Memory Storage. Our cryptographic accumulator uses a double circulant codes because of
his structure also double circulant codes allows us to get a smaller key size. In what follows,
we give the space needed to store the different elements of our cryptographic accumulator. To
stock the public key py = H € M}« ox(F2), where H = (I; | A) is a parity check matrix of a
[2k, k] code where A € #«(IF2) such that A is a circulant matrix and [y € #j«(F>) is the
(k x k) identity matrix, we just need the first line of A. Then we need & bits to stock p,. Since
Ag € IFS his storage needs k bits and since & € IFS his storage needs k bits. The witness is a
set of £ = log,(N) and ¢ vectors of IF’E where N is the number of vector to accumulate. Then
we need (k4 1) bits to store W.

Computational cost. Let u; and o} be respectively one multiplication of two polynomials

I [X]
of X5+1
of our cryptographic accumulator the computational cost:

and the bitwise operation between two vectors of F’; We now give for each algorithm

* Eval: the complete execution of the Eval() Algorithm uses %Gk and /L, operations.

» WitCreate: this algorithm uses the same number of operations as the Eval() Algorithm .

Then WitCreate() Algorithm uses %Gk and /; operations.

* TVerify: to verify if a value is or not a generated witness of an other value, we need to
do %Gk and /L, operations.

Implementation. Now, we present the implementation results of the proposed code-based
cryptographic accumulator to prove its practicability. To make this test, we have used a com-
puter running at 2.6 GHz CPU with 8 GB of RAM. For error-correcting codes generating and
all algebraic operations, we use the FlexyProvider library [126] implemented in Java language.
To get 80-bit security, we choose n = 694, k = 347 and t = 76 as used in [10].
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N pksize Ag size & size W, size || Eval(ms) WitCreate(ms) Verify(ms)

64 347 347 347 2088 1.705 1.981 0.190

128 347 347 347 2436 3.522 3.986 0.257
1024 347 347 347 3480 29.901 26.465 0.329
16384 347 347 347 4872 434.343 363.928 0.448

Table 7.1: The algorithms execution time and memory storage needed (in Bit)

In Table 7.1, we present the results of our implementation, which consist of the execution time
in milliseconds (ms) of different algorithms of our proposed cryptographic accumulator. Ad-
ditional to implementations results, Table 7.1 shows public key, the accumulated value, the
auxiliary value and the witness size with respect to various numbers of group values to accu-
mulate. It is easy to see that the size of the public key, just like those of the accumulator value
and the auxiliary value does not depend on the group size. Also, the size of the witness is

logarithmic in the group size.

7.5 The Proposed Fully Dynamic Group
Signature scheme

In this section, we propose a code-based fully dynamic group signature scheme which is trap-
door free. Our construction uses the Merkel tree cryptographic accumulator presented in Sec-
tion 7.3 to certify users. Before defining our Fully Dynamic Group Signature scheme, we need
to recall the logarithmic-size arguments of set membership from [107] and equip our Merkel
tree cryptographic accumulator to an update algorithm. By this update algorithm it will be
possible to efficiency add and remove users from our F DGS.

7.5.1 Logarithmic-Size Arguments of Set Membership

Here, given a uniformly random matrix H € .#«o«(F>) and the accumulated value u € FX, the
g y

prover & have to convince the verifier 7 in zero-knowledge that & possesses a value d and
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the associate valid witness w. To do this, Nguyen er al. [107] have reduced the relation R, as

follows, to the relation R4 4 defined in (7.2).

Ruce = {((H,u) € Mon(F2) x F&:d € Tk w € TS x (FX)Y) : TVerify (H, u, w,d) = 1} (7.6)

The construction of this zero-knowledge argument of knowledge need the following permuting

techniques:

* For vector b = (by1,---,b,) € 3, where n is a positive integer, Encode(b) denote the
vector b = (by,by,- - ,by,b,) € F3".

* Let I € #,x2n(IF2) be an extension of the identity matrix /,, obtained by inserting a

zero-column 0" right before each columns of I,.

e Fort = (t1,---,1,) € I3, the permutation F; transform the vector
T -2
w=(Wi0,Wi,1, " ,Wn0,Wn1) €F35"
into:
E/(w) = (Wig, Wiz, )7
t - Lty Wl yWnitys Wi,

b-
» Forb € {0,1} and v € F}, Ext(b,v) denote the vector (b V) :
‘v

* Let ¢ be a positive integer. For every s = (s1,--- ,s.) € FS, define the permutation E; that

c .
transforms vector x = (Xq.... 0, ,Xij o ips "+, X1,.1) € ]F% into vector

where for each (i1, -+ ,ic) € F§ we have X, ... i, = X} o, . i .-
* For ¢in (#1 || --- || #,/.) consisting of n/c blocks of length ¢, define the permutation £/
e, .
that transform y = (1 || -+ | yye) € B2 "/ t0 E(3) = (Ey 5) || -+ || Exy, Oy
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» Forabite € {0,1}, fort € X define the permutation V., that acts on z = (ZO) € F%k,

<1
Ez/ (Ze)

where 7,21 € F’é as follows. It transforms z to W, ,(z) = | _,
E/(ze)

),whereE:e@l.

Now we can examine the equations associated to the relation R, defined in (7.6). By focusing
on the TVerify Algorithm 7.8 that computes the path vy = d,v,_1,---vi,vo as follows. For
ie{t—1,---,1,0}:

(7.7)

b d i), i i =0;
1 — . .
hy(Wit1,vig1), if jizr = 1.

then:

H-y1+H-z1 =u;
H - H - I x;=0.
v = 2+ 2 +1, X1 (78)

H-yo+H-zg+1-xp—1 =0.

where (x;);cjo,¢—1) = Encode(v;) and for i € [0, /]

R . 2%
{ yi = Ext(ji,RE(vi)) € F3 (7.9)

zi = Ext(j;,RE(w;)) € F3*.

Now, using the linear algebra, the equation (7.8) can be unifying in the form M -w = v where
M € My5(F2), v € FF are public and w € Fg is secret with 6 = 2k(3¢—1) and

w= ezl lze Fen -+ [ xe) (7.10)

Now, let focus on the set V containing our secret w, the set S and the permutations {I'y : ¢ € S}
such that the conditions in (7.1) is hold. Let V be the set of all

)
wi= Ol el Tz 12 el xey) € F3

satisfying the following conditions.
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e Fori € [0,/], there exist vi,w} € F%, ji € {0,1} such

yi = Ext(jl,RE(v))) € F3¥, and 2} = Ext(j/;, RE(w))) € F3X.

* Fori€ [0,£—1], x; = Encode(v}) € F3*.
LetS = (F’é)g X (F’E)g X IE‘%. For each

o= b1l Nl belle]---Nlecllgrll--1lge) €S,

it is possible to define the permutation I'y that transforms
1)
wi= 01l lyellan -zl [ xy) € B3

with y,z¢ € F4 for i € [0,4] and x} € F5" fori € [0,/ — 1] into
Lo (w") = (W1 1) 11+ 1 Wby 57) | Wer (20) 1+ [l W (20) 1| Wy o (1) 11+ |
Wge—hbé—l (x;—l))'

At this point it is clear that the conditions in (7.1) are satisfied and the relation R, is reduced
to Rapstract(7.2).

7.5.2 An Update Algorithm

This update Algorithm is similar to the one presented in [97]. Given a Merkel tree crypto-
graphic accumulator 7, an integer j with his binary representation (ji,..., j;) and a value d’,
TUpdate (Algorithm 7.9) allow us to update the accumulated values without reconstruct the
whole tree. Indeed, to update .7 of N = 2¢ accumulated values we just have to update ¢ values

as shown in Algorithm 7.9.

Algorithm 7.9 TUpdate() Algorithm

Require: A Merkel tree cryptographic accumulator .7, the binary representation (ji, ..., ji)
of an integer j and a value d’.

Ensure: The updated Merkel tree .7 .
Let d; be the value at the position j in T and ((ji,...,j¢),(ws,...,w1)) be its associated
witness.
Set vy = d’ and recursively compute the path vy, vy_1,--+,v1,vg € IF’§ as in Algorithm 7.6.

SetAg = VoY), = Vis 3V jijas et = VE=13Yj1jaje = Ve =4
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7.5.3 Description of Our FDGS Scheme

Let N and ¢ be an integers where N = 2¢ — 1 is the size of the group. The group manager
GM chooses uniformly random vectors xo,---,xy_1 € 5 and respectively hashes them to
Po, " sPN—1 € F’é Thereafter, GM uses our cryptographic accumulator to build a tree .7
on top with (p;)o<i<n—1 and let u € IFS be the accumulated value. At the beginning, all the
(xi)o<i<n—1 and (pi)o<i<n—1 value are set to 0. It is when a user 7 joins or is active in the group
that the associate values (x;, p;) are become a non-null. To generate a valid group signature, the
user i have to prove the knowledge of a valid pair (x;, p;) and the witness of p;. Also, using the
Randomized QC-MDPC McEliece Encryption Scheme, the user i have to encrypt the binary
representation of i and prove that the ciphertext is well-formed. We describe our protocol as

follow:

GSetup(A) The setup algorithm described in algorithm 7.10, take in input the security param-

eter A and output the public parameter py,.

Algorithm 7.10 GSetup(A4) Algorithm

Require: A security parameter A.

Ensure: a public parameter p,,.
- The GM chooses tow polynomially bound positive integers N and ¢ such that N = 2¢ — 1
where N is the capacity of our group.
- Pick (ka,na,t4) € N3, such that there exist an (n4,k,t4) double circulant code and Pro-
blems 6 and 7 get a security level of A bits where ny = 2kj4.
- Pick (nar,qm, wam,tm) € N4, such that the Randomized QC-MDPC McEliece Encryption
Scheme describe in Section 3.2.2 get a security level of A bits.
- Pick a hash function J%g : {0,1}* — {1,2,3}° to be modelled as a random oracle in the
Fiat-Shamir transformations. Here, ¢ is the number of round needed in the Fiat-Shamir
transformation to get a security level ok A bits.
- Let COM be the string commitment scheme defined in Section 7.5.1, to be used in our
zero-knowledge argument systems.
return Pp = (kA,nA,lA,nM,qM,WM,lM,N,g,jﬁ?s, COM)

(GKgengm(p,),GKgenry(p,)). In this interactive protocol, described in Algorithm 7.11, the
group manager GM and the tracing manager TM initialize their keys and the public group

information.
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Algorithm 7.11 (GKgengp (p,), GKgenty(p,)) Algorithm

Require: A public parameter py,.

* GKgengm(pp). GM, by using k4,n4,24, run Gen algorithm, get the matrix H and set
mpk = Hy € F9Y™ and set mgy = 0.

* GKgentm(pp). TM uses s, qu, W, tm to run the setup algorithm of the Randomized
QC-MDPC McEliece Encryption Scheme describe in Section ?? and get the parity-

check matrix Hy € F4"”"™ and its corresponding generator matrix Gy € Fé”M —qu) Xny

in row reduced echelon form. Then, TM sets ty, = Hys and mdk = Gy

* TM send t to GM who initialise as follow:

— Table r = (r[0][1],r[0][2],--- ,¥[N — 1][1],¥[N — 1][2]). For each i € [0O,N — 1]:
r[i][1] = 0% will be used to store the registered user public key and r[i][2] = 0

will be used to store the epoch at which the user joins.
— The Merkel tree .7 built on top of r[0][1],--- ,¥r[N —1][1].
— Counter of registered users ¢ =0

Then, GM output g, = (p, Mpk, tpk) and publishes the initial information J = 0. He

keeps .7 and c as secret.

UKgen(p,). In this algorithm (Algorithm 7.12), each potential group user can generate its
key pair.

Algorithm 7.12 UKgen(p,,) Algorithm

Require: A public parameter py,.

Ensure: The user key pair (U, Usk)-
* The user picks a non-zero random vector x € F3* and computes p = Hy - RE(x).

* Set upk = p and ug = x

GUpdate(g,x, msk,J7,S,r).  This algorithm (Algorithm 7.13) is run by GM to update the group

information while advancing the epoch.
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Algorithm 7.13 GUpdate(g ., msk, Iz, S, r) Algorithm

Require: the current group information Jr, the group public key g, the GM secret key mgy,
a table S containing the public keys of registered users to be revoked and the table r.

Ensure: J;, .

1. if S = 0 then go to Step 2.
Otherwise, S = {r[i1|[1],--- ,r[ir][1]}, for some ¢ € [1,N] and some iy, - ,ir € [0,N —
1]. Then, for all # € [0, r], GM runs TUpdate(bin(i;),0™) to update the tree .7.

2. For each active user j € [0,N — 1], letw; € Fg X (IF"E) be the witness for the fact that p;
is accumulated in u;,,, . Then GM publishes the group information of the new epoch

as:

jTnew = (MT"EW’ {WJ}])

IsActive(J;,r,uiq). In this algorithm (Algorithm 7.14), if the user u;q is active at epoch T we

outputs1 and O otherwise.

Algorithm 7.14 IsActive(J¢,r,ujq) Algorithm

Require: J;,r, ujyg.

Ensure: A value O or 1.
o if ruig)][2] # T or r[uig)][1] = 0% then return O.

e Else, return 1.

Join(Jz7,gpk; Upk,Usk)-  In this algorithm defined in Algorithm 7.15, the user interact with the
GM to join the group at epoch 7
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Algorithm 7.15 Join(Jz, g, Upk, Usk) Algorithm

Require: the current group information Jz, the group public key g and the user key pair

(Upkausk) = (p,x)
1. GM issues a member identifier for the user as u;q = bin(c) € 5.
2. The user sets his signing key as g, [c] = (bin(c), p,x)

3. GM performs the following updates:
* Updates the tree .7 by running TUpdate(bin(c), p).
* Register the user to table r as r[c|[1] = p and r[c][2] = 7.
e Setc=c+1.
* Set S = 0 and run GUpdate.

Issue(J;,mg,uig). In Issue algorithm defined in Algorithm 7.16, the GM revokes the user with

identifier u;q to the group at epoch 7.

Algorithm 7.16 Issue(Jz, mgy, ujq) Algorithm

Require: The current group information J¢, the group manager secret key mg, and the user

identifier u;q.
1. GM sets S = {r[uig][2] }

2. GM runs GUpdate.

Sign(g,k. &8s (/) Jr,M). Let a user with the tuple g (j) = (bin(j), p,x). To sign a message M
using the group information at epoch 7, the user download u; and the witness (bin(j), (wg,- -+ ,w1))

from J; and proceeds as in Algorithm 7.17.
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Algorithm 7.17 Sign(g,y, gsk(j), Tz, M) Algorithm

Require: g,gsk(j),Jc, M.

1.

3.

Run the function &' (Gy,bin(j)) defined in Section ?? to encrypt the vector bin(j) and
get the cipher text s € F5".

Use the protocol defined in Section 7.5.1 to generate a Non-Interactive Zero-
Knowledge Argument of Knowledge (NIZKAo0K) Ilg to demonstrate the possession
of a valid tuple

&= (x,p,bin(j),wg, - ,wy) (7.11)

such that TVerify(Hy, uz, p, (bin(j), (wg,---,w1))) = 1, Hy-x = p and p # 0%, Us-
ing the Fiat-Shamir heuristic, the protocol is repeat many ¢ times to achieve a neg-
ligible soundness error and get the triple: Il = ({C}2 ,e,{R}? ), where e =
Hrs(M,{C}? |, uz,s,Hs,Gy).

Output the group signature
Y = (I, s). (7.12)

Verify(gy, Jc,M,X). This algorithm (Algorithm 7.18) uses the global public key g and the

group information at epoch 7 to verify the signature X of the message M.

Algorithm 7.18 Verify (g, J7,M,X) Algorithm

Require: g, Jr,M,X.

1

2.

Getug € IFIEA from J;.

Parse Las X = ({C}7,(er, -+ ,e5), {R},5).

CIf (e, o) # Hps(M,{C}Y,uz,s,Ha,Gy), then return 0.

For each i = 1 to o, check the validity of R; with respect to C; and e; by running the
verification phase of the Stern-like protocol (Algorithm 7.2). If any of the condition

does not hold, then return O.

. Return 1.
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Trace (g, tsk, Iz, 1, M,X). Inthis algorithm (Algorithm 7.19), TM uses his secret key tg = Hy

to reveal the ujq of the signer.

Algorithm 7.19 Trace(g,y, tsk, Iz, r, M, X) Algorithm

Require: gg,tsk, e, v, M, E.

1.

TM parses X as in (7.12) and runs the function Z(Hyy,s) defined in Section ?? to get
b €.

. If 3., does not include a witness containing &', then return null.

. Let j/ € [0,N — 1] be the integer having binary representation b’. If the record r[;'][1]

is Ok, then return null.

TM uses the Stern-like protocol defined in Section 7.2 to generate a Non-Interactive
Zero-Knowledge Argument of Knowledge (NIZKAoK) Il;4 to demonstrate the
knowledge of Hy € F#*™ and y € FA¥, such that y = Hy - (B || 0"~). Us-
ing the Fiat-Shamir heuristic, the protocol is repeated many o times to achieve a
negligible soundness error and get the triple: Il = ({C}{,e,{R}{ ), where
e = Hrs(M,{C} |, Tz,80k, 2, D).

. Setujg = 4

Output ( Uid, Htrace )

Judge(gpk, Uid, Iz, [irace, M ,X). In this algorithm (Algorithm 7.20), we verify the argument

Hlmce-

125



126

Chapter 7 A Code Based Cryptographic Accumulator and Fully Dynamic Group Signature

Algorithm 7.20 Judge(g, Uid, Iz, [race, M, ) Algorithm

Require: gg, uiq, I1,rgce, M, X
1. Getu; € IF];A from J;.
2. Parse ITjr4ce, as Miace = ({C}2 1,6, {R}Z).
3. If (e1,-- ,e5) # Hrs(M,{C},, Tz, 80k, Z, 1), then return 0.

4. For each i = 1 to o, check the validity of R; with respect to C; and e; by running the
verification phase of the Stern-like protocol (Algorithm 7.2). If any of the condition

does not hold, then return O.

5. Return 1.

7.5.4 Analysis of Our FDGS Scheme

In this part we study the security requirements as it was defined in Algorithms 2.5, 2.6,2.7, 2.8
and 2.9 of our FDGS. We start with correctness properties and finish with tracing soundness

properties.

Correctness. We study the correctness of our FDGS in Theorem 12.

Theorem 12. [f there exist a PPT adversary </ against the correctness property of our FDGS
then we always have Pr(Expgcs .,(A) = 1] close to 1.

Proof. Let j be an active and honest user which have generate a signature ¥ = (Ilg,s). This
user j can always compute a tuple § = (x, p,bin(j),wy, - - ,w;) satisfying the condition in Sign
algorithm. Then, the completeness of the underlying argument system grantees that X is always
accepted by the Verify algorithm. Also, the description algorithm of the Randomized QC-
MDPC McEliece Encryption Scheme, with a tiny rate failure, will output bin(j) by decrypt s.
Further, since the user j is active, J; contain w = (bin(j),wy,---,w;) and r[j][1] # 0. Therefore,
the Trace Algorithm can always obtain the tuple (Hyy,y) satisfying the condition in the Trace
Algorithm. By the completeness of the argument system, I1;,,.. will be accepted by the Judge
algorithm. O]

Anonymity. We study the anonymity of our FDGS scheme in Theorem 13.
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Theorem 13. The FDGS scheme proposed in Section 7.5.3, provide the anonymity in the ran-
dom oracle model assuming the hardness of DCRSD problem (Problem 6).

Proof. Let o/ and 2 be a PPT algorithms that act respectively as adversary and challenger.
We construct a sequence of indistinguishable experiments beginning with Exp;”D"gg?d(l) to

finish with Exp%'ggglﬂ(/l) For each experiment Exp;, we call W; the output of the adversary.
Expo: This experiment is the same as the experiment Exp%’g’ggng (A).

Exp; This experiment is the same as in Exp( except that it simulates a proof for Trace oracle by
programming the random oracle .7%g although the challenger % has the correct witness
to generate a valid proof. At this point, given the statistical zero-knowledge property
of our argument system generating I1;,4c., the view of the adversary .o is statistically
indistinguishable between Expg and Exp;. Then it is clear the Pr[Wy = 1] is close to
Priw; =1].

Exp, This experiment generate a simulated proof for Chal;, oracle. Given the statistical zero-
knowledge property of our argument system generating I, the view is indistinguishable
to the adversary «7. Then we have that Pr[W; = 1] is close to Pr[W, = 1].

Exps This experiment is the same as Exp, except that s is now the encryption of bin(i) for
the Chal, query. Given the semantic security of Randomized QC-MDPC McEliece

Encryption Scheme, this change is negligible for the adversary <. Then we have
|PriW, = 1] — Pr[W; = 1]

is negligible.

Exps We now generate a real proof for the Chal;, query instead of simulated proof. Here, the
view of the adversary &/ in Exps and Expy4 are statistically indistinguishable because of
the statistical zero-knowledge property of our argument system generating Il,s. Then we
have that Pr[W; = 1] is close to Pr[Wy = 1].

Exps In this Experiment, we generate a real proof for the Trace query. Here, the view of the
adversary <7 in Exp4 and Exps are statistically indistinguishable because of the statisti-

cal zero-knowledge property of our argument system generating I1;,4... Then we have
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Pr[Ws = 1] is close to Pr[Ws = 1]. This experiment is the experiment Expf’p’;‘)’gggﬂ(l).
Hence we have Pr[Ws = 1] = Pr[Exp?,’ggg;y(l) =1].

Given all the experiment above, we have that:

PriExpionst (A) = 1] — PrlExpon (A) = 1]

is negligible, hence our scheme provide the anonymity. ]

Non-Frameability. We study the non-frameability of our FDGS scheme in Theorem 14.

Theorem 14. Our FDGS scheme provides the non-frameability property in the random oracle
model since the 2-DCRNSD problem (Problem 7) is hard.

Proof. Let of and % be respectively an adversary against the non-frameability of our FDGS
scheme and a PPT algorithm that try to breaks the security of our cryptographic accumula-

tor or solve 2-DCRNSD problem (Problem 7). We say that o7 succeed in the experiment

non— fram non— fram

Expppes o (A) if the output of Exppp-c'"(4) is 1 and we define the advantage of <7 in

non— fram non— fram

Expppes o7 (A) the probability PrlExpppas s (A) = 1]. In the following we assume that

o/ succeed in Exp?og(;g_ Z;m(ﬂt) with a non-negligible advantage €. By the execution of the

Exp;OD”C_;L{ '2"(A), the adversary ./ outputs the tuple (M*,X*,bin(;*),IT},,..,Jz) then & pro-

trace»

ceed as follow:

Parse X* as (H;w s*), where ITy; = ({Cr12,,e*,{RF}2 ) and R} is a valid response according
to C;and e} for i € [1, 0] since <7 succeed. It is clear that </ get the tuple {* = (M*, {CF}2 | ug, 5™, Ha, GM)
from the hash function .#%g with overwhelming probability. Otherwise, <7 cans guess this
value with a negligible probability of 3. Therefore, the tuple {* has been an input of one
hash query with a probability of €’ =& —37°. Lett* € {1,2,--- ,q » } be an integer, where g ,»
is the total number of hash queries made by .7 and m* be a polynomially bounded integer in
t*. By the Forking Lemma (Theorem 9), % outputs {* at the m*-th query as in the original run.

And with a probability > 1/2, % obtains 3-fork involving the same tuple {* with pairwise dis-

tinct hash value e''), e e,(;*) € {1,2,3}°. At the j-th round of the execution of the argument

m* o Sm*

of knowledge the system, for some j € {1,2,---,0}, we have (e(l) e? B ) =(1,2,3)

m*7j, m*7j, m*7.]
with the probability of 1 — (%)G. Then by the argument of knowledge of the system generating
2 06
e e

I, from the valid responses (em*7 € 2 Em. j>, we can extract the witness ' = (X', p/,w})
where

W{r = (bin(j/)>wlf,r7' " ,Wll,r) < Fg X (FIEA)
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such that:
1. TVerify(Hp,uz,p',wh) =1
2. p' =Hy RE(X)
3. s* is the encryption of bin(j").

By the correctness of our encryption scheme, s* is the decrypted to bin(j"). The fact that .o/

non— fram
FDGS, o

soundness of our argument of knowledge of the system generating Iy, bin(j*) is decrypted

succeed in the experiment Exp (A) imply that the Judge algorithm output 1. By the

from s*. Then, we have bin(;j’) = bin(j*). We consider now the following cases:

1. bin(j") is an inactive user at epoch 7, it means the value at leaf bin(j) is null. Which is
not valid since we have TVerify(Hya,ur, p’,w?) = 1 with p’ £ 0 at leaf bin(j’).

2. bin(j’) is an active user at epoch 7. The fact that bin(j*) € HUL\BUL means </ does
not know gg [j*] = (bin(j*), p’,xj+), where xj» was initially chosen by % such that p’ =
Hy - RE(xj+). With a probability > % we have xj» # x’. Then we solve the 2-DCRNSD
problem (Problem 7) with a non-negligible probability if </ breaks the non-frameability
of our construction with non-negligible probability.

Traceability. We study the traceability of our FDGS scheme in Theorem 15.

Theorem 15. Our F DGS scheme provides the traceability property in the random oracle model
since the 2-DCRNSD problem (Problem 7) is hard.

trace

Proof. We say that an adversary .7 succeed in traceability experiment described in Expi{is o, (4)

if it generates a valid signature that either:

Case 1: traces to an inactive user;

Case 2: traces to an active user but we cannot generate a proof accepted by the Judge algo-
rithm.
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In the following, we prove that both cases may occur with negligible probability. Let (J;,M,X)
be the output of & in Expl5&s ,(4) and by running the algorithm Trace we output (bin(;), irace)-
After, we parse X as (Ilg,,s) where Ilgs = ({C;} ;. e,{R;}2,) and R} is a valid response ac-
cording to C; and e; for i € [1,0] since (J;,M,X) is a valid signature generated by <7. It is
the same situation as in Theorem 14. Then, using the same technique we extract the witness
§ = (x,p,wr) where

we = (bin(j'),wez, - wie) € FS x (F5)

such that:
1. TVerify(Hp,uz,p,wr) =1

2. p#0
3. s is the encryption of bin(j").

By the correctness of our encryption scheme, s is the decrypted to bin(j"). The correct decryp-
tion of the Trace algorithm, which is run by the challenger, indicate that bin(j) is decrypted

from s. Hence we have bin(j") = bin(}j).

We stress that Case 1, defined above, will occur with negligible probability. Because, if bin( )
is not active at epoch 7, and TVerify(Hy,ur, p,we) with p # 0 at leaf bin(j), then the security
of our cryptographic accumulator is violated. Furthermore, Case 2, defined above, will occur
with negligible probability since the challenger possesses the valid witness to generate the
proof Il;,4c., which will be accepted by the Judge algorithm, thank to the completeness to the
underlying zero-knowledge argument system. [

Tracing Soundness. We study the tracing soundness of our FDGS scheme in Theorem
16.

Theorem 16. Our F DGS scheme provides the tracing soundness property in the random oracle

model.

Proof. Let (M,Z,bin(jo),Mirace,0,bin(j1),Mirace,1,I7) be the output of the adversary 7 in the

experiment Exp?%cégi‘;””d (A). We say that an adversary 7 succeed in tracing soundness ex-

trace

periment described in Expi[¥¢¢ (A ) if the following conditions is hold:

1. bin(jo) # bin(j);
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2. Verify(gy, I, M, X) = 1;
3. Judge(gyk, bin(js), Iz, Miracep, M, Z) = 1 for b € {0, 1};
4. bin(jp) # null for b € {0,1}.

We parse I1;,4ce  as ({C,-7b}f:1 ,€h, {Ri7b}f:1). We note that R;  is a valid response according to
Cipande;y forie [1,0]and b € {0,1} since the Judge algorithm output 1. Thereafter, it means
that s is both the encryption of bin(jp) and bin(jj;) which is absurd. Then our construction

satisfies the tracing soundness property. 0

7.5.5 Efficiency

In this section, we analyse the efficiency of our FDGS scheme and we propose a parameters to

instantiate our scheme for a group of size N = 2¢ — 1.

* The size of the group public key gy is about k4 + g bits, where ks and gp are as in
Algorithm 7.10.

* For each signer j € [0,N — 1], the size of the signing key is about £ 4 3k4 bits

» At each epoch, the signature verifiers download k4 bits, while each active signer down-
loads £(1+ k4) bits.

* The size of a signature X is about ¢ (76 + 1) + ny bits, where 6 = 2ks (3¢ —1).

* Te size of the Stern-Like Non-Interactive Zero-Knowledge Argument of Knowledge
(NIZKAOK) I1;/qc. is about £ .. + O (6kA + %) bits. Where £, is the output size
of .75 function.

Its clear that the size of our group signature is logarithmic on the size of the group.
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7.6 Conclusions

In this chapter, we have proposed a cryptographic accumulator based on coding theory as-
sumptions which are resistant to the quantum computer. We have instantiated our scheme with
double circulant codes, which provide for an 80 bits security a small public key of 347 bits. We
have also proved that the feasibility of our scheme by providing a first direct implementation of
post-quantum cryptographic accumulators. Thereafter, we use our cryptographic accumulator
to proposed a code based fully dynamic group signature which is logarithmic on the size of the
group. In future work, we will try to add the non-membership proof, to prove that an element
is not accumulated in our accumulated value. We will also try to add dynamic properties to our

cryptographic accumulator.



Conclusion and Perspectives

Conclusion

The combination of Shor’s algorithm and the promised quantum computer have enabled the
emergence of post-quantum cryptography. It in this mind, the NIST launched a contest in 2016
to standardise one or more post-quantum cryptographic algorithms. Actually, in 2020, this
contest is on its third round. In this thesis we bring our contribution in this research area and
particularly in code-based cryptography. Our contribution consist in three topics : the first one
is for group signatures the second one is for identification and authentication schemes and the

third one is for cryptographic accumulators.

Groups signature was treated in Chapters 3 and 4. In Chapter 3, due to the main issue in
code-based cryptography that is the keys size, we focus on the reduction of the public key
size of the first provably secure code based group signature scheme[58]. We have proposed a
provably secure code based group signature scheme with reduced public key length uses Quasi-
cyclic Moderate Density Parity-Check (QC-MDPC) codes and satisfies the correctness, CPA
anonymity and traceability properties which are the security requirements for a static group
signature scheme. Du to its small key size, our proposed can be used in system with small
memory like smart cards. In Chapter 4, by always using Quasi-cyclic Moderate Density Parity-
Check (QC-MDPC) codes, we have proposed a new dynamic group signature scheme based
on coding theory assumptions which improve the first code based group signature presented
in [3]. In this proposed scheme, group public key and signatures sizes remain independent of
group length but just depending on the security level. Our technique consist in using the QC-
MDPC version of McEliece cryptosystem in the join protocol and AGS identification scheme
as Zero-Knowledge argument system unlike using the trapdoor matrix and Stern identification
scheme as described in [3]. These choices make the join protocol very fast and decreases

the public key and signature length. However, our proposed like the first code based group
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signature presented in [3] is not fully dynamic since it is not possible to delete a members form

the member group.

Identification and authentication schemes was treated in Chapter 5 and 6. In Chapter 5, we
have proposed an efficient Zero-knowledge identification scheme with a cheating probability
of % based on coding theory assumptions which is supposed to be resistant to quantum comput-
ers. We have used rank metric rather than the classical Hamming metric. This choice implies
a significant reduction in public data size and in communication cost. It is also possible to turn
it into a signature scheme by applying the Fiat-Schamir Transformation described in [62]. Du
to its small key size and communication cost, our proposed can be used in system with small
memory like smart card. And In Chapter 6, we have proposed a mutual authentication protocol
based on hard problems from double circulant low rank parity check codes. These problems are
supposed to be resistant to quantum computing attacks. Our proposed protocol meets all impor-
tant security and privacy requirements. In addition to classic security and privacy requirements
for RFID systems, our scheme achieves the full inside secrecy property. Also, our protocol
saves at least 42% in terms of communication data compared to the most recent code-based

authentication protocols for RFID systems.

To finish, cryptographic accumulators was treated in Chapter 7, here, we have proposed a cryp-
tographic accumulator based on coding theory assumptions which are resistant to the quantum
computer. We have instantiated our scheme with double circulant codes, which provide for
an 80 bits security a small public key of 347 bits. We have also proved that the feasibility of
our scheme by providing a first direct implementation of post-quantum cryptographic accumu-
lators. However, this first code-based cryptographic accumulator is not dynamic. Thereafter,
we use our cryptographic accumulator to proposed a code based fully dynamic group signature

which is logarithmic on the size of the group.

Perspectives

The big issue in code-based cryptography remains the size of data. In this thesis, we have
focus on the reducing of the key and the signature sizes of code-based group signature but it
remaining a lot of progress to do. Clearly, the rank metric turn out to be an interesting choice
on the managed of amount of data needed. Thus, it would be interesting in future works to
focus on construction of rich cryptographic applications like group signature, ring signature
using rank metric double circulant codes and also provide an implementation on smart card of

our proposed schemes. It would require a big works on the security of using and metric double
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circulant codes since the Rank Syndrome Decoding problem have not yet proved NP-complete.
Thereafter, the used of cryptographic accumulators can be very important for saved memory
when we have to manage a big set of values in constraint environment with small memory
like an RFID Tags. So it would be interesting to focus also on designing of authentication for
RFID Tags that uses code-based cryptographic accumulators. Also, using our proposed code-
based cryptographic accumulators we will focus on designing fully dynamic code-based group

signatures, code-based redactable signatures, code-based sanitizable signatures and code-based
identity-based encryption.
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