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Abstract: The increasing number of connected devices represents a major challenge for broadband wireless
networks that would require a paradigm shift towards the development of key enabling technologies for the fifth-
generation wireless networks. One of the key challenges towards realizing the next-generation wireless networks,
however, is the scarcity of spectrum, owing to the unprecedented broadband penetration rate in recent years.
Cognitive radio has emerged as a promising solution to the current spectrum crunch. Assuming a spectrum sharing
scenario, the unlicensed users, also known as secondary users, opportunistically access the spectrum of primary

(licensed) users under the constraint of not causing harmful interference to them.

Similarly to traditional wireless networks, cognitive radio networks (CRNs) could be vulnerable to several attacks
that could disrupt their operation. Eavesdropping attack is one of the security threats that can occur at the physical
layer. Therein, unauthorized users try to overhear the communication between legitimate users. Since the SUs have
to continuously adapt their transmit power to avoid causing harmful interference to the PUs, ensuring the security at
the physical layer becomes a challenging task. Although several research works have investigated physical layer
security (PLS) of wireless communication networks, secrecy analysis of CRNs is among the hottest research topics
that are in their infancy. Therefore, in this thesis, the PLS of several cognitive radio-based wireless communication
systems has been investigated and some main techniques such as friendly jammer, space diversity, and energy

harvesting have been considered for security enhancement purposes.

The first phase of work focused on investigating the impact of exploiting a multi-antenna relay to forward the
message from a source to the intended destination. Indeed, secrecy metrics have been derived by considering a
generalized fading model namely, Nakagami-m. The second phase of investigation consisted in performing secrecy
analysis of different EH-based CRNs. Specifically, focus was placed on deriving closed-form and asymptotic
expressions for the secrecy outage probability, based on which the impact of different key parameters of the
network was investigated and new insights were gained. Finally, we focused our efforts on investigating the impact
of a friendly jammer on the secrecy performance of CRNs. Indeed, our aim was to continuously send an artificial
noise that could be added to the eavesdroppers’ signal and thus decrease his signal-to-noise ratio. However, given
the power adaption constraint of secondary users, we were uncertain whether a friendly jammer would contribute to
the enhancement of the secrecy performance of CRNs. Therefore, secrecy metrics were derived based on which we
were able to conclude meaningful insights as to when a friendly jammer could improve the secrecy of a given
communication system. Moreover, another main contribution consisted in deriving a new and generalized
expression for the intercept probability representing communication between two nodes, through the aid of a relay

performing decode-and-forward protocol, in the presence of two eavesdroppers at the first and second hop.
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Abstract

The increasing number of connected devices represents a major challenge for broadband wire
less networks that would require a paradigm shift towards the development of key enabling
technologies for the fifth-generation wireless networks. Omne of the key challenges towards
realizing the next-generation wireless networks, however, is the scarcity of spectrum, owing to
the unprecedented broadband penetration rate in recent years. Cognitive radio has emerged as
a promising solution to the current spectrum crunch. Assuming a spectrum sharing scenario,
the unlicensed users, also known as secondary users, opportunistically access the spectrum of
primary (licensed) users under the constraint of not causing harmful interference to them.

Similarly to traditional wireless networks, cognitive radio networks (CRNs) could be vulner-
able to several attacks that could disrupt their operation. Eavesdropping attack is one of the
security threats that can occur at the physical layer. Therein, unauthorized users try to over-
hear the communication between legitimate users. Since the SUs have to continuously adapt
their transmit power to avoid causing harmful interference to the PUs, ensuring the security
at the physical layer becomes a challenging task. Although several research works have inves-
tigated physical layer security (PLS) of wireless communication networks, secrecy analysis of
CRNs is among the hottest research topics that are in their infancy. Therefore, in this thesis,
the PLS of several cognitive radio-based wireless communication systems has been investigated
and some main techniques such as friendly jammer, space diversity, and energy harvesting have
been considered for security enhancement purposes.

The first phase of work focused on investigating the impact of exploiting a multi-antenna
relay to forward the message from a source to the intended destination. Indeed, secrecy metrics
have been derived by considering a generalized fading model namely, Nakagami-m. The second
phase of investigation consisted in performing secrecy analysis of different EH-based CRNs.
Specifically, focus was placed on deriving closed-form and asymptotic expressions for the secrecy
outage probability, based on which the impact of different key parameters of the network was
investigated and new insights were gained. Finally, we focused our efforts on investigating the
impact of a friendly jammer on the secrecy performance of CRNs. Indeed, our aim was to

continuously send an artificial noise that could be added to the eavesdroppers signal and thus



decrease his signal-to-noise ratio. However, given the power adaption constraint of secondary
users, we were uncertain whether a friendly jammer would contribute to the enhancement of the
secrecy performance of CRNs. Therefore, secrecy metrics were derived based on which we were
able to conclude meaningful insights as to when a friendly jammer could improve the secrecy of a
given communication system. Moreover, another main contribution consisted in deriving a new
and generalized expression for the intercept probability representing communication between
two nodes, through the aid of a relay performing decode-and-forward protocol, in the presence
of two eavesdroppers at the first and second hop.

Keywords: Cognitive radio networks, dual-hop based satellite communication, eavesdropping,
energy harvesting, fading channels, friendly jammer, intercept probability, maximum tolerated
interference power, physical layer security, power-splitting, secrecy capacity, secrecy outage

probability, time-switching.
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AF Amplify-and-forward MIMO Multiple-input multiple-output
AWGN Additive white Gaussian noise MRC Maximal-ratio combining
CDF Cumulative distribution function MTIP Maximum tolerated interference power
CRN Cognitive radio network NLOS Non-line of sight
DSA Dynamic spectrum allocation OGS Optical ground station
DF Decode-and-forward PDF Probability density function
EH Energy harvesting PLS Physical layer security
FSA Fixed spectrum allocation PS Power splitting
FSO free space optics PU Primary user
FSPL Free space path-loss RF Radio-frequency
HSTCN Hybrid satellite-terrestrial cognitive | RV Random variable
network
iid Independent and identically distributed | SU Secondary user
in.i.d Independent and non-identically dis- | SC Selection combining
tributed
1P Intercept probability SNR Signal-to-noise ratio
LOS Line-of-sight SOP Secrecy outage probability
MC Monte-Carlo TS Time switching

11



List of symbols

Symbol Meaning
Cs Secrecy capacity
£ (2) Probability density function
F (2) Cumulative distribution function
Yz SNR at Z

Gamma function

Upper incomplete Gamma function

Yine (-5 +) Lower incomplete Gamma function
U(.) Digamma function
Ex [.] Expectation operator with respect to X

(av)vfp

(bw)wﬁq

)

Meijer’s G-function

G;'fgln (z
(a, 1)i<p

Gpid' | =
(br: 5r)r§q

)

Incomplete Meijer’s G-function

GO,nl im2,ng:ms,n3
P1,91:P2,92:P3,93

Bivariate Meijer’s G-function

1A = Frobenius norm of a vector h
hy Fading amplitude of link [
g = |l|? Channel gain of link !
my Fading severity parameter of link [
ag, B Turbulence-induced fading parameters
Pr, Transmit power of node Tz
Prax Maximum transmit power at node T'x
TTw Transmitted signal from node Tz
YRz received signal at node Rz
Pr Maximum tolerated interference power at PU receiver
ny Additive white Gaussian noise(AWGN) at node Z
dz Distance between the satellite and the node Z
bx Half average power of the multi-path component
Qx Average power of LOS component
r Detection technique parameter
1) Path-loss exponent
Yeh Decoding threshold SNR
K, () Modified Bessel function of the second kind
1F1(550) Confluent hypergeometric function
J V-1

12



General Introduction

In recent years, the proliferation of mobile devices has led to unprecedented demand for wire-
less spectrum and energy-efficient solutions [1-4]. In this regard, cognitive radio and energy
harvesting (EH) paradigms have emerged as promising solutions to ensure spectrum and energy
efficiency. Specifically, cognitive radio allows effective utilization of the spectrum [5, 6], while
EH enables devices to harvest energy from ambient RF signals [7,8]. In underlay cognitive
radio networks (CRNs), the issue of radio-frequency spectrum scarcity is alleviated by allowing
the secondary users (SUs) to share the spectrum with primary users (PUs) under the condition
of not causing any harmful interference to them [9-11]. Consequently, the SUs are required to
continuously adjust their transmit powers in order to meet the PUs’ quality of service (QoS).

Under the conditions of spectrum and energy efficiency constraints, ensuring the physical
layer security (PLS) of multi-hop CRNs becomes a challenge of utmost importance. It has been
demonstrated by Wyner in his seminal work [12] that a system is secure if the capacity of the
legitimate user is higher than that of the wiretap channel. However, in practical scenarios, the
main channel does not always have a higher capacity. Therefore, in order to achieve secure
communication, one can either increase the capacity of the main link or decrease the one
of eavesdropping channel. To do so, several techniques have been proposed in the literature,
including exploiting (i) a friendly jammer to transmit artificial noise to malicious eavesdroppers
[13-16], (ii) cooperative transmission through one or multiple relays [17-21], (iii) space diversity

[22-26], (iv) employing zero-forcing precoding techniques [27-30], etc.

Problematic and contributions

The deployment of CRNs requires the consideration of more realistic scenarios and investigating

the joint impact of multiple key parameters of the network. Although several research works

13



have investigated the PLS of CRNs, many system setups (e.g., presence of multiple eavesdrop-
pers, uplink communication system in the presence of multiple users, harvesting energy from
SU signals instead of PU signals, etc.) have not been considered yet in the literature due to
the complexity of the analytical approaches. For instance, several works such as [31-35] in-
vestigated the PLS of EH-based systems by considering that the energy-constrained node is
harvesting energy from PU signals. On the other hand, the impact of a jamming signal on the
system’s security has been extensively investigated for traditional wireless networks [13-16],
whereas few research works have dealt with jamming signal in the case of CRNs.

Therefore, the main objectives of this thesis are as follows

e To fill the existent gap in the literature with regard to the PLS of dual-hop CRNs, we
aimed at considering more realistic scenarios such as the presence of multiple eavesdrop-

pers, uplink communication system in the presence of multiple users, etc.

e Differently from the existing works, we aim to investigate the secrecy performance of
EH-based CRNs where the energy is harvested from the SU signals which added another

layer of complexity to assess the security of the system.

e To the best of our knowledge, few research works have investigated the impact of jamming
signals on the physical layer security of CRNs [36,37]. Therefore, our aim was to inves-
tigate the impact of jamming-signal on the overall system’s security under the condition

of power adaptation constraint of an SU friendly jammer.
The main contributions of this thesis are

e We inspect the impact of space diversity on the secrecy performance of a dual-hop CRNs

over a generalized fading model, namely Nakagami-m [38].

e Investigate the PLS of EH-based CRNs by considering that SU relay is harvesting energy
from the SU source. The analytical expressions for the considered secrecy metric are
derived over independent and non-identically distributed (i.n.id) and independent and

identically distributed Rayleigh fading models [39, 40].

e We investigate the PLS of jamming-based CRNs along with space diversity and we at-

tempt to answer the following question: Can better secrecy be achieved without jamming

14



by considering a single antenna at eavesdroppers and multiple-ones at the legitimate users
(i.e., relay and end-user) rather than sending permanently an artificial noise and consid-
ering that both the relay and the destination are equipped with a single antenna, while

multiple antennas are used by the eavesdroppers? [41-44].

e We provide a new framework for the IP of a dual-hop decode-and-forward (DF) relaying
in the presence of eavesdroppers at each hop based on which we investigate the PLS
of a hybrid satellite-terrestrial cognitive network (HSTCN) and attempt to answer the
following question: could a friendly jammer further enhance the security of a system even

in a low SNR regime? [44].

Structure

The remainder of this dissertation is organized as follows: Chapter 1 depicts a state of art, while
Chapter 2 represents our contribution dealing with the impact of space diversity on the CRN
security. Chapter 3 depicts our contributions dealing with the performance analysis of EH-
based underlay CRN, while in Chapter 4, our contributions related to the secrecy performance
of jamming-based underlay CRN are presented. Finally, several conclusions and perspectives

are provided.
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Chapter 1

State of Art

In this chapter, a review of the wireless communication in the form of either radio frequency
(RF) signals or optical light waves along with the channel impairments is presented. Techniques
such as diversity, jamming-based communication, EH are also introduced and their impact on

improving the security is highlighted.

1.1 Wireless Communications

In this section, technologies allowing for an efficient spectrum utilization are introduced. Al-
though these technologies allow mitigating spectrum scarcity issue, they can be subject to
several channel impairments that could degrade the performance of a communication system.
Therefore, the main channel impairments for both RF and free space optics (FSO) along with

some corresponding mitigation techniques are also provided in this section.

1.1.1 RF and visible spectrum

Wireless communication is ensured through electromagnetic waves that are transmitted in the
free space. The wireless transmission can be performed by either using radio waves in the range
300 kHz and 300 GHz or optical light waves which accounts for the visible spectrum ranging

from 300 GHz to 3000 THz.
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1.1.2 Cognitive radio networks

The proliferation of mobile users over the last decade resulted in an unprecedented demand for
radio spectrum resources leading to a spectrum scarcity issue [45,46]. Since the radio spectrum
is a very limited resource, its allocation policy is controlled by some authorities such as the
national agency for the legalization of communications (ANRT) in Morocco and the federal
communications commission (FCC) in the US. The main role of these authorities is to assign
the radio spectrum to some users for specific technologies and services using static spectrum
allocation policies. Recent studies revealed that, under this fixed spectrum allocation (FSA)
policy, certain channels can be heavily occupied while others are rarely used [47,48]. In this
regard, developing new techniques for spectrum allocation becomes mandatory in order to
achieve and efficient spectrum utilization and alleviate the spectrum scarcity issue.

Since the allocated spectrum is not always exploited by their owners called primary users
(PUs), a new spectrum allocation policy could be established to mitigate the spectrum scarcity
problem. In contrast to FSA, a dynamic spectrum allocation (DSA) policy can be used to
achieve a better exploitation of the spectrum by allowing unlicensed users also called secondary
users (SUs) to share spectrum with PUs [49,50]. In order to perform DSA, several solutions
have been proposed, including cognitive radio [49-53]. Indeed, cognitive radio can be defined
as intelligent radio frequency transmitter /receiver able to detect available channels and adjust
its transmission parameters to use these channels. Therefore, this new paradigm allows the
SUs to opportunistically access the radio spectrum assigned to PUs under the condition of not
causing harmful interference to existing traffics. Depending on the knowledge that is required to
access the spectrum of the primary network, cognitive radio approaches fall into three distinct

categories namely, underlay, overlay, and interweave [54].

Underlay cognitive radio

This mode is known to be efficient in terms of spectrum utilization as it allows the SUs to
simultaneously share the spectrum with the active PUs (i.e., the PUs are also using the spec-
trum) [54]. This can be performed under the condition of not causing harmful interference
to the primary network. Therefore, the main functions to achieve a better performance in

underlay CRN are spectrum sharing and spectrum mobility. The former allows multiple SUs

17



to coordinate with the PUs and transmit their data simultaneously with them. The latter
deals with the changeover channels when spectrum access policies are violated (i.e. harmful
interference is introduced to the PU signals). In order to avoid interfering with PU signals, the

SU node has to adapt his transmit power as [39]

P
Pg = min <P§“‘”‘, —’) , (1.1)
gsp

where Pg'®* is the maximal transmit power of the SU, P; accounts for the maximum tolerated
interference power (MTIP) at the PU receiver, and gsp = |hsp|? with hgp standing for the

fading amplitude of the link between SU transmitter and the PU receiver.

Interweave cognitive radio

In this mode, the SUs access the spectrum only when it is not used by the PUs. To do so,
the SUs are required to continuously perform spectrum sensing in order to detect available
spectrum holes that are unoccupied by the PUs. It has been reported by several research works
(e.g. [55], [56]) that the network’s performance can be deteriorate by an imperfect spectrum
sensing. Spectrum decision is another important function that is used to select the best available
channels. Similarity to underlay mode, spectrum mobility is of utmost importance as it allows

vacating some frequency bands when the PUs start using them.

Overlay cognitive radio

Differently from the two previous modes, the overlay mode allows the SUs to share the spectrum
with the PUs under the condition to act as a relay to PUs’ messages [57]. Therefore, the SU

has to continuously adapt its transmit power as in (1.1).

1.1.3 FSO communication

Similarly to CRNs, FSO technology could be also used as an alternative solution to overcome
the spectrum scarcity issue and provide high data rate. Indeed, high-speed communication (i.e.,
Tbps per optical beam) can be achieved by employing FSO technology [58] where the data is
transmitted with the help of an optical source emitting light beams in either visible (400-800

nm) or infrared (1500-1550 nm) spectrum bands [59,60]. Besides providing high data rate,
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FSO communication is most immune to the interference and provide a high level of security
against wiretapping attacks due to its narrow beamwidth. Despite the advantages of the FSO
technology, the optical feeder is vulnerable to several critical issues, such as the atmospheric

turbulence, and pointing error loss due to beam wandering [61].

Atmospheric turbulence

Optical light wave propagation in the atmosphere is subject to random fluctuations due to
atmospheric turbulence. Such impairment is caused mainly by the rapid changes in the tem-
perature, pressure, as well as the refractive index change in the propagation environment [62].
This latter factor leads to creating several turbulent cells with different indices of refraction,
called eddies. To this end, the refractive index structure parameter and the Rytov variance are
the two key parameters that describe the turbulence effect. In the context of vertical optical
links, the altitude-dependent refractive structure index parameter in m~5 can be expressed for

the uplink using the Hufnagel-Valley Boundary model as [63, Eq. (10)]
2 Vw ? —57\10 __h_ —10 —-I_ __h_
C2(h) = 0.00594 5 (107°h) " e 1m0 + 2.7 x 10~ e 100 + Ae 100, (1.2)

with h is the altitude in meters, V,, stands for the wind speed in m/s, and A is the measured
value of the refractive index structure parameter at the ground (i.e., h = 0). A mostly common
value for A is to A = 1.7 x 107 m~3 for V,, = 21 m/s [64]. Based on the above result, the
Rytov variance is given as [65]

oh = 8.70 /hd Cr(h) ( |20 9 () (1+ %“”)] - (#) 9% (h) ) dh,  (1.3)

where ¥ (h) = CZJ“_’& , d, and hg are the satellite and optical ground station (OGS) altitudes

dy—ho
cos(6o)

respect to the OGS, A is the operating wavelength, and [65,66]

with respect to the sea level, L = with 0y referring to the satellite’s zenith angle with

20

F=d,—h : 1.4
R — (14)
d, — ho)? 2\ (dy — ho)\
W2 e @%)H(M) | (1.5)
ZO 7T7"0’5
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denote the radius of curvature and the square of the beam waist at the satellite altitude, with

W‘;Vg is the Rayleigh distance, and [66]

2\ 2 [dvho h 3 B
Tos = [0.42 (7> / C2(h) (1 B — ) dh] : (1.6)
0 v — 10

refers to the coherence diameter.

Wy stands for the beam waist at the origin, zy =

[S31[5)

Gamma-Gamma model, proposed by [64], considers that the light propagation through a
turbulent medium consists of small-scale (i.e., scattering) and large-scale (i.e., refraction) effect.
The PDF of the normalized received irradiance I, subject to atmospheric turbulence is given

by [62]
a;ﬁ ,
at

f1.(x) = 1%( 7 Kag (2 ocﬁx) ;2> 0, (1.7)

2(af) ¥
(@) T'(8)
where K, (.) is the modified Bessel function of the second kind and v-th order [67, Eq. (8.432.1)].

Importantly, the turbulence-induced fading parameters a > 0 and § > 0 are expressed in terms

of the Rytov variance 0% given in (1.2) as follows [63, 68]

4902
a = |exp 04975 - -1 (1.8)

12\ §
(1+1.11ag>

0.5102
8 = |exp " | 1| | (1.9)

(1 + 0.6903)6

Remark 1. It can be noticed from (1.8) and (1.9) that o and (5 increase with the increasing
of the Rytov variance. Therefore, it can be seen from (1.2) and (1.3) that the greater the wind

speed V,, s, the stronger is the turbulence.

Beam wandering and pointing error

The beam wandering is a phenomenon which occurs when the size of turbulence eddies are
larger than the beam size. This results in a random deflection of the beam from its propagating
direction by several hundreds of meters, and thus results in pointing error issue [69]. In such
an instance, the pointing error strength, which is the ratio between the equivalent beam waist

at the satellite altitude and the beam wander displacement variance, is the key parameter that
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quantifies the pointing error loss severity, given as [70]

¢ = (1.10)

where o2 and W, are the random beam wander displacement variance as well as the equivalent
beam waist, being expressed as [65,70]

27172
=W

2 T0,s
— B, |1 —m | 1.11
; — (111)

B TR Wi TR
We = Wi erf( 2WL> y/ﬁexp <4WL) , (1.12)

respectively, with erf(.) is the error function [67, Eq. (8.250.1)], R is the receiver’s aperture

2 5
radius, B, = 0.54 (d,, — h0)2 (ﬁ) (%) ® denotes the beam wander displacement in meters.
A widely used statistical model for representing the PDF of the normalized received irradiance

I, subject to pointing error impairment is given as [70]

fr, () = Fm ;o 0<x < A, (1.13)

2
where Ay = (erf (, /%)) is the fraction of the collected power at p = 0 such that p is the
L
distance between the bean footprint and the receiver photoelectric center.
Notwithstanding that in the context of pointing loss impairment, tracking and pointing

algorithms are among the key solutions the reduction of the pointing error impact [69].

Free-space path-loss

Similarly to the RF communication, its FSO counterpart can be impaired by FSPL, which is a
deterministic phenomenon that arises from the atmosphere and layers particles absorption and
scattering. Herein, the propagating photons either lose their energy through absorption or get

deflected through scattering. A general expression for the normalized received light irradiance
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is given as [69]

I
==
! 7o
dy -
= exp [— sec (90)/ c(A\h) dh] , 00 # 5 (1.14)
ho
with sec (.) = —L~ is the secant function, 6, refers to the satellite’s zenith angle with respect to

cos(.)

the OGS, Iy and I, are the transmit and receive irradiances in W/m?, respectively, and ¢ (), h)

stands for the wavelength and altitude-dependent attenuation coefficient, and is given by [69]
c(Ah) = am (A h) + ae (A h) + by (A h) + be (A h), (1.15)

with ap, (A, ), ae (A, ), by (A, R), be (A, h) denote the molecular, aerosol absorption coefficients
and their scattering counterparts, respectively which are depending on both frequency and

altitude.

SNR statistical representation

Capitalizing on the PDF expressions in (1.7) and (1.13) alongside [71, Eq. (03.04.26.0008.01)]
and some algebraic manipulations, the respective PDF and CDF of the SNR v = (Z%)T can be

N
obtained as [60]

C)Z [ Z _";5% +1
f'YZ(Z) = G?:g TZ 4 (Z) 5 (116)
rz Ur

5%7 Az, 6Z7 -
i . (@
Fo(2)= 07 g Yyz | L (1.17)
Tz - r—1 r+1,3r+1 ) .
2n) @ | o
where /- denotes the rth root, Oz = #%(52)’ ,th(«Z) =E[yz], Tz = %gfﬁz, nf) = {@}i:” ,

2 . . (ak>k<

,ﬁgz) — {52“, azti /”Z“} , Gmn | =7 denotes the Meijer G-function [67, Eq.
roor " Jizow—” P (be)oe

<q

(9.301)], and r is a detection technique depending-parameter (i.e., r = 1 refers to coherent

detection, and r = 2 accounts for the direct detection).
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1.1.4 Wireless channel impairments

To design reliable wireless communication systems, it is imperative to understand how prop-
agating radio waves are attenuated. Indeed, the propagation of electromagnetic waves in the
free-space (wireless channel) is susceptible to several impairments including channel impedi-
ments, interference, and noise that are unpredictably changing over time [72]. These impair-
ments could result in a variation in received signal power due to free-space path loss, shadowing,

and multipath fading [72,73].

Free-space path-loss

The free-space path-loss (FSPL) represents a deterministic attenuation of the signal strength
between the transmitter and receiver over a communication channel free from obstacles. Since
variation in the signal strength occurs over large distances (100-1000 meters), this attenuation

is sometimes termed to as large-scale propagation effects [72]. The FSPL can be modeled as [74]

Pr A ? dref ¢
— = . 1.1
e (47Tdref) ( d ) 19

where P, and P, are the transmitted and received powers, respectively, G; and G, are the

transmitter and the receiver antenna gains, respectively, A is the wavelength, d,.; and d is a
reference distance for the antenna far-field and the distance between the transmitter and the

receiver, and ¢ is the environment-dependent path-loss exponent.

Shadowing

Shadowing phenomena occurs when the transmitted signal encounters obstructing large-scale
objects (e.g., buildings, trees, etc) throughout the communication channel which results in

random fluctuations of the signal envelope and thus attenuation of the signal power [75, 76].

Fading

In a typical wireless communication environment, the transmitted signal encounters multiple
objects throughout the communication channel which creates reflected, diffracted, or scattered

copies of the signal [72] as shown in Figure 1.1. These copies, also called multipath signal
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components, reach the receiver with random delays, magnitudes, and phases. The summation

of these components at the receiver results in a distortion of the signal(i.e., fading) [72, 76].
Generally, one can distinguish between two types of fading, namely fast and slow fading. In

the former, the channel impulse response changes rapidly during a symbol duration T}, while

in the latter no change occurs over time [77].

“~\ A
A: Diffraction

B:Reflection
C: Diffusion

Base station

C

Mobile 1 Mobile 2

Rice case Rayleigh case

Figure 1.1: Multipath wireless propagation.

1.1.5 RF fading models

Given the random variation of the signal strength due to fading phenomena, several statistical
models have been proposed in the literature to characterize the fading. In the sequel, we will

present exclusively the RF fading models considered in our research works.

Rayleigh fading

Rayleigh distribution is used to characterize the propagation of a transmitted signal through
a communication channel where no line-of-sight (LOS) exists [72]. The probability density

function (PDF) of the fading amplitude h is expressed as [73, Eq.(2.6)]

Ju () = 25:1: exp (%) x>0, (1.19)

where Q = Ej, [h?] represents the average fading power, and E [.] denotes expectation operator

with respect to the random variable (RV) X.
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Nakagami-m fading

Nakagami-m fading is generally suitable for land-mobile and indoor mobile multipath propa-

gation [73]. The PDF of Nakagami-m distribution is given as [73, Eq. (2.20)]

Qmm$2m71 me
== — > 1.2
fn () T (m) exp < Q ) ,x >0, (1.20)

where T'(.) denotes the Euler Gamma function [67, Eq. (8.310)], Q = E.[h?], with m > 0.5

denotes the fading severity parameter. It is worth mentioning that when m = 1, Nakagami-m

is reduced to Rayleigh model.

Shadowed Rician fading

Shadowed Rician fading model perfectly describes the land mobile satellite (LMS) channel. The

PDF of the channel gain corresponding to a link [ can be characterized as

fg (@) = De™™ \Fy (m;1;6,7) (1.21)

(2

m;—1

9 pee Y g,
n=0

_ 1 2y _ _ 1 _ B9 ny _ (m-1)ep
where Al = 2 <2b”7il+lgl) , U = Bl - 6[ ) 5l - 2 5[ - lenil_:_gla Cbl( ) = (mlfllfn)!(ln!f’
1Fi(.;.;.) denotes the confluent hypergeometric function [67, Eq. (9.210)], and step (a) follows
by assuming that m, is a positive-valued number and by using jointly Egs. (06.10.02.0003.01)
and (07.20.03.0025.01) of [71]. The corresponding cumulative distribution function (CDF) can

be straightforwardly obtained from the above PDF as

Fy (x) = A, Z¢§"> /0 t" e utdt (1.22)

m,—1
= A iﬁ me (N + 1,0,7)
1 Un-i—l,y”w sy Uil )y

n=0 l

where Yine (., .) denotes the lower incomplete Gamma function [67, Eq. (8.350.1)].
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1.2 Diversity Systems

To mitigate the destructive effect of multipath fading and enhance the reliability of a commu-
nication system, diversity techniques had been proposed as an effective solution by combining
constructively multiple replicas of the transmitted signal at the receiver. Indeed, it has been
suggested that these replicas would experience independent fading, which would reduce the
probability that all paths could fade simultaneously. Diversity can be achieved using multiples

approaches, namely [73]

e Time Diversity: Consists in sending multiple copies of the signal over different time
slots. To circumvent the intersymbol interference, the time slots have to be separated by

the channel coherence time [72].

e Frequency Diversity: Multiple copies of the signal are transmitted at the same time
using different carrier frequencies. In a similar manner, these frequencies have to be
separated by the coherence bandwidth so as to experience independent fading scenario

73).

e Space Diversity: Consists in transmitting the signal over different propagation paths.
This could be achieved by using multiple transmit and/or receive antennas [76]. In
order to avoid fading correlation, the antennas have to be separated by at least half

the wavelength [72].

e Intelligent reflecting surfaces (IRSs): Consists of matrix of small reflecting elements
able to reflect smartly the transmitted signal towards the end-user, regardless of its po-

sition [78].

Among combining techniques that have been proposed in the literature, one can highlight

the most practical ones:

e Maximal-ratio combining (MRCQC): with the help of such a receiver, the received copies
are linearly combined together after removing the phase shift and using optimal weights
equal to the fading amplitudes [72,79]. Therefore, the combined SNR at the receiver can

be expressed as
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L
v = Z Vi, (1.23)
i=1
where L is the number of diversity branches.

e Equal-gain combining (EGC): Differently from MRC, this receiver corrects the phase
shift of the received signals and then combines them with equal gain [73,80]. Hence, the

combined SNR is given by

(ZiL:1 7i)2

v = 7 (1.24)

e Selection combining (SC): This technique consists in selecting the antenna with the

highest SNR [73,80]. Therefore, the SNR can be expressed as

¥ = max-y;. (1.25)

i<L

1.3 Energy Harvesting

The rapid increase of internet of things (IoT) devices with limited power constraints has led
to unprecedented demand for energy efficient solutions. Indeed, prolonging the lifetime of
energy-constrained nodes is the key factor towards achieving self-sustaining futuristic wireless
networks. In this regard, harvesting energy from radio-frequency (RF) signals has gained
considerable attention during the past years [81-89]. Besides, environmental sources of energy
(e.g., thermal, vibration, and solar), energy-constrained nodes could scavenge energy from
ambient radio sources such as TV broadcast and cellular networks so as to ensure a long-term

functioning and sustainability of mobile communication.

1.3.1 Wireless EH protocols

In the literature, as it can be seen in Fig. 1.2 one can distinguish three main wireless EH

protocols:
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1. Wireless power transfer (WPT): Consists of transferring only energy signals to the energy-

constrained node without sending information signals [86,87].

2. Wireless-powered communication network (WPCN): EH is carried out in a first time slot

by the energy-constrained node following information transfer in a second time slot [88].

3. Simultaneous wireless information and power transfer (SWIPT): The concept of SWIPT

was first introduced in [89] where both EH and information processing could be carried

out simultaneously.

K

A > (((DI)))

WPT:
Energy transfer on 1 time slot

K

A » 7‘(((@)))

WPCN:
Information and energy transfer on
2 time slots

— > Information transfer

— » Power transfer

Figure 1.2: Wireless EH protocols.

1.3.2 Variants of SWIPT protocol

’K
é“ =D

SWIPT/SLIPT:
Information and energy transfer on
1 time slot

Due to the robustness of SWIPT protocol, compared to the two other aforementioned ones, it

has been considered in our contributions in Chapter 3. Indeed, two SWIPT variants have been

presented in the literature, namely, time switching (TS) and power splitting (PS) [84,85].

Time Switching

TS protocol allocates portion of the time to EH and dedicates the rest to information processing.

As illustrated in Fig. 1.3a, the energy-constrained relay node performs information processing

during oTp, 0 < o < 1 and harvests energy during (1 — )T where Ty stands for the dedicated

time slot for S-R communication. Therefore, the harvested energy at the relay is given by

Ey = n(1 —a)Ps|hsg|’ To,
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where 1), Ps, and hg denote the energy conversion efficiency (0 < n < 1), the source’s transmit

power, and fading coefficient, respectively.

Power Splitting

The PS protocol splits the received signal into two streams, one for EH and the other one for
information decoding. As depicted in Fig. 1.3b, the relay uses a fraction of power aPg to carry
out the information processing, while the remaining power (1 — «) Ps is used to harvest energy.

Therefore, the harvested energy is given by
EH = T]Ps(l — Oé) |hSR|2 To. (127)

Importantly, the harvested energy by the relay R is assumed to be used for forwarding the
information signal to its destination during a time slot 77. Therefore, the transmit power at

the relay is

En _ nPs|hsr|’ (1 — )Ty

Pr = = : (1.28)
1 1
S-R hop: 1%t time slot T}, R-D hop: 2" time slot T, S-R hop: 1%t time slot Ty R-D hop: 2" time slot Ty
Information decoding Energy Informat.ion aPs { Information decoding lnformat'ion
harvesting forwarding forwarding
(1—-a)Ps { Energy Harvesting
Y . ' : ' / ‘ | : Y
aTy (1-a)Ty T, To T
(1-a)ps .
1-a)T, Energy Harvesting
Energy Harvesting
Information
Information aPg Processing
aT, Processing
(a) TS scheme (b) PS scheme

Figure 1.3: Variants of SWIPT protocol.
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1.4 Jamming-based systems

Jamming-based communication systems consists in exploiting, in addition to the transmitter
S, a legitimate node J to transmit an artificial noise and thus cause interference at the eaves-

dropper node E. Therefore, the SNR at E can be expressed as

Psgsk

_ _sgsE 1.29
Pyg;jg + N (1.29)

YE

with Pg and P; are the transmit powers of the source and friendly jammer, respectively, gsg
and g;g represent the channel gains of the link S-E and J-E, respectively, and N is the noise
power..

One can see from (1.29) that increasing the transmit power of a friendly jammer decreases
the SNR at the eavesdropper and therefore this techniques allows reducing the capacity of
the eavesdropping link, which contributes to the enhancement of the communication system’s
security.

It is worth mentioning that in this dissertation, we assumed that the legitimate node is able
to cancel out the artificial noise, whereas the eavesdropper cannot cancel it. Indeed, this can
be achieved by generating an artificial noise using a pseudo-random sequence that is known to
the legitimate nodes which allows them to cancel out this noise, while this sequence remains
unknown to the illegitimate ones. Since our main aim is to investigate the PLS of CRNs under

different system setups, noise cancellation techniques are out of the scope in this thesis.

1.5 Physical layer security performance metrics

The broadcast nature of wireless transmission gives the possibility to malicious users to over-
hear the communication channel. Indeed, eavesdropping attack occurs when a malicious user
intercepts the communication of the legitimate users. Traditionally, security can be ensured
using cryptographic techniques that rely on using secret keys to encrypt messages at upper
layers. Although a good security level of the transmitted messages could be achieved using
these cryptographic techniques, they are performed at the cost of computational overhead as
well as additional system complexity for secret key management and distribution. Therefore,

PLS, which leverages the characteristics of the wireless communication channels, gained a sig-
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Figure 1.4: Eavesdropping attack of an RF transmission.

nificant attention as an enhancing security technique complementary to cryptography. In this
context, it has been pioneeringly demonstrated by Wyner in his seminal work [12] that perfect
secrecy can be achieved when the capacity of the legitimate channel, i.e., the link between the
source and the destination is better than the one of the eavesdropping channel. Therefore, the
secrecy capacity emerged as a new paradigm measuring the difference between the capacities of
the main and eavesdropping channels so as to investigate the secrecy performance of a wireless

communication system. Mathematically speaking, such a metric is defined as

Cy=[Cp—Cg]", (1.30)

where Cf, = log, (1 + 1) and Cg = log, (1 + vg) represent the capacities of the main and
wiretap links, respectively, v, and vg refer to the SNR of the legitimate and eavesdropping
links, respectively, and [2]7 = max (z, 0).

For a dual-hop communication system, the secrecy capacity of the end-to-end communica-

tion system is given by

CS == IniIl(Cls, CQS>, (131)

with Cys denotes the secrecy capacities at the gth hop which is defined as

31



(
1+
log, (1 L ) , YR > NE
Cig = T e (1.32)
0 , elsewhere
\
and )
1+
log, (1 v ) , VD > Y2k
Cog = T Y2E (1.33)
0 , elsewhere

\

where Vg, 7,5, 7D, account for the SNR at the relay R, eavesdropper when intercepting com-

munication at the gth hop, and destination D, respectively.

1.5.1 Secrecy outage probability

The secrecy outage probability (SOP) can be used as a key performance metric to assess the
secrecy level of a given communication system. This metric accounts for the probability that

the secrecy capacity falls below a predefined secrecy rate R [90]

SOP = Pr(C, < R,), (1.34)

1.5.2 Intercept probability

The intercept probability (IP) is another secrecy performance metric that stands for the prob-
ability that the capacity of the legitimate link is smaller than the eavesdropping link’s one.

Therefore, the IP can be expressed as [91]

Pyt = Pr(C, < 0), (1.35)

1.5.3 Average secrecy capacity

The average secrecy capacity (ASC) is another PLS metric quantifying the average behavior of
the gap between the legitimate and wiretapper capacities, irrespective of time. Explicitly, the

ASC can be expressed as [92]

o
|

E,y o [CL]. (1.36)
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Particularly, the metrics given in (1.34)-(1.36) for a direct communication link, can be

expressed, respectively, as

SOP = /Ooo E, 2% (z+1)=1) f,,(2)dz, (1.37)
Pu= [ Fo ) (o (1.39)

and
C.— lné) /0 h %(j)ﬂ (2)d, (1.39)

With F° is the complementary CDEF.

It is worth mentioning that neither the SOP nor the IP have been derived in the literature
for a decode-and-forward (DF) dual-hop communication system in the presence of two eaves-
droppers. Therefore, a contribution of this thesis is to provide a framework for IP evaluation

when two eavesdroppers are intercepting communication at both hops.

Remark 2. One can see from (1.34) and (1.35) that a perfect secrecy can be achieved by
maximizing Cs. This can be attained by either mazimizing the capacity of the legitimate link
(i.e., increasing yr,) or minimizing the one of the eavesdropping link (i.e., decreasing vg). To
do so, multiple techniques can be used such as exploiting (i) a friendly jammer to send an
artificial noise and consequently degrade the SNR at the eavesdropper, (ii) MIMO techniques
to enhance the SNR at legitimate nodes, (iii) EH to provide the relay with mazimal power for

transmaission, etc.
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Chapter 2

PLS of CRNs assisted MIMO

2.1 Introduction

2.1.1 Motivation

Space diversity such as MIMO managed by diversity combining techniques, e.g. MRC or SC,
can be used in practice to overcome the challenge of unreliable communications by strengthening
the combined SNR of the legitimate user.

In CRN, the PLS using multi-antenna techniques has been investigated by considering either
(i) the presence of a direct communication link between the source and destination [93-96] or (ii)
a cooperative relaying technique [97-101]. Secrecy metrics have been derived, in the presence of
a direct communication link, by considering diverse scenarios namely, single-input multi-output
(SIMO) channels with SC at both the legitimate receiver and the eavesdropper [93-95], MIMO
systems with transmit antenna selection and different receiver combining schemes [96]. On
the other hand, cooperative relaying technique received much interests as it could extend the
wireless coverage while improving the secrecy performance of a given communication system.
The PLS of a cooperative CRN has been investigated by considering multiple relays such
that only one relay is selected to forward the message to its intended destination [97-100].
The secrecy performance over Rayleigh fading channels of a multi-antenna relay has been
investigated in [101].

Although the above works have added new insights to the research field, they have mainly

focused on direct-link communication system or on the case of cooperative relaying with multiple
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relays. Few research works considered the case of a multi-antenna relaying system. To fill this
gap, we focused our efforts on investigating the impact of spatial diversity on a dual-hop CRN

by considering a more generalized fading, namely Nakagami-m model.

2.1.2 Contribution
The main contributions of this chapter can be summarized as follows

e The exact expression for the SOP is derived by considering a dual-hop CRN where the
information is forwarded to its intended destination through a multi-antenna relay and
under the attempt of the eavesdropper to intercept the transmitted information at both

communication hops.

e Based on the derived expression for the SOP, the impact of different key parameters of
the network are investigated. Meaningful insights are gained in terms of the impact of

spatial diversity on the system’s security.

2.1.3 Chapter’s structure

The remainder of this chapter is organized as follows. In Section II, the system and channel
models are presented. The closed-form expression for the SOP is derived in Section III. In
Section IV, we provide and discuss the numerical and simulation results. Finally, Section V

concludes this chapter.

2.2 System and channel model

The considered CR communication system represented in Fig. 2.1 consists of one SU source
S that communicates with one SU destination D through one SU relay R in the presence
of one eavesdropper E. This eavesdropper is intercepting the transmitted information at both
communication hops (i.e. S-Rand R-D). The SUs are opportunistically accessing the spectrum
of the primary network consisting of one PU transmitter PUr,, and one PU receiver PUg,.
The relay is assumed to be equipped with multiple antennas and performs MRC technique to
combine the multiple copies of the signal received on its L branches. On the other hand, all

other nodes are supposed to be equipped with single antenna namely, S, E, D, PUr,, and
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PUg,. As the SUs in CRN share the spectrum with the PUs hence their transmission power is

constrained by the MTIP P; at the PU receiver. These powers are expressed as

Datalink —>
Interference link ---->
Eavesdropping link —>

Figure 2.1: The considered CR communication system.

P
Ps = min <P§la’<, —I) , (2.1)
gsp
and
P
Pr = min <Pgla><, —I> , (2.2)
9grpP

where Pg** and Pp®* denote the maximal transmit power at S and R, respectively, and P
accounts for the MTIP at the primary receiver.

For the sake of simplicity, we consider that the fading amplitudes of all channels are
Nakagami-m distributed. Let m; and €2; denote the fading severity and the average chan-
nel power gain, respectively, where i € {SP, SRy, RP, RD, RE}. For the sake of simplicity, we
denote the channel power gains as g; = |h;|>. As |h;| is Nakagami-m distributed, the channel
power gains are Gamma distributed with shape and scale parameters m; and \; = g‘—

The PDF as well as the CDF of the channel power gains are given as

m;

N

(2) = v (Mg, \iz)

F, .
Finc (mz)

9i

(2.4)

For a positive number m;, the above CDF can be written in terms of finite simple series
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as [67, Eq. (8.352.1)]

mi—1
o N APZE
F,(r)=1—e™ S (2.5)
k=0
According to [97], the combined signal at the MRC output of R can be expressed as
ur = V/Ps || hsg || 2, + wrng, (2:6)
where || . || accounts for the Frobenius norm , hgg is the L x 1 channel vector from the S to

R, x is the transmitted signal from S, and ng stands for the additive white Gaussian noise

(AWGN) L x 1 channel vector with variance Ng and zero mean. The MRC weight vector is
t

WR = %, where the symbol t denotes the transpose conjugate.

Moreover, the received signal at D can be also expressed as

Yp =/ PRhRDJJT + np, (27)

where z, is the transmitted signal of R and np is the AWGN of mean zero and variance Np.

The received signals at the eavesdropper from the source and from the relay are given as

yig =/ Pihjpr; +ng,j € {5, R}, (2.8)

where ng represents the additive noise assumed to be AWGN with zero mean and variance Ng.

Without loss of generality, we assume, in what follows, that all noise powers are equal, that is

Ng = Nrp=Np=N.

2.3 Secrecy outage probability
The secrecy capacity of the considered system is defined as in (1.31), where

® ~p is the combined SNR at R

_ L
Yr = min (757 J—P) ZQSRH (2.9)

SP =1

max

with 7, = PSN and yp = %.
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We assume that the fading amplitudes of all links between S and the L branches of R are
independent and identically Nakagami-m distributed (i.i.d) (i.e, Asgr, = Asr). Hence, the
sum of all the channel gains Zle gsgr, is Gamma distributed with the shape and scale

L .
parameters mgsg = » ., Msr, and Agg, respectively.

e ~p is the SNR at D and can be expressed as

Yp = min (737 Py—P) 9RD; (2.10)
9rP

. _ Pmaz
with 7p = ~—.

e 7,z denotes the SNR at the eavesdropper and can be expressed as

Vg = Mmin (VAq, g;yx_i) JALE; (2.11)
q

where A1 = S and A; = R.

Now, substituting (1.31) into (1.34), the SOP can be expressed as

SOP = Pr(min(Cs,Cs2) < Rg)

= 1-[1-SO0OP,][l—SOP,, (2.12)

with SOP, = Pr(Cs, < Rgs) denotes the SOP at the gth hop.

Theorem 2.3.1. The expressions of SOPy and SOPy under Nakagami-m fading channels as-

sumption are expressed as

ymse msn—lyg ok 5 9.0
SOp, =1— —=5E L'RZ%(:; — oz;1 ;H n 1_kg,k (2.13)
F(mSE) k=0 " =0 ’ 'YsXSS TP
and o
ymre ol gk ok 5 0,0
SOP, =1 — ——£E R'D Z%gzj) — OéranzEH n Q_ijc . (2.14)
(mrp) k=0 " j=0 TrRXR TP
where
K\ . . '
W = (j>7] (v=1"7T (mp,p+3j), B1="5, Bb=R (2.15)
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m A, PP
v BgP?  7p,

r (mqu) ,

_Asr(y—1)
e s
01 = ——Qmsp
Vs

(l/q:

o= ASrRY + AsE
Vs

Y

)\mBqP
B,P
_MByE

F(mBqP)’YP

— msge+j -
P Bivp
1) </\SE+/\SR’Y) r (CSP’ s )

(
Jk msp+k—j ’
1

0, =

©

= MRE+J =
Tp Byp
@(2) . (ARE+>\RD’Y> r (CRP’ TR )
Jk

ﬁ;nRP-i-k—j ’
Cq =mp,p +k— 7,

B :)\SP+M'

Tp
_ ArpY + ArE
XR - - —
TR
_2ArpO=1)
e TR
0y = 7}7{7’
and
A -1
B2 = Arp + %-
TP
Proof.

e SOP at the first hop

Using (1.32), we have

SOP, = Pr( vr <vig) + [Pr(vg > 7E) Pr(Cs1 < Rs|vr > 11E)] -
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(2.16)

(2.17)

(2.18)

(2.19)

(2.20)

(2.21)

(2.22)

(2.23)

(2.24)

(2.25)

(2.26)

(2.27)



According to [95, Eq. (12)], SOP; can be expressed as

SOP, = / 0 / Fotasrs 0047 = 1) Fglgspo(0) fsp @)y (2.28)
=0 Jy=

where and = 2%,
It is clear from (2.28) the we have to start first by deriving the CDF of yg|gsp = x and the
PDF of y1g|gsp = x in order to derive SOP;.

Using (2.9), the conditional CDF of v given ggp can be evaluated as

FVR\gsp=x(Z) = Pr(yr < 2lgsp = )

= Pr <min (75, V—P) Ysp < z) , (2.29)

X

L
where Ysr = > 1., gsn,-

Now using (2.11), the conditional CDF of v,z given gsp can be expressed as

legsp:z(y) = Pr (VlE < y|gSP = 96)
= Pr <min (79, V?P) 9se < y) : (2.30)

It is obvious that if z < z—’s’ then

z
Eyglgsp=2(2) = Frgn <7—> , (2.31)
and
fgSE <%>
f’Y1E|QSP=x(y) = ——. (2.32)
Vs
Otherwise, the above two expressions become
xz
F’YR|QSP:CU(Z) = Fyg, (__) ) (2.33)
TP
and
x xy
frslosp=e(¥) = = fosn (_—) . (2.34)
TP TP
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Replacing (2.31)-(2.34) into (2.28), the expression of SOP; can be expressed as

1% - Yy +y—1 Y
SOP; = —_/ fgsp(x)/ FYSR <—— fgSE _- dydm
3/5 =0 y=0 Vs Vs
7
+— | af.(@) / FYSR< oy +7 )) Fose (_—y) dydz.  (2.35)
Tp w y=0 TP TP
To

Now, by using (2.3) and (2.5), and performing some algebraic manipulations we obtain

/\7“51361 mgsr—1 )\k k 77Z}(l)
Ti=oap |1—Z2E ISR — (2.36)
(- ey
where 1, 5, a1, and ¢, are given in (2.15), (2.16), and (2.17), respectively

On the other side, the second term Z, can be written as

Amseg "I Nk KL
Lr=1—a; — D, 2.37
’ ' T(msg) g Tkl JZ " (237)
@glk), 0,, and @( ) are defined in

(2.19) and (2.20), respectively.
Finally, by incorporating (2.36) and (2.37) into (2.35), we obtain the expression of SOP;
given in (2.13).

where <I>k i

=y

e SOP at the second hop

Similarly to (2.27) and (2.28), the expression of SOP, can be written as

SOP; / 0/ . Eyplgnp=e (V9 +7 = 1) froplgrp=o(Y) forp (2)dyda
=0 Jy=
Analogously to (2.29) and (2.30), we have

(2.38)
vy +v—1
Eplgnp=s(7y +7 = 1) = Fgpp, (_—> : (2.39)
Tr
and
1 Yy
f’YzE\gRP=x(y) = %ngE (%) . (2.40)
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Pointedly, when z < ;—;

z(yw+y—1)
FVD\QRP=1(79 +v = 1) = FgRD ( — )

Tp

and elsewhere,

T Ty
Y2E|9RP ( ) 7o JRE Ve

By substituting Eqs. (2.39)-(2.42) into (2.38), yields

1 [ > yy+y—1 Yy
SOP, = — [ fon(2) / Fyp (_— Forn | =) dyda
y=0 TR TR B

I3

1 * x(7y+7—1)) (ﬂ)
t= _ $ngP(:l?)/y FQRD( fons ~ dydz.

Yp P

N J/
-

Iy

The first term in (2.43) can be expressed as

M (2
NrEESy " Ny s Yk
Ty = ay (1_ RE Z RD J ’
k=

F(mRE) k"ﬁ% pars XERE"FJ

where w,(jj)., as, and 0y are given in (2.15), (2.16), and (2.25), respectively.

While, the second term Z, is given as

)\mREQ2 mprp—1 Ak k )
T, =1— _ \RE RD q)( )
4 (6%} F(mRE) Z gk

%kl
k=0 TPk j=0

where @52,2 = w,g?@f), 0, and @52,2 are given in (2.19) and (2.21), respectively.

(2.41)

(2.42)

(2.43)

(2.44)

(2.45)

Finally, by substituting (2.44) and (2.45) into (2.43), (2.14) is attained which concludes the

proof of Theorem 2.3.1.

2.4 Numerical results and discussions

In this section, the derived analytical expression for the SOP is validated through Monte-Carlo

simulation by generating 10° Gamma distributed random values. Several parameters have

been considered in order to show their impact on the security performance of the considered
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communication system. The simulation parameters settings are summarized in Table 2.1.

Table 2.1: Simulation parameters of contribution 1.

Parameter | \; | m; | Rg(bit/s/Hz) | 7p(dB) | 75 (dB) | Yz(dB)
value 0.5 2 1 10 6 6

Fig. 2.2 depicts the SOP as a function of the secrecy rate R, for various numbers of
the relay’s antennas L. It is obvious that the system’s security is improved by increasing L.
Moreover, when R, increases, the SOP increases as well. In fact, and as it can be noticed from
(1.34), when the SU adopts a high secrecy rate for better throughput performance, a secrecy

outage is most likely happening.

T
L=2 Analytical

% Simulation
0.95

SOP
o
©

1 1.5 2 25 3 3.5 4
R (bit/s/Hz)

Figure 2.2: SOP versus secrecy rate for various numbers of the MRC branches.

Fig. 2.3 shows the SOP as a function of 7, for various numbers the relay’s antennas. As it
can be seen the greater 7, the smaller the SOP. From (2.1) and (2.2), it is obvious that when
the MTIP at the PU receiver becomes higher, the SU source and the relay are allowed to use
their maximum transmission power which improves the system’s security. Additionally, and as
expected, using a multi-antenna relay enhances the security performances.

Fig. 2.4 presents the SOP versus 7¢ for different values of the relay’s antennas. As it can be
noticed, the SOP becomes smaller as the values of 7 increase. Also, as long as the transmission

power of the SUs is increased, the security of the system gets enhanced.
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Figure 2.3: SOP versus 7p for various Figure 2.4: SOP versus 74 for various
numbers the relay’s antennas. numbers the relay’s antennas

2.5 Concluding remarks

In this chapter, we investigated the PLS of a dual-hop CR communication system, under the
constraint of interfering with the PU’s signals. By considering a more generalized fading, namely
Nakagami-m, and by considering a multi-antenna relay, we derived the SOP as a performance
metric, based on which, new insights were gained. The obtained results show that the security
is enhanced with the increase of number of the relay’s antennas. The next chapter investigates

the impact of both spatial diversity and energy harvesting on the secrecy performance of a

dual-hop CRN.
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Chapter 3

On the Secrecy Performance of

EH-based Underlay CRN

3.1 Introduction

3.1.1 Motivation

In a cooperative CRN, the information is forwarded to its intended destination through the aid
of one or multiple relays. However, in some cases, the relay nodes can be energy-constrained,
which leads to degraded network performance. To deal with this issue, EH has been recently
proposed as an effective emerging technology that makes use of RF energy. However, it is noted
that despite the promising advantages of a cooperative EH-CRN, securing data transmission
in such complex environment becomes a critical and challenging task.

Considerable research analyses have investigated the PLS of CRNs under different system
setups [31-34,93-103]. In general, two types of CRNs have been considered in the literature,
namely (i) a system that assumes the existence of a direct communication link between the
source and the destination; and (ii) a cooperative system where the source communicates with
the intended destination with the aid of multiple relays. Specifically, the secrecy performance of
cooperative EH-CRNs has been investigated in [31-34]. In [31], lower bounds for the probability
of strictly positive secrecy capacity were derived by assuming that the destination receives via a
direct link both confidential information and a sub-frame used for EH purposes. The harvested

energy is then exploited to broadcast jamming signal towards an eavesdropper so as to achieve
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secure communication. By considering that the SUs harvest energy from the PU’s signals,
the SOP has been derived over Rayleigh fading channels in [32], while the authors in [33]
investigated the corresponding IP. In [34], the SOP is derived by considering a dual-hop overlay
EH-CRN in which the SUs act as relays to forward the PU’s data to its intended PU destination.
The SUs, in this case, harvest energy from the received signals of the PU source. On the other
hand, the authors of [93-96] derived both a closed-form and asymptotic expressions for the SOP
metric by considering either Rayleigh or Nakagami-m fading conditions. In [93-95], the source
node was equipped with one antenna, whereas in [96] a multi-antenna source was considered
and analyzed. Also, the receivers (i.e., destination and eavesdropper), were assumed to be
equipped with multiple antennas. Additionally, in [94] the authors assumed the existence of two
eavesdroppers, in which one is intercepting the communication of the primary network whereas
the other is eavesdropping the secondary user. In [97-99], the PLS of a cooperative CRN using
multiple relays was investigated. Closed-form and asymptotic expressions for the SOP were
derived under the optimal relay selection technique. In [97] and [99], the SOP expressions were
derived under Nakagami-m and Rayleigh fading channels, respectively. Moreover, the IP was
derived in [98] over Rayleigh fading conditions.

Despite the usefulness of the above scenarios, they do not embrace all the practical cases
that are encountered in realistic communication scenarios involving cognitive radio systems.
For instance, a direct communication link does not typically exist between the source and the
destination. Moreover, the case of multiple relays seems to be also impractical as, in some cases,
only one relay can be available to forward the data from the source to the destination. Like-
wise, the corresponding energy consumption and computational complexity can be increased
dramatically when the number of cooperative nodes is high, which can render the required com-
putation and processing unsustainable. Additionally, the available relay may not always have
sufficient energy to forward the received information to its intended destination. Motivated
by the above, the main objective of this chapter is to investigate the PLS by combining both

diversity as well as EH at the relay.

3.1.2 Contributions

The main contributions of this chapter are given as:
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e Secrecy performance analysis of a dual-hop EH-CRN with single antenna relay over
Rayleigh fading channel is investigated. Precisely, closed-form expression for the SOP
was derived by considering a single-antenna relay that is not causing any interference to

the PU.

e The PLS of a dual-hop EH-CRN is investigated by assuming that the relay is equipped

with multiple antennas and causing interference to the PU signals. Mainly,

— Closed-form and asymptotic expressions for the SOP are derived by considering both

in.i.d as well as i.i.d flat Rayleigh fading channels.

— Impact of key parameters such as the MTIP at the PU, maximum transmit power
of both relay and source, power splitting ratio, and the number of MRC branches at

the relay on the overall system’s security are investigated.

3.1.3 Chapter’s structure

The remainder of this chapter is organized as follows: Sections 2 and 3 present contributions
on the secrecy performance analysis of two various setups, namely (i) a dual-hop EH-CRN with
a single antenna relay located in a far-field area of the PU (i.e. not causing any interference
to the PU signals), and (ii) a dual-hop EH-CRN where the relay is equipped with multiple
antennas and continuously adapting its transmit power to avoid interfering with the PU. For
each setup, system and channel model, secrecy performance metrics, and numerical results are

presented. Lastly, Section 5 concludes this chapter.

3.2 Contribution 2: Cooperative EH-based CRNs with

a single-antenna relay

3.2.1 System and channel model

We consider the EH-CRN system illustrated in Fig. 3.1 where the SUs share the same spectrum
with PUs under the requirement of respecting the PUs’ quality of service (QoS). Therefore, node
S has to continuously adapt its transmission power in order to avoid interfering with PUs. For

the considered system, the communication is carried out in two phases as follows:
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e Phase 1: The source S transmits data with power Ps. In order to avoid interference with
the PU signal, the transmit power Pg should fall below the MTIP at PUg, (i.e., Pr). It
follows that the transmission power of S is constrained by its maximum transmit power

P&* and the tolerated P; as given in (1.1).

e Phase 2: The relay R harvests energy from RF signals transmitted by S. In the considered
setup, it is assumed that the relay performs PS protocol. Hence, R harvests a fraction
of power 6 (i.e., 0 < 6 < 1), from the received signal. The remaining power (1 — ) Pg is
used to carry out information processing. If R harvests energy from the received signal

for a duration of T', then the harvested energy at R is

Ey = 1Tn0Psgsr, (3.1)

where 7 denotes the energy conversion efficiency coefficient (0 < n < 1). Importantly,
all the harvested energy by R is assumed to be used for forwarding the information to
its destination during the same time slot considered at the first hop. Therefore, the

transmission power of R is given by

E
Pr = TH = n0Psgsr. (3-2)

Without loss of generality, we assume that the relay is located far away from the primary
network. Therefore, it is not required that the relay uses the power adaption policy as it does
not impact the PU’s QoS.

Also, all fading amplitudes are assumed to be Rayleigh distributed. Consequently, the
channel power gains g, = |h,|?, with ¢ = {SR,SFE, RD,RE}, are exponentially distributed
with parameters )\, that are inversely proportional to the average SNRs of the associated links.

Accordingly, the received signal at R and D are given by

yr =/ (1 — 0)Pshsrzs + nr, (3.3)

and

Yyp =/ Prhrpx, + np, (3.4)
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respectively, where np and np denote the AWGN of zero mean and variance Ni and Np,
respectively. Likewise, x, and z, stand for the transmitted signals from S and R, respectively.
The received signals at the eavesdropper at the first and the second hop, respectively, are

expressed as

vie = /(1 = 0)Pshsprs + ng, (3.5)

and

Yor = \/ Prhgpr, + ng, (3.6)

where ng is the AWGN with zero mean and variance Ng. For the sake of simplicity, we also

consider that all noise powers are identical, i.e., Ng = Np = Np = N.

Datalink —— >

Interference link --eeooo-- >

Wiretap link ——>

e e 0P Energy
4 Harvesting
hp -
@ Information

(1-6)Ps processing

Figure 3.1: The considered EH-CRN system.

3.2.2 Secrecy performance analysis

In this section, the SOP is derived as performance metric for the considered communication
system. In the considered EH-CRN system, the eavesdropper is assumed to be intercepting

communication at both hops i.e., S-R and R-D. The secrecy capacity of the considered system

49



is defined as in (1.31) such that the SNR ~g at the relay R is given by

vr = (1 — 0) min (ﬁs, 7—P) JSR- (3.7)
gsp

Likewise, the SNR ~vp at D can be expressed as vp = prgrp, with

PR = 77‘9 min (75? IY_P) 9SR; (38)
gsp

and 7, = P§* /N, and ¥p = Pr/N.

Finally, the SNRs at the eavesdropper v1p and 7, of the links S-E and R-FE, are given by

Yie = (1 — 0) min (79, e ) 9SE; (3.9)
gsp
and vop = prYrE, respectively.

Closed-form expression for the SOP

The closed-form expression for the SOP is derived in Theorem 3.2.1.

Theorem 3.2.1. The SOP of the considered EH-CRN system subject to flat Rayleigh fading

channels is given by

1[e s e ? - = Agpe”
SOP = 1—~ 1—e™®+ (1—e?)GoY | wsé + = - Q
0 [x+1 ( v ) o2 0,1;— Swp [ }
(3.10)
where
X = AsrY/AsE, (3.11)
p= Asn(y—1)/(1—0), (3.12)
¢ = AspVp/7s) (3.13)
wy = Asr/(n07,), v € {S, P}, (3.14)
§=Arp(y—1), (3.15)
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- _ 212 -
—1 — 5 G21 )
and

2;—:1;—:1;0

Proof.

Substituting (1.31) into (1.34), the SOP becomes

SOP = 1—Pr(Cig > R,)Pr(Cas > Ry)

— 1—[1—SOP,][l - SOPy],

where SOP; and SOP, denote the SOP of either the first or the second hop.
Expression of SOP;

By using (1.32), SOP; can be expressed as
SOP1 =Pr (’YR < 71E) + Pr (’YR > ’YIE) Pr (CIS < R, "YR > ’YIE) .

Utilizing [67, Eq. (12)], one can obtain

SOPy = / 0/ . Fyplgsp=s (vy+v—1) fww\gszv:x(y)fgsp (z)dydz.
Tr= Yy=

The CDFs of vz and v, for a given ggp are expressed as

F’YR,\QSP=I (Z) = Pr (’YR <z |gSP = l’)
Z
= F —_
o ((1 - 9)‘1’(1“)) ’
and
F’YlElgSP:l“(y) = Pr(v1ip < ylgsp = )

“ s ()
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(3.19)
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respectively, with

Vst <7p/7
o) =4 " prse (3.23)
Fp/T, x> p /s

Hence, substituting the derivative of (3.22) alongside (3.21) yields

= /OO fgsp(x) (1 - e_é(z)) dz.
=0

x+1

(3.24)
Now, using (3.23), we obtain

6_% % o° 6_%
SOP; = (1- el VI fosp(@)dx + ’ fosp(@) [ 1 dx

L
P
. L
e’ e

l—e 4 ——— |.
X+1< e +_L+1)

Expression of SOP,

(3.25)

9}

Similarly, using (1.33), SOP; can be expressed as

SOPQ = Pr ('7D < ’)/QE) + Pr ('YD > ’)/QE) Pr (CQS < RS |’7D > ’}/QE) (326)
To this effect, using [95, Eq. (12)], yields

SOP, — / / Fopipmes (00 + 7 = 1) Foamiomee () fon (@) dyda (3.27)
=0 Jy=0

Analogously, the CDFs of vp and ~,p for a given pr can be expressed as

z
pr\pR:z(Z):Pl"(’VDﬁzpr:x):F ( >,

(3.28)

and
F

lonme (2) = Pr(m < 2 |pp = 7) = Fyp (5). (3.29)
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respectively. Based on this, the CDF of pg is given by

F,.(:) = Pr (min (75, ;—i) gsr < ?7_Z9> (3.30)
= Pr(gSRs . 2 273)+Pr<gSR§ S S%),
§ N7, gsp ' \gsp ~ n07p gsp
T T

where the two terms Z; and Z, can be rewritten as

z v
ST
and
& z
I, = /WP Fosn (ﬁy) fose () dy (3.32)

Aspef(wsz‘i’d))

wpz+ Asp
Then, replacing (3.31) and (3.32) into (3.30), yields

)\SPe_(wSZ+¢)

F, =l—e“*(1—e? 3.33
PR (Z> € ( € ) sz + )\SP Y ( )
whereas by differentiating (3.33), it follows that
Aspe? | wge™ws? e ws®
For (2) = (1 = e7?) wges% 4 258 > (3.34)

w z—i—’\S—P+ A 2
P wp (Z‘+'z§B>
P

Based on the above, substituting (3.28), (3.34), and the derivative of (3.29) into (3.27), yields

SOP, =1 — % / Fon(@)e da (3.35)
z=0

Asp€_¢
wp

((I)Q + (I)3) )

:1—%|:(1—€_¢)¢)1+
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where

B, = ws / e~ (Etese) gy (3.36)
0
00 e*(wstré)
P —wS/ ——dx, (3.37
’ o T+ ’\MS; )
and
o0 e—(wsx-i-%)
<I>3:/ —dx. (3.38)
0

2
(v )

Using [67, Eq. (3.324.1)] alongside [71, Eq. (03.04.26.0006.01)], it follows that

o, = ws,/fagg ws€| o (3.39)

1 -1,
20 20
2,0
= G(),z ws€ )
By performing integration by parts, ®3 can rewritten as
0 5 6—(wsx+§)
by = /0 —Wg + —5 2 :H——’\S”dx (340)
wp

On the other hand, using [71, Eqgs. (07.34.03.0271.01), (01.03.26.0007.01)] along with (3.40),

yields @y + $3 = £ [Z] — =], where

51:/ ye Gy | 2y dy, (3.41)
0 WPl —
and
_ > A 0; — wg | L —
== [ e[ Giy | = dy. (3.42)
0 © “P0;— Y1 150

Now, using [71, Eq. (07.34.21.0088.01)], (3.16) is attained.

On the other hand, (3.42) can be rewritten using Mellin-Barnes integrals as

=, - (2;)2 / TEra-s) (%f) / 2 L gf):)( . % dsco [ Ul (343)
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which becomes Z, = Q/€2, where j = /-1, and C; and Cy are two complex contours of
integration ensuring the convergence of the above bivariate Meijer G-function.

Next, substituting (3.16) and (3.43) into (3.2.2), yields

Gyr | 222 —Qf. (3.44)

(I)2+(I)3: wpg
0; —

1
§
By also substituting (3.39) and (3.44) into (3.35), yields

(o s ~Q||. (3.45)
ng 0; —

A5p67¢

1
SOP;=1—— |(1—e?) Py + e

J

Finally, substituting (3.25) and (3.45) into (3.18), leads to (3.10) which concludes the proof of
Theorem 3.2.1. [

3.2.3 Numerical results and discussions

In this section, we evaluate the security performance of the considered EH-CRN setup. The
derived SOP expression in (3.10) is validated through corresponding Monte-Carlo simulation
by generating 10° exponentially distributed random values. The simulation parameters are

depicted in Table 3.1.

Table 3.1: Simulation parameters of contribution 2.

Parameter | A, | 7p (dB) | 3¢ (dB) | Rg (bit/s/Hz) | 6
value 0.5 10 10 1 0.5

Fig. 3.2 illustrates the SOP as a function of 7, for various values of 1. It can be observed
that SOP decreases with the increasing values of 7, and 7. Indeed, under the assumption that
fading severity parameters of the legitimate links i.e., Agg and Agp are smaller than those of
the wiretap channels, i.e., Agg and Agg, the greater 7p, the greater the SNRs vz and 71p.
Consequently, the capacity of the legitimate links is greater than the one of the wiretap links,
which ultimately leads to an enhanced system security.

Fig. 3.3 shows the SOP versus the EH ratio 8 for different values of 1. Clearly, the SOP

is a concave function of 6. This behavior can be construed by the fact that as 6 tends to 0
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Figure 3.2: SOP versus 7 for various values of 7.

the instantaneous SNRs given in (3.2.2), also approach 0. Hence, Cs tends to 0 leading to the

highest value of the SOP. Similarly, as 6 tends to 1 the instantaneous SNRs given in (3.7) and

(3.9) approach 0. Consequently, both Cis and Cg approach 0, and thus the SOP increases

accordingly.

Finally, Fig. 3.4 demonstrates the SOP versus both 7, and 6. Evidently, the parameters

¥p and 6 admit certain values for which a better security is achieved. For instance, one can

infer that a higher secrecy is achieved for 0.4 < # < 0.6 and 7, > 15dB.
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Figure 3.4: SOP versus 6 and 7p for
n=0.9.



3.3 Contribution 3: Cooperative EH-based CRN with

multi-antennas relay

3.3.1 System and channel model

In this contribution, we consider a dual-hop cooperative DF EH-CRN system, as illustrated

in Fig. 3.5. This system consists of one SU source node S who is transmitting data to one

Data link ——»

Interference link -——--—---- >

Wiretap link —>

Energy

6P
V. Harvesting
hp -
@ Information

(1-6)Pg processing

Figure 3.5: The considered cooperative EH-CRN.

SU destination node D through an energy-constrained SU relay R, under the eavesdropping
attempt of E. The relay is assumed to be equipped with multiple antennas and an MRC
diversity receiver in order to combine the received signals. Without loss of generality, all other
nodes are assumed to be equipped with a single antenna. Additionally, R performs the PS-
EH technique to mitigate the lack of energy constraint, whereas F is continuously listening
to both communication hops. During the data transmission, the PU receiver is subject to the
interference signals coming from both S and R. Under this constraint, only the node S has to
adjust its transmit power in order to satisfy the PUs’ quality of service. That is, the transmit
power Pg is constrained by the maximum transmit power Pg*** and the MTIP P; at PU receiver
as given in (1.1).

On the contrary, according to [32] and under the PS variant, the relay harvests energy from

the received information for a duration of 7. Hence, the harvested energy at the relay can be
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expressed as
L

Ey =Tn0Ps > gsr,, (3.46)

k=1

where 7 accounts for the energy conversion efficiency coefficient that takes values in the interval
[0,1]. Also, 6 denotes the fraction of power harvested by the relay from the received signal and
it takes values also in the interval [0, 1], whereas L is the number of diversity branches. To this

effect, the maximum transmit power of R is given by

L
E
PR = ?H =n0Ps ) _ gsr, - (3.47)

k=1

The transmit power allowing the relay to avoid any potential interference to the PU is given

by
P
Pr = min (P;;a", —1> (3.48)

9grP

L

, P
= min <n9Pg Z JSRy, —I> .

1 9grP

One can ascertain from (1.1) and (3.48) that when P; increases, the nodes S and R are able
to use their maximum transmit powers, which results in increasing the SNR at both R and D,
ultimately leading to the system’s security enhancement.

Without loss of generality, the communication between the transmitters and the receivers
is assumed to be established in a non-line-of-sight scenario. Therefore, the fading amplitudes
of all links are Rayleigh distributed, i.e. the channel coefficients of links S— Ry, R—D, S—F,
R—FE, Pry—Prx, R—Pgx are hgr,, hrp, hse, hre, hp, hrp, respectively. For simplicity, we
write the channel power gains as gsg, = |hsr,|%; grp = |hrDp|?, g9sE = |hsel?, grE = |hrE|%, gp =
|hp|?, grp = |hrp|>. Evidently, all these gains are exponentially distributed with parameters
ASR,, ARD, ASE, ARE;, AP, ArRp, Agp that are inversely proportional to the average SNRs of the
associated links. Moreover, each input signal at the relay arrives with a certain delay compared
to the one received by its first branch. Since the considered receiver employs MRC, all these
delays will be eliminated and the interference of these signals will be canceled out. It is worth
mentioning that the delays, as well as the interference cancellation, are out of the scope of this

contribution since the present contribution is devoted to the investigation of the impact of the
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primary network, the EH, as well as the diversity techniques on the security performance of
the system.

Additionally, the relay operates according to the PS scheme such that P is dedicated to
EH and (1—6)Ps is used for information detection. Accordingly, the signal at the MRC output

of R can be expressed as

yr = V(1 — 0)Ps||hsr||z; + wrng, (3.49)

where || . || denotes the Frobenius norm, hgg denotes the L x 1 channel vector (hgg, )1<k<r, s iS

the transmitted signal from S, ng stands for the additive white Gaussian noise (AWGN) with

. Al .
variance Ni and zero mean, whereas and wg = T hzil\ , where T denotes the transpose conjugate.

On the other hand, the received signal at the destination D is given by

yp = \/ Prhrpz, + np, (3.50)

where z, denotes the transmitted signal from R after performing both the relaying and the EH
techniques, and np is an AWGN of zero mean and variance Np.
The received signals arriving at the eavesdropper from the source and from the relay are,

respectively, written as

NME = (1 — Q)PShSEl’S +ng, (351)

and

Y2 = \/ Prhrpz, + np, (3.52)

where ng is the corresponding AWGN with zero mean and variance Ng. Without loss of

generality, we also consider that all noise powers are identical, i.e. Nz = Ngp = Np = N.

3.3.2 Secrecy performance analysis

In this section, we derive the closed-form as well as the asymptotic expressions for the SOP
by considering both i.i.d and i.n.i.d Rayleigh fading channels. The secrecy capacity of the

considered communication system is defined as in (1.31) where
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e 7 is the combined SNR at the relay R, namely

Tr = (1—6) Wi, (3.53)
with
Wk = min (75, 7—P> YSR, (354)
gsp

and 7, = P2 /N, 5p = P; /N, Ysr = S.r_, s, -

e 7p denotes the SNR at the destination D, namely

YD = PRYRD, (3.55)

where

PR = min (nOWk, 7—P) : (3.56)
9RP

e 7 and Yop are the SNRs of the links S-F and R-FE, respectively and are expressed as

s = (1 — 6) min (ws, 7—P) s, (3.57)
gsp

and

V2E = PRYRE- (3.58)

Remark 3.

e From (1.31), it can be seen that improving the security of the system relies on increasing
the two secrecy capacities at the same time. In other words, improving the secrecy of only
one link will not enhance the system’s reliability. In addition, it is noticed from (3.53) that
the greater the number of branches L, the greater the vg, 71, C1s and Cs. Consequently,

the SOP metric decreases, which in turn leads to an overall system’s security improvement.

o As the parameters \, are inversely proportional to the associated average SNR, it follows
that the greater \sg and Arg, the smaller the first and the second wiretap link capacities,
respectively. That s, the two secrecy capacities become greater which lead to the SOP

reduction and consequently to enhanced system security.
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Closed-form expression for the SOP

Using (1.34) and (1.31), closed-form expressions for the SOP are derived in Theorem 3.3.1 for

both i.n.i.d and i.i.d Rayleigh fading channels.

Theorem 3.3.1. The SOP of the considered communication system subject to i.n.i.d and i.i.d

flat Rayleigh fading channels can be expressed by (3.59) and (3.60), respectively,

L — =k L
1 \Ijke s — €7¢ —é (k) — e (k)
SO—’Di.n.z‘.dzl_gZ <1—€ +W>Z\Ifk[(1—€ )(I)l +e @2],
YPASP k=1
(3.59)

and

Asg v
SOPi;q = 1-— E =
" 6y (1-90) m=0 mlgmth |y (ﬁ) G3 _=be <07 o+ 7S> (1,0)

1 (1—€_¢) Q1+
X[l—f(g‘i‘ F(L) )

, (3.60)

where

(. o)

ey ASR; — ASR,
J#k
A
L= SRk’Y’ (3.62)
AsE
v = 2Fs, (3.63)
ASRk (7 - 1)
— 64
Lk 1 — 0 ) (3 6 )
-
6= 2EIP, (3.65)
Vs
A
§=2RDT g (3.66)
)\RE
§=Xrp(v—1), (3.67)
(k) _ ASRy
w, = —== 3.68
Loy, (3.68)



)

with u referring to either & or .

Proof.

l={P,SY},

_ AsR

W= —,
noy,

B = Arp¥p + &,

A L, 0;
8P — A ()|,
(P),,
k 0; —
—; 1;,—:1;—
wk u’wlgg)u
Asp 2;—:1;—:1:0

wpu | (1,0),(0,0); -
Asp (L,0),(1,0);(0,0)
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(3.69)
(3.70)
(3.71)

(3.72)

(3.73)

(3.74)

(3.75)

(3.76)

(3.77)

~—~

3.78)

(3.79)

(3.80)

(3.81)

(3.82)

(3.83)



Substituting (1.31) into (1.34), the SOP can be rewritten as

SOP = 1-Pr(Cis > R,).Pr(Cas > R,) (3.84)

— 1—[1-SOP,][l - SOPy],

where

SOPq = Pr (Gqs < Rs), q= {1, 2}, (385)

denotes the SOP of either the first or the second hop. Therefore, to derive the above SOP

expression, it is sufficient to know both SOP; and SOP,.
e Expression of SOP,

Using (1.32), the expression of SOP; can be expressed as
SOP1 = Pr (’VR S ’YlE) + Pr (’7R > ’YlE) Pr (015' < RS |7R > ’YlE) . (386)

According to [95, Eq. (12)], SOP; can be rewritten as

SOP = [ [ Potpes (7= 1) a0 ). (380
Tr= y=

The conditional CDF of vg given gsp is expressed as

F

Yrlgsp=2 (2) = Pr(yg<zlgsp =) (3.88)

- mlTrem):

with @ () is defined in (3.23)

Similarly, the one of 7,5 given gsp can be written as

Eyplgsp=2(y) = Pr(me < ylgsp =) (3.89)

- o (a5
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Substituting the derivative of (3.89) alongside (3.88) into (3.87), yields

or =g 5 ), e (0 mem) e ()

3.90
0o () (290
In the sequel, two different cases will be distinguished
i.n.i.d Rayleigh fading channels of the link S-R
For i.n.i.d Rayleigh fading model, the CDF of Ygg is given by [104]
L
Fyg () = 0, (1 — et | (3.91)
k=1

Substituting (3.91) into (3.90) alongside the function @ (z), and performing some algebraic
manipulations, one can obtain

,i e
SOPl,iAn.iAd = Z‘Pk WS fgsp ) ( 3, S) dz + Z\I’k WP fgsp ) (1 - eﬁk ) dx

L \Dke s —4
- E ( 1—e %+ —£& ) : (3.92)
€k = +1
k=1

TPASP

Lk

where €, = x; + 1 and y; are defined in Theorem 3.3.1.

i.i.d Rayleigh fading channels of the link S-R

Under this assumption, it can be seen that Ysg is chi square distributed of 2L degrees of

freedom. That is, the CDF of Ysg can be expressed as [67, Eq. (8.352.1)]

Yine L, )\S y)
FYSR (y) = ; (L) i ’ (393)
L—-1 m
e 1 — e_ASRy Z <)\SR‘y) .

m!
m=0

Incorporating (3.93) into (3.90), and by carrying out some algebraic manipulations, the
term SOP ;4 can be expressed as

= -1 a2 T'(m+1 (’y:l)g) L-1 .,

Asee 7 (m+1, Asp

SOPy 0= (1—e?) [ 1— AseC ¥ (ol : s ¢ NSPASE Z wr Fll7
v(1=6) o m! ot (1 =0) £z mlom*
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where

Fi= / e~ (FHe)ep (m +1, (7:—1)%) dz. (3.95)
P Yp

S

\‘Q\

2

Using [71, Eq. (06.06.26.0005.01)], the term F; can be expressed in terms of upper incomplete

Meijer’s G-function as follows:

o0 -1 —1
S (et oy

= TP 0,m+1;—

11 /F(S)F(m+1+s)f‘(1—s,§) (b =Do) " .

w2 Je I'(l1+s) Ypv
1 -1 0,¢): (1,0

_ _ngé (’Y_ )0 (0,6);(1,0) : (3.96)
v TPV (0,0),(m+1,0); —

where C is a complex contour of integration ensuring the convergence of the above Meijer’s
G-function, ¢ = ¢ + =, and v = Asp + w /7 p-
Replacing (3.96) into (3.94), yields

ASE ~— Mm _@
=1 — ® 5 @ 1)@) Om
SOP1:4 =1 =0 mgzo it (1—e®)e sl (m +1,7=—=) + e | (3.97)
(0,¢);(1,0)

21 | (41
where ©,, = Gy, (7%7)9

(0,0),(m+1,0); —

e Expression of SOP,

In the same manner to SOP;, the SOP; for the second hop can be expressed from (1.33) as
follows:

SOPy = Pr(vp < y2g) + Pr(vp > 72r) Pr(Cas < Rs |7p > Yor) - (3.98)

Similarly to (3.87), SOP; can be expressed as

SOP, = / / Fyppr=s (vy+v—1) f’YQE|PR:$ (?J)pr (z)dydz. (3.99)
z=0 Jy=0
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The CDFs of vp and v, for a given pg are expressed as

Eplor=2(2) = Pr(yp <zlpr=2) (3.100)
z

= o (3):

and

F.

Yeslon=e (2) = Pr(vep < z|pr =) (3.101)
- F

(Z)
R
9RE T

respectively, while the one of pg is given by

F,.(2) = Pr (min (nQWk, ;T];) < z) (3.102)

= Pr (n@Wk < z, Je > nQWk) + Pr (W—P < z, Jr < n@Wk)
9grP 9gRrP grp

J (. J/
v~ ~\~

Il IQ

Likewise, the terms Z; and Z, can be expressed as

7, = Pr <newk <z P> nem) (3.103)
grP

" Tp
= F,
/0 gRrP (ney) fWk (y) dy7

and

I, = Pr (7—13 <z, Jr < nQWk) (3.104)
grpP 9grp

_ /j (1 — Fy, (%)) fore (¥) dy.

respectively. Substituting the two terms Z; and Z, into (3.102) and performing some algebraic

operations, the CDF of pr can be rewritten as

F,,(2)=1—F,., (%P) [1 — Fy, (%)} . (3.105)
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On the other hand, the CDF of W), is expressed by

() = o (min (7, 72 ) van <

- v _
- Pr(YSR<£ ﬁzis)+Pr<ﬁg_i,7—Pgis).
SN Tp 9gsp y

Vs 9gsp

T

The two terms 77 and 7, can be rewritten as

Yy v
e (2) e (2).

Esz%(ﬂﬂmﬁ@ﬁ
ir TP

Vs

and

In the sequel, two cases will be distinguished.
i.n.i.d Rayleigh fading channels of the link S-R

With the aid of (3.91), the two terms 7; and 7 can be rewritten as

T = (1 —e*‘j’) i\ll (1 —e*ag)y> ,
k=1

and ((k) )
L ag 'Y+
_ e \F
EZE:W’f 6Q§_<k)— ’
k=1 /\Spy—i—l

where Oél = A, /7, | =4S, P}.
Now, substituting (3.109) and (3.110) into (3.106), yields

ooy

(k)
Fy, (y)=1—(1-¢"? Z\Pke of —6_¢Z\I’k N
ooy 1

The CDF of pg can be now rewritten as

(5) 1

Fy — —Ww z
FPR(Z):l_FgRP( P)+F9RP( ) ¢quk€ g 1_w(P>
k
/\sz—i—l

(3.106)

(3.107)

(3.108)

(3.109)

(3.110)

(3.111)

(3.112)

By substituting (3.100), (3.112), and the derivative of (3.101) into (3.99), along with some
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algebraic manipulations, yields

3
1 ez
SOP2inia = 1— 5 [1 —¢ /0 — FpR(x)dx] (3.113)

where
0 e—(w,(f)x—&-%) ARpT
o = 5/ SRR <1 _ e P) dz, (3.114)
0 x
and
[o8) 6_(wl(“5)x+§) (1 — ARI:;A{P>
ol = ¢ / - dx (3.115)
0 2 <uj\’“s—Px + 1)
§As
= 256 -9,
Wi,
with
RE)
—| E—ut
0w~ [t ={9) (3.116)
= ; 1+ A(Slf)t 9 - Y Y .

k

where 3 is defined in Theorem 3.3.1. Using [67, Eq. (3.324.1)] alongside [71, Eq. (03.04.26.0006.01)],
we obtain (3.75).
By also using Egs. (07.34.03.0271.01) and (01.03.26.0007.01) of [71], (3.116) can be rewritten

as
G(u) =E1 — Ey, (3.117)
where
_ | Ase | O
=1 = te G171 ﬁt dt, (3118)
0 " wy 0; —
and
=, = / te~ Gl %t Ghl| L dt.
0 T lw . ’ t
k 0; 1;0
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Using [71, Eq. (07.34.21.0088.01)], the term Z; can be rewritten as

21 =G | (3.119)

On the other hand, the term =5 can be re-expressed as

cIR _ SO\ DD () e e
HQ—QM)Q/SF( s)r(1+s)< ) /ctr(1_v)<w,gs>>”dd/o it (3.120)

which becomes 25 = Ay, (u) /€2, where A (u) is being defined in (3.79), and C, and C; are
two complex contours of integration ensuring the convergence of the above bivariate Meijer’s
G-functions.

Replacing (3.119) and (3.120) into (3.117) and then incorporating (3.117) into (3.115), one
can obtain (3.77).

i.i.d Rayleigh fading channels of the link S-R

Subject to this case, (3.107) and (3.108) can be rewritten using (3.93) as

(1-c)

T

Yine (L asy) . (3.121)

Using (3.93) along with [71, Eq. (06.06.26.0004.01)], (3.108) can be expressed as

1 C(L+s8)T(=s)T(1—=s,9) (apy) ’
T = / T(1—s)I(L) (Asp) o

- — a2 . (3.122)

where v, = A\sr/7,,v = {5, P}. Now, substituting (3.121) and (3.122) into (3.106), yields

% (170)’(07¢)§_
AP | (2,0):(0,0)

(1—e)y(L,asy) N 1

(3.123)
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Substituting (3.123) into (3.105), one can obtain

F,.(z)=¢e + (D) (1,0),(0,¢); — (3.124)

where wp is being defined in Theorem 3.3.1.

Similarly to (3.113), SOPy ;4 can be expressed as

r €
1 ez
SOPy;ia = 1—5 1—5/0 ?FPR(x)d:c (3.125)
[ 1—e9)Q +9Q
:1_1 ¢ l—i-( 6)1+2
) B ' (L)
where
o & _
e =z ARPYP
0 :/0 e (1 —e T >”y(L,wSx) dx, (3.126)
and
0 =% ARPT 1,0), (0, ¢); —
sz/ - e 050061 (3.127)
o 7 P (L,0);(0,0)

By making a change of variable t = 1/2 and using [71, Eq. (06.06.26.0004.01)], the term 24

can be rewritten as

0 = / esahl | 22 dt — / e ighl [ 22 dt, (3.128)
0 t | L:0 0 El Lo
while
g fes| i) /F(L—S)F(s) (i)—sds
: t L:0 c T'(1+5s) wg
t | 1—L;1
= o | — : (3.129)
’ WS O,_

Now, making use of [71, Eq. (07.34.21.0088.01)], one can obtain (3.80). On the contrary, the
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term {2, can be expressed as

I(L+5)I(—S)I(1—S,¢)(wP)_S{ —etys —Btys }
- - .
2 /c 27T (1 —s) ep /o e ~'tidtds /0 e P'tidt 5 ds, (3.130)

which leads to (3.82). Finally, replacing (3.75) and (3.77) into (3.113) and incorporating (3.92)

along with the final expression for SOPj; ;4 into (3.84) yields (3.59). By also replacing (3.80)
and (3.130) into (3.125), one can obtain the final expression for SOPs; ; 4. Then, by substituting

it alongside (3.97) into (3.84), we obtain (3.60), which concludes the proof of Theorem 3.3.1. H

Asymptotic Secrecy Outage Probability

An asymptotic analysis is next carried out in order to obtain useful insights on the impact of
the involved parameters on the overall system performance. Based on this, we quantify the
impact of the MTIP at the PU receiver on the SOP behavior. Similarly to [95], we assume that
the interference power P; is proportional to the maximum transmit power of the source S. For

the sake of simplicity, we define the positive constant o = 7, /74 = Pr/P§.

Proposition 1. The Asymptotic SOP in high SNR regimes (i.e., ¥p — 00) of the considered
communication system subject to i.n.i.d as well as i.i.d flat Rayleigh fading channels for the

S-R link can be expressed by (3.131) and (3.132), respectively, as

SOP;pia~1— A ﬁﬁl, (3.131)
B 5
and
D

SOP; 4~ 1— N Lyt (3.132)

5 5

where
Low

A = L (3.133)

PR U

Agziijl{% (a+£) —i}, (3.134)

C = o , (3.135)
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_ e Lo A ety L(29)
02—7(1_9) [7 1+ <Q+ Qmﬂ)] {(1 ?)o+ o } (3.136)

e
D, i—i (IF 0 ) 6,48y - B (3.137)
By = T (1) + 26(0) — 01 + L) ~ log (a)] (3.135)
> r <Lﬂ— D (—ay (3.139)
o L 2,2 L <1a0)7(07¢);_ . al’ (27¢)
Bs = (L) G2,3 Napo (L,0).(1,0): (0.0) —(L "1 hgpo” (3.140)

whereas a = ”’\57‘7‘%, and 1 (.) stands for the Polygamma function [71, Eq. (06.14.02.0001.01)].

Proof.
e Asymptotic expression for SOP at the first hop

In order to find the asymptotic expression of SOP for both i.n.i.d and i.:.d cases, we use the
Maclaurin series when 1/7, approaches zero, to express the exponential function, the upper
incomplete Gamma function, and the polynomial power function as well.

i.n.i.d Rayleigh fading channels of the link S-R

Armed by Maclaurin series of the exponential function and the polynomial power function,

the approximate SOP can be expressed from (3.92) as

L

L
Uy __ ‘I’kbk
SOP1inia~1— Z — 75 ( ) Z ik (3.141)
— Xkt 1 Asp )

Xk

i.i.d Rayleigh fading channels of the link S-R

Note that the upper incomplete Gamma can be asymptotically expressed, near x = 0 as

I (a,z) ~ (3.142)
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By replacing (3.142) into (3.94), yields

SOP 1 (= e™) dse ( - %> i W Asp
Liid ~ 1 — ~(1—6) 0 - mzl m+l | (1—6)
oo - 1 - (=De 1)@ L-1
AP (1 — =— 3.143
X/yge SE( me) [ mZ: m“] ( )

By performing some mathematical manipulations, we obtain
SOPyia ~ 1 —C1 4 Co7p', (3.144)

where C; and Cy are defined in (3.135) and (3.136), respectively.
e Asymptotic expression for the SOP at the second hop

In this part, the residues theorem will be used to derive the asymptotic expressions of both
Meijer’s and incomplete Meijer’s G-functions.
i.n.i.d Rayleigh fading channels of the link S-R

The term @gk) given in (3.115) can be approximated for high values of 7, as

(5), & (5),, 8
o[ G0 (e o ) (1
ég)wg{fo ’;—2(1—;S_Px>dq;— e (1= ) da |, (3.145)
That is, this term becomes with the help of [105, Eq. (2.9.32)] as

57 ~ [ 0 (M3 (§) = M3 () + 3k (Ma () = Ma () ] 7 (3.146)

where M3 (u) = Gg:g aw,ip)u o , My (u) = Gg:g aw,ip)u T , and u = {§,
07 _1a - 07 07 -
P}

The term M3 (u) given in (3.146) can be written in terms of complex integral as

. 1 ? (S) (P) -8
M (u) = %/c o ((jwk u) ds, (3.147)

That is, the above integrand function has
e Poles of second-order: —I[, [ € N.
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e Simple pole (i.e., of first-order) at [ = 1.

Hence, (3.147) can be expressed using the residue theorem [105, Theorem 1.5] as follows:

_ P\ N fiy 2@ (5:1)
My () = i T2 (5) (of7u) "+ > Jim = (3.148)
where
Q1 (s,u) = Hi(s)Ha(s) (aw,gp)u> - , (3.149)
Hi(s) = (s +1)°T2(s), (3.150)
and
Ha(s) = ; i T (3.151)

The partial derivative of (3.149) with respect to s is given by

001 (s,u)

Ds = SILIIEZ (U1 + Z/{Q + Z/{3) y (3.152)
where
Uy = —H1(s)Ha(s) (aw,gp)u> B log (Jw,(cp)u> : (3.153)
Uy = — <Z{i<?)2 (aw,(f’u> -, (3.154)
Us = 2(s + DT2(s) [+ (s + D) (5)] Ha(s) <aw§f>u)78 . (3.155)

Using [71, Eq. (06.05.04.0004.01)], the limit of the terms U; and U can be expressed as

l
lim 4 (00i"u) og (o) 3.156
it (I+ 1) ! (3-156)
and l
legp)u>
lmlUy = —~— 2. (3.157)
s (1+1)]

By considering s = —I + ¢ and making use of [71, Eq. (06.14.06.0026.01)], one can see that

lim Us = —w ( ,(CP) )l.

1
s I+ ! (3.158)
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Finally, substituting (3.156), (3.157), and (3.158) into (3.152), yields

l
+oo ( (P) )
- 1
Ms (u) = (wf” u) + Z T {log (o) =20+ 1) - ol (3159
In the same manner to M3 (u), it can be seen that the integrand associated with My (u) has
only poles of second-order, namely —I, [ € N. Thus, similarly to (4.182), the term M, (u) can

be expressed as

too [ ow P)ul
( - >[2¢(l+1) 1og(gw,<f>u)]. (3.160)

=0

On the other hand, one can notice that the integrand of the Mellin-Barnes integral associated
with the Meijer’s G-function M (u) defined in (3.76) has poles of second-order at —I, [ € N.
To this effect, it follows that
!
400 (crw](gp)u> p
[z log <o—w£ >u) o (1+1)+1]. (3.161)
1=0
Now, by substituting (3.159) and (3.160) into (3.146) and incorporating (3.161) into (3.75),
then replacing <I>§k) and the approximate expression of @;k) into (3.113) and by considering
only the first terms in the infinite series (i.e., [ = 0 and [ = 1), the asymptotic expression of

SOP3; .i.q is obtained, namely

1 £
Poinia~1l—=11-— . 162
SO 24.n.4.d 5 < )\RPWP) (3 6 )

i.i.d Rayleigh fading channels of the link S-R
One can notice that My (u) is given in (3.80) can be rewritten in terms of complex integral

as

11 /F(1+3)F(L+5)F(—s)

M, (u) = = T (3.163)

u2mj

It can be noticed that the integrand function given in (3.163) has poles of second-order at

—L — 4,7 € N and ones of simple order at —i, 1 <¢ < L — 1. That is

1 0Qs3 (s, u)
—

L-1
a;glgnl s+1i) Q2 (s,u) + — Z h lim =35 (3.164)
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Based on this, it follows that

lim (s+1) Q2 (s,u) = (=D)" (L —1)

s——i 7!

(owpu)" (3.165)

and

_(s+L+0)T(L+s) I (1+5)(—s)
Qs (s,u) = Tt et . (3.166)

On the other hand, the partial derivative of Q3 (s, u) with respect to s is given by

03 (%) _ 10 v+ U, (3.167)
Js
where
N2 r (_8) —s
Uy =—(s+L+9)°T(L+s)T(1+s) T s) (owpu) " log (cwpu), (3.168)

(s+ L+ (L+s)T(1+s)(=s)

=2 L+ L 1 3.169
Uy =2+ (s L+3) (L +5) +9(1 +5))] Tt - (3169
and
—s) — (1 —
Us = (s +L+3)°T(L+s)T(1+s) (w( s) = v 8)) (owpu)~". (3.170)
s
That is
lim U, = —ﬂ( ) log (owpn) (3.171)
e Y G TR A '
while the limit of Us can be expressed using [71, Eq. (06.14.06.0026.01)] as
. (D" Wi+ 1) + (L + )] L
= 172
i Us (i + L) (owpu)™ (3.172)
whereas, the one of the term Uy can be expressed as
. (=)™ (owpu)™* ‘ _
1 = L —¢p(1+L : 1
s—>_1](qu+z‘)U6 il (i 4 L)! WL +4) = (1 + L +1d)] (3.173)

Now, replacing (3.171), (3.172), and (3.173) into (3.167) and then substituting (3.165) and
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(3.167) into (3.164), one can obtain

too  \L-1 .
My (u) = % ; (Z.ll o)l (cwpt)™ | —log (owpu) + ¥(i + 1) + 20(L + k) — (1 + L + 1)
=0
L—1 i—1 .
+ % =L ZF, (L) (owpu)". (3.174)
i=1 :

In a similar manner to the previous computation performed for (3.163), the incomplete Meijer’s
G-function J (u) given in (3.82) can be expressed as sum of residues by considering the poles

of second-order at —L — i,7 € N and the ones of first-order at —i, 1 < i < L — 1. That is

T (14 L+, )N L& (=) D (L = )T (1+1,¢) (wpu)'
J<u>:—2 : N, Lot L o) for),
(H—L) (“;’;:) i=1 *ASp

where

N; (u) = 1og<°; >+w( 1)+ 20(L +4) + log (¢) — (1 +i + L)

+ ! G20 | o St (3.175)
P(1+L+i¢) > 0,0,14i+Li— | .

Now, by substituting (3.174) and (3.175) into (3.80) and (3.82), respectively, then by incorpo-
rating the final expressions of €2; and €2, into (3.125) and by considering only the first term in

the infinite series and the case of L > 1, the asymptotic expression of SOPs; ;4 is given by

1 §
SOPg;ia~1— 3 + T ( 1+ IF(6L¢ (B1 + Bs) — Bs ) ) (3.176)

where By, Bs, and Bs are defined in (3.138), (3.139), and (3.140), respectively.
Finally, substituting (3.141) and (3.162) into (3.18) yields (3.131), while replacing (3.144)
and (3.176) into (3.18), we obtain (3.144), which concludes the proof. [

Remark 4. It can be noticed from (3.131) and (3.132) that the asymptotic expressions of SOP
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for both i.n.i.d and 1.i.d cases with respect to yg can be obtained by replacing yp by o7yg

Al AQ__l

and

Ci C+D
SOPzzd ~ ]. - —1 + g__l.

5 5 s (3.178)

Remark 5. It is worth mentioning that the approximate expression given in (3.131) is an
increasing function with respect to 3p as the coefficient Ay is positive. In a similar manner,
one can notice that the approxrimate SOP representation in (3.132) is a decreasing function in

Co+Dy
1)

Yp as the term 1S a positive real number.

3.3.3 Numerical results and discussions

This section capitalizes on the derived analytic expressions and provides a thorough analysis of
the corresponding results. To this end, illustrative numerical examples are presented and vali-
dated through extensive results from respective Monte Carlo simulations. The used parameters
are set up as shown in Table 3.2. The parameters Agg = 0.5 for i.i.d case and Agg, = 8 + %,
0<k< % for i.n.i.d fading channels with 3 either equal to 0.1 or 0.5. The aim of the con-
ducted simulation is to evaluate the impact of the MTIP at the Pgry, the maximum transmit
power of the source S, the fading severity parameters, the EH ratio 6, and the number of the
relay antennas on the security performance of the system. The corresponding computer simu-
lation has been performed by repeating the same experiments 10° times. From Figs. 3.6-3.11,
we observe that the simulation results match perfectly the numerical results, which verifies the
validity of the derived exact and asymptotic analytic expressions.

Figs. 3.6-3.9 depict the closed-form expressions of the SOP as a function of 7p and 7g,
respectively for various numbers of the relay’s antennas for both i.n.i.d and i.i.d cases. It can be
noticed that this probability decreases with the increasing values of either 7, or 7g. This can be
justified by the fact that the greater the 7, and 74, the greater the yg, vp, 71, and y25. Under
the assumption of no significant difference between fading severity parameters of legitimate and
wiretap channels, it follows from (3.7), (3.2.2), (3.9), and (3.58) that the increasing scale of

vr and vp exceeds largely the one of ;g and 72 as the relay performs the MRC diversity
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Table 3.2: Simulation parameters of contribution 3.

Parameter \ value \ Figures

Asp 0.1 All figures
ARD 0.3 All figures
ASE 0.2 All figures
ARE 0.4 All figures
ARP 0.5 All figures
Rs(bit/s/Hz) 1 All figures

~p(dB) 10 | All except Figs. 3.6 & 3.7

7s (dB) 10 | All except Figs. 3.8 & 3.9
n 0.8 All figures

0 0.5 | All except Figs. 3.10-3.12

technique. In addition, when 7, and g exceed certain thresholds, the instantaneous powers
Ps and Pg remain constant as stated in (1.1) and (3.48). As a consequence, the SOP remains
constant as well. Furthermore, one can ascertain that the greater the parameters Agg, the

smaller the combined SNR at the relay. Consequently, the secrecy capacity at the first hop

decreases as well, leading to a degradation of the system’s security.

Closed-form
— — — Asymptotic | 7
% Simulation

Figure 3.6: SOP versus 7p for y¢ = 20 Figure 3.7: SOP versus 7p for 7¢ = 50
dB and in.i.d Rayleigh fading chan- dB and i.i.d Rayleigh fading channels.
nels.

Fig. 3.10 and Fig. 3.11 illustrate the SOP for the i.n.i.d and i.i.d cases versus the EH ratio
for different numbers of the relay antennas, computed using (3.59), (3.60), (3.131), and (3.132).
It can be observed that the SOP is a concave function of 6. Indeed, it can be seen from (3.2.2),
(3.56), and (3.58) that as 6 approaches 0, both vp and vog tend to 0. Consequently, both Clg,
and Cjs tend to 0, which leads to a higher value of the SOP. Similarly, according to (3.7) and

(3.9), the greater the value of 6 i.e., when it tends to 1, both v and 7,5 tend to 0. Therefore,
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Closed-form
*  Asymptotic i
Simulation

SOP

5
7s (dB)

Figure 3.8: SOP versus 7¢ for i.n.i.d
Rayleigh fading channels.

Closed-form
% Simulation

SOP

10 15 20

Figure 3.9: SOP versus 74 for i.i.d
Rayleigh fading channels.

both Ci5 and Cg approach 0, and therefore the SOP increases accordingly.

Closed-form
% Simulation
0.95

Figure 3.10: SOP versus 6 for i.n.i.d
Rayleigh fading channels 7 = 7p =
10 dB for g = 0.1.

Closed-form
% Simulation

SOP

!
0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9

[

Figure 3.11: SOP versus 6 for i.i.d
Rayleigh fading channels 7 = 7p =
10 dB for Agg = 0.1.

Finally, Fig. 3.12 shows the SOP versus 6§ and 7. Obviously, the parameters 7, and

0 admit certain values for which better security is achieved. For instance, one can infer that

higher secrecy is achieved for 0.4 < 0 < 0.6 and 7, > 15 dB. This constitutes a practical insight

that is expected to be useful in the design of future EH based CR systems and networks.
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Figure 3.12: SOP versus 6 and 7, for i.n.i.d Rayleigh fading channels for 74 = 10 dB, § = 0.1,
and L = 4.

3.4 Concluding remarks

PLS has been investigated , in this chapter, by considering two setups of a dual-hop EH-CRNs.
In the first contribution, the rely was equipped with only one antenna and assumed to be
located far from the PU and not causing any interference to it. In the second contribution,
the rely was equipped with multiple antennas, performing MRC combining technique, and
continuously adapting its transmit power to not interfere with the PU signals. In the first
contribution of this chapter, closed-form expression for the sop was derived, whereas in the
second contribution, both closed-form and asymptotic expressions were derived for the SOP by
considering both in.i.d and i.i.d Rayleigh fading channels. For both setups, we investigated
the impact of several parameters on the system’s security performance. We showed that the
security is improved for high tolerated interference power at the primary receiver as well as for
high secondary users transmit power. Furthermore, better secrecy is achieved when the fraction
of the harvested energy takes its values in the interval [0.4, 0.6].

The current chapter studied the impact of EH on the secrecy performance of a dual-hop
CRN. The next chapter investigates the impact of jamming signal on the secrecy performance

of underlay CRNs.
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Chapter 4

On the Secrecy Performance of a

Jamming-based Underlay CRN

4.1 Introduction

4.1.1 Motivation

Recently, the PLS of CRNs has been the focus of many research works. For instance, non-
cooperative CRNs were considered in [93-96], therein all receivers i.e., both destination and
eavesdropper were assumed to be equipped with multiple antennas and perform MRC technique,
while in [96], the source is also assumed to be a multi-antenna node performing transmit antenna
selection. Also, in [94] the secrecy performance was investigated for both secondary and primary
networks. Closed-form and asymptotic expressions for the SOP were derived under Nakagami-
m [93,96] and Rayleigh [94,95] fading models.

The PLS of cooperative dual-hop CRNs was explored in [97-103]. Specifically, in [97]
and [98], the communication was performed in the presence of only one eavesdropper attempting
to overhear the communication channel, while multiple eavesdroppers were considered in [102]
and [103]. Furthermore, In [97], optimal and suboptimal relay selection were analyzed while
in [98] the relay that minimizes the SNR of the wiretap link was chosen. Besides, in [102], the
most threatening eavesdropper is selected first according to the maximum SNR of the wiretap
links between the source and the eavesdroppers. Next, the best relay minimizing the SNR at

the selected eavesdropper is then chosen. In [103], the relay that maximizes the achievable
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secrecy rate is selected. Under these conditions, closed-form and asymptotic expressions for the
SOP and IP were derived over either Nakagami-m [97] or Rayleigh [98-103] fading channels.

The PLS of underlay EH-based CRNs have been investigated in [31-35]. Specifically,
in [32-34], the energy-constrained nodes were harvesting energy fro the RF signals of the PU.
The authors of [31], derived the upper and lower bounds probability of strictly positive se-
crecy capacity by considering that the destination node was harvesting energy from the source
node and used the harvested energy to send a jamming signal to downgrade the eavesdrop-
per’s decoding capacity. In [32], the SOP was derived by considering a direct communication
link where the source was equipped with multiple antennas and communicating with a multi-
antenna destination in the presence of a multi-antenna eavesdropper. In [33], the IP was derived
by considering that multiple SUs were communicating with a base station in the presence of
multiple eavesdroppers. The authors of [34] investigated the PLS of an EH-based overlay CRN
where the SUs harvest energy from the PU signals and act as relays between the PU trans-
mitter and the PU receiver. In [35], the secrecy performance was investigated by considering a
direct communication link where a secondary base station was communicating with a secondary
receiver in the presence of multiple eavesdroppers. The eavesdroppers were assumed to be all
legitimate users in the network that are also energy harvesters.

The PLS of non-orthogonal multiple access (NOMA)-based CRNs has been investigated
in [106-108]. In [106], an overlay NOMA CRN was considered such that the SUs were assumed
to be eavesdroppers, while the PLS of mmWave NOMA CRN was investigated in [107]. Closed-
form expressions for the connection outage probability, SOP, and secrecy throughput were
derived over Nakagami-m fading channels. In [108], zero-forcing-beamforming technique was
used to secure communications in MIMO, NOMA-based CRN.

PLS analysis through the aid of a friendly jammer was discussed in [36,37]. In [36], the
IP was derived by considering multiple source-destination pairs communicating under eaves-
dropping attempts of only one eavesdropper, with the source cooperation aided opportunistic
jamming. In [37], the SOP of dual-hop aided opportunistic jamming CRNs is investigated.
In this work, one relay is selected to forward the information while another one is chosen to
disrupt the eavesdropper by sending an artificial noise. Also, in the two aforementioned works,

several selection policies of the friendly jammer were considered.
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Concurrently, to the best of the authors’ knowledge, very few research works have investi-
gated the PLS of HSTCNs. The secrecy analysis of HSTCNs where the terrestrial secondary
network is sharing the spectrum with a satellite system, acting as a primary network is ex-
amined in [109] by maximizing the SUs rate and considering various beamforming techniques.
Distinctively, the authors in [110] dealt with the minimization of the total transmit power of
numerous terrestrial base stations and onboard the satellite subject to the PU secrecy rate con-
straint. Later, the ASC and SOP of a downlink hybrid satellite-FSO cooperative system were
derived in [111] by considering both amplify-and-forward and DF relaying protocols. Likewise,
the authors of [27] investigated the PLS of a hybrid very high throughput satellite communi-
cation system with an FSO feeder link. Therein, a satellite combines the received data from
multiple optical ground stations, performs a decoding process, regenerates the information sig-
nal, and forwards it to the end-user with zero-forcing precoding so that to cancel the interbeam
interference at the receivers.

Although the above works have added new insights to the research field, only few works have
considered the friendly jammer approach to improve the secrecy of a given CR communication
system. Additionally, the existing jamming-based communication contributions neglected the
power adaptation constraints of the SUs, despite that this condition is of paramount importance
in order to avoid interference with PUs. Therefore, our aim is to investigate the impact of
multiple techniques namely, jamming signal, spatial diversity, number of eavesdroppers, etc.

on the overall system security of a CR communication system.

4.1.2 Contributions

The main contributions of this chapter are given as follows:

e Secrecy performance analysis of a direct-link jamming-based underlay CRN.

— By considering the power adaptation constraint of SUs, a closed-form expression for
the IP is derived for two scenarios: (i) presence and (ii) absence of a friendly jammer.
These exact analytic results constitute the basis for the derivation of simpler, more

tractable, and more insightful asymptotic expression.

— We develop useful insights into the secrecy performance of the considered commu-

nication system. Specifically, we conclude that for a high number of eavesdroppers
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and a low transmit power of the friendly jammer, the security performance of the

system becomes the same for both scenarios.

e Secrecy performance analysis of a dual-hop jamming-based underlay CRN over Rayleigh

fading channels.

— Closed-form expression for the SOP is derived by considering the power adaptation
constraint of the SUs as well as the presence of multiple eavesdroppers that are

intercepting the transmitted data at both communication hops.

— Differently from the previous works, we combine, in this contribution, two techniques
(i) using a friendly jammer to enhance the security at the first hop, and (ii) con-
sidering a multi-antenna destination node that performs MRC technique to improve

security at the second hop.

— Deep useful insights into the secrecy performance of the considered communication

system are given.

e Secrecy performance analysis of a dual-hop Jamming-based CR communication system

with multi-antenna receivers over Nakagami-m fading channels.

— The PLS of an underlay uplink dual-hop CRN operating under Nakagami-m fading
environment is investigated by deriving closed-form and asymptotic expressions for
the SOP of the overall system under two scenarios namely, (i) presence and (ii)

absence of a friendly jammer.

— Under the power adaptation constraint of the SUs, the joint impact of the friendly
jammer’s transmit power, multiple SUs with power adaptation constraint, number
of eavesdroppers, number of diversity branches, MTIP at the PU receiver on the

system’s security is investigated.

— We show that the system’s security is enhanced in the presence of an important
number of eavesdroppers by increasing the (i) SUs’ transmit powers (ii) number of

legitimate destination branches (iii) and MTIP.

e Secrecy performance analysis of a dual-hop jamming-based underlay cognitive hybrid

satellite-terrestrial network.
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— A novel expression for the IP of a dual-hop DF relaying in the presence of eaves-

droppers at each hop is derived.

— Capitalizing on the above result, the IP expression of HSTCN is derived in closed-

form for both the presence and absence of friendly jammer scenarios.

— The asymptotic expression for the IP in high SNR regime is also provided, based on

it, the achievable diversity order is retrieved.

— Insightful discussions on the impact of different key parameters of HSTCN on its
security are also provided. Specifically, we demonstrated that the system’s secrecy
can be enhanced by increasing (i) SU’s transmit power, (ii) maximal tolerated inter-
ference power (MTIP) at PU, and (iii) average power of the downlink channel along
with the satellite transmit power. Moreover, we demonstrated that under low source
transmit power and low MTIP constraints, the friendly jammer does not enhance

the system’s secrecy.

4.1.3 Chapter’s structure

The remainder of this chapter is organized as follows: Sections 2, 3 and 4 provide contributions
on the PLS of 3 various setups, namely a direct-link jamming-based CR system subject to
Rayleigh fading, a dual-hop jamming-based CR system subject to Rayleigh fading, and a dual-
hop jamming-based CR system subject to Nakagami-m fading with multi-antenna receivers.
For each contribution, system and channel model, secrecy performance analysis, and numerical

results are provided. Section 5 concludes this chapter.

4.2 Contribution 4: Secrecy performance analysis of a

direct-link jamming-based underlay CRN

4.2.1 System and channel model

We consider an uplink CRN; illustrated in Fig. 4.1, composed by multiple SUs (S;);<y, multiple
eavesdroppers (Ej)r<nr, one single-antenna secondary base station (Bs), one PU transmitter

(PUr,), and one primary base station (PBS) (Bp). Multi-user scheduling is considered such
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that, at the moment ¢, only one source (.S.) is selected according to the round-robbing scheduling
algorithm for data transmission. Additionally, a jammer among the N — 1 remaining sources
is selected by the current transmitter to send an artificial noise (AN) that is added to the kth
eavesdropper’s signal. Indeed, the AN is considered as a signal designed in the null space of the
legitimate channel i.e., S. — D, and is transmitted to interfere with the eavesdroppers without
affecting the legitimate destination. Similarly to [36], we consider that the AN is generated
from a pseudo-random sequence. This sequence is known to the legitimate receiver while it
is unknown to the eavesdroppers. Consequently, the destination is able to cancel out the AN
while the eavesdroppers cannot.

For the sake of simplicity but without loss of generality, we denote the channel power gains
by g, = |he|* and their corresponding coefficients are \,, where ¢ = {S;Bg, S;E), S;Bp}. As
the fading amplitudes for all links are Rayleigh distributed, it follows that the channel gains
are exponentially distributed.

Moreover, under the power adaptation policy, the instantaneous SNR of the main channel

S. — D and the wiretap link S, — Fj, are given, respectively, by

1 = gs.rXs., (4.1)
and
c,€e 9s.E XSC
Y™ = PR (4.2)
€9s,, Xs; + 1
where
0 : without jammer
€= : (4.3)
1 . with jammer
Xe, = min (7, 72 (4.4)
© YIs.p
and

X, = min (ﬁsj, Tp ) : (4.5)

9s,p
and ¥g, = P§&™ /Ny, 7s, = P§™/No, ¥p = P1 /Ny, with P§** and Pg'** denoting the maximal
transmit power of S. and S, respectively, while P; accounts for the MTIP at PUg,, and Nj is

the variance of the additive white Gaussian noise, assumed the same, at each receiver.
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It is worth mentioning that when Pj increases, the source nodes are able to use their maximal
transmission power resulting in increasing the SNR at D, which leads the enhancement of the

system’s security.

Legitimate link ——
Eavesdropping link - >
Jamming link ——>

Interference link -3 >

fgz

hs g, 1<ksm

k=M

hs]Ew1é

PU7p,

Figure 4.1: The considered direct-link jamming-based CRN.

4.2.2 Secrecy performance evaluation

In this section, the IP analysis of an underlay Uplink CRN is presented by considering the
presence and absence of a friendly jammer. Similarly to [36], the IP of the considered CRN in

the presence of a friendly jammer can be expressed as

Pin = Z Z P, (4.6)

c=1 J=1
J#c

While the IP in the absence of a friendly jammer is expressed as

1nt - N Z zmg: (47)

For the considered system, the IP can be defined as the probability that at least one of the

wiretap links capacities is above the legitimate one, namely
M

P =1 -] Pr (Cgc”““” > 0) , (4.8)

wnt
k=1
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and Céc’k’d) denotes the secrecy capacity of the cth source Fj is intercepting the channel.
c, k,eJ c,e
LR — og, (1+79) —log, (1 + L)) (4.9)

Remark 6. It is worth mentioning that by considering identical parameters, the IPs given in

(4.6) and (4.7) becomes the one of user c i.e., ple?,

int

Closed-form intercept probability

According to (4.6), in order to derive the IP of the considered system, we first have to determine

P(c J).

the expression of P, ;

Theorem 4.2.1. The IPs of cth source in presence and absence of a friendly jammer are given,

respectively by

M _SDJ (k J)
Pl = H [ — Ao (w(c) ) [Mgk,J) [em#7 —1] + % *SOJAgk,J)] . (4.10)

k=1

and

where

Yy = )\SJPVP/WSJ7 le;C) = As.B, T As.p; gl(fk’J) = )‘SJEk/)‘ScEkv ngJ) = 8((316,‘])/75‘]’ et(ik“]) =

c k,J
w}(.c )Xg )7

0,0; —
Ak — (A(ckn/ (Cm>>
ALK = (o, /0D) QD oy € {0,13,

(07 0)7 (_Uv egk“})); -
(0,0), (07 O); -

009 = 633 | o, 0

Proof.
In the following, two cases are distinguished, namely the presence and absence of a friendly

jammer.
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e (ase 1: Presence of a jammer
The IP corresponding to the links S, — D and S, — Fj can be expressed as

Pr(CE <0) = Pr(gs.p < W)

— [ Faan ) g ()
(4.12)

where W =gs.p, / (V/? +1), ¥ = gg,5,X,, fx and Fx denote the PDF and the CDF
of the distribution X, respectively.
On the other hand, the CDF of W) is given by

(&

Fw(k,J) &) = /Ooo FgSCEk (&(z+1)) fY}'“) (2)dz, (4.13)

where the CDF of YJ(k) is expressed as

Fw) (W) = Pr|min (7, ,W—P 9s,B, <0V
J 7 9s,p

_ _ 2l g v o_ 7
= Pr <vngsJEk <7, <—F ) +Pr (MS_—%J > —P> (4.14)

gSJP gSJP P gsJP
TV N TV -
ng,J) Zék’”’)

The first term Il(k"]) can be rewritten as

kJ) v Tp
= fsn, (%) Fos, o (%)
J J

_ASJEI@‘&

- (1_6 75 >(1_ew)_ (4.15)
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while the second term IQ(k’J) can be re-expressed as

9

o0 2y
k,J TP
Ié )= - fgst (y)/ fgsJE,C (x)dxdy
2 0
e ¥
= - fgst (y) ngJEk 7_3/ d:cdy
2= P
o % (9o} +1)
= e - — (4.16)
19@,(5)—1-1
ith o) = s, m/As,P7
W1 (Qk; SJEk/ SJP’}/P'
By replacing (4.15) and (4.16) into (4.14), we get the CDF of Yj(k) as
_<PJ(79Q1(€J)+1)
FY(k) (19) =1- e_SOJQ;J)ﬁ (1 _ e_so‘]) — 0 (4.17)
7 o, U+1
It follows by using the integration by part and substituting (4.17) into (4.13) that
FWc(k,J) & = 1- f/o fgScEk (€(z+1)) FY}JC) (2)dz
- El(:) (f) { % + e;;‘fil B ASCE;C e_%]@gk“]) (Z) ’ (4‘18)

. 50 e gk,J)z J
Where EIE:C) (5) = 56 gAscEk 9 @gk’(]) (Z) - 0 egﬁ)g-‘,—l dZ, Bék“]) = )\ScEk Mgk’J)J a‘nd Iung) - 0 +§
k

Now, making use of Eqs. (07.34.03.0456.01) (07.34.21.0088.01) of [71], the term o i

given by
) 10.1.1: —
1 Y% y Ly by
o) — —_qgys | =k (4.19)
c J) 3,2 k,J ’
Ql(c ) ﬁé : 1;0
On the other hand, the Meijer’s G-function obtained in (4.19) can be reduced to
k,J .
o [ 85705 1 /F2<s)r(1_s>ds
2,3 T - . S
o | 1,0,0;— 2mj Je (ﬁéff)
O
- %! 5ék 7 0; —
- 1,2 (J) )
9% 0,0; —
(4.20)
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where C represents a complex contour of integration ensuring the convergence of the Mellin-

Barnes integral.

Now, substituting (4.19) and (4.20) into (4.18) yields

Fygen (6) = 1= 5 [1 T8 (€]

where
oy 0: —
(k,J) _ g (6 v 1) g)\ScE _ 2,1 ;
T8 == SR G | s+ e
XC + 5 Qk Xc , ’ _

By using the integration by parts and incorporating (4.21) into ( 4.12), we obtain

Pr <C,éc,k,J) SO) = 1—/ fgSD W(kJ)( z)dz,

c

1
()
W

The term Iéc’k"]) =I5 e~ 2y ) (2) dz can be rewritten using (4.22) as

A
c,k,J — c,k,J ScE, — c,k,J
TR = (oo 1) @R — A6 orglohd)
Ok

with

o ze‘wl(f)'z

ik = / ———dz
(k,J)
0 Xe 'tz
1 1 0;
= (c) ng J)G1,2 e(k ! )

k 0, 0;

and
ck,J < 2,1 ©J J
(I)g ) = / o GLQ wg+ —(k,J) z dz
0 €% ~# Xe 0,0; —
( “‘*‘”)2 kJ
c ) A(C7 ’ ) .
_ eegk J) 1 . Aé ,k,J) ’
YJ wJ
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where the two functions (Agf’k"])) are defined by
v=0,1

(cshs ) R 0; -
AL = / y'e # TGy |y dy (4.27)
pJ O’O; i
77U+1
= B [POT A= T (0 85) () ds
c
where 7, = goj/ng’J), and ¢, =v+1—s.

Finally, by replacing (4.27) into (4.26) alongside incorporating (4.25), and (4.26) into (4.24),
and using (4.8), we get (4.10).

o Case 2: Absence of jammer

Under this assumption, one can arrive at

Pr (Céc’k) < 0> = /0 Fyo.0(2) fys,m, (2)dz

AS. By

_ 1 OSeB
As.m, + As.p

(4.28)

Substituting (4.28) into (4.8), we get the expression of IP given in (4.11), which concludes the
proof of Theorem 4.2.1. [ |

Remark 7. It can be noticed that the IP in the presence of friendly jammer is independent
from 7s_, whereas the one in absence of jammer signal depends only on the fading parameters.
Particularly, for identical fading parameters, IP is reduced to Pl(:z =1- (%)M Therefore, for

a high number of eavesdroppers, the system may become vulnerable to eavesdroppers’ attacks.

Asymptotic intercept probability

It can be noticed from (4.10) that the closed-form expression of the IP depends on the average
SNRs 7p and 7g,. Consequently, the asymptotic expression for the IP can be derived for high

SNR regime by considering either 7, — oo or 75, — co. Analogously to [95], we assume that

Jp is proportional to g, i.e., 0 =¥p/Ts,-

Theorem 4.2.2. The Asymptotic expression for the IP of the considered communication system
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subject to flat Rayleigh fading channels can be expressed as

€ T e=er et
P ~1 =TT {1 = Asp (1+ ) log (7s,) | - (4.29)

b1 P Vs,

Proof.

In order to derive the asymptotic expression for the IP, the residues theorem is used to
approximate the Meijer G-function.

First, by using the Maclaurin series and performing some algebraic manipulations, the term

@, in (4.26) can be approximated for high values of 74, as

1< h £
ek L L Ze—wé)z/ T2 (s)T (1 — s) % 1— X ) dsdz
213 Jo c Xe : &

[\

1 X(’fJ)
~—=T (v) — 2T, (v), (4.30)
< (C)> o'
wy, k
1; ]-7 - 07 ]-7 -
where T (v) = G§§ v , Yo (v) = GS% v ,and v = Xﬁk?J)w’({C)/SOJ.
17 27 - 17 17 -

The terms T (v) and Yo (v) given in (4.317) can be written in terms of complex integral as

T, <U):%j/c T(1+8)T (24 8) T (—s) v-*ds, (4.31)
and
T, (v) = 271U / [2(14 )T (1 — )T (—s) v~"ds. (4.32)

By considering the left half plans of both C; and Cs, it can be noticed that (4.31) has simple
pole at —1 and admits poles of second order at —I — 2, [ € N, while (4.32) has poles of second
order at —{ — 1, € N.

By making use of [105, Theorem 1.5], (4.31) is given by

Ty(v)= lim (s+1)T(14+s)T(2+s)T? (- *S+Z lim agl—”) (4.33)

s——1 —(1+2)
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where

Gi(s,0) =(s+1+2°T?2(1+5)(s+1)T?(=s)v > (4.34)

It is evident that, the first term in (4.33) is equal to v , while the partial derivative of G (s, v)

with respect to s is given by

9. 50) T, (4.35)
0s

with
Ti=—(s+1+2°T2(1+s)(s+1)T%(=s)v"log (v), (4.36)
To=2(s+1+2)T?(1+s)[1+(s+1+2)(1+38)](s+1)*(=s)v ", (4.37)

and
To=(s+1+2°T2(1+5) T2 (=s)[1 —2(s+ 1) ¢ (—s)] v " (4.38)

The limit of 77 is expressed as
lim 7= (+1)v"*?log (v). (4.39)
s——(1+2)

On the other hand, the limit of 73 can be expressed using [71, Eq. (06.14.06.0026.01)] as follows

lim )7; = —2(1+ 1) (1 +2) 02 (4.40)

s——(1+2

while the limit of 73 is given by

lir(rll ) To=[1+2(1+1)w(+2)]0" (4.41)
s——(l+

By substituting (4.39), (4.40), and (4.41) into (4.33), we get

Ti(v)=v+ ivl” (14 1)log (v) +1]. (4.42)

=0

In the same manner to T; (v), the term Ty (v) can be written using the residues theorem as

To(v) =Y (+ DT [W(L+1) =¥ (2+1) —log(v)]. (4.43)

=0
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Using [71, Eq. (06.14.03.0001.01)], the term Y5 (v) can be simplified as

Ty (v) = Z — (14 1) LL + log (U):| : (4.44)

=0 +1

On the other hand, the MeijerG function given in (4.25) can be written in term of complex

integral as
2.1 0; — o1 T2 ()T —s
Lo | K = — (s)T'(1 —s)Kr*ds, (4.45)
0,0; — 27j Je
with r = 057

It can be noticed that the above integrand function has poles of second order at —I, [ € N.

Hence, by using the residues theorem, (4.45) can be expressed as

0; = 0Gs (s, k)
21 =Y lim =
G1’2 " 0.0: — B —o sh—{I—ll 0s ’ (446)
with
Go(s,k) = (s+1*T?(s)T(1—s)K". (4.47)

The partial derivative of Gy (s, v) with respect to s is given by

0
% =(+D)T*S) T (1 —s)r*[—(s+Dlog (k) +2[1+ (s+ D (s)] = (s+ 1) (1—3)].
(4.48)
By making use of [71, Eq. (06.14.06.0026.01)], the limit of (4.48) can be expressed as
. ag2 (87 l{) o ’il
Now, replacing (4.49) into (4.46), yields
2,1 0; — = K
Gy | & => [ (1+1) —log ()] (4.50)
0,0; — =0

Now, by substituting (4.42) and (4.43) into (4.317) and replacing (4.317) and ( 4.50) into (4.23)
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and by considering only the first and second terms of the infinite sum, we get

C

—log (7s,) - (4.51)
sy

—py (k,J)
Pr (cf;”“‘” < 0) ~ As.p {1 + £ }
P

Finally, by replacing (4.51) into (4.8) we get the asymptotic expression for pled) given in

int

(4.29). u

4.2.3 Numerical results and discussions

In this section, the derived IP expression is validated through corresponding Monte-Carlo sim-
ulation by generating 10° exponentially distributed random values. The considered simulation
parameters are given in Table. 4.1. We clearly see from the obtained figures that the analytical

results perfectly match the simulation results.

Table 4.1: Simulation parameters of contribution 4.

Parameter | A\, | M | N | 7p (dB)
value 05] 4 | 2 10

Figs. 4.2 and 4.3 show the IP as a function of 7 for various values of 74, and M, respec-
tively. As it can be seen, the greater 7p and 7g,, the smaller the IP. According to (4.1), when
~p increases the SNR of the main link increases as well. This leads to the improvement of
the main link capacity and consequently the system’s secrecy capacity enhances, which ensure
secure transmission. Moreover, in the absence of a jammer, the IP remains constant, for a
fixed number of eavesdroppers, regardless of the average SNR 7, because as shown in (4.11)
the IP depends only on the channel coefficients. Additionally, Fig. 2 shows that for M = 4, a
better secrecy is achieved for high values of 75 ,. Indeed, it can be seen from (4.2) that SNR at
the eavesdroppers decreases as long as 7, increases. Consequently, the wiretap link capacity
decreases, which leads to the enhancement of the system’s security.

Fig. 4.4 depicts the IP as a function of the number of eavesdroppers M for various values
of 75, by considering the case of the presence and absence of a friendly jammer. As one can
see, as the number of eavesdroppers increases the probability of intercepting communication
increases as well. Moreover, it can be also noticed that when 74 is significantly small i.e.,

Vs, < —2dB and M > 10, the friendly jammer does not contribute to improving the security
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Closed-form

— — — Asymptotic
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Figure 4.2: IP versus 7p.

Figure 4.3: TP versus 7p for 74, = 30
dB.

of the system.

Fig. 4.5 depicts the IP versus 74, and the number of eavesdroppers M. It is clearly seen
that better security is achieved for a small number of eavesdroppers and high transmission
power of the friendly jammer. However, for a high number of eavesdroppers, the presence of a
friendly jammer with low power does not have any significant impact on the system’s security

as the IP tends to be high.

Analytical with jammer Eq.(8)
Analytical without jammer Eq.(10)
*  Simulation

75,15 d

¥s,=35 dB

Figure 4.4: 1P versus the number of
eavesdroppers for 7, = 25dB.

Figure 4.5: 1P versus the number of
eavesdroppers and g .
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4.3 Contribution 5: Secrecy performance analysis of a

dual-hop jamming-based underlay CRN

4.3.1 System and channel model

The considered dual-hop CRN, represented in Fig. 4.6, consists of multiple sources (5;)i=1,. n,
one relay R, multiple eavesdroppers (Ej)k—1._m, one L-antennas destination D performing
MRC diversity technique, one PU transmitter (PUr,), and one PU receiver (PUg,). In this
scheme, all the nodes except D are assumed to be equipped with only one antenna. Moreover,
we consider a multi-user scheduling such that, at the moment ¢, only one user is transmitting
its data. We assume that the source nodes are taking rounds in accessing the spectrum and a
friendly jammer S; is randomly selected among n — 1 source nodes in order to send an artificial
noise to the eavesdroppers. We assume that the primary receiver PUg, and the relay R are
able to cancel out that noise, while the eavesdroppers are not.

In this scheme, we are considering Rayleigh fading model for all links in which the channel
gains are exponentially distributed. The channel coefficients of links S; -+ R, R — D, S; — Ey,
R — Ey, PUr, — PUgy, R — PUg,, S; — PUg, are denoted by hg,r, hrp, hs,g,, hrE,
hp,hrp, hs,p, respectively. The received signals at R, Ej at the first and second hop, D, and

the primary receiver PUg, are, respectively, expressed as

Yp = \/PSihsinSi‘i‘nRi: 1,..,n (4.52)
y%%k Y, PSihSiEkai + ey PS,]hSJEkaJ +ng,, (453)

E=1,.mi=1.,ni#J

Yyp =\ Pr||hrpl|rr + wpnp, (4.54)
Yom, = V Prhgrp, 2y +np bk =1,..,m (4.55)

where

0, absence of jammer

1, presence of jammer
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and Ps,, Pr, and Pg, are the transmission power of S;, R, and S, respectively. The transmitted
signals of S;, R, and S; are w,,, rg, and zs,, respectively. ng, np, ng, denote the additive
white Gaussian noise at R, D, and Ej, respectively, wp = HZ%—ﬁl\’ while hrp denotes L x 1
channel vector of the links R-(D;);=1.. 1, and the symbol { denotes the transpose conjugate.

For the sake of simplicity, we denote the channel power gains by g, = \hq\Q and their
corresponding coefficients are A\, where ¢ = {S;R, S;Ey, S;P, RD;, REy, RP, P}. As the
fading amplitudes of all links are Rayleigh distributed, it follows that the channel gains are
exponentially distributed.

During transmission, the nodes S;, S, and R have to set their transmission power in order

to avoid causing harmful interference to the PUs. Thus, the transmission power of the source

S;, the jammer S;, and the relay R can be, respectively, expressed as

P
Ps, = min (Pg}aﬁ —I) i=1,..,n, (4.56)
’ gs;p
and
P
Pr = min (P,;naX, —I> : (4.57)
JdrP

where Pg**, and PR are the maximal transmit power at S;, and R, respectively, while Py
accounts for the MTIP at PUg,. It is clearly seen from (4.56), and (4.57) that when P;
increases, the nodes S;, Sy, and R will be allowed to use their maximal transmission power.
Consequently, the SNR at both R and D will increase while the SNR at eavesdroppers will

decrease leading to a system security improvement.

Jamming link
Data link ———
Interference link -------->

Eavesdropping link ——

Figure 4.6: The considered dual-hop jamming-based CRN.
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4.3.2 Secrecy performance evaluation

In this section, the SOP as performance metric is derived in its closed-form. To do so, we have
to define first the expression of secrecy capacity. In our considered communication system, the

secrecy capacity of the ith source when S is selected as a friendly jammer can be expressed by
Ch = min (Cf§, ), (4.58)

where

° C’ffg’k"]) denotes the secrecy capacity of the first link, i.e, the difference between the ca-
pacity of the main link S; — R and the one of the wiretap channel S; — Ej in the presence

of the jammer S, and can be written as

ik, J i ik, )T
OB = (ol — ol (439)

i,J i ik,
log, (Vik )> ) 71({)> 7(115’ )

0, elsewhere

where 71(;? and Wi%k"]) denote the instantaneous SNR at the relay R and the kth eaves-

dropper Ej, respectively, and are given as

(i) _ Ps.gs:r 460
; Ps.qg.
Yék,J) . S:9S;Ey, (4.61)

B Ps,9s,E, + Ng’

and
0)
(i,]) L+~
% = (4.62)
I+7E

° Cél;) is the secrecy capacity of the second hop, representing the difference between the
capacity of the link R — D and the one of the wiretap channel R — Fj,
(k)

logy (2x) , Yp >
b = (4.63)

0, elsewhere
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where

1+~
Yok = ——5- (4.64)
L+ %5

vp, and ”yé’;;) denote the instantaneous SNR of the main link R — D and the channel

R — Ej, respectively and are given as

PeSF g,
yp = ThazL 90D, (1.65)
D
v _ Pryre
R (4.66)
Closed-form expression for the SOP
The SOP of the considered communication system can be expressed as
n—1 n
SOP = O >y " sorl?, (4.67)
n(n — i=1 J=1
JF#i
where
SOPY) = pr (C&) < R,), (4.68)

It is clearly seen from (4.68) that as C{"”) increases SOP decreases resulting in performance
enhancement of the system. So, in order to investigate the system’s security, it is sufficient to
determine the CDF of C{""

Substituting (4.58) into (4.68), yields

SOP) =1 — ﬁPr (min(C’ffg’k’J) iy > RS>
k=1
—1-JI 1= Fan(] = Fr(], (4.69)
k=1

where v = 2%s,
One can see from (4.69) that the computation of SOPZ(»‘]) requires the knowledge of the CDF's

of both ”y&"]) and 7oy,
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Theorem 4.3.1. The CDFs of RVs ’yf%’]) and Yo, are given by (4.70) and (4.71), respectively,

s, PPr
7)‘SiRNR(“/—1) e_w
—(J poIax ¢
F,Y&J) (7) =1- <1 - ASiRNR/Y:‘E,k) (7)) € % 1 - \s, pPr 1 ) (470)
As;RNRr(v—1) t
and
I I _ 2D, Np(Or=1) _2RrpPy
o (y)=1- < l > 1— . 471
) ;H Arpy = Arpy ) Arp Npy s e -
1£h Are, N RDp YD
where
_ (J)
EZ(:Q (fy) — e w7 _ sz {T(J) [6 Ys _ 1] _ ewi,k_(pJAE"Q}’ 0y = A;%fo7 XE:Q = %’
J ikT Sy
0 _ ez | o] %~ 0 _ W) () _ AfRD
hir = As;p . Ne + AsirNry, 1oy = Gio | @55 00 y Wi = Xig higr Ny = —5— —
()
ik, ik, p+l (0,0), (—p, W; ks ) —
s G Ie e B =
(0,0),(0,0); — b Tk
Proof.
e CDF of fyll )
The CDF of 7&"]) can be expressed as
ny(i,J) (’7) = Pr (PS [%@R ’YW(J):| <v - 1)
1k R
= Pr((Ps< 20 and 2> 0) or Z{) < 0)
= /0 FPSZ'( fZ J) d2+/ fZ(J (472)
where WZ(‘,? = 95: B and Z,LS‘;) = m According to (4.72), it follows that the
PSJQSJEk+NE Ng

derivation of Fw,(z) () requires the knowledge of the CDFs of both Ps, and Zi(‘,?. Doing some
1k ’

computations, the CDF of Ps, can be easily shown to be given

1 : Pg;ax <z
Fpy,(2) = : (4.73)
Fpr (Z) : szax >z

95, P
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where the CDF of £ can be obtained as

gs;p

Pr

FL(Z) = €_>\SiP z
95, P

(4.74)

1
On the other hand, the CDF of Q(.J) = —— can be expressed for positive values of ¢ as
ik Z(J)
ik

Fan(®) = Pr(gsn < Na[v (- 1)+ 7))

— [ Fasnrlv (= 1) 4 23] gy () (4.75)

In order to derive Fi,w (1) we have to derive the CDF of the RV Wi(‘,?
ik )

FWi LI? (f) = Pr <951Ek S £(gSJEkPSJ + NE))

[ Fran € N i, (2) (476)
0

By using integration by parts, we get

Fu (© =1=€ | o, €=+ Ne)) Fry s, (2) 2 (4.77)

By definition, the CDF of the RV Pg,gs,r, can be written as

zZ P[ gs;E z PI
Fp z:Pr(QSE §—7—2Pmax)+Pr( — <5 < Psy”
57955 E) ( ) Sk Pgl]ax gs,p 57 \ gs,p Pr gs,p °

~"~ ;TJ
[0 1)

As the two RVs gg, g, and gs,p are independent, the first term Ifk"]) in (4.78) can be written

as

P
1 I\ gs,E, > —Pg;ax r|gs,p < Pg}ax
z Pr
— FgSJEk (Pmax) FQSJP (Pmax> ) (478)
Sy Sy
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)

while, the second term Iék’J can be easily expressed as

k,J > Pily
R Y A e

e—<PJ(ZQ;(€J)+1)
= e ¥ — : (4.79)
ZQ,(CJ)—I—I
where g,(c‘]) = %. Then, by plugging (4.149) and (4.79) into (4.78) we obtain
J
—pJ (ﬁgé‘])—f—l)
B IR P e
Frg g5,5, (0) =14e#7% 7 (797 — 1) — o1 (4.80)
Now, the CDF of W'Z(‘,? can be obtained by incorporating (4.80) into (4.77), as

Asg & (e7%7 —1)  EXgpe ? [® e_QéJ)gl{i)z
Py (€) = 1 — smeve |1 4 2SS _ dnye / —dz|, (4.81)

o 0" + Asp & Ok 0 EE

o

SDJQ;(CJ)‘F)\SZ-Ekg
(J)
Ok

Making use of [71, Eq. (07.34.03.0456.01)] alongside [71, Eq. (07.34.21.0088.01)], we have

where 51{‘,? =

. 00 1,1;— —5{)2
Iéz’k"]) = 52-(:,?/ G§§ z e "M dz
0 1;0
1 07 ]-7 17 -
1,3
5i,k 1;0
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Furthermore,

1 |0, L1 7
Gy | 7 = Gy | 01 (4.83)
0% 1;0 1,0,0; —

1 /F(s+1)F2(S)F(1—S) (5(J)>_Sd
" 2mj T )

Ty Je (S + 1)

0: —
b J !
=Gy | ot :
ana -

with and C represents a complex contour of integration ensuring the convergence of the Mellin-
Barnes integral.

Then, by performing the substitution (4.82) into (4.81) yields

As, -1 Mg, g, e 0; —
Foo () =1—esmtNe |14 leké)(e ) _§ S”E(’f Gy | ws + % :
o pr0; " + Asm € O Xik | 0,0; —
(4.84)
It follows, by substituting (4.84) into (4.75) that
Foon (@) =1- e %) <1 — As,rNRYESY (7)) : (4.85)
where
—(J * h s _ k) pse ¥ (ikg
:E’k) (v) —/ e ik 4 (e S 1) ®§J ) _ ) @g ), (4.86)
0 Xik
o0 —hi Kz
ik ze ’
0 Xig +z
ik — / ze MGy | gy <1+ %) dz, (4.88)
0 Xk 0,0; —
and
¢i (V) = As;rNrtp (v — 1) . (4.89)
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The term @%’“) can be expressed as

(k)  hire O A
0,; = e " dz — X sz
0 0 )

= hie XEﬁGié hi,kXE,Jl;) ; (4.90)

while the term @g@’“) can be rewritten, using a change of variable, as

‘ (J) o0 v 0: —
Of) = Xik oxih / (i—1) TG |y dy
2 s \PJ ’ 0,0; —
ALk T) i
=y o AFRD| (4.91)
) _ xen XD, : (i, ) .
where 7,7 = —-e ek and the function (Ap’ ’ ) o B defined by
p: bl
Ak — [T e g S 4.92
» = ye 7 12|Y Y (4.92)
Py 0,0; —
1 o] 7><§:th,k
= 5= I (s)T(1—s) ds/ Yy Se” T es Udy
] Je g
(J) p+1
<5k> 2 DY (g~
= S [TPET T (=) (87) s,
c

where ¢, = p+ 1 — s. Then, by substituting (4.92) into (4.91) alongside (4.90), we get the
expression of the function EE‘Q (7) defined above.

In contrast, the CDF of Zi(,}? is expressed in terms of the one of its inverse as

i

1
FZ@'(,Q (x)=1- FQE:Q (—) + FQE,‘Q(O)' (4.93)

By using (4.85), the CDF of Zf,i) can be rewritten as

_ 2As;RNR(OV-D)

Fye () =e g (1— ASiRNR’YEE:Q (7)) + )\SiRNRVEg:]) (7)- (4.94)

Then, by performing the appropriate substitutions in (4.72 ), we obtain (4.70).
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Remark 8. For the scenario without any jammer source and by performing some computation

we can get easily the CDF at the first hop as

e i e
Fv§g(v)=1+w+1 [Qi‘f‘@i_l]’ (4.95)
S; Ey, Ng

As; pPr dd — As,RNR(y—1)
pmax 1T W-
S; S;

where §; =
e CDF of vy
Using (4.66), the CDF of 7y is given as

Y, 79
Fp () = Pr (PR [Nilf - N%f] <v- 1>

= PI‘ (PR S VR,Im VR,k Z 0) + PI‘ (VR,k S O)

- [ @ Oo Fran(2), (4.96)

where Ygp = 32, grpy, and Vi = — %bREk :
o N,
In a similar manner, we have to derive first the CDF of the RV Vg = ﬁ
FUR,k(/ﬁ> = Pr (YRD < Np <19 ('7 - 1) +7%>)
E
= /0 Fygp, (9(2)) ngE,C (Z) dz, (497)

where 6(z) = Np (19 (vy—1)+ fyi>.
Ng
According to [104], the CDF of Yzp in the case of i.n.i.d RVs can be expressed as

L

FYRD ($) = Z Un (1 - e_ARth) ) (498)

h=1

L
— ARD,
where wh = ll:Il (m .
1£h

By substituting the PDF of the exponential RV and (4.98) into (4.97), the CDF of Ug can

be derived as

e~ rp, Npd(y=1)

L
FUR,k (19) = Z wh 1 (499)
h=1

~ Arp, Npv

+1
ArE, NE
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Table 4.2: Simulation parameters of contribution 5.

q m n RS N R

b2 2 1 2

Parameter | Np | Ng | P§*" | PR*" | Pg"**
value 2 2 8 8 8

Parameter | A
value 0

Similarly to (4.93), and making use of (4.99) yields

( )‘RDhND("/_l)>
L 1—e" z
. (4.100)

F r)=1-— Y
2. (%) ; " X&p, NpY L
ArE, NE

As the CDF of Py can be expressed similarly to the one of Ps, given by (4.73) and (4.74),

the CDF of 79 can be now rewritten as

pmax 0 0
F’sz (7) - /0 Fi (t)fVR,k <t> dt + fVR,k <t> dt + / fVR,k (t) dt? (4'101)

g max
RP N PR

-~
max

P
=1-[, B fvp , (@)dt

Finally, by substituting CDF of %, that is similarly to (4.74), and (4.100) into (4.101), we

obtain (4.71) which concludes the proof of Theorem 4.3.1. [

4.3.3 Numerical results and discussions

In this section, we present the analytical and the simulation results for the considered CRN.
The setting parameters of the simulation experiment are summarized in Table 4.2 where the
powers are given in dBW.

As seen in Figs. 4.7-4.9, all analytical and simulation curves are perfectly matched over the
entire ranges of the considered parameters.

Fig. 4.7 shows the SOP as a function of the secrecy rate R, for various values of destination’s
antennas number. It can clearly be seen that the SOP increases with the increasing values of
R, as also noticed by (4.68). This can be interpreted by the fact that when a high secrecy rate
is adopted for a better performance, it is less likely to achieve a perfect secure transmission.
Furthermore, the security is enhanced when using multiple antennas at the destination instead

of employing only a single one. For instance, for R, = 1 bit/s/Hz we have SOP~ 0.85 and
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SOP=0.94 for L = 4 and L = 2, respectively.

The SOP versus the transmission power of the selected jammer Pg'** is illustrated in Fig.
4.8 for various values of branches number L at the node D. It can be noticed that, the higher
Py the smaller the SOP and therefore the system security becomes more reliable. This
can be construed as increasing Pg™ leads to a decrease of eavesdroppers’ SNRs as it can
be seen in (4.61). Consequently, the wiretap link capacity decreases as well leading to the
improvement of the first hop secrecy capacity. Additionally, increasing the number of antennas

at the destination enhances the SNR as shown in (4.65) leading to the enhancement of the main

link capacity i.e., R — D, and consequently the secrecy performance gets better.

PR TH—H 1

Analytical Analytical
% Simulation q 98 % Simulation | -

I
1 15 2 25 3 35 4
R, (bit/s/Hz)

Figure 4.7: SOP versus secrecy Figure 4.8: SOP versus maximum
rate for different numbers of antenna transmission power of the jammer S
branches at the destination. for different numbers of antennas at

the destination.

Fig. 4.9 depicts the SOP versus Py for different scenarios namely (i) either absence or
presence of a friendly jammer and (i) single and multiple antennas destination. It can be
noticed that the greater the Py, the smaller the SOP. This can be justified, from (4.56) and
(4.57), as increasing Pr above certain threshold, push the sources as well as the relay to transmit
with their maximal powers. Also, it is clearly seen that a better secrecy is achieved when using
a friendly jammer at the first hop and a destination with multiple antennas. Moreover, it can
be noticed that the scenario with absence of jammer and L antennas destination (L > 2) is

better than the one with presence of friendly jammer and a single antenna destination.
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Analytical with jammer \’\k» \
075 F| %  Simulation with jammer K *—3
Analytical without jammer
ion without jammer
I

| |
0 5 10 15 20 25 30
P,(ABW)

Figure 4.9: SOP versus P; at PUg, for different numbers of antennas at the destination.

4.4 Contribution 6: Secrecy performance analysis of a
dual-hop Jamming-based CR communication system

with multi-antenna receivers

4.4.1 System and channel model

The considered two-hops CRN, represented in Fig. 4.10, consists of multiple sources (.S;)i=1...n,
one Lp-antennas relay R, multiple Lg, -antennas eavesdroppers (Ej)x—1._a, one destination D
equipped with Lp antennas, one PU transmitter (Pr,), and one PU receiver (Pg,). For the
sake of simplicity, we assume that the relay receives the transmitted signals from S; on the
Lk antennas and uses only one antenna to forward the message to D. Moreover, we consider
multi-user scheduling such that, at any given moment, only one user is transmitting its data.
Also, the source nodes are taking rounds in accessing the spectrum and a friendly jammer S;
is randomly selected among N — 1 remaining nodes to send an artificial noise. This latter can
be canceled by legitimate nodes, while E; cannot mitigate it, leading to an increase in the
secrecy capacity. Similarly to [36], we assume that a friendly jammer generates an artificial
noise using a pseudo-random sequence that is known to the legitimate users which allows them
to cancel out this noise, while this sequence remains unknown to the illegitimate ones. To this
end, the main aim of this work is to investigate the impact of a friendly jammer, legitimate,
and wiretap channels’ average SNRs, MTIP as well as the spatial diversity at both the relay
and the end-user on the secrecy performance of the considered communication system. In this

scheme, Nakagami-m fading model is considered for all links. The fading amplitudes of links
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Si = R, R = (D¢)i<t<rp, Si = Ex, R — Ei, R — Pgy, S; — Pg, are denoted by h, where
q={SiR, RD:,S;Ey, REy, RP, S;P}. Consequently, the channel gains g, = ]hq|2 are Gamma
distributed with PDF and CDF are given by

Mg
fo (@) = ZF—gma e A", (4.102)
! ['(my)

(z) = 7 (Mg, Ag)

i T (mg)

9q

(4.103)

where A\, = mg and €2, denote the fading severity and the average channel power gain,

Mg
’
Qq

respectively. For a positive number m,, the above CDF can be written as [67, Eq. (8.352.1)]

mg—1 )\kl'k
Fy(z)=1—e?" > o (4.104)
k=0 )

The received signals at R, Ej at both hops, and D are given, respectively, by

yg): \/Psi

y%k =V Ps, hSiEkaSi t ey PSJHhSJEkaSJ + W, 5, NE,,, (4'106)

k=1, M, i=1,.,N, J#i,

yZEk =V PRHhRE‘kaR —+ wREknEk, k’ = 1, ..,M, (4107)
Yp = VPR||hRDHxR+WRDnD7 (4108)

with

0, Absence of a jammer
1, Presence of a jammer

Here, P, and z, denote the transmit power and signal from the node n, respectively where
n={S;, R}, w, = %, q={S:R,S;Ey, RE,, RD}, while h, denotes L,, x 1, channel vector of
the links Si-R, Si-Ey, R-D, 1 denotes the transpose conjugate, and ||.|| represents the Frobenius
norm. Also, ng, np, and ng,, denote the N, x 1 additive white Gaussian noise vector at R,

D, and Ej, respectively. For the sake of simplicity, all noise power vectors’ components are
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considered equal Nj.

Throughout the transmission process, both S;, and R have to adapt their transmit powers
so as to avoid causing harmful interference to the PUs. Thus, the transmit power of the source
and the relay R taking into consideration the maximum constraint power can be, respectively,

expressed as

P
Ps, = min (Pg?“, —I) i=1,..,N, (4.109)
Y gsp
and
P
Pr = min <PRm‘“”, —I> : (4.110)
9grpP

where Pg*" and Pp'** denote the maximum transmit power at S;, and R, respectively, while

P; accounts for the maximum tolerated interference power at Pg,.

Jamming link
Data link ———
Interference link -------->

Eavesdropping link ——

Figure 4.10: The considered dual-hop Jamming-based CRN.

4.4.2 Secrecy performance evaluation

In this section, the SOP is derived as performance metric. To do so, we have to define first the
expression of the secrecy capacity. In our considered system, the secrecy capacities in the case

of presence and absence of a friendly jammer are given, respectively, by

Ch = min (€™, ), (4.111)
) = min_ (ofg“, o;'g) , (4.112)



where

° C’fgk ) and C’(Z’ denote the secrecy capacities at the first hop, i.e., the difference between
the capacity of the main link S; — R and the one of the wiretap channel S; — E} in the

presence and absence of a friendly jammer, respectively, and can be written as

(4)
1+7 7 ik, J
log, (iIIzJ) 77()>7§E :
) _ 1+

Cl 1B , (4.113)
0, elsewhere
1+ 9y (i) - (i.h)
i) log, (TM s YR'> NE
Cig = 1E : (4.114)

0, elsewhere

@57) and 'y&k) stand for the SNRs

where 7R denotes the instantaneous SNR at R, while v,
at the eavesdropper Ej in the presence and absence of a friendly jammer, respectively,

and are given by

vy = min (’75 : ) ng R (4.115)

min (7517 gs. P) Zu lgS E(“)

min <75J,gs P> Zu 9s,50 + 1

ik, J
7§E )=

(4.116)

Lg,

Y1z = min (75 : ) Z I, 50 (4.117)
and g, = P§** /No, 7; = Pr/No, and 75, = P& /Ny.

(k)

e (¢ is the secrecy capacity of the second hop, representing the difference between the

capacity of the link R — D and the one of the wiretap channel R — Fj,

1+ k
. log, <—(k)) YD > 1
e = 1+ 75 (4.118)

0, elsewhere

where vp, and 72 5 ) denote the instantaneous SNR of the main link R — D and the channel
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R — FE), respectively and are given as

_ Lp
Yp = min (737 l) > gro., (4.119)

9rP /)

Lg,

® . (= 1 )
=min | Yp, — E G (u) s 4.120
YoE ( R grp) = RE; ( )

with 7, = Pmax /N,

Remark 9.

e One can see from (4.115) and (4.116), that the PHY layer security at the first hop in the
presence of a friendly jammer can be enhanced by increasing separately ¥y, ¥s,, or ¥g,-
Indeed, the increasing scale of the SNR at the relay exceeds the one of the kth eavesdropper
as a jamming signal is added to the one received by Ey. However, in the absence of a
friendly jammer, one can see from (4.115) and (4.117) that only the impact of legitimate
and wiretap channels’ parameters can make the distinction between the two associated
SNRs. Consequently, the smaller A\g,g, the greater the secrecy capacity and then the

security gets improved.

e From (4.119) and (4.120), it can be noticed that increasing either ¥ or 7; enhances
more the capacity of the legitimate link as D performs the MRC technique. Additionally,
increasing the number of antennas at the receiver increases the SNR at D. Consequently,

the system’s security gets enhanced as well.

Closed-form expression for the SOP

For the considered system, the N sources are taking rounds in accessing the spectrum then
one jammer is randomly selected among the N — 1 remaining sources. The SOP if there is no

jamming, can be expressed as

N
1 .
P=_— p® 4.121
SO ¥ ;:1 SOPY, ( )
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while in the presence of a jammer, it becomes

N N
SOP = ———— E:EZSOP@”, (4.122)

=1 J=1
J

N

where SOP® and SOP®/) account for SOP of the system linking S; with D in the presence
of eavesdroppers, and in the absence and presence of the Jth friendly jammer, respectively.
The SOP of the considered system stands for the probability that at least one of the secrecy

capacities falls below a predefined secrecy rate R, namely

M
SOPG) =1 — H Pr (min(C’%k’J)7 Cé?) 2 RS> (4.123)
k

=1

=

~1-] [1—SOP’“] [1—SOP;’“)},

o
ey

and

SOP® =

|
T

1—SOP%"™ | |1 —soprPi?|, 12
[ sop!’ )H SOP(’“} (4.124)

where SOPgi’k’J) and SOPgi’k) stand for the secrecy capacities at the first hop in the presence
and absence of a friendly jammer, respectively, and SOPék) represents the secrecy capacity at
the second hop. One can see from (4.123) and (4.124) that the computation of SOP requires
the knowledge of SOPgi’k’J), SOPgi’k), and SOng) as well.

Remark 10. As SOPgi’k’J), SOPgi), and SOng) are between 0 and 1, it is worth mentioning that
the greater is M, the greater is SOP (approaches 1), and then the system becomes vulnerable

to eavesdropping attack.

Theorem 4.4.1. The closed-form expressions ofSOPgi’k’J), SOPgi’k), and SOng) under Nakagami-
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m fading model are given by (4.125), (4.126), and (4.127), respectively,

s ) (Lamsn %) .0 558

SOP\kY) — 1
' F(LRmsiR)F (ms,p)
L . —1 Lrmg.p—1 .
n fyozl(k"]) Ek"gk i RiR Tl(z) (71)—LRmSiR+l+l
r (msip) h—o h P (w(k))LEkmsiEth
- o;8g. o
Fmspips)e ot ASET (mset Lams — 1= 1 s + 75 )
X U‘*LRmsiRJrlJrl (/\ + &, R>m51P+LRmS7,R -1
¢ S;P
(hb) (k) gk, T) (hol) %(k"])wgk)
X 'y(mSJp,goJ)Ml T, 01 +M2 7— . (4125)
I
) )\LRmSiR/yﬁ*LRmsiR
SOP\® =1 — SiR ! 4.126
! [ (Lg,ms,g,) [(Lrms,r)l (ms,p) ( )
LRmSiR—l — - .
x D YA s | s L

I+1 2,2
1=0 <7A51R) )\SiR’Y LEkmSiEk; 0

_UiESiR ASPZ F<mSP+LRmSR_l_1;QDS +Uz£S R)

« g (mSiP’ 9051) e VI
—LRmSiR+l+1 §S R SiP+LRmSiR -1
g <)\S p+ )
and
Lpmpp——Lpm Lpmpp—1 —j+1 T
SOP(k) -1 AR% RD’VI prRD Dij BJ’YI G )\REk J; 1’
2 = 22 | v——
U (Lgymre) U(Lomep)l(mre) = A ARDY | L s, ;0
_9%gD NTRPT (L m +m _] -1 OR + 6§RD>
o | € v (mrp,oR) | TRP DTRD T TRE ’ i (4.127)
o~ Lpmrp+j+1 ¢ Lpmgp+mprp—j—1 ’
(&2 + A )
I
here @\ = YAgir + A = 71 Vs, 6 = T1/Trs 7 = 275, 657 = A Tg,\
wnere w; YAS:R + SiEy» o /YI/F}/SN 7[/7]{7 Y s Vi SJEk;/ <’VSJ SiEk> 5

_ k,J _ o
Y = )‘SJPVI/’YSﬁ gi( ) = )\SJEk/ ()‘SJP/\SiEk) y YR — )‘RP’YI/’YR; ¥Ys; = ASiP’yP/’YSiv

MM () =633 | - , (4.128)

(h,l) .
pig s Le,ms,; ;0
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(1 —ms,p, SOJ) ) (1’ 0)7 (_hv O>; -

MV () =G | - " : (4.129)
(LEkmSJEk7 0)7 (,uz,]g7 ) O> ) (Oa O)
(h,1) _
'U’i,k: = LEkmSZ.Ek —h+ l, (4130)
& =M (y—1);v={S;R,RD}, (4.131)

1 —mg,p,ps;); (1,0
Ms(z) = G2 | 2 (A =msip,p5.): (1,0) , (4.132)

(07 0) ) (LRmSiRv 0)7 -

. L 7 —1 ms. g, —h—
Q) = < e )Aéfé“k e (4.133)
(J))\LRmSiR
(k) _ B Asir 4.134
“ I'(Lg,msm,) D(Lrms,r)’ .
1

B _ , 4135
k I'(Lg,ms,g,) (ms,p) ( )

i L . - ]- m —1—=
= (T e 130

L —1
Bnl _ ( DMRD ) (f}/ . 1)LDmRD—1—n1 ) (4137)
ny

Proof.

e Expression of SOP at the first hop

The SOP at the first hop in the absence and presence of a friendly jammer is given, respectively,

by
SOPgi’k) =1- ’y/ fgsip(a:)E;i’k) (x)dx, (4.138)
x=0
and
SOP{™) =1 — 'y/ fgSiP@)Egi’k’J) (x) dx, (4.139)
x=0

where (4.138) and (4.139) hold by using integration by parts on [38, Eq. (33)] , with

SN ) (gj) = /0 f'y?\gsipzx (’yy +v— 1) F%%k,‘nlgsip:x(y)dy, (4.140)
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and

—(1,k >
= @) = [ Lm0+ =D Py ) (4.141)

and v is being defined in Theorem 4.4.1.

The CDF of 7](;) for a given gg,p can be expressed as

Y
FVS)Igsip:x (2) =Pr (mln (751_, ?I) Esir < z) (4.142)

where Es,r = 32,7 g5, @ (¥) = s, for @ < 7;/7s, and @ (2) = 7/ for x> 7, /7s,.
SOP at the first hop with the absence of a jamming signal

The conditional CDF of viiék) can be expressed as

oo (= T
Fwii;ék)\gsip:x(y) = Pr (mln (751’ X ) SSiEk < y)

= Fegp (q)?(/x)) . (4.143)

where &g, 5, = 2521 9,5
It is worth mentioning that for i.i.d Nakagami-m channels, £, and &g, are Gamma dis-
tributed with shape and scale parameters Lrmg,gr and Ag,r, Lg, mg, g, and Ag,g, , respectively.
Using Eqgs. (06.06.26.0004.01) and (07.34.21.0088.01) of [71], and substituting (4.142) and
(4.143) into (4.141)yields

Lrms.r _Es’iR Lrpmg.r—1
. A e (@) ‘ .
—(i,k) S;R (2)
= T) = T 4.144
2 ( ) @LRmSz‘R (ZL‘) r (LEkmlek) F(LRmSZ.R) =0 ! ( )
)‘Sz‘R/}/ -t Gl,Q )\SiEk _l7 17 -
® () As;RY ’
ST L mg,g, ;0

where Tl(i) is defined in (4.136).
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Now, replacing (4.144) into (4.138), one can obtain

Lrms;r Lrmg,r—1

SOPgl’k) =1- Silt l HlG;g i By ’
: (LEkmSZEk) F(LRmSiR) =0 (,Y)\Sz )l+1 7 )\SiR’y LE'k ms;Ey; 0
(4.145)
where
fyse ()5
& T)e 2@
= / = du 4.146
0 PLrms;r—1-1 (ZL’) ( )
(a) W;LRmsiRHH _oi;im ( ) A;S?PF(LRmsiRersip—l—l,wsﬁg%’?)
= — —em—f}/ mS,P,SOSZ + e — i 7
F(mSZP> o, LR SzR+l+1 (ASiP_‘_giiiIR)LR SZRJ'_ S,LP T—1

where step (a) is obtained by replacing ® (z) by its values, and performing some algebraic
manipulations.

Now, incorporating (4.146) into (4.145), (4.126) is attained.

SOP at the first hop in the presence of a jamming signal

In the presence of a friendly jammer, the CDF of *y%k"]) for a given gg,p is given by

@ [ y(t+1)
F’Y%Ek”])msi}?:x(y) :/0 ngiEk <W fWIiJ) (t) dt (4147&)
Lg,ms,g,—1
©q _ g® e Lp,ms,m — 1\ ,m)
1= (@) > . V) (y), (4.147b)
h=0

ya = L co g 8B
where Wk(J) = min (75{17 7_P> gSJEk? gSJEk = Zuili gSJEI(g“% V(h) (y) = fO the ) tFWIEJ) (t) dta

gs,p

\I/Z(k) (y) = % Here step (4.147a) holds using the definition (4.116), while step (4.147b)

is obtained by using integration by parts alongside the Binomial formula for a positive integer

)

L, ms,g,. Importantly, the derivation of the CDF of 'y&k"] requires the one of W,EJ), given as

t v Es,E e
F (J) t :Pr<gs S__a Z )+Pr( Ik S__a S
wi () =50 gs,p 7ss g5, A1 sy
t bl k,J
= FgSJEk (—_> FQSJP (__I) +I:E ) (4148)
Ys, Ys,
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where

I

e, J Oo t
If ) = fgsJP (V) FSSJEk (W_IV) dv (4149)

'YSJ

2 1 / I (mSJP — 5 SDJ) I (LEkmSJEk + 5) I (_8)
e r s ey ()

—

ds
=3"A (1),

where £, is a vertical line of integration chosen such as to separate the left poles of the above
1 —mg,p, ,(1,0); —
integrand function from the right ones, A,(;]) (t) = G;g Kt ( 5,72 1) (1L0) K=
(LEkmSJEk7 0)7 (07 0)
s, B/ As, P, @, and 5,(;]) are defined in Theorem 4.4.1 and (4.135), respectively. Step (a)
holds using [71, Eq. (06.06.26.0004.01)] alongside (4.102) and (4.103). As mentioned above,

Es,p, 1s also Gamma distributed with parameters Ly, mg, g, and Ag, g, .

Substituting (4.149) into (4.148), we get

k Vs,

J A
Fyo (t) = e [ gl (LEkmSJEka . t) x 7y (ms,p,05) + A (1) } : (4.150)

Now, it remains to compute V) (y) so as to evaluate (4.147b). Using (4.150), yields

VO (y) = " (7 (ms,p.00) T + 7;“”) , (4.151)
where
% p _Psim A
ﬂ(h) = / the ‘P(z)kt"y (LEkmSJEk, EJEk t) dt
0 s,
B e P!
0 TSs | Lgms,p,;0
® h+1
s ( @) ) 0" (v), (4.152)
)\SiEky
(k,J) —h,1;—
with @Y‘) (y) = G§§ QTM and ng“]) is being defined in Theorem 4.4.1.

Lg,ms,g,;0
The equality (a) and (b) follow by using Egs. (06.06.26.0004.01) and (07.34.21.0088.01) of [71],
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respectively.

On the other hand, the term 7;(h) can be expressed as

o0 YAs, B
" = / the™ = AL (1) dt (4.153)
0
_ L ( P (x) >h+1/ I'l+h—s)I'(=s)I (ms,p—s,¢5) T (Lg,ms, g, + ) (ﬁ)sds
215 \ As, .Y Lo ['(1-s) Yy
htl
= (LY o )
)\SiEky 2 ’
(€1, 00),(1,0), (=h,0); — CE D) (k,J)

where O (y) = Gég’

< |3

; 1 7(] = ]'_mSJP7 and S

(LEkmSJEk’ O); (07 0)
is being defined in Theorem 4.4.1.

Finally, the conditional CDF of 'yﬁ’gk"]) can be expressed by substituting (4.152) and (4.153)

into (4.151) and then replacing it into (4.147b), yields

Lgms; gy, —1 (LEk ms; gy, *1) Phtl (m)
h

(y) = 1=0 () B Z B [ (ms,p 00 O (1) + 08 ()]
(4.154)

F ks

MNE )lgS,L-P:I

Now, the remaining last previous step in this proof consists of computing Egi’k"]) (x) . Indeed,
by differentiating (4.142) and using (4.102) alongside with (4.154), (4.140) can be rewritten for

a positive integer Lrmg, r as

SsiR Lpms,; g, —1 ik) SR
SR () = . <LRmSiR’ ‘bm) () Zk e (4.155)
B Wkrmsig) 0 m (@ () s |

LRmSinl

< >0 0 [y tmsyes o) UM+ U
=0

where &g, g, Q,(:’k), ozl(k’J), and Tl(i) are defined in (4.131), (4.133), (4.134), (4.136), respectively,
and

a

00 (k)
UM = / ylesmsimH-h=1o=aG@Ye M () dy, o = {1,2}, (4.156)
0

with wgk) is being defined in Theorem 4.4.1.
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The two above terms can be expressed as

= |

@( ) H—LEkmSiEk_h
U — ( v > M0 (w(k)ﬁi(k’ﬂ), (4.157)

and

Lg, mg, +Il—h
Z/l(hl) — e (ZL’) N " 1 / I (LEkmSiEk +1l—h+ S) I (mSJP -5, QDJ)
2 o™ 21§ J oz, I'(1—s)

i

k) ()
xI'(Lg,ms,g, +s) T (—=s)I'(1+h—5s) % ds
I

Lp,ms; B, ti=h (k,J) (k)
P (x §; w,
:< ((k))> MQ“”( _ ) (4.158)
w

T

%

where ./\/lgh’l) (.) and ./\/lgh’l) (.) are defined in (4.128) and (4.250), respectively. Note that (4.157)
follows relying on [71, Eq. (07.34.21.0088.01)].
Henceforth, substituting (4.157) and (4.158) into (4.155), yields

gs_iR Lg ms,E —1 i 7£S’L'R
=GR () = : (LRmSiR’ q’(”)) N Zk Qe (4.159)
- W(Lemse) 1 g (@ () mmse st

xXr
@

Lrms,r—1 (CD( ))LEkmSiEk+lh ~ (mSJP, SOJ) Mghl) (wz(k)gz(k’J))

X Z Tl(i) (k. ) (k)
1=0 + MY (—gi - >

w —
P

Now, replacing (4.159) into (4.139), we obtain

A LEkmSiEkil LRmSiR_l T(Z)A
SOPYH) =1 — =L 4 yalb) Qb e 4.160
! ['(Lgms,r) T hZ:% h — (wz(k))l"'LEkmSiEk_h’ ( )
(hl) (k) (k. ) ) [
x |7 (ms,p, p5) My (Wi 0;" )+M2’ % ;
I
where
Ay = / h fou (@) | Lrms,r SsR ) g (4.161)
0 gs,p (R (p (.CL')
a 1 , .
(:) T/ N\ |:7 (mSiP, 9051) r (LRmSiR7 é-_S’LR) + MS (65—{)] 5
I (mg,p) Vs, As,PVp
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and

fyse (@)
Ay = o ——dx (4.162)
0 (P (x))FmsinT

§S,R

_ (mSiP? ¢Sz) e 7S

7

_L ms; —l-1 -
T (ms,p) 'YSZ-R S;R T (m,p) 7mes,R -1 <)\SZ-P + €s,Rr

Z >msip+LRmsiRll7
Tp
with M3 (.) is defined in (4.132). Equality (a) holds by replacing ® (x) by their values along
using [71, Egs. (06.06.26.0005.01), (07.34.21.0088.01)]. By substituting (4.161) and (4.162) into
(4.160), (4.125) is attained.

Expression of SOP at the second Hop

In like manner to SOPgi’k), SOP;k) can be expressed as
SOng) =1-—x Jonp (m)Egk) (x)dx, (4.163)
0

with

—(k >
::(3 ) (z) = /0 f’YD|9RP:$ (Y +yy—1) FyékE)wRP:x (y) dy. (4.164)

One can notice from (4.164) that in order to calculate SOng), it is necessary to find first the
conditional CDFs of vp and fyg;) for a given grp.
Let’s define Ygp = Zthl grp,- In a similar manner to (4.142), the conditional CDFs of vp

and 75’2 are given, respectively, by

z
F’YD|§RP=SU(Z> - FYRD <m) ’ (4165)
and
_ Y
Fvég\gRP=x (y) = Fepn, <W> ’ (4.166)

where Epp, = Zﬁi]{ IRE D(x) = g for @ < 7;/7g and D (z) = 7,/ for & > 7;/7p. It
follows, in a similar manner to &g, g, that g, is also Gamma distributed with parameters
Lg,mgEg, and Agrg, .

It is worthwhile that Yzp is Gamma distributed for i.i.d Nakagami-m fading channels with

shape and scale parameters Lpmpgp and Agp, respectively. That is
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Elo

&R
L —
N e

=

a

1]
=z
—~
8
~—

T'(Lpmpp)T (Lg,mrg,) (D (z))"?me0~!

Lpmgrp—1

__ ARDY )\
X Z Bnlry / ynle D(=) yW (LEkaEk7 %y)

n1=0

£
e 8

YL (Lpmrp)T (Lg, mpg,) DEemep=1 (z)

—
=

Lpmgrp—1 ni+1 .
( ) ’ >\ —ny, 1, —
x> By, ( . Gy ARE; : (4.167)
n1—=0 RD RO L, mpgg,;0

where B,,, is defined in (4.137). Note that step (a) holds by substituting (4.165) and (4.166) into
(4.164), while equality (b) follows by using [71, Eqgs. (06.06.26.0004.01), (07.34.21.0088.01)].
Substituting (4.167) into (4.163), yields

)\LDmRD Lpmprp—1 B )\ —nq, 1’ _
SOP2 - B 5 Z n1+1 ‘7”1 G% g i ' )
I'(Lg,mge,) I'(Lpmgp) oy Af ARDY L, mrg,;0
(4.168)
where
3
L/“ Jonp () (D ()" Fomao st o756 gy (4.169)
£ m
(a) e ”RI?V (mgp, R) Arp' T (U”“ YRt 6515)
= —Lpm ny— Un )
F(mRP) ,.YRD RD— 1 7%DmRD—nl—l (% + )\RP) 1

where v,,, = Lpmpgp +mpgp —n1 — 1, g is defined in Theorem 4.4.1. Here step (a) is obtained
by replacing D (x) by its values and using (4.102) alongside with Eqgs. (3.381.1) and (3.381.3)
of [67].

By considering % = ¢ and substituting (4.169) into (4.168), one can obtain (4.127) which

concludes the proof of Theorem 4.4.1. [ |

Asymptotic expression for the SOP

In this section, we provide an asymptotic analysis of the derived closed-form expressions of the

SOP. The expressions (4.125)-(4.127) can be approximated for high SNR regime by considering
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Yp — OO.

Theorem 4.4.2. The asymptotic expression of the SOP in the absence of a jammer is given

by
M 1
SOPY ~ 11— HAREk,RD,D (1) As,g,5,r,R (1) — = Z H-ARE &p.p (1) As, g, 5,r.R (1)
k=1 /71 k=1 j=1
J#k
X (AREk,RD,D (1) ASiEhSiR,SivR + ASiEk,SiR,R (1) AREk,RD,R,D) 3 (4170)

While the asymptotic expressions of the SOP in the presence of a jamming signal is expressed

depending on various cases as follows

e Lrms,gr < Lg,ms,g,

| M Sl IG5, Are, roo (1) |
SOP(Z’k’J) ~ 1—1—[ AREk,RD,D (1)— 7k 5 AREk,RD,R,D <1 —P (SZR) CY’k’J)) ,
k=1 I
(4.171)
e Lrmg,r > Lg,mg,E,
| M 2 k=1 121 Arm;.rp.0 (1) |
SOP(Z’k’J) ~ 1—H AREk,RD,D (1)— ks 7 AREk,RD,R,D <1 — P (S]Ek) C§Z7k7j)> 5
k=1 I
(4.172)

o Lpmgs,r = Lg,ms,g, =1

M M |
[ Are,.m0.0 (1) Arg,rp.o (1) Cy . (4.173)

1
k

M
SOP%) ~ 1 — H Arg,rp,p (1

k=1 k=1 j=
Ji#

o Lpmg,r = Lg,mg,g, and Ly, mg, g, > 1

M
) 1
SOPU) ~ 1 — | | Arg, rpp (1) — — E | | Arg;.rp,0 (1) ArE, RD.R.D) (4.174)

k1 Vi k=1 j=1
£k

where P (q) =1 — sgn (Lymy — 1), g = {SiR, S;E}, sgn stands for sign function,

1 1.2 )\e —Lvchr?/,l;—
Gys

= {S;Ey, REy}, (4175
e T | 3 . e ={S;Ey, RE,},  (4.175)

Ae,c,v (y> =

c={S;R,RD},y ={1,2},v={R,D}
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Ac(Lvme—1)Ac.e.v(2) [57 (Map, @u) + r<mup+1,wu>}

Ae,c,u,v - A 1 Hmur) Aur ) (4176)
cAe,c,v myp—1_—o, My
el [5 (7 (M ) + per ™ emew) 4 maT (mup,gou)]
u = {Si7R}7U = {RaD}
C(i,k,]) ( ) Lrmg;r + r (mSiP -+ LRmS¢R7 SDSZ) gé‘j}:{mSZR
= ms,p, ¥s;) 0; m
' s AR Lrmgs,rl'(Lrms,r)L (ms,p)
(4.177)
LRmsinl o (m o ) r (m n Iom ] ! )
(k,J) S; P, ¥S; S;P RMg,r —t— 1,Pg,
T i Z Tl *LRmSiR‘FZ‘i’l + LRmsinlfl ]
1=0 i As.p
x I (LEkmSJEk — l_l) I (LEkmSiEk + 1+ 1)
5)\ +1 I4+1
X V(mSJPﬁOJ) 505 +F<mSJP+l+1,<,0J) gi(kJ) )
)\S»;Ek
Lrms, g~ (k,J) ~y (mS b, SOJ) <§)\SJEk>LEkmSJEk
i QY ) ]
¢ SRV ’ XSk (4.178)

L
Lg,ms, g, (k7J)> B S s By

+I (mSJP + LEkmSJEk7 QDJ) (gi
Lg, ms,g,—1 i
’ ZEk QELJC)F (LEkmSiEk + Lrms,r — LEkmSJEk —h— 1) I (LEkmSJEk +h+ 1)

(k) Lg,ms,g,+Lrms,rR—LE, ms; g, —h—1 ’
h=0 wi

X

and

C(ivkv‘]) _ fyLRmSiRagk’J) ’}/ (mSJP7 SDJ) (

3 wLRmSiR_LEkmSJEk (ij) LEkmSJEk
+1S

Lg, ms;E
6/\SJEk) kS g By
As, By,

(4.179)
T (mst + LEkmSJEM(pJ)

(_1)LEkmSJEk_LRmSiR r (LEkmSiEk + LEkmSJEk)

LEkmSJEk

X

Proof.

The residues theorem is used in order to find the approximate expressions of Meijer-G’s

function given in (4.125).

e Asymptotic expression of SO Pl(i»k,J)

Case 1: Presence of a jammer
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The Meijer-G’s functions Mgh’l) (z) and ./\/lgh’l) (z) defined in (4.128) and (4.250), respec-

tively can be expressed in terms of complex integral as

Mghal) ( ) 1 : / F(LEkmSJEk +S)F(1 +h_s)F(LEkmSiEk +1— h+s)r(_s)z_5ds,
215 Jr, '(l—s)
(4.180)
and
M(h’l) (2) _ 1 / F(LEkmSJEk+S)P(1+h—S)F<LEkmSiEk+l—h+8)
2 215 J oz, [ (1-5s)
XI'(=s) T (ms,p — s,07) 2~ °ds. (4.181)

It is noteworthy that the conditions of [105, Theorem 1.5] are satisfied. That is, the two
above functions can be written as an infinite sum of the poles belonging to the left half plan
of L£3. Furthermore, as the upper incomplete gamma function in (4.312) is always finite for
w; # 0, it follows that the integrand functions of the two above equations have the same
poles. Additionally, it is clearly seen that the order of the left poles depends on the values of

Lg,ms,g,, Lg,ms,g,, h, and [. Owing to this fact, three cases can be distinguished:

o —Lgmg,p < —Lgmgpg — !+ h: In this case, the two integrand functions given in
(4.180) and (4.312) admit —xp,, with xpi = Lgmse, +1—h+7r and 0 < r <
Lg,ms,r, — Lg,ms,g, — !+ h —1 as simple poles and —p, with ¢, = Lg, mg,g, + 7 and

r natural number as poles of second-order.

o —Lgmg,g > —Lgms,g, — !+ h:Under this condition, the aforementioned integrands
have —p, with 0 < r < Lg, mg,g, — Lg,ms,r, + 1 — h — 1 as simple poles and —x,

where r € N as poles of second-order.

o —Lpmgs,g, = —Lgms,g, —+h: Under this assumption, the two integrands admit only

poles of second-order at —g,., r € N.

a. _LEkmSJEk< —LEkmsiEk—l +h

Relying on [105, Theorem 1.5, M{™" (z) can be rewritten as series of residues at the afore-
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mentioned poles

Or Xh,l,'r*l oo aQ (S Z)
(h,1) _ : . 2 )
Ml (Z) - ; s_}}g}lhm Ql (37 Z) + ; SEI_ILT T? (4182)
where
r r— 'L (—s)'(1+h—
Q1 (5,2) = (s + 5) 0tr =1 E ) DT, p V) TA LR =) o) g5
I'(l-ys)
and
Z'(L . l—h I'(L '(—s)'(l+h—
Qs (s,2) = (0, + 5)° (Lg,ms,E, + + )T (Lg,ms,p, +s) T (—s)I'(1+ 3)[3.
I'(l-ys)
(4.184)
Obviously, the limit of @y (s, z) can be expressed as
-1)"'T (L . [ H)I'(L — ,
lim Q (8, 2) _ ( ) ( B MsE, T L+ + ) ( E, TS B, — Xhyl, )ZXh,l,T' (4185)
ST T XRoLr Xh1,r

On the other hand, using [71, Egs. (06.14.06.0026.01) and (06.14.16.0003.01)] the partial deriva-

tive of Qs (s, z) is given by

aQQ (87 Z) _ (S + Q?")QF (Xh,l,r — T+ 8) I (_8) I (LEkmSJEk + S) I (1 +h— S) g(h,l,r) (Z 8)

Js rl—s)zs
(4.186)
where G (z,5) = —logz + ¥(r+ 1) + ¥(o, — Xnyr +7+1) =2 =1+ h —s).
Replacing (4.186) and (4.185) into (4.182), yields
T ()Y T (Loms, B, — Xnan) D (Lpyms s, + 147 +1)
Mgh,l) (z) _ Z E,MS;E, — Xh,lr E, S, By, SXndr (4.187)
—0 7’!Xh,l,r

+§: VerXmbr T (b + 0, + 1) zrg(h’”)(z —0r) -
=0 LEkms B+ or — L+ h)lklo, o
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- hl
In similar manner, ./\/lg ) (2) can be expressed as

Or—Xn,l,r—1

—1)"'T (L . [ 1
Mgh,l) (2) = Z (=)' I' (Lg,mg,g, +1+7+1)

T!Xh’lJ‘Z*Xh,l,r

r (mSJP + Xhlrs QOJ) r (LEkmSJEk - Xh,l,r)
k=0

. f: Qr Xhl,r F( +h+ Qr) o [g(h,l,r) (27 —Qr) — log (QOJ)}
LEkmS B, T 0r— [+ h)lrlg’" xT (ngP + or, SDJ) —yn (Qr)

r—=

(4.188)

— 1,1

? )

where V(") (g,) :G§;§ 0y
07 07 ms;p + Or; —
Interestingly, one can notice that o, > xn, for Ly, mg, g, > Lg, ms,g, +1—h. Consequently,

the second summation in the two above expressions can be ignored as z approaches 0, i.e.,

T (LEk(msJEk — mgiEk) -1+ h) T (LEkmgiEk + 1+ 1)
(LEkmSz‘Ek +1— h)

MY (2) ~ Zheemsip = (4,189)

and

2) ~ I (LEkmSzEk + 1+ 1) I (LEk (mSJEk — mSiEk) -+ h)
(LEkmSiEk + 10— h)

x T (mSJP + LEkmSiEk +1— h7 SOJ) ZLEkmSiEk+l_h‘ (4190)

b. —LEkmSJEk> _LEk:mSiEk_l +h
Analogously to the previous case, the integrals (4.180) and (4.312) can be computed relied
on [105, Theorem 1.5] and [71, Eq. (06.14.16.0003.01)], respectively, as

Xh,i,r—0r—1

1 —0 rlo. (=1)7" zer |
N o ( 1)Xhl7‘ er“(l_{_h—l—Xhlr) S XhLr

— (Xt — Lg,ms, 5)'rXn

1
X w(r + 1) + ¢(_LEkmSJEk + Xh,l,r + 1) - ¢(1 + LEkmSiEk +1+ T) + Y - logz} )
h,l,r
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and

T 'r_]. r
M(h,l) (Z) _ Xh,l, 4 <_1) F (LEkmS,LEk + l —_ h — QT‘) F (1 + h + Qr) ZQTF (mSJP + QT’ (pJ)
2 r=0 rlor
[e'e) ( Xh,l,r_Qr 1‘\ (1 + h + Xhlr)
* ARV e 1199
where

—logz + ¢(7“ + 1) + ¢(_LEkmSJEk + Xntr + 1)
Z =T'"(ms,p + Xnir 07) | —0(Lgms,g, +1—h+71)—(Lgmsp, +1+r+1) |- (4193)

+(1 4 Xnir) — log (py)

One can notice that as o, < Xnir, MY"” (z) and /\/léh’l) (z) can be approximated when z tends

to 0 by

Mgh’l) (Z> N I (LEkmS'LEk — LEkmSJEk + [ — h) r (LEkmSJEk + h + I)ZLEkngEk7 (4194)

Lg,ms,E,
and
MO () o LEmmms,p 4 bt DU (ms,p + Lims, b @) (4.195)
2 Lg,ms,E,
X T (Lgms,p, — Le,ms, g, +1— h) 2557508

C. —LEkmSJEk: —LEkmSiEk —1 -+ h

For this case, the two complex integrals given in (4.180) and (4.312) can be expressed by

performing some algebraic operations as

[ee] Qr Xh,l,r F 1 h -
Z Lthto)  ognin (z,—0), (4.196)
—0 LEkms g, +or — 1+ h)klo,

and

-1 Or—Xh,l,r F 1
M(h,l) (Z) _ Z ( ) ( +h+ Qr) Lo
(o0 — Lg,ms,p, — L+ h)lrlo,

x {[6"7) (2) —log (9)] T (ms,p + 0r,00) = V7 (1) } - (4.197)
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Again, Mgh’l) (z) and Mgh’l) (z) can be approximated as z approaches 0 by

Lg,ms, g, —Lrms. r+1 L
(—1) "FRT5 B i I'( Lg,ms,g, + Le,ms,g,)z """ log 2

. (4.198)

LEk ms;E,
and

(_1) Lg, ms;p,—Lrms,r+1 F( LEk (mSiEk + mSJEk))

LEkmSJEk

(4.199)

x T'(ms,p + Lg,ms, 5, ¢) 222515 log (2) .

Finally, the Meijer’s G-function M3 (z) defined in (4.132) can be written in terms of complex
integral as

M (2)

1 I'(L , r p— ,
/ ( RmSZR + 8) (mS,LP 57 9051) Z_Sds. (4200)
Ly

- 21y S

It is worth mentioning that the conditions of [105] are applied also here. Thus, the above
integrand function can be written as an infinite sum of the left poles in £4. Besides, that
integrand admits only poles of the first order at 0 and —Lrmg,g — r, r € N. That is

(=)' T (ms,p + Lgms,z + 7, ¢s,)

—Lrmg,r—r

M (2) =T (Lgms,g) T (ms,p,9s,) + 3

r=0
I' (ms,p + Lrms;r, ¢s,)
LRmSiRZ_LRmSiR

r!( Lgmg,r +71) 2

(a)
~ I'(Lpmg,r) I (mg,p, s,) —

: (4.201)

with step (a) follows by considering only the first term of the infinite summation when z tends
to 0.
Finally, armed by [67, Eq. (8.354.2)] the upper incomplete Gamma given in (4.125) can be

approximated for small values of z as

i&s, 1 Eop )\ TSR
r <LRmSiR, "§513> ~ T (Lpms,r) — (‘@“) . (4.202)
V1 Lrmg,r \ 7;

Interestingly, the SOPgi’k’J) can finally be approximated in high SNR regime (i.e., 7; — o0)
by considering three cases, namely Lgpmg,r < Lg,ms,E,, Lrms,r > Lg,ms,E,, and Lrmg,r =

LEkmSJEk.

o Lrmgs,r < Lg,ms,E,
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Substituting (4.189), (4.190), (4.201), and (4.202) into (4.125), and by considering h =

Lg,ms,g,—1, SOPgi’k"]) can be approximated as

1 WLRmSiR ’ ’
1

where Cfi’k"]) is given in (4.177).

® Lgmg,r > Lp,ms,E,

Incorporating (4.194), (4.195), (4.201), and (4.202) into (4.125), and by considering [ =
Lrmg,r—1, SOPgi’k’J) can be approximated as

Céi,k,])

SOP\"7) (4.204)

_Lg,ms;g,’

where C§i7k"]) is given in (4.178).
® Lpmg,r = Lp,ms,E,

Replacing (4.194), (4.195), (4.198), (4.199), (4.201), and (4.202) into (4.125), and by con-

sidering [ = Lrmg,r—1, SOPgi’k’J) can be approximated as

o)) k) log ()
where Céi’k"]) is given in (4.179).

Case 2: Absence of a Friendly Jammer

In order to derive the asymptotic expression of SOPgi’k) given in (4.126), we need to approx-
imate the upper incomplete Gamma function. One can ascertain by applying the Maclaurin

series that

I'(a,b+cz) ~T (a,b) — czb" e, (4.206)

as z tends to 0. By considering only the two cases i.e., | = Lgmg,r —1 and | = Lymg,r — 2

and performing some algebraic manipulations, one can obtain
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Table 4.3: Simulation parameters of contribution 6.

Parameter | M N | As;r | Asip | As;E,
value 3 4 0.1 0.3 0.6
Parameter | Agg, | Agp | Arp | ms,r | Mms,p
value 0.6 0.2 0.1 2 3
Parameter | mg,g, | Mrp | MRE, | MRP
value 5 2 4 3

As.E,.,5,R,S,,R

Sopy’k) ~1—Agp, 5.RR— -
Y1

, (4.207)

where A, oo and A, oo are defined in (4.175) and (4.176), respectively.
e Asymptotic expression of SOng)

As SOPgi’k) and SOng) given in (4.126) and (4.127), respectively have the same shape, one

can see that

SOPY ~ 1 — App, rp — —ARE;RD’R, (4.208)
I

Finally, replacing (4.203), (4.204), (4.205), and (4.208) into (4.123), one can get the expres-
sions (4.171)-(4.174), respectively. Furthermore, substituting (4.207) and (4.208) into (4.124),

(4.170) is attained which concludes the proof of Theorem 4.4.2. [

4.4.3 Numerical results and discussions

In this section, we validate the derived analytical results through Monte Carlo simulation by
generating 10 Gamma-distributed RVs. The setting parameters of the simulation are summa-
rized in Table 4.3. Indeed, the values of fading severity parameter m, have been chosen such
that the wiretap channel is better than the legitimate one. Moreover, their values are taken
integer in the range 2..5 similarly to [97] and [18]. On the other hand, the average SNR, which
is inversely proportional to A,, the legitimate link is considered better than the one of the
wiretap channel. It is worthwhile that these parameters are associated with all figures except
those indicating other values. As one can see in Figs. 4.11-4.16, all closed-form and simulation

curves are perfectly matched for considered parameters’ values.
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Fig. 4.11 and Fig. 4.12 depict closed-form and asymptotic expressions for the SOP versus
~; for various numbers of antennas’ in both the presence and absence of a friendly jammer
cases, respectively. As stated in remark 9, it can be noticed that the greater 7;, the smaller
the SOP. Interestingly, above a certain threshold of 7; the SOP becomes steady this can be
obviously justified from (4.109) and (4.110) that above that threshold, both sources and relay
will always transmit with their maximum powers. Consequently, the legitimate and wiretap
capacities of each hop remain constant, leading to a constant value of SOP. Interestingly, by
comparing the SOP values in the two aforementioned figures, one can ascertain that better
secrecy is achieved by using a friendly jammer. In addition, the asymptotic curves are plotted
under the considered fading severity values (i.e., mg,;r = 2, mg,g, = 5) from Eqgs. (4.170)-

(4.174). Clearly, the asymptotic curves match with the closed-form ones in high SNR regime.
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Figure 4.11: SOP versus 7, for differ-
ent numbers of antennas at the des-
tination in the presence of a friendly
jammer for n = 0; = 6 = 0.1 and
Lp=_Lg, =Lp=L.

Figure 4.12: SOP versus 7; in the ab-
sence of a friendly jammer for o; =
0=0.1 andLR:LEk:LD:L.

Fig. 4.13 illustrates the SOP versus 74, for numerous numbers of branches’ Lp at the
receiver D). Again, as indicated in remark 9, one can realize that the higher 74, and Lp, the
smaller the SOP and therefore the system’s security gets improved.

Fig. 4.14 and Fig. 4.15 show the SOP as a function of the number of eavesdroppers M
for different values of 74, and by considering both cases i.e., presence and absence of jammer.

One can observe that the smaller g, or the greater M the worst is the system’s secrecy
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as highlighted in remark 9 and 10, respectively. In addition, introducing a jamming signal
improves significantly the secrecy performance for high values of 74, or in the presence of small

numbers of eavesdroppers.

54
©
@
*

Closed-form
09 % Simulations | 7

Closed-form with Jammer
Closed-form without Jammer ||
% Simulations

N A I
L=4
Figure 4.13: SOP versus 7, for differ- Figure 4.14: SOP versus number of
ent numbers of antennas at the desti- eavesdroppers and different values 7,
nation for 7; = 75, = 7z = 20 dB and for Lp =4 and 7; = 75, = 75 = 20
Lrp=Lg =Lp=L. dB.

Fig. 4.16 depicts the SOP as a function of the number of eavesdroppers by considering
the presence and absence of a friendly jammer. It is worth mentioning that better security
is obviously achieved for the case of presence of jammer and multi-antenna nodes, while the
scenario of the absence of jammer and legitimate nodes equipped with a single antenna is the
worst case. For this reason, our aim here is to investigate if the security gets enhanced when
having artificial noise and legitimate nodes with a single antenna or the scenario of the absence
of jammer and all legitimate nodes are equipped with multiple antennas. One can obviously
notice that the system’s security is improved when diversity is used at the legitimate nodes.
Additionally, in the presence of an important number of eavesdroppers, the friendly jammer

does not contribute to the enhancement of the system’s security.
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Closed-form with Jammer

% Simulations

Closed-form without Jammer ||

Figure 4.16: SOP versus the number

Figure 4.15: SOP versus number of of eavesdroppers in the presence and

eavesdroppers and g for 7, = 74 = absence of friendly jammer and differ-

Yr = 20 dB. ’ ' ent numbers of antennas for ¥s, = 20
dB.

4.5 Contribution 7: Secrecy performance analysis of a
dual-hop jamming-based underlay cognitive hybrid

satellite-terrestrial network

4.5.1 System and channel model

We consider an underlay cognitive satellite system, presented in Fig. 4.17, consisting of two
SU sources, namely a data source S, a jammer source S, satellite R that serves as a relay,
one optical ground station D, two eavesdroppers E; and Ej intercepting the communication
at the first and the second hop, respectively, one primary transmitter PU7 , and one primary
receiver PUpg . It is worth mentioning that the jamming signal sent by S; can be canceled at
the legitimate receiver (i.e. R), while the eavesdropper E; is not able to decode it. Without
loss of generality, the source communicates with the optimal relay through an RF-link, while
at the second hop R forwards data to D through an optical feeder link. The received signal at

R and E; are, respectively, given by

Yyr = \/ Psxshsr + ng, (4.209)
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Legitimate link ——>
Eavesdropping link ——>
Interference link ----- >
Jamming link ——>

Figure 4.17: The considered HSTCN.

Ye, =\ Pstshsp, + e/ Ps,xs,hs,p, +npy,s (4.210)

while, the received signal at node Z € {D, Es} is given by

yz =/ Prwz (012)? xp + nz, (4.211)

where, ¢ is either equal to 0 or to 1 in absence or presence of artificial noise, respectively. I is
the irradiance of the link R-D, <z’.e.,[ , =1 (Za) [ép T (Zl)> defined as the product of the irradiance
fluctuation caused by atmospheric turbulence (i.e., I (Za)), the pointing error due to the beam
misalignment (i.e., I(Zp)), and the free-space path loss (FSPL) (i.e., I(Zl)), respectively. Of note,
the latter irradiance can be expressed as [ (Zl) = [,e= %7 with I, stands for the laser emittance.
For simplicity reasons, the FSPL’s irradiance is considered normalized to unity (¢ = 0). Fur-
thermore, r refers to the detection technique index (i.e., r = 1 for coherent detection and r = 2
for direct detection).

To avoid interference with the PU signal, the SNR at R can be characterized as

YR = min (75, l) JSR, (4.212)
gsp

while the SNR at FE; in the case of absence and presence of a friendly jammer are, respectively,
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given by

Ve, = Us, (4.213)
and
) Us
- 4.214
where
Ug = min (7627 g;—fp) gor,, @ €18,5,}, (4.215)

Yo = P5™ /N, and 7; = P;/N, with N presents the thermal power noise at the receivers,
assumed identical.
Furthermore, the SNR at node Z € {D, Ey} can be straightforwardly expressed from (4.211)

as

_ Prwz (nIz)"

~ (4.216)

Yz

Given that the satellite R performs the DF protocol, the equivalent SNR of the end-to-end
link is given by

Yeq = Min (Yr, ¥p) - (4.217)

All fading amplitudes are assumed to be independent and identically distributed (i.i.d).
Specifically, the amplitudes of the terrestrial (i.e. S-PUg, and S;-PUg,) and uplink chan-
nels (i.e. S-R, S-E, and S;-F;) are Rayleigh and shadowed-Rician distributed, respectively.
Therefore, the PDF and CDF of the channel gain corresponding to the latter channel can be
characterized as given in (1.21) and (1.22), respectively.

On the other hand, as the atmospheric turbulence induced-fading with pointing error for
the received optical beam is modeled with Gamma-Gamma distribution, the PDF and CDF of

the SNR vz are expressed, respectively as in (1.16) and (1.17).

4.5.2 Secrecy performance evaluation

In this section, we derive closed-form and asymptotic expressions for the IP defined in (1.35)
such that the secrecy capacity of the system is defined in (1.31). Differently from the previous

systems, we are considering in this contribution the presence of two eavesdroppers. Therefore,
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the secrecy capacity at the second hop is given by

1 1
Cys = min <log2 (1 :JR) ,log, (1 :::D )) . (4.218)
EQ E2

Remark 11. One can see from (1.35) that the system’s secrecy can be enhanced by increasing

the SNRs at legitimate nodes (i.e., R and D) or decreasing the SNRs at the eavesdroppers at
both hops. To this end, the system’s secrecy is impacted by two main factors: (i) transmit power
of the sources, and (i) fading severity exhibited by different channels. Ouwing to that, it can
be clearly noticed from (4.212) and (4.214) that increasing either 7; or ¥g enhances the SNR
at R, while increasing 7g, decreases the SNR at Ey. Particularly, the presence of a friendly
jammer decreases this latter metric as can be ascertained in (4.214) and (4.213). Furthermore,
above a certain threshold of either 7; or 7g, both legitimate and eavesdropper SNRs depend
exclusively of either g or 7, respectively as can be observed in (4.214)-(4.215). Consequently,
the IP remains steady in both aforementioned cases. Likewise, it can be noticed from (4.216)
that the capacities of the second-hop channels are affected by various parameters including the
satellite’s transmit power and the average powers of both LOS and multipath components of the

downlink turbulence channel.

New framework for the IP

In order to derive the closed-form and asymptotic expressions for the IP of the considered
HSTCN, we have to provide first a framework for IP’s evaluation of a dual-hop cognitive system
in the presence of an eavesdropper at each hop when the relay performs the DF protocol. Next,
both closed-form and asymptotic expressions of the IP for the considered system are provided

under two scenarios, namely (i) absence, and (ii) presence of a friendly jamming signal.

Lemma 1. For a dual-hop cognitive network-aided DF' relaying protocol experiencing general-
1zed fading models over the intercepting attempt of two wiretappers E1 and Ey at the first and

the second hop, respectively, the IP can be evaluated as

P—1- / i Fron () Ry () dus, (4.219)
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where

Riw) = [ 5w %)y (1.220)
T (y,u) = f'YngSP=u (v) F’YE1|QSP:U (y), (4.221)
and
y
T2 (y) = / fw2 (2) Ff;D (z)dz, (4.222)
z2=0

where F°(.) denotes the complementary CDF.

Proof. Using equations (1.31), (1.32), (1.35), and (4.218), the IP can be rewritten as

IP @ Pr (Csec < O’ YR > ’Yth) Pr (7R > 7th> + Pr (Csec < 0‘ TR < ’yth> Pr (’}/R < %h) (4223)

b

(:) Pr (Csec S 0| YR > f)/th) Pr (7R > P)/th) + Pr (’YR < ’Yth) )

where step (a) is attained by using both total probability and Bayes’ rules, while step (b) holds
by noting that when vg < ;5,, the satellite R fails to decode the received message from S and
therefore the communication could not be established between the source and the destination
(i.e. vp = v, = 0). It follows that Cy. = 0 and consequently, Pr(Cse < 0|vr < vin) = 1.

On the other hand, by considering that
Pr (Csec S O| YR > ’Yth) = Pr (’yR > ’Yth) — Pr (Csec > O| YR > ’Yth) ) (4224)
Substituting (??) and (4.224) into (4.223), the IP can be rewritten as

[P = 1—Pr(Csc >0, > Y1), (4.225)

= 1=Pr(yr > Y8, Y8 > VE:; VD > VE2s VR > Vih)-

T

Obviously, the term Z can be expressed as the sum of six different probabilities (i.e. Z = Z?Zl Z;

with Z; = Pr (E;,yp > 7E,) where the events E; are summarized in Table 4.4.

f7R|QSP=u (y) f'yzih f’YE2 (Z) FWCD (Z) dz

_FWCRIQSP:u () fWEQ (y) F§D (y)

L= [ o @ [P ) . (4226)
Yth
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Table 4.4: Events for 7.

FEvent FEvent

Ev | vr > > 9YE, > || Ea | YR > Ve > VB, > VB,
Esy | Yyr > 76, > 7E, > || E5 | YR > VB, > Yen > VR,
Es | YR >y > Ve, > VB || B | YR > VB > Y > VB,

I, = /0 fosp (u) du/ ';R‘gspzu (2) fvEQ (2) F»$D (2) F’YEI lgsp=u (z) — FvEl\gspzu (’Yth)] dz.
Yth
(4.227)

[e'e) Yth
I; = /0 N lasp=u (Vin) fasp (1) /O E o tgsp=u W) frs, () Iy, (y) dudy. (4.228)

Yth

T [ Pitgarma On) fur @) [ oy )Py ) [Prp s (30) = Py (2)] dut

0

(4.229)
I5 :/0 FWEI\QSP =u ’Yth fgsp |:/ f’YE2 ( ) / FVR\QSP:U< )f'yEQ( ) ( ):| dudx
Yth
(4.230)
T = / fgsp / fVRIQSP =u [ VB, |9sP=u ($) - F’yE1|gSP:u ('Yth)} dl’duX/O th fVEZ (z) F,;ED (z) "
(4.231)

Eqgs. (4.226), (4.228), and (4.230) are obtained using integration by parts alongside some
algebraic manipulations, while (4.227), (4.229), and (4.231) can be achieved by applying the
basic definition of the CDF.

By performing a summation of (4.226)-(4.231) and substituting Z into (4.225), (4.219) is
attained, which concludes the proof of Lemma 1. [ |
IP closed-form

Theorem 4.5.1. The closed-form expressions for IP of the considered HSTCN under the con-
sidered fading models is given by (4.243), for both absence (i.e. € = A) and presence (i.e.

E = P) of a friendly jamming, where
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@) — r (O./Z _ f—%j_zéﬁz - f%)7 (4232)

(Z,mk) _ (—1)k I'(z—y—k) 2
e <x’y)_k!(£%—y—k)(7+y+k)’fZ%ijk’ (4.233)

n2\ 4(n1) (n2) ,(n3)

(n1,m2,m3,p) _ <p)¢SJE1¢SE1¢SR

- ni+1,p )
Vs, e, VsE,

B

(4.234)

ni,n2,n3,p,a,T QT (TEQE>a ni,n2,n a,T a+T1 ni,nz,n, a,T
\Iié = Cn2D+n3—P2+1+2a+T [Fose (05) MUn2nepan) 4 ) g pagtTymnznepa )] , (4.235)

- a
\I](nl,n27n3,P7a,T) _ 0Op (TEQQEQ) [
3  (retns—ptltatr L 9SP

(US) d(n1,n2.n3,p,a,7) + )\SPUngfw(nl,nz,ns,p,aﬁ)} ’ (4.236)

0= OD X OEQ, (4237)
7
07 =~ (4.238)
Hq
oo = 2L, (4.239)
TQ
e = 1, (4.240)
V1
y = Lmt (4.241)
USE,
¢ = Usr + Usp, (4.242)

7€{0,q}, q € {¢%,ap +k,Bp + k}, and Cs and C,, are two vertical lines of integration chosen

so as to separate left poles of the integrand functions in (4.251) and (4.253), from the right

ones.
£2 00 o
Pe=1-3 T +0 L Ee{A P}
(aE2> (ﬁEz) +6(D,O,k) <04D7 ﬁD) 'D(E:IBD“"IC)
(4.243)
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e(Ez,T)NI(nQ’n3’€2E2’T)
mseg, — lmSR 1 ¢
T SE s n2n3,ap,+k,m
D1(4) 17 ASElASR Z Z TL2+1 R +Zk:0 e(Ezmk:) (ﬁE27O‘E2)N1( BraEt )

SE
n2=0 n3=0 ! (n27n3,ﬁE2+/€77)

+ ZZO:O e(EZ’TJC) (aE27 5E2> Nl
(4.244)

msr—1 ,(n3)=(n3,7) ms ;e —1 mSEl mgr—1
D(T) —TTA anzo SR =1 ASEl ASJEl Zn1—0 no= Z Zn3:0
P — 1D2SR

XB(m,nz,ns»p) {ng - (USJ) :gm ,N2,N3,P,T) + Hénl 712:”3»1077')}
i (4.2_45)
v (1, 0) (—n3 —7—a, EIUSUSR) 3
FgSP (05) Gé:g USSER}
prznsar) _ 0 (Tey0m,)” (n2+1,0);(0,0)
1 vgE T #Quposl ™ [ T (vsm)’s
(275)? Cs r'(1-s) VSR
I'(—1—a—w+1,Aspos)'(n3+7+a+1—s+w)'(w €rv v
- Xfcw ( sp 15()1_’(_15) )T'(w) < g\;ij) dsdw _
(4.246)
Na.T ns, &2, T i ns3,a k,m n3, k,T
207 = P S ) () W) ) () )
k=0
(4.247)
Fyop (05) T (n3 + 7+ a+1,€105vsR)
n3,a,T QB (TEQQEz)a
glreer) — DA BaCha) (7 +a,05 sp) ; (1,0)
ng+71+a+1 ra vape SASP
Ugh + (o5Asp)™F Ggé St
(0,0),(n3+74+a+1,0);—
(4.248)
E;nl,ng,ng,p,f) — G(EQ’T)\IIgm’m’m’p’ggE2 ,T) i Z e(EQ,T,k) (5E27 Q/EQ) \IISLTLLRQ,’VZB,ILOZEQ‘F}C,T)
k=0
ni,na,ns, k,T
+ e(B2mk) (gy, BE,) ¥ ( L2 pOEs T ), n € {2,3}. (4.249)
M(nl,n27n3,p7a7 G22 XO-SJ <_p7 0)7(170) 7_
T (g +1,0), (n2+ng —p+ 147+ a,Ce05) ; (0,0)
(4.250)
y(nLng,ng,p,a,T) _ _Ag—IET_l / I (nl + 1 + S) I (1 +p - S) (XUSJ)_S (4251)
2m5)° Je, s i
5 / Fno+ns—p+1l+7+a+s+w)l'(l—a—7—w,05\sp) <g61)_wd8dw.
Cuw w Asp
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X (_p70)7(1a0)7(070-5'J)\SJP);_

As, P (n1+1,0),(no+n3—p+1+7+a,leos);(0,0)
(4.252)

2.3
P (1, n2.ms.p,a,7) G3 5

W(nl,n27n3,p,a,r) _ _)‘%JIE’Til / I (nl +1+ S) I (1 +D— S) I (1 -5, USJASJP) ( X )S

(277) S As, P71
(4.253)
X/ F'(ng+nz—p+1l+a+7+s+w)l'(l—a—7—w,05\sp) <§q)‘“’dsdw‘
w w SpP

Proof. To prove the IP expression given in (4.243) in both the absence and presence of friendly
jammer cases, it is mandatory to compute Ji (y,u), J2 (y), and R (u). As one can see from
(4.221) and (4.222), to compute J (y,u) it is sufficient to derive the conditional CDFs of
(4.212), (4.213) and (4.214), while 7, (y) can be attained using (1.21) and (1.22).

To do so, we start by computing the conditional CDF of vy for a given gsp as follows

F plgsp=u (y) =Pr(vr <ylgsp = u) (4.254)

where Q (u) =¥ if u < o5 and Q (u) = IL if u > o, with o is defined in Theorem 4.5.1, and

step (a) holds by using (4.212).
e Absence of friendly jammer case.

Using (4.213), the conditional CDF of ~g, for a given ggp can be expressed as

I
Eygsp=u (y) = Pr (mln (75, EI) gse; < y) (4.255)

=7 (afa)

Substituting (4.254) and (4.255) into (4.221), yields
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Now, using (1.21) and (1.22), the term J; (y,u) can be rewritten as

_YSR, MSE (n2) mgr—1 (n3)
Agp Agpe 90V N dgp USE SR
Ji(y,u) = — 2o [ na 1, 2y Y™ (4.257)
AT QwW’) o= o ()

Next, the term J5 (y) given in (4.222) can be expressed as

Ty (4) = Py, ( / fon, (2) By (2) dz. (4.258)

By substituting (1.16) and (1.17) into (4.258), we get

| 3.0 TE‘QZ _’5%' +1 3.1 TDZ 1’§2D+1
T2 (y) = F’YE2 (y) — 9/ ;G1:3 (B ) i G2:4 (D) ) dz,
z=0 Fa £E27&E275E2;_ i fD,CYD,BD;O
(4.259)

where 6 is defined in Theorem 4.5.1.
To compute (4.259), we can express one of the two Meijer’s G-functions as an infinite sum

of the respective integrand’s residues evaluated at the appropriate poles [105, Theorem 1.5].

That is,
2
ng . 1-7&;+1 _ 27 5Z+Z€(zm) By, az az+k+ZeZ7k 2, Bz) P2+,

5%705276Z;_T k=0
(4.260)

where 7 = {0, ¢}, ¢ takes a value in the set {¢2,ap + k,Bp + kY, e@7) | and e%™F) () are
defined in Theorem 4.5.1.

Substituting (4.260) into (4.259), yields

OP (&b, y)
J2(y) = Fywo (y) =0 | +3772, P (Bp, ap) P (ap +k,y) | - (4.261)

+ 300 e P09 (ap, Bp) P (Bp + k. y)
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with

q 2
Tp v Tg 2 ) £E2 +1
Pqy) = (W) / 276 | dz (4.262)
F1 0 Ha géy agp,, /6E27 -
1 1—q: &2 +1
@ (TDy> G3’1 TEzy - Q75E2 +
o (D) 24 (B2) | ’
1 | &gy amy, Bry —4

where step (a) follows using [71, Eq. 07.34.21.0003.01].

Replacing, (4.257) and (4.261) into (4.220), one can obtain

PG
62 ,C(O) (’LL) e(D O)EI (u)

o0 a k
(aEQ) (Bg,) 0| +352,ePon (ﬁD,aD)£§ ot )(u) ; (4.263)
+3%, ePOF) (ap, Bp) Lg/BD'i‘k‘) (1)

Rl (u) =

- TD TmsE, — gbgnEg‘ mgr—1 gg’) 00 VsE vsn
T o 2 : 1 T+n, 1 WY
El (u) - ASE1 ASR ,U(D) na+1 Qna+1 (u) / Y 3’Yinc ( ) 0 (u) y) e @
Yy

no=0 USEl n3=0 =Yth

(4.264)
T 1—7;&3, +1
3,1 E
x Gy (EQQ) ) ’ dy.
H1 €E27CVE27BE2;_T

Now, replacing (4.260) into (4.264), yields

o TD TmMsE; — QSSTLE%) mgsr—1 (n3)
T SR
L7 (u) = Asp, Asr pe] >, e (4.265)

1 no=0 SE1 n3=0

e(B2,7) r 5”2 ’n3’§f292 ’T> <u>

00 na,n3,ap, +k,7
x| 3 e (g, ap,) ) )

n2,n3,Be,+k,T
+Zk* E2Tk (aE27BE2)F$ s )(U’)

)

with

f T © e _USR
pman = (T8) [ e, (i S5 0 cao
Hq Y="th (U)
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where a belongs to the set {7, , ap, + k, g, + k}.
Using [71, Eq. (06.06.26.0004.01)], (4.266) can be expressed as

T ¢ Q bl 170 9 _l7g )T
e <u>:( E2>> (ﬂ) Gy | == O ) (4.267)

E
= USE | (ny+1,0); (0,0)

withl =n3+7+aand ¢ = WS(UU%R.

Now, substituting (4.263) into (4.219), the IP in the absence of a friendly jammer can be

written as
e(Dvo)D(g%)
¢2,D
Py=1-— 2 +6 (D,0,k) ploptk) | 4.268
AT T T{ag)T sz) + o ¢ (B, ap) i (4.268)
+ Zk:o o(D0.k) (Om, 5D> DX?DM)
where
T TT o T
D) <(—;; | o) ) (4.269)
My > u=

To compute (4.269) , we need to replace € (u) by its values. Therefore, when u < og the term

cﬁ” (u) becomes constant. Thus,

o _  Tp ()

Dy’ = (M(D)>T [52 (Vs)

1

Fygp (05) + Asp LY (71)] , (4.270)

Wlthﬁ ( ):f _)‘SPUE (u) du.
The terms £2 (75) and EQT (7;) can be obtained by replacing Q (u) = Jg and Q (u) = L

n (4.265) and (4.267), respectively. Therefore, ol ;) can be rewritten as
2 U1

mgr—1 (nS msg, —

) = gb .
Eé)(vf):ASElASJ-z( > Z _n3+1 > Ufjl (4.271)

n3= =0 n2 =0 SEl

<n2 ;N3 7§E2 7T>

€(E2’T)F2
) - na,ns,ap, +k,7
X +Zk:0 e(B2mk) (6E27QE2) g vt ) )
i
2

b ?IB +k’
+Zk7 E2Tk (@E2,/8E2) n2,n3,0 g, 7')
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where

ng,ns,a,T T ‘ > — p n2,n3,x 5T
Fyen = ( <§§>) [ et ) ay (1.272)
H1 os

_ (i)ﬂmgﬂ”rl 1 / [ (ng+1+s)I(—s) <st1)_8 /°° T8 Aspu
USR 2mj Je, I'(1—s) Usr o

XI'(14+ng+7+a—s,evgru)dsdu,

where ¢; is defined in Theorem 4.5.1.

Using [71, Eq. (06.06.26.0005.01)], one obtains

F(nz,ns,a,r) _ TEQ (E)T—HB—HH_I Ag—i]_;_l / r (n2+1 + S) I (_S> (USEl > - (4273)
2 MgEz) Ush (2@)2 c. I'(1-ys) USR

x/ I'(—7—a—w+ 1, sp0s) (c;vsr) "T(T+n3+a+1—s+w)
. A

dwds,

e Presence of a friendly jammer.

Using (4.214), the conditional CDF of %(EJI) for a given ggp can be expressed as

vag‘]l)lgsp:u (y) =Pr(Us <yUs, +1)) (4.274a)
PR y(t+1)
=1 SIONA fose, ( O (0) > Fy,  (t)dt, (4.274D)

where (4.274b) holds by using integration by parts.
On the other hand, the CDF of Ug, is given by

FZ/[SJ (t) =Pr (mln <73J7 l) 9s,E, < t) (4275)
gs,p
t o t
:FQSJE1 —— ngJP (0s,) + ngng -y fgst (y) dy.
/YSJ sy /YI
K1

where og, is defined in Theorem 4.5.1.
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Using (1.22) and [71, Eq. (06.06.26.0004.01)], the term /C; can be expressed as

ms ;B —

t L -
= epdnn 30 S [Ty [ b, o (421
=0 Us;E Jos, 1 ny + 1;0
e S o vt | (0200, 05 2sr) =
J7E1 nit+l -
mso s\ TSP (ny 41,0)3(0,0)
Substituting (4.276) into (4.275), yields the CDF of U,
s BT .
t ¢S F1 Us Elt (17())7(070-5])\5]1))7_

FUsJ (t) = ngJEl <—_) FQSJP (USJ)+ASJE1 Z nf+1 Géé = )J\

Vs, = vsm I\ s (011,005 (0,0)

(4.277)

Now, replacing (4.277) into (4.275), the CDF of g, can be expressed as

mse; —
(y)=1- yBsm e LX)

g Q (u)

vEl) lgsp=u

¢SE " & (nz)
Y Ag, 5, 4.278
= an( ) pZ:; D JE ( )

ms ;e — (b nl)

X Z iffi [FQSJP (O-SJ) V1 (y, U) + Vs (y, u)] dt7

n1=0 SyEy

where
00 vg
Vi (y,u) = / e ath by (n1—|—1 USJElt) dt, (4.279)
0 Vs,
and
OO v Y t ]-aO ) 070- A y T
Vs (y, u) = / e Gl ES;—EI (1,0), 0. 75,2s,¢) dt, (4.280)
’ TR (4 1,0)5(0,0)
Using [71, Eq.(07.34.21.0088.01)], the term V; (y, u) can be expressed as
Q (u) \7 Q —p, 1 -
Vi (y,u) = < (u)> Gy v, 82 (1) , (4.281)
UsE Y UseYs;Y | py 4+ 1:0

while the term Vs (y,u) can be evaluated as

Q (U) >p+1 G1’3 USJE1Q (U) (17 O) ) (07 USJ)\SJP) ) (_p7 O) y T
vsey) | Asapuse iy (n1+1,0)3(0,0)

Vs (y,u) = ( (4.282)
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Replacing (4.281) and (4.282) into (4.278), and then substituting the obtained expression of

F . 1gsp=u (y) alongside (4.254) into (4.221), the term J; (y, u) can be expressed as

msr—=1  (n3)_ ng

Y _ VSR
Ji(y,u) = Asr Q”%l(u)e WY — AspAs, A, (4.283)
n3=0
ms;E 1 mse; =1 ny mgp—1

¢
B(n1:n2,n3.p) o~ 0wy Y

Z Z Z Z Qne+nz—p+1 (’LL) yn2+n3_p

n1=0 n2=0 p=0 n3=0

—p. 1 —
12 | vs;E, Q) ps L
ng(]p (0s,) Gl USEl%SJy
ny + 1; 0

vs ;B Q(u) (170) 7(O7USJ)\SJP>7(_p? 0);_
A v 5
SyPUSE{ V1Y (n1 + 1’0) : (070)

where B(m:m2:m3.0) is defined in Theorem 4.5.1.

Now, substituting (4.283) and (4.261) into ( 4.220), the term U; (u) can be expressed as

e(D,o)ﬂ(%) (u)

&7 (u)

U — 2 —0 %o (D,0,k) (ap+k) 4.284
1 (u) (OéEg) (/BEQ) + Zk:o € (BDv aD) 7'1 (u) ’ ( )

+ Z;ozo e(D’O’k) (aD7 BD) 716D+k (U)

where
T T ! o T 1 - T; 52 + 1

T (u) = <_( g) J:u) ga 2l . . (4.285)

M1 Y="th Ha 5%27 agp,, /BEQ; -7

Using (4.283), the terms 7-1(7) (u) can be expressed as

(r) T gel ( ) Tp )
T (u) = Agg > Qn3+1 — Asris, e Ase, | 5y (4.286)

n3=0 M1

ms,g,—1mgg, —1
JE1 SEy ny mgr—1 n1n2n3p)

Z Z Z Z Qra—pinstL (y) [ngJP (0s,) @gnl,nz,ns,p;)(u) +@§)n1,n2,n37p,T)(U):| ,

n1=0 no=0 p=0 n3=0
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where

_USR 2
ng.r ® e awY Tey 1 —7;8p,11
o™ (u) = / y_m_TG;’j ~ 5y ) ? dy, (4.287)
Tt l‘Ll £E27 aEg? /6E27 -7

¢
0 —W?J T 1 — T 2 —|—1
@gm,nz,m,pﬂ') (u) _ / _i_ng_’_p_T Gg:zll (E;j éEQ (4288)
Yen Y Hq f%Q,OzEQ,ﬁEQ;—T
Q P 1
% GézQ UsJE1 (u) dy,
and
_ <
@(m,nz,ns,pﬁ) (U) = ~ e aw? 1,3 USJElg (U) (1’ O) ) (07 08y /\SJP) ) (_p7 O) »
’ Sy T 2 N pUSE T Y
Y="tn J 171 (n1+1,0);(0,0)
(4.289)
Yy 1— 782 +1
X Gg:}l (—E22) ) ’ d%
Ml gEgaaE27ﬁEg;_7_
Using (4.260), (4.287) can be expressed as
ns, 2 ,T > ns, sT
O (u) = PO E) ) 1 32 e () A @) (a200)
k=0
©© ns, k,T
£3 e (o, ) A ()
k=0
where
. T @ QO (u)\ " tetl
AV (0) = (EE;) ( ( )) r (7’ +n3+a+l, %hUSR) : (4.291)
Ml USR Q (u)

g(aauaT) = and a = {5%27&E2 + k?/BE2 + k}
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Similarly to (4.290), (4.288) can be expressed as

Nn1.M9.103.0.T - n1,n2,n3,pE% T > ag,+k > BE,+k
65 e )(U) = e(EQ, )ME PR, )(U)+Z Ag ” )(U7BE2704E2)+Z Ag " >(u7aE2>ﬁE2)7

k=0 k=0

(4.292)

where
Aga) (u7 I, y) — e(EQ,T,k) (x7 y) M§n1,n2,n37p,a,7—) (u) 7 (4293)
M aT) )y e () Hi (u), (4.294)

(B2) ¢
Hq
_p70 ’ ]-70 y

With%:n2+n3—p+1+a+7,7{1(u):Ggﬁ X ( )»(1,0) , and x

| 1,0, (54§ ) 5(0,0)
is defined in Theorem 4.5.1.

Analogously to (4.288) and (4.289), the term @gm’n?"p) (u) can be evaluated as

n1.19.13.D.T - ni,n2,n ,p,§2 T > ap,+k > Bg,+k
@Z(S P b) (U) = 6(E2’ )@5 bR ) (u)—l—z A?() 2 ) (U, /BE27 OZE2)+Z Ag P2 ) (U, agp,, ﬁE2) ,
k=0 k=0

(4.295)
where
Aéa) (u,x,y) = e (B2,7mk) (z,y) (I)gn1,n2,n3:p,a,‘r) (u), (4.296)
ni.ng,n a,T T ‘ Q g _p70 ) 1707076;_
) (y) = (—j;) (—(u)) Gis | b =900, 11,0), (0.0 . (4.297)
i ¢ (n141,0), (32,0) : (0,0)
where b = ﬁa c= 0g,As,p, and v = g(ﬁf)

Now, the remaining last step in this proof consists of computing the expression for the IP

in the presence of a friendly jammer by incorporating (4.284) into (4.219) as

.0
IP = 1 — 2 9 o0 (D,O,k) (aD+k) 4298
P I'(ag,) T (Bg,) + +2 ko€ (Bp,ap)Dp , ( )
+ Zzozo e(D,O,k) (aD7 BD) ngﬁp-‘rk)
where
o= Yb_[” )
Dp’ = W . Josp (W) T (u) du. (4.299)
Hq ) u=

To compute (4.299) , we need to replace ) (u) by its values in (4.286). Therefore, when u < og,
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the term 7’1(7) (u) becomes constant. It follows that

_ 737 () Fysp (05) + Ase Ty (71)

D T )
()

with 7;(7) ;) = f;; e*)‘SP“ﬂ(T) (u), while the term 7;(7) (7g) can be obtained by replacing

D\ (4.300)

Q(u) =74 in ( 4.286).
Also, to compute ’7;(T) (7;), we need to replace Q(u) = Z—I in (4.286) and compute the

following integrals

© ,—Aspu

Star) — / T (r gt a1 uspu) du, (4.301)
as
(n17n27n37p7a77') . > e_)\SPu (nl,TLQ,’ﬂB,PvavT)
y = e M (u) du, (4.302)
as
and
W(nl,m,namaaﬁ) — /OO ﬂ@(”l’nz’m’p’a’ﬂ (u) du (4 303)
_ uatT 1 ’ )
as

where €; is defined in Theorem 4.5.1.

Using [71, Eq. 06.06.26.0005.01], (4.301) can be expressed as

a+ T, \spos); (1,0
Sna.ar) _ )\g—l];T—ngzé €IVSR ( 5P S) ( ) , (4304)

ASP | (0,0), (7 +ng +a+1,0); —

while (4.302) and (4.303) can be evaluated by replacing 2 (u) = 2 into (4.294) and (4.297),

respectively, and calculating the following common integral

Amnznapt) — / w e MSPUT (3 + 5, €,Cu) du (4.305)
os
@ 1 / L (w)T (s +s+w) (€€ 7wF(1—a—T—w,03)\gp)d
= w)
25 Je., I'(l+w) Asp Agp ™t

where step (a) follows using [71, Eq. 06.06.26.0005.01].
Finally, substituting (4.305) into (4.302) and (4.303 ), one obtains (4.251) and (4.253) which

concludes the proof of Theorem 4.5.1. [ |
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Asymptotic IP

In this subsection, we provide an asymptotic analysis of the derived closed-form expression for

the IP in high SNR regime. It can be noticed from (4.250), (4.252), (4.251), and (4.253) that

the expression for the IP can be approximated for high SNR values by considering 7; — oo.

Theorem 4.5.2. The Asymptotic expression for the IP in the presence of a friendly jammer

is given by (4.308), with

(O,TL27"13,P70,7) _ (TLQ,TL[:,,]),CL,T)
\112 O'SJV

Y

\IjéO,nz,ng,p,a,T) o I (2 + ny, gs, )\SJP) V(’I’Lz,ng,p,aﬂ‘)

)

As,p

and V("2:m3:207) ig given by (4.311) as shown at the same aforementioned page.

00 62 k] +Z,OO
Pl o1 = §E2 P +0 e(Djo)IDI(DD <) + 2 e eP0h) (Bp, a )DESD )
r (aEz) (5132) (D,0,k) (Bp+k,00)
+e (aDaBD)DP
msr—1 ,(n m —1 n mep—1
STl gUIETT — Agp, Asyp, Somed Yoy Somen

2)(T,oo) —TTA
p DESR 7 zOm2map) | =(O0m2mapm) | 3(n1,n2.ns,p)
X1 Lgs,p (0s,) =3 =3

n

B (| B) WOTPIEERT) g gy

Fysp (05) T (n2 +n3 —p+7+a,(eros)
V(ng,ng,p,a,f) _ XF (2 + p)

V1 + (Aspds)a+7 Ggé fs%

(CL'FT US)\SP) (1 0)

(07 0) ) (n2+n3_p + 7+ a, O) ;T

o0
E(O,nz,nmpﬁ) _ e(EQJ)\IJT(LO,m,ns,P@%Q77') + Z 6(Eg,q—,k) (/BE27 aEQ) \IISLO,m,ns,P,CMEz +k,7—)
k=0

(4.306)

(4.307)

. (4.308)

(4.309)

(4.310)

(4.311)

Remark 12. [t is worth mentioning that the expression for the IP in the absence of a friendly

jammer does not have an asymptotic expression as (4.244) is independent of 7.
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Proof. One can clearly see from (4.243) and (4.245) that the asymptotic expression for the IP
depends on approximating (4.249 ), which can be obtained by determining the asymptotic ex-
pansion of (4.235) and (4.236). To do so, the residues theorem is applied to find the asymptotic
expressions of functions given in (4.250)-(4.253).

First, the functions given in (4.250) and (4.252) can be rewritten as Mellin-Barnes integrals

as

M mznspar) 1 / I'(ni+1+38)T(c+s,Ceros) T (L+p—s)T(—s) (XUSJ>_S s,
C

2] I'(l-s) V1
(4.312)
and
Pl nzmspar) _ 1 / P+ 1+s) Dt s Caog) Td+p=5) (=) (4.313)
271:7 c I (1 — S)

XF(l—S,O’SJASJp> (}\517 ) dS,
JET

where s = ny +ng —p+ 14+ a+ 7, and Cy is a vertical line of integration chosen such as to
separate the left poles of the above integrand functions from the right ones,

It is noteworthy that the same complex contour, namely C, can be used to evaluate both
integrals as the upper incomplete Gamma function has no poles and both integrands have
the same poles. Moreover, the conditions of [105, Theorem 1.5] hold. That is, the two above
complex integrals can be written as an infinite sum of the poles belonging to the left half plan of
C. Furthermore, it is clearly seen that (4.312) and (4.313) both have same left poles —n; —1—k,

k € N. It follows that

M(n17n2,n3,p,a,7') _ i (_1)k1“ (2 +p+n+ k) I <% —m —1- ka C€IUS) (XUSJ)nlJrlJrk
e k' (ni+1+k) V1 ’
(4.314)
and
L (-DFT 24 p4+ni + k)T (5 —ny — 1 —k,Ceos)
pmmmspar) _ ’ 4.315
; K (n+ 1+ k) (4.315)
Y n1+1+k
XF(2+TL1+I€,O’SJ)\SJP)< — > .
)\SJP7]
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By considering only the first term of the infinite summation when 7, — oo, (4.314) and (4.315)

can be asymptotically approximated by

M memspar) [ Le—m =1k Ceos) D2+ p +m) (XUSJ)MH

4.316
nl + 1 7[ ( )

(I)(m,nz,m,p,a,ﬂ-) ~ F(2 +n1’USJ>\SJP)F(2+p+n1>r(%_n1 - 17C€IUS) ( X )n1+1
ny+1 As; P .
(4.317)

In similar manner to (4.314) and (4.315), (4.251) and (4.253) can be, respectively, expressed as

infinite sums as follows

ANl h [ T(l—a—7— A
y(nLng,ng,p,aJ) _ 7sp : / ( a T U)u,} og SP) (4318)
25 Je,, w (éﬁ)
Asp
Zoo (—=1)FT(24p+n1+k) (edtw—ny—1-k) [ Xos; mtltk
k=0 Kl(n1+1+k) 7, J
X b wt+w+k w,
_i_(fl) L(ni+1—»—w—k)I' (1+p+xtw+k) [ Xos;
k! (setw+k) 1
and
rl—a—717—w,o5A -
W ns mspar) _ / (1-a=7=woshse) (qu) (4.319)
Cu w sp
ZOO (1)kF(2+p+n1+k)F(%+wn11k)F(2+n1+k,USJ)\SJp)< >n1+1+k
k=0 El(n1+14+k) As;PYr dw
(71)kI‘(n1+17%7w7k))F(1+p+%+w+k)F(1+%+w+k,aSJ)\Sjp) ntwtk ’
+ k! (setw+k) (ASJPWI >

Subsequently, their asymptotic expression in high SNR regime can be straightforwardly

obtained by taking the first term of the two above infinite summations as

Cer (a+T7,05Asp);(1,0)
ASP (Oa0)7(%_n1_170)7_
(4.320)

a+71— ni+1
y(nlyng,ng,p,a,T) ~ >\S—Ii_3 1F (2 + b + nl) X0s; o G2,
ny + 1 2

and
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a+71—1 ni+l
W(n1,n2,n37p,a,7) ~ ASP I (2 + p + 711) I (2 + ni, JSJ)\SJP) ( X ) 1 (4321)

o Gg’l ﬁ (CL+T, O'S/\SP);(LO)

2
ASP | (0,0), (3¢ — n1—1,0); —

Lastly, substituting (4.316) alongside (4.320) and (4.317) along with (4.321) into (4.235) and
(4.236), respectively, (4.306) and (4.307) are attained. This concludes the proof of Theorem
4.5.2. _J

4.5.3 Numerical results and discussion

In this part, the derived analytical results are validated through Monte Carlo simulation by
generating 10° random samples and setting the parameters are summarized in Table 4.5. The
turbulence parameters of the FSO hops were generated based on OGS-satellite distance, wave-
length, and aperture radius according to [65, Egs. (4, 9-10)] and [?, Egs. (8)]. The main
point of note from Figures 4.18-4.24 is that all closed-form and simulation curves are perfectly

matching for numerous system parameters’ values, showing the high accuracy of our results.

Table 4.5: Simulation parameters of contribution 7.

Parameter by mx Qx Aop oy
Value 1.4 2 3 0.8 6.1096

Parameter Bz §z Yen(dB) | 7;(dB) | 75(dB)
Value 1.0794 | 1.1227 2 9 60

Parameter | ¥g,(dB) | pg,(dB) | up(dB) n wp
Value 10 20 40 0.7 0.7

Fig. 4.18 depicts the IP versus 7; for various values of 2x. It is clearly seen that the
greater 7, is, the smaller the IP is. This can be justified from (4.212) by the fact that when
the MTIP at the PU receiver increases, the SU is allowed to use its maximal transmit power,
which contributes to the improvement of the system’s secrecy.

Figures 4.19 and 4.20 show the IP versus 7; and 7g, respectively, for various values of 7g .
It can be ascertained that the IP decreases with the increase of 7, 75, and 7, as explained in

Remark 1. Also, it can be noticed that the presence of a friendly jammer improves the system’s
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— — — Asymptotic | 7|

Figure 4.18: IP versus 7; in the pres-
ence of a friendly jammer for different
values of Qx, pp = 0.001, pg, = 0.01,
0g =05, = 1, €r = 01, and bX =4.

0.9

T T T T T

Closed-form with a jammer
Closed-form without a jammer
% Simulation

Figure 4.19: IP versus 7; for different

values of 7g .

secrecy per the same Remark. However, one can notice that for low values of 7; and 74, the

friendly jammer does not contribute to the enhancement of the system’s secrecy. In fact, it

can be seen from (4.215) that the smaller 7; and 7g are, the smaller Ug is. Thus, it follows

from (4.213) and (4.214) that both g, and fygE‘]l) approach 0. Moreover, it can be observed that

above certain thresholds of either 7; or 74, respectively,

Remark 1.

0.95
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0.8

0.75

0.7

0.65

0.6

0.55

T T T T

Closed-form with a jammer
Closed-form without a jammer
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-20

Figure 4.20: IP versus 74 for different
values of 7y .

the IP becomes steady as discussed in

0.35

T

Closed-form
% Simulation

-30

-20 -10 0 10 20 30

Figure 4.21: IP versus 7, for different
values of Qy.

Fig. 4.21 shows the IP versus 7, for various values of {2x. As can be seen, the IP decreases

with the increasing values of the 7g . This can be justified from (4.214) as increasing g,
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decreases the SNR at the eavesdropper which reduces the wiretap link capacity. Consequently,

the secrecy capacity gets enhanced which results in an improvement of the system’s secrecy.

1 T T T T T T T T 0.8 T T T T T T T T T

Closed-form with a jammer
Closed-form without a jammer 0.757%

Closed-form with a jammer
Closed-form without a jammer

09 * 7 % Simulation
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08 Qy=2, 6, 10 1
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pp(dB)
Figure 4.22: 1P versus pp for different Figure 4.23: IP versus {2x for different
values of Qy. values of bx.

Fig. 4.22 illustrates the IP as a function of pp in the presence and absence of a friendly
jammer for various values of 2x. The greater up is, the greater the legitimate end-user SNR
is, leading to the improvement of the system’s secrecy. This behavior can be interpreted as
increasing pup leads to the enhancement of the SNR at the destination which improves the

legitimate link capacity accordingly.

Figure 4.24: TP versus {2x and bx in the presence of a friendly jammer.

Figures 4.23 and 4.24 depict the IP as a function of the average power of the LOS and
multipath components in the presence and absence of a friendly jammer. These powers are

assumed to be identical for all channels i.e., Qgp = Qgp, = Qs,5,, and bgr = bsp, = bs, g, -
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One can ascertain that increasing the average powers of the LOS and multi-path components
at the first hop result in an enhancement of the system’s secrecy. Moreover, it is clearly seen
that the presence of a friendly jammer is strengthening the system’s secrecy. For instance, one
can see that for Qx = 6 and bx = 6, IP equals 0.35 and 0.61 in the presence and absence of a

friendly jammer, respectively.

4.6 Concluding remarks

A secrecy performance analysis was carried out by considering four jamming-based CR. setups,
namely: a single-hop and dual-hop communication systems over Rayleigh fading channels,
dual-hop system with multiples antenna receivers over Nakagami-m fading channels, and a
dual-hop HSCTNs. In the three contributions, we considered that multiple sources are taking
rounds in transmitting their data in the presence of multiples eavesdroppers, while in the forth
contribution one SU node was transmitting its data and another SU node was acting as a
friendly jammer. Moreover, a new framework for the IP that considers the presence of two
eavesdroppers was derived in the fourth contribution. For all contributions, we derived the IP
and SOP by considering two scenarios, namely absence and presence of a friendly jammer and
investigated the impact of several key parameters of the network on the system’s security. The
obtained results showed that the best secrecy is achieved in the presence of a small number of
eavesdroppers when increasing the transmit power of the SUs’, the number of antennas at the
legitimate receiver and the MTIP at the PU as well. Interestingly, we showed that equipping
the legitimate nodes by multiple antennas leads to a noticeable enhancement of the system’s

security rather than sending an artificial noise.
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General Conclusion and Future

Directions

Conclusions

In this dissertation, we investigated the physical layer security of CRNs by considering different
system setups. Interestingly, the derived analytical results could serve as a touchstone for the
deployment of futuristic power-limited CRNs.

Secrecy performance analysis of dual-hop CRNs was conducted in Chapter 2 by considering
that the relay node is equipped with multiple antennas and performs MRC technique to process
the received copies of the transmitted signal. Specifically, we derived the SOP as a performance
metric over Nakagami-m fading model and we demonstrated that a better secrecy could be
achieved when the tolerated interference power at the primary user as well as the number of
the relay’s antennas are increased.

In Chapter 3, the PLS of dual-hop EH-based CRNs was investigated over 2 schemes, namely
single and multi-antenna relay where the relay is considered as energy-constrained node that was
harvesting energy from the received SU signals. The SOP was derived for both contributions
over Rayleigh fading model. In the first contribution closed-form expression for the SOP was
derived by assuming that the relay is located far from the PU and thus did not need to perform
power adaptation. In the second contribution, we derived both closed-form and asymptotic
expressions under power adaptation constraint of the SU relay for both i.n.i.d and i.i.d fading
channels which added another layer of complexity in terms of analytical computation.

Finally, Chapter 4 dealt with secrecy performance analysis of jamming-based-CRNs. In par-
ticular, four system setups were considered, namely direct-link underlay CRN, dual-hop CRNs

such that only the destination is equipped with multiple antennas, dual-hop CRNs where all
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receivers (i.e., eavesdroppers, relays, and destination) are equipped with multiple antennas,
and dual-hop hybrid satellite-terrestrial cognitive radio network. In all contributions, perfor-
mance metric was derived by considering two scenarios namely (i) presence and (ii) absence of a
friendly jammer. In the first and fourth contributions, closed-form and asymptotic expressions
for the IP were derived, whereas in the second contribution closed-form expression for the SOP
was derived over Rayleigh fading, while exact and approximate expressions over Nakagami-m

fading model were given for these metrics in the third one.

Perspectives

Although a solid investigation with regards to PLS of CRNs was conducted so far in the
dissertation, we aim to pursue further research by combining multiple techniques so as to

achieve higher secrecy. Some future potential research directions can be summarized as follows

e It is envisioned that leveraging NOMA techniques along with CRNs would have a tremen-
dous potential to improve spectrum efficiency and the number of users to be served.
Indeed, it has been shown that NOMA enables massive connectivity, and low transmis-
sion latency at the cost of the mutual interference and the implementation complexity of
the receiver. Therefore, our aim is to investigate the secrecy performance of a dual-hop

NOMA-based CRNs under the mutual interference constraints.

e Investigating the physical layer security of CRNs by considering more generalized analyti-
cal models for wireless impairments that encompass both multipath fading and shadowing.
Additionally, we aim to investigate the impact of more techniques so as to enhance the

overall system’s security.
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